dvyber

Uptake of Innovative Security-as-a-Service Solutions

SME Support Action - DIGITAL-ECCC-2022-CYBER-B-03

D7.2: Interim Report on Communication, Dissemination and
Exploitation activities

Delivery date: 30 June 2025

Dissemination level: Public

Project title: Uptake of Innovative Security-as-a-Service Solutions

Duration: 1 January 2024 - 31 December 2026

Project website: | https://cybersuiteproject.eu/

© CyberSuite Page | 1



https://cybersuiteproject.eu/

Ayber

D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities

Document information

Deliverable

D7.2: Interim Report on Communication, Dissemination, and Exploitation

Activities

Work Package WP7: Dissemination, Communication and Market Uptake
T7.1: Dissemination and Communication and Market Uptake Plan
Task(s) T7.2: Building a European partner and distribution network
T7.3: Business Model Development and IPR Management
Type R - Document, Report
Due Date M18, June 30, 2025

Submission Date

4.07.2025

Document Lead

Nicolas Louca (eBOS)

Contributor(s)

Maria Kostopoulou (S5), Georgia Protogerou (UBITECH); Edgardo Montes de Oca
(M1), Luong Nguyen (Ml), Raisia Gorbunov (INQBIT); Maria Pournani (JOIST),
Alexandros Touloumtzidis (JOIST), George Gogolos (JOIST), Denis Avrilionis
(COMPELIO), Theofilos Papasternos (COMPELIO), George E. Dafoulas (DCCG),
Athanasios Mpallis (DCCG), Athanasios Antoniou (DCCG), Valentina Del Rio (PLUR),
Ana de la Morena (ENTHEC), Savvas Argyropoulos (STROWL), Nikos Fotiou
(STROWL), Samuel Fricker (CG), Renata Sauberli (CG), Heini Jarvinen (CG).

Internal Review

Nicola Marcialis (PLUR)
Ana de la Morena (ENTHEC)
Georgia Protogerou (UBITECH)

Grant Agreement: 101145861

s



Ayber

D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities

Document history

Version Date Changes Contributor(s)

V0.1 29.03.2025 Initial deliverable structure Nicolas Louca (eBOS)

V0.2 22.04.2025 25% of the deliverable content Nicolas Louca (eBOS)
Nicolas Louca (eBOS), Georgia
Protogerou (UBITECH), Maria

V0.3 24.04.2025 40% of the deliverable content Pournani (JOIST), Alexandros
Touloumtzidis (JOIST), George
Gogolos (JOIST)

V0.6 4.05.2025 60% of the deliverable content All Contributors

V0.7 2.06.2025 70% of the deliverable content Nicolas Louca (eBOS)

V0.8 29.06.2025 90% of the deliverable content Nicolas Louca (eBOS)
Nicola Marcialis (PLUR)

V0.9 30.06.2025 Internal Review Version Ana de la Morena (ENTHEC)
Georgia Protogerou (UBITECH)

V1.0 04.07.2025 Final Version Nicolas Louca (eBOS)

Grant Agreement: 101145861

s



Ayber

D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities 0:
Consortium
Partner Country Short name
E=E UB|TECH Cyprus UBITECH
< ymontimage | MONTIMAGE EURL France Mi
SUites SUITES DATA INTELLIGENCE SOLUTIONS LIMITED Cyprus S5

z We Deliver Intelligence

- | ENTHEC SOLUTIONS SL Spai ENTHEC

ENTHEC: pain

ﬁ STREAMOWL IKE Greece STROWL
streamOWL

o e

ANAPTYXIAKI DIADIMOTIKI ETERIA PSIFIAKES
.. S | POLIS KENTRIKIS ELLADAS AE OTA
CitiesNet (INTERMUNICIPAL DEVELOPMENT COMPANY Greece bcca

DIGITAL CITIES OF CENTRAL GREECE SA)

GEIGER: | cYBERGEIGER GmbH Germany CG
&
N govmen s | THE FACTORY IKE Greece JoIsT
w4 JOIST
eBOS EBOS TECHNOLOGIES LIMITED Cyprus eBOS
@) compeLLio | COMPELLIO SA Luxemburg COMPELLIO
InQbit INQBIT INNOVATIONS SRL Romania INQBIT

The Q-Bit Innovation

‘-,) Pluribus One PLURIBUS ONE SRL Italy PLUR

Grant Agreement: 101145861 -4-



D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities

List of abbreviations

Ayber

Abbreviation Definition

ACAS Advanced Cybersecurity Analytics System (Tool by M)
API Application Programming Interface

B2B Business to Business

B2C Business to Consumer

BG Background

CA Conversational Agent

CAPEX Capital Expenditures

CVSS 3.1 Common Vulnerability Scoring System Version 3.1
CECC Central European Cybersecurity Conference

CEP Complex Event Processing

CRL Commercialisation Readiness Level

CSCG Cyber Security Coordination Group

CTI Collective Threat Intelligence

DG GROW Directorate-General for Internal Market, Industry, Entrepreneurship and SMEs
DG RDI Directorate-General for Research and Innovation
DPI Deep Packet Inspection

DoA Description of Action

D&C Dissemination & Communication

EC-Council International Council of E-Commerce Consultants
EICC European Interdisciplinary Cybersecurity Conference

Grant Agreement: 101145861

s



D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities

Ayber

EISMEA European Innovation Council and SMEs Executive Agency
EU European Union

FG Foreground

FIRST Forum of Incident Response and Security Teams
GA Grant Agreement

HEX Hexadecimal (colour codes)

ICS Industrial Control Systems

IEC International Electrotechnical Commission

IETF Internet Engineering Task Force

IP Intellectual Property

IPR Intellectual Property Rights

IRL Integration Readiness Level

KER(s) Key Exploitable Result(s)

KPI(s) Key Performance Indicator(s)

ME(s) Medium-sized Enterprises(s)

MENA Middle East and North Africa

ML Machine Learning

MMT Montimage Monitoring Tool

MVP Minimum Viable Product

NIS2 EU Directive on Security of Network and Information Systems (2nd version)
OPEX Operational Expenditures

Secaa$ Security-as-a-Service

Grant Agreement: 101145861

s



D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities

Ayber

SME(s) Small and Medium-sized Enterprise(s)

SWOT Strengths, Weaknesses, Opportunities, and Threats
TCG Trusted Computing Group

TC CYBER Technical Committee on Cybersecurity

TRL Technology Readiness Level

UC(s) Use Case(s)

VAR Value Added Reseller

VC(s) Venture Capitalist(s)

WP Work Package

Grant Agreement: 101145861

s



Ayber

D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities o!

Executive summary

This deliverable is part of the CyberSuite project’s “Work Package 7: Dissemination, Communication and Market
Uptake” is the succeeding report to deliverable “D7.1: Communication, Dissemination, and General Awareness
Plan” and supports the work under Task “T7.1: Dissemination & Communication Plan and Activities” by providing
an update to Dissemination & Communication (D&C) activities and refinements to the execution of project's D&C
plan. The D&C plan identifies target audiences, sets clear objectives, and establishes a chronological framework
in the form of “D&C Phases” for D&C activities. It also emphasises the importance of establishing a cohesive
visual identity for the project, along with outlining the tools, channels, and platforms to be used for D&C
activities.

The report also provides an update on the efforts for liaison and clustering, as part of Task “T7.2: Building a
European partner and distribution network”, and the Exploitation and Intellectual Property Rights (IPR)
management plan of the project, which is within the scope of Task “T7.3: Business Model Development and IPR
Management”, both of which have commenced in M10 and have been subject to significant progress.

This deliverable also refines upon the Key Performance Indicator (KPl) metrics and targets relevant to Work
Package 7 presented in the preceding deliverable D7.1, by introducing updates and clarifications regarding their
scope, along with the current standing for each and the way forward. These D&C KPls are essential for quantifying
the project's outreach and D&C effectiveness. These metrics help monitor progress, assess the impact of the
D&C efforts, and guide any necessary adjustments to enhance the project's visibility and engagement with
stakeholders.

This deliverable, being an interim report on the project’s D&C, clustering, collaboration, exploitation and IPR
management aspects, will be succeeded by “D7.3: Final Report on Communication, Dissemination, and Uptake
Activities”, due in M36, which will consolidate and assess the full scope of actions and results achieved
throughout the project.

This deliverable is structured to guide the reader through all key dimensions of the project's communication,
dissemination, collaboration, and exploitation activities to date. It begins with a presentation of the overarching
communication and dissemination strategy, including its objectives, target groups, messaging, and the tools and
channels employed. It then moves on to describe the specific communication and dissemination actions carried
out during the first reporting period (M1-M18), offering both qualitative insights and quantitative indicators of
visibility and outreach. The next section focuses on collaboration and clustering efforts, outlining synergies
established with other EU-funded initiatives and the joint activities undertaken. This is followed by an overview
of the project’s exploitation planning and IPR management approach, highlighting preliminary key exploitable
assets and partner intentions. The deliverable concludes with a summary of the main outcomes and a look ahead
to the next steps planned for the remainder of the project.

Grant Agreement: 101145861 -8-
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1 Introduction

The CyberSuite project represents a significant step towards fostering a secure and resilient digital environment
for SMEs by aspiring to address the increasing cybersecurity needs of small and medium-sized enterprises (SMEs)
in the digital age. Recognising the vulnerabilities of SMEs in the face of evolving cyber threats, CyberSuite aims
to simplify and streamline the design, deployment, and management of cybersecurity services. CyberSuite’s
vision is to establish an accessible marketplace for cybersecurity services tailored to SMEs, ensuring seamless
integration and interoperability among diverse cybersecurity tools within a unified ecosystem. The project's
objectives include conducting trials on pre-existing services, establishing a collaborative network, implementing
established development methodologies, and enhancing joint responses to cybersecurity incidents.

1.1 Deliverable Overview

Deliverable D7.2 is part of the CyberSuite project’s “Work Package 7: Dissemination, Communication and Market
Uptake” and succeeds deliverable “D7.1: Communication, Dissemination, and General Awareness Plan”. It serves
as the backbone for the project’s dissemination & communication (D&C) activities under task “T7.1:
Dissemination & Communication Plan and Activities”, as well as the exploitation, sustainability and Intellectual
Property Rights (IPR) Management activities carried out under “T7.3: Business Model Development and IPR
Management planning”. Moreover, it covers the clustering and collaboration efforts under the scope of Task
“T7.2: Building a European partner and distribution network”.

Section 2 summarises the D&C plan and presents the current status of its execution and progress achieved
through various events and activities, highlighting the planned next steps.

Section 3 provides an overview of the progress made in the project’s liaison and clustering activities under the
scope of Task “T7.2: Building a European partner and distribution network”. It also outlines the planned actions
for strengthening collaboration in the upcoming period.

Section 4 delves into the progress made in the Exploitation and Intellectual Property Rights (IPR) management
aspects of the project, under the scope of Task “T7.3: Business Model Development and IPR Management”.

Section 5 focuses on the dissemination and communication (D&C) Key Performance Indicators (KPIs) and their
corresponding targets. In this context, some of the KPIs were updated to align better with the project’s scope
and communication goals. The section presents the KPls, their target values and progress, clearly evaluating the
project's outreach performance, both for internal monitoring and reporting to the European Commission.

Lastly, Section 6 concludes the deliverable by summarising the key points covered in the report and outlining the
next steps moving forward.

1.2 Mapping Projects’ Outputs

Table 1 maps the Grant Agreement (GA) commitments, both within the formal deliverable and task descriptions,
against the project’s respective outputs and work performed. It should be noted that the business model
development aspects of Task “T7.3: Business Model Development and IPR Management” is aligned with Task
“T6.3: CyberSuite Market Intelligence and Ecosystem Business Model” under “Work Package 6: Building
CyberSuite Market Ecosystem” and the associated deliverables, “D6.1: CyberSuite Ecosystem Building Plan and
Business Model Strategy - Initial report” and “D6.2: CyberSuite Ecosystem Building Plan and Business Model
Strategy - Final report”.

Grant Agreement: 101145861 -13-
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Table 1: Adherence to CyberSuite GA Deliverable and Task(s) descriptions

CyberSuite Task

Respective

document
chapter(s)

Justification

T7.1 - Dissemination and Communication and Market Uptake Plan
(Lead: eBOS, Part: All; M1-M36):

The communication & dissemination plan of CyberSuite will
guarantee the clear and plain policies and strategy and will be
established in M6 of the project lifetime, to identify the relevant
audiences and the stakeholders with purpose to maximise the
overall impact. In addition, the channels and engagement strategies
will be developed for the successful uptake of the cybersecurity

Section 2 provides an
overview of the current
iteration of the D&C
plan, including updates
on key achievements to
date and future plans
for ongoing D&C

legal, ethical, regulatory, etc. and funding opportunities for the
commercialisation of mature solutions. In addition, IPR protection
and innovation management will support the uptake frameworks
and the innovation management system incorporating the technical
and business experiences generated during the project

solutions. The present task will also include the description of the Sections 2 efforts.
website and the marketplace that include the project description, and 5 e Section 5 presents the
news & events related to all actions for market penetration. The updated KPI metrics
plan will also define the content management on project results and and targets for all
documentation for the end-products, the user-experience videos activities under WP7,
and testimonies, material from events and dissemination actions including dissemination
(presentations, papers, data sets, software, etc.) will be available. and communication,
The website will be the main pillar of reference of all projects along with their current
actions and will feed the digital channels used for branding and status.
marketing purposes.
- L Section 3 outlines

T7.2 - Building a European partner and distribution network (Lead: ° CvberSuite’s approach
UBITECH, Part: All; M10-M36): tg PSR PP
This task will exploit the EU-wide network of contacts of all partners . A

. . . . ) Clustering activities
consortium to define and establish possible technological and .

. . . S along with the progress
business partnerships/synergies and sales distribution in a complete erformed from M10-
networking framework to maximise market penetration results, at . P .

o . . . Sections 3 M18 of the project.
first in the countries of the partnership and steadily to other and 5 o Section ts th
countries across EU with relevant stakeholders (SMEs/MEs, other ec. '_On presents the

. . . revisions to the
projects policy makers. Furthermore, the task will ensure the ) .

- . o associated KPI metrics
harmonization of sales boost and expansion within EU. Last but not and tareets for all
least, the task initiates the sustainability study to guarantee the o g

.. . . activities under WP7,
long-run resilience of the marketplace, aimed at supporting the ) o
o L o . including liaison and
sustainability, replicability, and scalability of the project results . L
clustering activities.
T7.3 - Business Model Development and IPR Management (Lead:
eBOS, Part: UBITECH, PLUR; M10-M36): . .

. . e Section 4 outlines the
Business Model Development will support the overall aspects for .

. . . work carried out so far
the successful business model implementation and the frameworks on Cvbersuite’s
to manage TRL, with CRL and IRL, including the value proposition, ox Ic\)/itation and IPR
supply chain and economic considerations (CAPEX, OPEX, revenues), | Section 4 P

management activities,
and introduces the
planned next steps for
further development.

Grant Agreement: 101145861
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1.3 Updates from Deliverable “D7.1: Communication, Dissemination, and General
Awareness Plan”

Building upon deliverable “D7.1: Communication, Dissemination, and General Awareness Plan”, this interim
report (D7.2) reflects the evolution and implementation of the project’s communication, dissemination, liaison,
and exploitation activities from M7 to M18. The following key updates and enhancements have been
incorporated:

e Section 2 has been renamed from “Dissemination & Communication Plan” to “Dissemination &
Communication” to reflect the execution phase of the D&C strategy, as initially presented in D7.1 and its
contents have been updated accordingly.

e Section 3 has been updated to report the Liaison and Clustering activities carried out during M10 to M18
under Task T7.2, along with an outline of upcoming actions in this area.

e Section 4 provides an updated overview of the progress made in exploitation and IPR management,
including the collection of Background and Foreground IPR, individual exploitation intentions from
partner organisations, and the first steps in defining the project's sustainability and scalability strategy.

e Section 5 focuses on the dissemination and communication (D&C) Key Performance Indicators (KPIs) and
their corresponding targets. In this context, some of the KPIs were updated to better align with the
project’s evolving activities and strategic communication goals. The section presents the current set of

indicators, their target values, and progress to date, providing a clear view of the project's outreach
performance.”

Grant Agreement: 101145861 -15-
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2 Dissemination & Communication

2.1 Dissemination & Communication Plan Overview

s

Taking into account the insights and elaboration regarding the importance of D&C activities in the context of
CyberSuite, as presented in deliverable “D7.1: Communication, Dissemination, and General Awareness Plan”,
CyberSuite’s D&C plan covers the following:

e |dentification and classification of targeted audiences
e Establishing D&C objectives and mapping them to the targeted audiences identified

e Tools to reach out to the identified audiences

e Channels of communication for the different objectives and respective target audiences
e The timeframe of D&C activities, in the form of D&C phases, with respect to the project objectives and

target audiences

e Monitoring and Tracking tools for monitoring and evaluating D&C progress
e KPI metrics and targets for broader monitoring and review of CyberSuite’s D&C and exploitation

performance

2.2 Target Audiences & Objectives

Following the clear identification of project stakeholders and the corresponding D&C objectives for each group
in deliverable “D7.1: Communication, Dissemination, and General Awareness Plan”, Table 2 summarises the
identified stakeholders of the CyberSuite project, as defined in the project’'s GA under the term “target
audiences”. For each stakeholder group, the D&C objectives have been further clarified and aligned with the
current phase of the project. This structured categorisation allows for a more effective outreach strategy by
clearly defining stakeholder profiles and understanding their level of interest and engagement with CyberSuite.
This also supports the refinement of tailored communication, such as selecting the most suitable channels,
crafting relevant content, and determining the appropriate level of detail, to maximise the effectiveness and
impact of dissemination efforts.

Table 2: Analysis of Identified Target Audiences.

Target Audience Impact & Benefits Summary D&C Objectives
Affordable  cybersecurity  tools
tailored to SME needs e Raise awareness of CyberSuite and its
Easy deployment and low technical practical benefits for SMEs
SMEs/MEs barriers N e Promote access to trz.almng resources
Awareness and training support through the CyberSuite Academy
Engagement  via  marketplace,| e Drive the adoption and market uptake of
webinars, events, and multimedia the CyberSuite solution
campaigns
) e Clear communication of the project goals
Potential Opportunlty. to co-develop and| | Lay the foundation for the dissemination
. extend solutions .
Business ) . of project outputs
Partners Synergies for business model, c cate CvberSuite’s busi |
[ )
technical add-ins, and distribution ommunica e. yoer U|.e > business value
and partnership potential
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Engagement via events, feedback
loops, and EU networks (e.g. EEN,
EUClusters)
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D&C Objectives

Cooperate with other projects and
initiatives for knowledge and innovation
Presentation of the UCs to attract interest

Foster synergies with ongoing EU
initiatives and innovation networks.

EU Society and
General Public

Promotes cybersecurity awareness
Public outreach via events,
webinars, and online channels
Open, accessible communication of
project goals

Raise awareness of CyberSuite and its
benefits for end-users

Increase public understanding of
cybersecurity and CyberSuite’s role in
addressing digital threats

Cybersecurity
Experts, IPR and
Standardisation
Bodies

Exchange of expertise and mutual
reinforcement of standards
Contributions to tailored
standardisation roadmap
Participation in expert events and
Advisory Board insights

Attract interest from the expert
cybersecurity community so as to engage
them in shaping and validating technical
directions and IPR outcomes

Lay the foundation for the dissemination
of project outputs

Communicate the value of CyberSuite
Leverage D&C for exploitation of
CyberSuite’s assets

Promote CyberSuite’s alignment with
emerging standards and frameworks

Private Investors

Attracting long-term VC interest for
scale-up

Exposure at pitch/commercial
events

Strategic input into business models
and market intelligence

Drive the adoption and market uptake of
the CyberSuite solution

Present CyberSuite’s innovation potential
and scalability to attract long-term
investment

Use targeted events to highlight business
models and market validation

Policy Makers
(EU bodies,
regulatory &
governmental
organisations
and ministries)

Alignment with evolving digital and
cybersecurity regulations

Support for SME compliance and
market adoption

Input into EU-level
recommendations and international
cooperation

Push CyberSuite’s findings to aid the
enhancement of cybersecurity-related
regulations and policies

Communicate CyberSuite insights that can
inform EU policy and regulation.
Showcase how the project enables SME
compliance and supports digital resilience
goals.

s

The preliminary stakeholder engagement matrix presented in deliverable “D7.1: Communication,
Dissemination, and General Awareness Plan” has been updated as shown in Figure 2 to include SMEs/MEs in
the “Engage Closely” engagement category. This was done following the appreciation of engaging closely with
SMEs in order to understand their needs and steer the development and delivery of Cyberseuite.
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High Influence | ,

Keep Satisfied:

Engage selectively and ensure their
concerns are addressed

Policy Makers (EU bodies,
regulatory & governmental
organisations, and ministries)

Involve in decision-making and

Engage Closely:

leverage their support

Potential Business Partners
Cybersecurity Experts, IPR, and
Standardisation Bodies

Private Investors

SMEs/MEs

Low Influence

Monitor:

Provide general updates, engage

minimally

None

Update regularly and involve them in

e EU Society and General Public

Keep Informed:

feedback loops

Low Interest

High Interest

Figure 1: Updated Stakeholder Engagement Matrix of CyberSuite’s Stakeholders.

2.3 Dissemination & Communication Phases

s

CyberSuite’s D&C activities are broken down into four phases, reflecting the timeline of D&C efforts. Each phase
is defined by its relative timeframe, the information to be communicated and/or disseminated, the target
audience, the channels to be used and the general goals of the phase. Table 3 presents this information.

Type of information

Table 3: Breakdown of D&C Phases.

Target audience

Channels

Phase 1: CyberSuite Exposure & Awareness (M1 - M10)

e Communication of
CyberSuite’s overall scope
and objectives

e General exposure of the
project

e All stakeholders

e Website

e Social Media
e Promotional Material

e \ideos

e General awareness,
including recognition
of CyberSuite and its
outputs among
stakeholder groups
outside of the target
audiences

e Attract potential
customers, investors
and collaborators

Phase 2: Targeted Communication of CyberSuite (M10 — M24)

e Targeted communication
efforts towards potential
end-users

e Presentation of the UC
plan to attract interest

e Approach potential
business partners and
investors

e SMEs/MEs

e Potential Business
Partners

e Private Investors

e Website

o Newsletter

e Conferences

e Hackathons

e Press Releases

e Articles

e Expand project
outreach

¢ Inform potential users
of the CyberSuite
solution

e Attract potential
customers, investors
and collaborators
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Phase 3: Active Promotion of the CyberSuite solution (M24 - M36)

e Drive the adoption and
market uptake of the

e Promote the CybeSuite

. e Reports . .
solution based on . CyberSuite solution
d trated technical ® Website C icate th
monstr ni mmuni
cae a(;ilist ?‘rzm ‘LeJcCs - e SMEs/MEs * Newsletter v:Iue oL:‘ CC?:):rSu(iete
P Y . , . . e Conferences ¥ .
e Demonstrate functionality | e Potential Business e Attract potential
of the CyberSuite solution Partners * Hackathons customers, investors
) . e Webinars, Tutorials ’
e Continue efforts for e Private Investors d Traini and collaborators
attracting business and fraining e Lay the foundation for
. e Press Releases . o
partners and investors ; the dissemination of
e Articles

project outputs

Phase 4: Dissemination and Exploitation of CyberSuite’s Outputs (M30 - post-project)

e Drive the adoption and

e Potential Business market uptake of the

Partners
o Private Investors CyberSuite solution
. - . e Attract interest from
e Dissemination of e Cybersecurity e Reports potential collaborators
CyberSuite’s outcomes Experts, IPR and o Website for cooperation
e Implementation of Standardization e Newsletter o ortEnities
CyberSuite’s exploitation Bodies . . PP .
] e Social Media e Push CyberSuite’s
and IPR management e Policy Makers (EU - .
. e Conferences findings to aid the
strategy bodies, regulatory

enhancement of
cybersecurity-related
regulations and
policies

& governmental
organisations and
ministries)

With CyberSuite entering the second half of its duration (M18-M36) at the time of writing, it is still in Phase 2 of
the D&C plan, while laying the foundation for Phases 3 and 4.

2.4 Dissemination & Communication Progress and Way Forward

2.4.1 CyberSuite Website

The CyberSuite project’s website’ was launched in March 2024 and serves as the primary hub for sharing
information and resources related to the project. It was created using WordPress®> web content management
system and provides an overview of CyberSuite’s background, goals, and participating organisations. The
website’s overall design reflects CyberSuite’s visual identity, as presented in detail in deliverable “D7.1:
Communication, Dissemination, and General Awareness Plan”.

Being the primary channel of D&C, it features regular updates in the form of press releases regarding the project's
progress, upcoming events and other announcements. It also provides the ability to subscribe to the project’s e-

! https://cybersuiteproject.eu/
2 https://wordpress.com/
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newsletter and allows visitors to contact the project directly via a contact form or the project’s provided “info”
email address®.

The CyberSuite project website has been structured logically to allow intuitive navigation throughout the site,
allowing visitors to navigate easily and access content. Figure 2 presents the structure of the website. It should
be noted that the “Hackathons” section, which will serve as a landing page for the Hackathons and will provide
all relevant information (objectives, date, location, sign-up process/links, etc.), is currently under construction
and not publicly accessible at the time of writing this deliverable. In addition, the “Media Articles” subsection
under the “Dissemination & Communication” tab has been renamed from its original title “Press Releases” as
presented in deliverable D7.1. This change reflects a refinement in the content structure: press releases, as
elaborated in Section 2.4.6, are now presented under the “News & Events” section, while the newly titled “Media
Articles” subsection is intended to list articles published by external media outlets, as discussed in Section 2.4.9.
Similarly, a new “Collaboration & Synergies” page will also be added under the “About” section of the website
to highlight partnerships with projects, initiatives and/or organisations.

[
Use Cases & Trials

Background &
Motivation

Objectives

Consortium

*Collaboration &
NUEEES

Dissemination &
Communication

1
| | |
News & Events Contact Us

Public
Deliverables

Publications

Brochures &
Flyers

Media Articles

Newsletters

Workshops

* Section Under Construction

Figure 2: CyberSuite Website Sitemap.

2.4.2 CyberSuite Social Media Channels
The strategic use of social media channels has become instrumental in the D&C of EU-funded projects. Through
targeted content sharing and audience engagement activities, these platforms enable the discovery and

3 info@cybersuite-project.eu
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targeting of project stakeholders while providing them with project updates and fostering community
interaction. Twitter and LinkedIn are most appropriate for engaging stakeholders and amplifying project visibility.
YouTube, arguably a hybrid platform with video sharing and broadcasting at its core, mixed with social media
aspects, enables the easy sharing of video content. The approach to leveraging these social media platforms
within the context of CyberSuite is presented in this section.

2.4.2.1 Linkedin

LinkedIn is the prime social media platform for business and industry professionals. Within the context of
CyberSuite, LinkedIn serves as a hub for connecting with stakeholders, potential collaborators, and industry
partners. More specifically, LinkedIn’s focus on networking, knowledge sharing, and collaboration

The CyberSuite LinkedIn page* has been created upon commencing the project in January 2024. Through the
project’s LinkedIn page, project members can showcase project achievements, share insights, and engage with
a targeted audience interested in relevant topics. Furthermore, platform features such as groups, articles, and
messaging can facilitate networking, knowledge sharing, and collaboration among project stakeholders. Figure 3
shows a public view of the CyberSuite’s LinkedIn profile, with recent posts visible at the bottom of the page.

Security-as-a-Service

A Solutions

Ayber = S -
4

CyberSuite
Simplifying Cybersecurity for SMEs — Secure, Streamlined, and Scalable

Computer and Network Security - 228 followers - 11-50 employees

+ Follow (_ 7 Message ) \\_>

Home About Posts Jobs People

Overview
CyberSuite is a project co-funded by the European Union through the Digital Europe Programme
(DIGITAL). At CyberSuite, our vision is to simplify cybersecurity for small and medium-sized enterprises

(SMEs) that lack dedicated cybersecurity resources. We aim to address the common challenges i ... see
more

Show all details =

Figure 3: CyberSuite LinkedIn Page, as of June 2025.

An important aspect of LinkedIn posts is to announce various upcoming key events or activities of the project,
such as the examples presented in Figure 4, which are usually re-formatted versions of press releases published

4 https://www.linkedin.com/company/cybersuite-project/
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on the project website. By leveraging the visibility of the project’s LinkedIn profile, these announcements help
extend the project’s reach, raise awareness among stakeholders, and increase overall exposure.

N
WEBINAR ANNOUNCEMENT! f

Introduction to the

o Cybersuite Cybersuite x

|EEE CSR 2025 CyberShield Workshop

Deadline Today! May 5, 2025

CyberSuite Framework

Figure 4: Examples of CyberSuite LinkedIn posts regarding key events/activities: Announcement of the "Introduction to the
CyberSuite Framework" Webinar (left) and Call for Papers deadline Reminder for the IEEE CSR 2025 CyberShield Workshop
(right).

In addition, videos (discussed in detail in Section 2.4.6) are also shared via the project’s LinkedIn profile. Shorter
informative videos, such as the partner interview videos, are uploaded directly to LinkedIn, as their brief duration
(typically under 8 minutes) makes them easily viewable within the platform. In contrast, longer format videos,
such as the webinar recordings (which have typical durations of roughly 2 hours), are shared via external links to
YouTube, which is a more appropriate platform for hosting and viewing extended videos. Examples of such posts
are given in Figure 5.

CyberSuite + Follow
228 foll er
)
Nefeli Bountouni, Project Manager at Suite5 Data Intelligence Solutions delves into
the CyberSuite Marketplace's mission to bolster cybersecurity for SMEs. She
discusses Suite5's contributions, the unique features of their tools, and how these
innovations address common challenges.

Dyber

E):hersu"e Key Topics Covered
- Introduction to SuiteS and its expertise in data intelligence solutions.

- Suite5's role and objectives within the CyberSuite project.

Dyber o
4 ower

w-®

"Introduction to the CyberSuite Framework" Webinar Successfully Concluded!
Watch full recording here: https://Inkd.in/gEkuUkQY

On June 16, 2025, the CyberSuite consortium held its first public webinar: "Introduction
to the CyberSuite Framework". This webinar brought together project partners,
stakeholders, and cybersecurity professionals for a dynamic session exploring the
project’s architecture, DevSecOps process, interoperability mechanisms, and the tools
that make up the CyberSuite platform.

Thank you to all who attended and contributed!
#CyberSuite #CyberSecurity #CyberResilience #EUProjects #DevSecOps

#SMEsecurity #Cyberlnnovation #InfoSec #DigitalSecurity #CyberDefense
#CyberTools #SecurityByDesign #WebinarRecording #CyberFramework

Introduction to the CyberSuite Framework (Cybersecurity
‘Wehbinar for SMEs - 17/06/2025)

cce 2

& Like ) Repost < Send
« Rep

& Comment

2 reposts

Unique selling points of Suite5's cybersecurity tools integrated into the CyberSuite
Marketplace.
- Strategies to overcome common pain points in Security-as-a-Service marketplaces.
- Real-world applications and benefits for SMEs adopting these solutions.
- Insights into current cybersecurity threats and how SMEs can enhance their
security posture with limited resources.

Discover how Suite5 contributes to a more secure digital ecosystem for small and
medium-sized enterprises.

#CyberSuite #Cybersecurity #SMESecurity #CyberResilience #SecurityAsAService
#DigitalSecurity #CyberDefense #Datalntelligence #Techinnovation

“dyber

Nef

The CyberSuite Marketplace

unt

partner insights video (right).

Figure 5: Examples of sharing CyberSuite videos via LinkedIn posts: Link to the YouTube video of the "Introduction to the
CyberSuite Framework" webinar recording (left) and video upload post of the CyberSuite Marketplace introduction &
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In addition to that, various posts were made for the sake of engagement and exposure of the project, along with
providing relevant insights and information. Such examples are “Meet the Partners” posts, which introduce
partner organisations of the CyberSuite consortium, and general informative posts, such as the examples
provided in Figure 6.

CyberSuite + Follow X
®

ing the CyberSuite Partn

Svber

ayber

¥
Awareness & Education
Your First Line of Cyber De?ence

Who are StreamOwl?
StreamOwl is an SME founded in 2014 in Greece, with an
extensive background and expertise in computer yision-
based inspection tasks and video analytics with Al

{ p— - — oo

What'is StreamOwl’s Role in Cyb
Having developed a novel aerial robotic system using
drones to inspect railway tracks, StreamOwl will be driving
the “Mobility & Transport” Use Case of CyberSuite.

How Does StreamOwl Add Value to CyberSuite?

“dyber Y

Sustee

vt e
tiCybersecuriryAware'hessMoq(h SUA e£

Figure 6: Examples of CyberSuite’s general information & insights LinkedIn posts: “Meet the Partners” post on STROWL
(left) and informative post on the importance of CyberSecurity Awareness & Education (right).

2.4.2.2 X (ex-Twitter)®

CyberSuite’s X (ex-Twitter) account is used to share short posts, usually short versions of LinkedIn posts, in line
with its 280-character limit (including links and hashtags) for “non-Premium” paid accounts. This concise format
makes it more suitable to the “quick consumption” nature of X, making it an effective channel for broadcasting
updates and announcements related to the project. Posts often include links to more detailed content, such as
press releases on the CyberSuite website or relevant YouTube videos, allowing users to access additional
information in a length-efficient manner. A public view of the CyberSuite X account is shown in Figure 7, which
also shows an example of a post at the bottom. Further examples equivalent to LinkedIn posts presented in
Section 2.4.2.2 are given in Figure 8.

5 https://x.com/CyberSuite_EU
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Uptake of Innovative
Security-as-a-Service

So

d Edit profile

CyberSuite
@CyberSuite EU

Simplifying Cybersecurity for SMEs - Secure, Streamlined, and Scalable

Project co-funded by the European Union through the Digital Europe Programme
(DIGITAL).

& Science & Technology (2 cybersuiteproject.eu [ Joined February 2024

13 Following 33 Followers

Posts Replies Highlights Articles Media Likes

oyber CyberSuite @CyberSuite EU - Jun 25 Promote (7
‘ CyberSuite Project - 4th Newsletter - mailchi.mp/ac35309cd391/¢

o 0 Q1 il 11 na

Figure 7: CyberSuite X Profile Page, as of June 2025.

oyber CyberSuite @CyberSuite EU - Jan 16 [~
* CyberSuite Co-Organizes CyberShield Workshop at the 2025 IEEE CSR
International Conference

Learn More: cybersuit

Ayber
4

yber CyberSuite @CyberSuite EU - Apr 17 & -
* "CyberSuite Marketplace: Empowering SMEs Cybersecurity Standing |
Nefeli Bountouni, Project Manager at Suite5™ youtube.com/watc
v=SW(G-F.

youtube.com

CyberSuite Marketplace: Empowering SMEs Cyber.
In this interview, Nefeli Bountouni, Prc t Manager
at Suite5 delves into the CyberSuite M place’
=] i Q4 il 44 N &

2025 IEEE International Conference on

Cyber Security and Resilience

$IEEE 4\ svc

A' LOGOS |

Chania, Crete, Greece (in-person event) « August 4-6, 2025

oyber CyberSuite @CyberSuite EU - Jun & -

“ CyberSuite is proud to announce the "Intraduction to the CyberSuite
Framework" Webinar!

More info and registration: cybersuiteproject.eu/webina

berDefense

cybersuiteproject.eu

Webinar Announcement: An Intreduction to the Cy...
News & Events Webinar Announcement:
Intreduction to the CyberSuite Framework As part

o (] Q3 thi 35 [m}

Figure 8: Examples of CyberSuite’s X posts: CyberSuite Marketplace introduction & partner insights video (left),
Announcement of the 2025 IEEE CSR CyberShield Workshop (middle) and Announcement of the "Introduction to the

CyberSuite Framework" Webinar (right).

2.4.2.3 YouTube

Unlike Linkedln and X, YouTube is mainly used for the uploading and sharing of project-related video content

during the project's lifecycle, sharing openly valuable insights into the project's objectives and outcomes and
increasing project awareness. Videos uploaded on YouTube can be easily embedded into the project website or

even third-party websites (including online articles, blogs, etc.), which can synergistically enhance the reach of
the videos while amplifying the impact of the content shared alongside the embedded videos. CyberSuite’s
YouTube account® was created in January 2024. At the time of writing, 3 videos have been shared (discussed in

Section 2.4.6, along with the plan for future videos), all of which are visible on the CyberSuite YouTube channel

as seen in Figure 9.

6 https://www.youtube.com/@CyberSuite
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Uptake of Innovative

Security-as-a-Service
Solutions

CyberSuite
Oyber @Cyff's“"e s

The ( pport Action project funded under Digital E ...more 5

d cyb ect.eu and 2 more links

Home Videos Playlists

Videos

The CyberSuite Marketplace

419

CyberSuite: inQbit SASTer for § Introduction to the i CyberSuite Marketplace:
Static Application Security... Cy ite F ing SMEs...

vs + 11 days ag: 42 views * 12 days agy 32 views *+ 2 months ag:

Figure 9: Main page of the CyberSuite YouTube channel, as of June 2025.

2.4.3 Events

Participation in events, including conferences, industry fairs, as well as the organisation of hackathons and
webinars, are important to the CyberSuite dissemination strategy. By presenting the project at international
conferences, workshops, and industry fairs, CyberSuite aspires to reach a broad audience of stakeholders,
including researchers, industry professionals, potential business partners, and end-users. With that said, it should
be noted that participation in events is not just a core dissemination activity but can also be a valuable
communication activity, as the interactions and potential networking opportunities provided at these events
enable direct engagement with stakeholders. This engagement allows for the exchange of feedback, fosters
collaborative relationships, and enhances the visibility of the project's contributions to the field of cybersecurity.
By showcasing the project's vision and progress, CyberSuite can effectively communicate its impact and
relevance through these events, driving awareness and adoption among diverse audiences.

2.4.3.1 Conferences

Conferences are formal gatherings (typically in-person, but can also be online) where a group or cluster of groups
present material regarding a particular topic to target audiences. They are characterised by focused agendas
targeted towards a specific audience and facilitate knowledge exchange over the course of at least half a business
day.

CyberSuite leverages conferences organised by partner projects or organisations to present the project, raising
awareness of target audience groups regarding the project’s goals, objectives and added value. This will be done
in the form of delivered presentations, either dedicated to presenting the project or focusing on a broader
cybersecurity subject relevant to SMEs. To date, CyberSuite has been presented at the following conferences:
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e The International Conference on Availability, Reliability and Security (ARES) 20247 (July 30 to August 2,
2024 | Vienna, Austria) by co-organising the 4th International Workshop on Advances on Privacy
Preserving Technologies and Solutions (IWAPS), by INQBIT.

e The MeCysS project’s 1% International Online Conference® (March 12, 2025) featured two presentations
relevant to CyberSuite. The first, titled “Al and Its Role in Cybersecurity - Opportunities and Challenges
for SMEs” was delivered by eBOS and MI and included references to CyberSuite. The second, by CG,
presented the Geiger Conversational Agent.

Presentations of the project are planned for the 2025 ARES Conference by co-organising the 2025 editions of
the IWAPS Workshop® and International Workshop on Security Testing and Monitoring (STAM)®, by INQBIT
and Ml respectively. There is also interest from INQBIT to organise the 2026 edition of the IWAPS Workshop
when it is announced. As such, it is currently considered a planned activity.

Adding to the above planned presentations at conferences, the project actively seeks similar opportunities to
present, and more presentations at similar conferences to the ones stated above will be planned.

As CyberSuite continues to mature and produce tangible outcomes, at least two conferences are planned for the
last year of the project. Although the exact format (whether it will be physical or online, duration, etc.) is still
under consideration, the current plan includes a dedicated CyberSuite conference, which will be followed by a
jointly organized event with one or more of the relevant collaborating partner projects (as presented in Section
3).

2.4.3.2 Industrial Fairs and Commercial Brokerage Events

Industrial fairs and some large-scale conferences also act as commercial brokerage events, providing an excellent
platform for networking and establishing business relationships. CyberSuite will participate in such events to
connect with potential partners, investors, and clients. These interactions will support the commercialisation of
project outcomes and foster collaborations that enhance the project's impact. CyberSuite shall participate in at
least fifteen industry fairs and/or commercial brokerage, focusing on showcasing CyberSuite’s solutions and
exploring market opportunities. These will typically be attended in the final year of the project by tool-owning
partners, who typically attend such events as part of their operations. However, dedicated CyberSuite
participations can also be organised. Online participation is also possible when events are outside the project
countries, and in-person attendance might be difficult.

The plan for participating in such events is currently pending. CyberSuite will participate in at least fifteen such
events, but also aims to formally present the project outcomes and tools at one high-profile industrial event.
Relevant events that project partners could potentially participate in include:

CyberWiseCon Europe!!: CyberWiseCon is a premier IT security conference that brings together cybersecurity
experts, industry leaders, and IT professionals from across Europe.

Hacker Halted!?: Hacker Halted stands as EC-Council’s annual IT Security Conference, featuring a lineup of over
50 speakers who present groundbreaking insights. Built upon EC-Council’s educational courses in ethical hacking,

7 https://2024.ares-conference.eu/iwaps

8 https://mecys.eu/international-conferences/

9 https://2025.ares-conference.eu/program/iwaps/
10 https://2025.ares-conference.eu/program/stam/
11 https://cyberwisecon.eu/

12 https://hackerhalted.com/
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computer forensics, and penetration testing, Hacker Halted is a platform for sharing knowledge. The conference
brings together leading researchers, ethical hackers, and IT security professionals to tackle industry challenges.
With a global presence in countries like Egypt, Mexico, Malaysia, and the USA, Hacker Halted fosters discussions
among industry leaders and addresses current and future IT security issues.

Infocom Security’®: This event aims to highlight all critical aspects of the modern hybrid world, as it has been
shaped in recent years, to analyze the important trends that CyberSuite will address in security management and
present best practices, integrated solutions, innovative services, and new regulatory guidelines to strengthen
the defenses of organisations against emerging sophisticated threats.

BEYOND: An international tech event that takes place annually in Thessaloniki, Greece. A hybrid “exhibition-
meets-summit” event, it is rapidly becoming the foremost digital technology exhibition in Southeast Europe, the
Mediterranean, and MENA regions. BEYOND serves as a melting pot for the region’s brightest minds, most
innovative companies, and cutting-edge products, making it an ideal event for the project to gain visibility and
connect with leading stakeholders.

Cyber Greece'®: A prominent cybersecurity conference held annually in Greece. This event gathers cybersecurity
professionals, industry leaders, and policymakers to discuss the latest trends, challenges, and solutions in
cybersecurity. It provides a platform for sharing knowledge, networking, and exploring innovative security
strategies tailored to the Greek market and beyond.

Cyber Security Conference?®: An annual conference which brings together experts and practitioners in the field
of cybersecurity to address pressing security issues, share best practices, and present cutting-edge research. The
Cyber Security Conference is a key event for staying updated on the latest developments and trends in the
cybersecurity landscape.

Information Security Conference'’: The annual Information Security Conference is a gathering in Greece for IT
and security professionals. This conference offers a platform to discuss emerging threats, innovative security
technologies, and regulatory updates, fostering collaboration and knowledge exchange among attendees.

InfoCom Security®: An annual conference in Greece, focusing on the critical aspects of security management in
the modern hybrid world. InfoCom Security highlights trends, best practices, and integrated solutions to
strengthen organisational defenses against sophisticated threats. The event also explores new regulatory
guidelines to ensure robust cybersecurity practices.

MWC Barcelona®®: MWC Barcelona is one of the world's largest and most influential technology events. It covers
a wide range of topics, including cybersecurity, and provides a global platform for showcasing innovative
technologies, networking, and exploring business opportunities.

13 https://www.infocomsecurity.gr/en/
14 https://www.beyond-expo.gr/

15 https://cybergreece.gr/

16 https://cybersecurityconference.gr/
17 https://www.eits.gr/

18 https://www.infocomsecurity.gr/

19 https://www.mwcbarcelona.com/
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ENISA CTI Conference?®: The ENISA CTI Conference is an annual event organised by the European Union Agency
for Cybersecurity. It focuses on cyber threat intelligence, providing a platform for experts to discuss the latest
trends, challenges, and solutions in cybersecurity.

InCyber Forum (FIC)?!: The InCyber Forum (FIC) is an annual event that addresses cybersecurity in the digital
economy. It brings together policymakers, industry leaders, and cybersecurity professionals to explore strategies
for enhancing digital security and fostering international cooperation.

The International Conference on Software Business (ICSOB)?2: ICSOB is an annual conference that delves into
the business aspects of software and cybersecurity solutions. It provides a platform for academics, industry
professionals, and business leaders to discuss innovations, business models, and market trends.

Cybersec Europe?®: Cybersec Europe is an annual conference that brings together cybersecurity professionals,
industry leaders, and policymakers. The event focuses on exploring the latest cybersecurity trends, challenges,
and solutions to enhance Europe's cyber resilience.

Swiss Cyber Security Days (SCSD)?*: The Swiss Cyber Security Days (SCSD) is an annual event that brings together
cybersecurity experts, industry leaders, and government representatives. The event focuses on discussing
cybersecurity strategies, sharing best practices, and exploring innovative solutions to enhance national and
global security.

2.4.3.3 Workshops

In the context of CyberSuite, a workshop is typically an organised session (which can be part of a larger
conference or event) that focuses on in-depth exploration of specific cybersecurity topics, tools, methodologies,
or project results. These sessions can be structured around academic and/or industry paper presentations,
interactive discussions, or demonstrations.

CyberSuite aspires to organise at least five workshops, and to date, has completed one workshop while having
another 4 planned.

e 4th International Workshop on Advances on Privacy Preserving Technologies and Solutions (IWAPS)*
at the International Conference on Availability, Reliability and Security (ARES) 2024 (July 30 to August 2,
2024 | Vienna, Austria), completed and co-organised by INQBIT.

e 5th International Workshop on Advances on Privacy Preserving Technologies and Solutions (IWAPS)?®
at the International Conference on Availability, Reliability and Security (ARES) 2025 (August 11 to August
14, 2025 | Ghent, Belgium), co-organised by INQBIT.

e 5th International Workshop on Security Testing and Monitoring (STAM)?’ at the International
Conference on Availability, Reliability and Security (ARES) 2025 (August 11 to August 14, 2025 | Ghent,
Belgium), co-organised by MI.

20 https://www.enisa.europa.eu/events/cti-conference
21 https://europe.forum-incyber.com/

22 https://icsob2024.github.io/

23 https://www.cyberseceurope.com/

24 https://scsd.ch/en/

25 https://2024.ares-conference.eu/iwaps

26 https://2025.ares-conference.eu/program/iwaps/

27 https://2025.ares-conference.eu/program/stam/
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e CYBERSHIELD Workshop on Cybersecurity Innovation and Resilience?® at the 2025 IEEE Cyber Security
and Resilience Conference (August 4 to August 6, 2025 | Chania, Crete, Greece), organised by UBITECH.

e 6th International Workshop on Advances on Privacy Preserving Technologies and Solutions (IWAPS) at
the International Conference on Availability, Reliability and Security (ARES) 2026 (est. Summer 2026,
location TBA), to be co-organised by INQBIT.

CyberSuite was also presented at the ERATOSTHENES Final Workshop, “Shaping the Future of Secure loT —
Innovations in Security, Trust, Identity, and Privacy”?® (March 21, 2025 | Piraeus, Greece), where UBITECH
showcased the project as an integrated cybersecurity platform aimed at strengthening SME resilience through a
marketplace of deployable services, advanced analytics, and educational tools.

In addition, CyberSuite use opportunities to present the project at events which can be classified as workshops,
regardless of their technical depth. Such an example was the Cybersecurity and Personal Data Protection:
Resilience, Compliance, Innovation® event, which took place on March 20, 2025 (Larissa, Greece), and was
organised by JOIST. The project actively seeks similar opportunities to present similar events, and more
presentations will be planned.

2.4.3.4 Hackathons

Hackathons are organised to involve end-users external to the consortium and to maximise the project's impact.
These events will focus on testing and evaluating the CyberSuite solutions in real-world scenarios, engaging
prospective users, and gathering valuable feedback. The plan is to organise at least two hackathons throughout
the project duration, with the first hackathon to be held on M22 (October 2025 | Larissa, Greece) in order to
demonstrate the solution in real-world use cases. A second hackathon will take place at M34 (October 2026 |
Athens, Greece) to evaluate and test the final integrated CyberSuite version. Both hackathons are organised
under the scope of Work Package 6’s (Building CyberSuite Market Ecosystem) task “T6.2: CyberSuite Campaign
Plan for Ecosystem Building” and have the goal of engaging at least 200 participants. The first hackathon is
currently in the preparation stage and is en route to being organised.

2.4.3.5 Webinars

Webinars will be conducted to raise awareness about the CyberSuite solution and cybersecurity threats to
encourage interactions within the network of SMEs. The webinars will be organised under the scope of Work
Package 5 “CyberSuite Raising Knowledge and Awareness Academy”, with a total of nine webinars planned.
These webinars will serve as valuable tools to raise awareness about cybersecurity threats, foster interactions,
and prompt actions within the consortium’s network of interested SMEs, and their video recordings will be easily
shared through social media channels, enhancing their reach and impact, as also discussed in Section 2.9.5. Each
partner will contribute to producing such content based on their respective capabilities and skills, ensuring
comprehensive and effective execution of the webinars.

To date, one webinar has been organised and completed. This was the “Introduction to the CyberSuite
Framework” Webinar3?, which took place on June 16, 2025, and brought together project partners, stakeholders,
and cybersecurity professionals for a session exploring the project’s architecture, DevSecOps process,

28 https://www.ieee-csr.org/cybershield/

29 https://eratosthenes-project.eu/eratosthenes-final-workshop-shaping-the-future-of-secure-iot-innovations-in-security-
trust-identity-and-privacy/

30 https://joistpark.eu/ekdiloseis/kyvernoasfaleia-kai-prostasia-prosopikon-dedomenon/

31 https://cybersuiteproject.eu/introduction-to-the-cybersuite-framework-webinar-successfully-concluded/
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interoperability mechanisms, and the tools that comprise the CyberSuite platform. Table 4 summarises the
webinars' preliminary plan, which includes the aforementioned completed webinar.

Table 4: Summary of CyberSuite’s webinars preliminary plan.

Objective

Description / Proposed presentations

Target
Audience

Proposed
Responsibles

Introducing and Overview of CyberSuite vision and SMESs, Public
Introduction to exploring the strategic objectives Authorities, UBITECH, PLUR,
the CvberSuite architecture, DevSecOps |® Technical architecture and Digital S5, eBOS, CG, Completed:
Frameork process, interoperability, integration plan Innovation Hubs| ENTHEC, INQBIT, | June 16, 2025
and the tools that e Marketplace value for SMEs and project MI, COMPELLIO
comprise CyberSuite e Individual Tool Presentations partners
Trusted Data & Decentralised secure data exchange Digital solution
Im::'astructure' Showcase blockchain for SMEs Iglrovidel:sl
Blockchain " |and identity tools e Trusted data flows in cross-domain P Iatform, COMPELLIO, Planned:
! enabling trusted data contexts p. INQBIT October 2025
IAM & ) . . architects, SME
... |flows for SMEs. e |dentity, runtime protection and
Interoperability . - . CTOs/CISOs
interoperability middleware
Smart Network-based Intrusion Detection Securit
Monitoring & |Present advanced using MMT . ¥
Deployment: monitoring and e Real-time monitoring and CEP- operations Planned:
’ ) . teams, system MI, UBITECH November
MMT, CEP & deployment tools based risk scoring .
R K R integrators, 2025
Policy tailored to SME needs. |e Policy-based deployment .
. SME IT units
Automation recommender
AI-Enha'nced ) Web Application
Protection: Showcase Al-driven . Developers, IT
. e Protection challenges and Seer Box Planned:
From Web cybersecurity tools, managers, SME
N . . demo (PLUR) . PLUR, ENTHEC December
Applications to |including Seer Box and . cybersecurity
. e Kartos: External threat detection 2025
Cyber Risk Kartos. ) . leads
. and risk scoring (ENTHEC)
Intelligence
Cyber risk training framework and
Cyber o yoer™ a|. ne W SME owners,
Promote CyberSuite's SME onboarding .
Awareness & L e - incubators, local
training framework and |e Gamified training and awareness Planned:
Non-Tech chambers, CG, JOIST
. bootcamps for SME bootcamps - January 2026
Training for upskillin e CvberSuite Acad tent and Digital
SMEs P & ¥ .er uite Acagemy content an Innovation Hubs
delivery channels
Energy use case overview and Tracker
o ) tool Smart grid
Cybersuite in Presept Cybersuite tools e Deployment and monitoring results operators, S5, UBITECH, Planned:
the Energy and pilot results for .
e Threat correlation and Al support energy SMEs, PLUR March 2026
Sector energy sector SMEs. ) . "
e Cyber risk visibility in critical regulators
infrastructure
STROWL's smart mobility analytics
CyberSuite for |Showcase CyberSuite tools Transport IT
Mobility and deployment in e CyberSuite deployment in railway |providers, smart STROWL, Planned: May
Smart mobility/transportation infrastructure infrastructure UBITECH, PLUR 2026
Infrastructure |sectors. e Cyber risk detection in transport SMEs
contexts
Digital health pilot overview and
eHealth Highlight the benefits of |findings Public sector IT
Readiness CyberSuite for digital e Use of threat intel in public digital units, eHealth | DCCG, UBITECH, |Planned: June
through healthcare services vendors, policy PLUR 2026
CyberSuite transformation. e CyberSuite tools and KPIs for makers
eHealth
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Agri-food use case overview and Agfrifodod iMES’
CyberSuite for |Present CyberSuite tools |Digital Delivery tool ood satety Planned:
.. . . . - agencies, COMPELLIO,
Digital Delivery |and pilot results for agri- |® Deployment and monitoring results . September
. . o traceability PLUR, UBITECH
in Agri-Food food sector SMEs. ® Cyber risk visibility in critical solution 2026
infrastructure providers

Furthermore, webinars hosted by partner projects or relevant organisations will be leveraged as opportunities
to communicate and promote CyberSuite. To date, CyberSuite was presented by S5 at the “From Risk to
Resilience: Navigating the Cybersecurity Solutions Marketplace” webinar3? organised by the NERO project®,.

2.4.4 Communication via Channels of Partner Organisations

In addition to the dedicated project communication channels, leveraging the communication channels of partner
organisations significantly enhances the project's outreach. Each partner will engage with their audience through
their own websites, social media accounts, organisational newsletters, and other communication channels to
communicate project updates and materials. This collaborative approach ensures that CyberSuite’s message
reaches a broader audience by leveraging each partner organisation's established networks and credibility. All
partners have already disseminated information about the project through their official websites, further
contributing to CyberSuite’s visibility and reinforcing consistent messaging across the consortium.

2.4.5 Press Releases

Official press releases are issued to announce significant project milestones, partnerships, and noteworthy
achievements. These releases will target all stakeholder groups and will be published on the project website
(under the “News and Events” section) and the websites of the CyberSuite partners, to ensure transparent
communication with both the public and project stakeholders.

The initial target of 20 press releases has been surpassed, as a total of 21 press releases have been published at
the time of writing. Table 5 summarises all the press releases published through the CyberSuite website, while
Table 6 captures the press releases published by partner organisations via their websites.

Table 5: CyberSuite press releases published through the project website.

Press Release ‘ Date
Kick-Off Meeting3 January 29, 2024
3™ Plenary Meeting in Limassol, Cyprus - November 28t-29t"
20243
Kicking off 2025 with a Joint Webinar: "From Risk to Resilience:
Navigating the Cybersecurity Solutions Marketplace"3®
CyberSuite Co-Organises the CyberShield Workshop at the
2025 IEEE CSR Conference - Call for Papers®’
CyberSuite and MECyS: A Partnership to Empower SMEs in
Cybersecurity3

December 2, 2024

January 10, 2025

January 16, 2025

February 24, 2025

32 https://nerocybersecurity.eu/events/risk-resilience-navigating-cybersecurity-solutions-marketplace

33 https://nerocybersecurity.eu/

34 https://cybersuiteproject.eu/kick-off-meeting/

35 https://cybersuiteproject.eu/3rd-plenary-meeting-limassol/
36https://cybersuiteproject.eu/kicking-off-2025-with-a-joint-webinar-from-risk-to-resilience-navigating-the-cybersecurity-
solutions-marketplace/

37 https://cybersuiteproject.eu/cybersuite-co-organises-the-cybershield-workshop-at-the-2025-ieee-csr-conference/

38 https://cybersuiteproject.eu/cybersuite-and-mecys-a-partnership-to-empower-smes-in-cybersecurity/
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CyberSuite and NERO: A Strategic Collaboration to Empower
SMEs3®

CyberSuite and APPtake: Advancing Cybersecurity for
European SMEs*

CyberSuite Announces Collaborations with Four Leading EU

February 25, 2025

February 27, 2025

Projects: COBALT, Cyber Safe Senior, CyberSynchrony and April 4, 2025
ERATOSTHENES*
Webi A t: An Int tion to the C it

ebinar n4r210uncemen n Introduction to the CyberSuite June 6, 2025
Framework
4th p| Meeting in Basel, Switzerland - J 12t-13t
2025;23nary eeting in Basel, Switzerland - June : June 16, 2025

"Introduction to the CyberSuite Framework" Webinar

17, 202
Successfully Concluded!** June 17,2025

Table 6: CyberSuite press releases published by consortium partners via their websites.

Press Release Partner Website Date

CyberSuite Project Announcement® January 1, 2024
CyberSuite Kick-Off Meeting Completion Announcement?® eBOS January 26, 2024
3™ Plenary Completion Announcement®’ December 2, 2024
4th plenary Completion Announcement*® June 24, 2025
CyberSuite Project Announcement*® JOIST January 1, 2024
2" Plenary Completion Announcement> May 28, 2024
3™ Plenary Completion Announcement®* S5 November 28, 2024
4t plenary Completion Announcement®? June 13, 2025
4t plenary Completion Announcement>? ENTHEC 25 June 2025
CyberSuite Project & Coordination Announcement> UBITECH January 24, 2024

39 https://cybersuiteproject.eu/cybersuite-and-nero-a-strategic-collaboration-to-empower-smes/

40 https://cybersuiteproject.eu/cybersuite-and-apptake-advancing-cybersecurity-for-european-smes/
https://cybersuiteproject.eu/cybersuite-announces-collaborations-with-four-leading-eu-projects-cobalt-cyber-safe-
senior-cybersynchrony-and-eratosthenes/

42 https://cybersuiteproject.eu/webinar-announcement-an-introduction-to-the-cybersuite-framework/

43 https://cybersuiteproject.eu/4th-plenary-meeting-in-basel-switzerland-june-12th-13th-2025/

4 https://cybersuiteproject.eu/introduction-to-the-cybersuite-framework-webinar-successfully-concluded/

4 https://ebos.com.cy/cybersuite-uptake-of-innovative-security-as-a-service-solutions/

46 https://ebos.com.cy/the-cybersuite-project-under-the-digital-europe-programme-kicks-off/

47 https://ebos.com.cy/ebos-attends-the-3rd-cybersuite-plenary-meeting/

48 https://ebos.com.cy/ebos-attends-the-4th-cybersuite-plenary-meeting/

4 https://joistpark.eu/en/research-innovation-projects/cybersuite/

50 https://www.suite5.eu/single-post/suite5-in-paris-with-cybersuite-project

51 https://www.suite5.eu/single-post/suite5-hosts-cybersuite-project-meeting-in-cyprus

52 https://www.suite5.eu/single-post/suite5-in-basel-switzerland-with-cybersuite-project

53 https://enthec.com/en/cybersuite-strengthening-the-cybersecurity-of-european-smes/
5%https://ubitech.eu/ubitech-undertakes-the-coordination-of-the-cybersuite-digital-europe-action-on-security-as-a-
service-solutions-uptake/
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2.4.6 Videos

Within the frame of the project, several videos will be produced featuring cybersecurity awareness content as
part of CyberSuite's awareness and communication efforts. These are intended to inform potential end-users of
the importance of robust cybersecurity measures, the latest threats in the digital landscape, and practical steps
to protect their digital assets. Videos are primarily uploaded to YouTube, which provides a reliable and accessible
platform for hosting and viewing. To maximise reach, the interview videos are also uploaded on LinkedIn through
CyberSuite’s LinkedIn page. Webinar videos, due to their extended duration, are hosted exclusively on YouTube,
as they exceed the time limitations and format expectations of LinkedIn’s quick-view content. However, these
webinars are actively promoted through LinkedIn and X via dedicated posts that include direct YouTube links.

The project aims to create and publish a total of 20 videos. At the time of writing, a running video campaign is
where all partners shared videos answering a questionnaire, with the intention of providing their insights on the
matter of CyberSecurity for SMEs. The nature of the questions differs between tool-owning partners and use-
case partners and is provided in Table 7.

Table 7: Partner Interview Videos Questionnaire.

Questionnaire for Tool-Owning Partners

1.1. Introduce yourself and your organisation
1.2. What is your organisation's main area of expertise, and what kind of cybersecurity solutions do you provide?

1. Introduction

2.1. What is your role in the CyberSuite project?

Cf/.blzorlsi;:e 2.2. Whif:h tools are you incorporating into CyberSuite's framework, and what is their USP (unique selling
proposition)?
3.1. How does your tool address cybersecurity pain points and vulnerabilities?

2;/::::3;2 3.2. How do you see your tool integrating into real-world applications for SMEs (or even other adopters)?

3.3. What impact do you hope to achieve through CyberSuite?
4.1. What are the biggest cybersecurity threats organisations face today?

4., Cybersecurity | 4.2. How can SMEs improve their cybersecurity posture with minimal resources?

Insights 4.3. How do you think CyberSuite bridges the gap between cybersecurity means of defence and adoption by
SMEs?

Questionnaire for Use-Case Partners

1.1. Introduce yourself and your organisation

1. Introduction :
1.2. What sector do you operate in, and what are your key challenges

3.Rolein 2.1. How does your tool address cybersecurity pain points and vulnerabilities?

CyberSuite 2.2. How do you see your tool integrating into real-world applications for SMEs (or even other adopters)?

2. Cybersecurity |3-1. What has been your experience with cybersecurity so far?

Experience & |3.2. What are the biggest cybersecurity challenges/threats your industry or organisation faces?

Challenges 3.3. How could these challenges/threats impact your daily operations or threaten your long-term goals?

4. Value & 4.1. How do you think CyberSuite will help address your cybersecurity challenges?

Expectations |4.2. What improvements or benefits do you expect to see from implementing CyberSuite solutions?

from CyberSuite |4 3. How important is cybersecurity to your industry, and what would you like to see in future innovations?

At the time of writing, 2 out of a total of 13 planned interview videos have been shared via YouTube and LinkedIn:

e CyberSuite Marketplace: Empowering SMEs Cybersecurity Standing™ (by S5), released April 17, 2025
e inQbit SASTer for Static Application Security Testing>® (by INQBIT), released June 18, 2025

55 https://www.youtube.com/watch?v=SW;G-FOxtWI
56 https://www.youtube.com/watch?v=55Qkgf8y2u0
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Video content will also include recordings of all webinars to be held by CyberSuite, as explained in Section 2.4.3.5.
Given the subjects of the webinars, which revolve around both the scope of CyberSuite and the broader subject
of cybersecurity for SMEs, these will serve as effective communication and dissemination media with relevant
content regarding all subjects CyberSuite aspires to touch upon. At the time of writing, the video recording of
the first webinar®” (as explained in 2.4.3.5) has been uploaded.

2.4.7 Newsletters

Newsletters are distributed to subscribers, providing updates on project developments, upcoming events, and
relevant resources. With the exception of the first newsletter, which summarised the CyberSuite project into a
newsletter format as an introduction, these newsletters typically summarise 3 of the most major last press
releases with links to read more at the actual press release page. These newsletters are a direct communication
channel with stakeholders who wish to stay informed about CyberSuite activities. They are shared as posts on
LinkedIn, X, and the project’s website, as well as emails sent to subscribed website visitors. Website visitors can
subscribe to the e-newsletter via the dedicated page on the CyberSuite website shown in Figure 10. Newsletters
are created and distributed via the MailChimp®® platform, which integrates with CyberSuite’s WordPress backend
and provides browser-based versions of each newsletter. Links to the browser versions of the newsletters are
shown at the bottom of Figure 10.

Dissemination &
Communication

Newsletters

Subscribe to our newsletter

Review our Previous Newsletters

- - - -

b4 b4 bd bd

Newsletter 04 Newsletter 03 Newsletter 02 Newsletter 01

Figure 10: “Newsletter” Page on the CyberSuite website, as of June 2025.

57 https://www.youtube.com/watch?v=i8iJtPpbKy8
58 https://mailchimp.com/
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So far, 4 newsletters have been released:

e Newsletter #1°° - Released 29/03/2024
e Newsletter #2% - Released 16/01/2025
e Newsletter #3°! - Released 07/05/2025
e Newsletter #4° - Released 25/06/2025

2.4.8 Reports

White papers will be written and published to disseminate and exploit the core results of CyberSuite, which will
simplify the key cybersecurity issues and relevant CyberSuite findings into non-technical language, making them
accessible to potential end-users and customers. This will aid the market uptake of CyberSuite by exploring the
issues tackled by the project and making the suite’s value understood. The white papers will cover various
aspects of cybersecurity relevant to the project's scope, providing insights and practical recommendations. These
documents will be distributed through the project website and promoted through social media and any other
relevant channels to maximise reach and impact.

A total of three white papers is planned to be published:

e 1% White Paper (Q4 2025): Introducing the project vision, key challenges, and early findings

e 2" White Paper: (Q2 2026): Focused on use case outcomes and practical cybersecurity adoption
strategies

e 3" (Final) White Paper (Q4 2026): Summarising the project’s impact, lessons learned, and post-project
sustainability

In addition to white papers, CyberSuite will produce three technical reports targeted towards standardisation
and policy-making bodies. These reports will provide in-depth analyses of the cybersecurity needs identified
throughout the project, offering detailed recommendations for future regulations and standards. The technical
reports will be shared with relevant stakeholders through direct communications and journal publications. This
targeted dissemination approach will help influence policy decisions and drive the adoption of standardised
practices that enhance cybersecurity across various sectors.

A total of three technical papers is planned to be published:

e 1% Technical Report (Q1 2026): Addressing early technical insights and alignment with existing standards

e 2" Technical Report (Q3 2026): focusing on gaps in current policies and emerging regulatory needs

e 3" (Final) Technical Report (Q4 2026): providing consolidated policy recommendations and a roadmap
for future action

Alignment between the D&C manager and the consortium is currently in progress to assign the white paper and
technical report tasks to partners.

2.4.9 Articles
Articles, either authored by project partners, external partners or interested media outlets, will provide insights,
analyses and topics relevant to CyberSuite. These articles contribute to knowledge sharing with stakeholders

59 https://mailchi.mp/2ae786f570c0/cybersuite-project-1st-newsletter

60 https://mailchi.mp/ed6267ba93f6/cybersuite-project-1st-newsletter-8329810
61 https://mailchi.mp/bc9ef8cf7879/cybersuite-project-3rd-newsletter-8330710

62 https://mailchi.mp/ac35309cd391/cybersuite-project-4th-newsletter-8333548

Grant Agreement: 101145861 -35-



https://mailchi.mp/2ae786f570c0/cybersuite-project-1st-newsletter
https://mailchi.mp/ed6267ba93f6/cybersuite-project-1st-newsletter-8329810
https://mailchi.mp/bc9ef8cf7879/cybersuite-project-3rd-newsletter-8330710
https://mailchi.mp/ac35309cd391/cybersuite-project-4th-newsletter-8333548

Ayber

D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities 0:

concerned with cybersecurity while increasing the project’s exposure. In addition, mentions of the CyberSuite
project in articles published in third-party websites, including online newspapers, magazines and blogs, will
further increase the awareness and exposure of CyberSuite. The project aims to be involved with at least 20 such
articles. While no articles have been submitted or published to date, this activity is intentionally planned for the
final year of the project, when the CyberSuite solution will have reached a sufficient level of maturity to ensure
that the articles reflect tangible outcomes, validated use cases, and impactful results, thereby maximizing their
relevance and dissemination potential as well as the commercial exploitation of the project results.

2.4.10 Promotional Material

As already explained in deliverable D7.1, promotional material has been designed to attract attention and
provide key information about the project in an intriguing and easily comprehensible manner. All designs
incorporate the CyberSuite logo and colour scheme and reflect the overall visual identity of CyberSuite. Banner,
poster, leaflet, and fact sheet designs have been produced to be used by CyberSuite partners during any form of
D&C activity or to be viewed or downloaded by any website visitor.

A total of 900 leaflets has been printed for distribution at events. Table 8 summarises the number of leaflets
handed out at physical events thus far.

Table 8: Distribution summary of CyberSuite leaflets at physical events.

Event Date Leaflets Handed Out
ERATOSTHENES Final Workshop, “Shaping the Future of Secure
lIoT — Innovations in Security, Trust, Identity, and Privacy March 21, 2025 20

(Piraeus, Greece)
Cybersecurity and Personal Data Protection: Resilience,
Compliance, Innovation (Larissa, Greece)

March 20, 2025 50

Roll-up banners and posters highlighting key project figures, the overall vision, main objectives, and consortium
partners are used at events and may also be displayed at booths where CyberSuite is represented.

2.5 Internal Communication

Effective internal communication within the consortium is essential for successfully executing the CyberSuite
project's Dissemination and Communication (D&C) endeavours. Clear and open communication between
partners enables synchronisation of all project aspects, progress monitoring, and prompt implementation of any
necessary adjustments.

As explained in deliverable “D7.1: Dissemination and Communication Plan and Activities”, the work under task
“T7.3: Business Model Development and IPR Management” under WP7 directly relates to task “T6.3: CyberSuite
Market Intelligence and Ecosystem Business Model” of WP6, as the latter will feedback on the findings from the
analysis of the market into former for the successful development of CyberSuite’s Ecosystem Building Plan and
Business Model Strategy. It was thus deemed appropriate to hold monthly joint WP7 & WP6 calls, where the
work package and task leaders present the progress of the individual tasks and work packages, discuss the
current status of the tasks, reflect upon the progress made and trajectory based on KPlIs and coordinate on the
next steps forward. Starting

Partners will also be expected to highlight achievements and address any challenges encountered to ensure all
partners are informed of the latest developments. Furthermore, establishing this kind of regular communication
fosters a collaborative environment where partners can share ideas, resources, and expertise, while allowing the
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early identification of issues, enabling proactive problem-solving and minimising disruptions to the project’s
progress. Beyond the monthly calls, regular discussions are also conducted when needed to keep partners
aligned with the work plan and provide peer support when needed.

Internal communication artefacts, such as the D&C tracker spreadsheet and individual D&C plans as outlined in
Sections 2.6.1 and 2.6.2, respectively, ensure that partners have a shared and clear picture of their roles and
responsibilities with the D&C manager.

2.6 Monitoring & Tracking

2.6.1 Partner Individual D&C Plans and D&C Tracker Spreadsheet

The annual individual D&C presented in deliverable “D7.1: Dissemination and Communication Plan and
Activities” is a completed plan that is provided to the D&C manager by the consortium partners. This form
outlines their specific D&C plans, ensuring that every partner clearly understands their role within the broader
D&C strategy and allowing the D&C manager to capture their plans in the D&C tracker. The form will also include
a timeline for each task, helping to keep all partners on track and aligned with the overall project timeline.

The D&C tracker spreadsheet is used internally to monitor and track the consortium partners' D&C efforts and
progress with reference to the Key Performance Indicator (KPI) metrics and targets. Regular updates will be
required from each partner to ensure the D&C tracker spreadsheet remains up-to-date and accurately reflects
the progress being made.

This tracker spreadsheet consists of three separate sheet tabs:

e The D&C KPIs & Status sheet, used to record and track the performance of D&C efforts against the KPI
targets.

e The Activity Tracker sheet, used to capture in detail all D&C activities (excluding events), such as videos,
reports, etc., which are planned, ongoing or completed.

e The Event Tracker sheet, used to record and capture the details of all D&C events that are planned,
ongoing or completed.

The traceability enabled by this tracker helps the D&C manager identify what has already been done, what is
planned to be done, and what else needs to be done in terms of D&C activities and events. In addition, the
Activity and Event Tracker sheets offer traceability of the D&C efforts in an intuitive format, which can be used
for reporting.

2.6.2 Project Website Analytics

The Monsterlnsights®® Google Analytics plugin for WordPress was employed for Google Analytics integration,
allowing for the tracking of necessary website analytics. This will be used for the tracking of website-related KPIs,
as given in Section 5. The two website-related project KPls are simple to measure, being “Visits” and “Downloads
of Material”, both with a target of 1000. For the “Visits” KPI, the “first_visit” event metric (which is identical to
the “New Users” general metric) under the “View user engagement and retention” section of the metrics
dashboard, while the “file_download” metric of under the same set of metrics will be used to measure
“Downloads of Material”, which accounts for the individual download instances e.g., promotional material and
public deliverable files.

63 https://www.monsterinsights.com/
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® Total @ page view M user_engagement @ session_start W first visit A click
Plot row: Q_ search R g 10 - 1-6 of
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o s st o o
1 page_view 1,708 (38.34%) 585 (100%) 292 €0.00 (-)
2 gagement 1,138 (25.54%) 547 (93.5%) 210 €0.00 (-)
3 939 (21.08%) 585 (100%) 1.61 €0.00 (-)
4 584 (13.11%) 1.00 €0.00 (-
5 click 66 (1.48%) 1.94 €0.00
6 file_download 20 (0.45%) 11 (1.88%) 1.82 €0.00 ()

Figure 11: Google Analytics “Events” metrics dashboard of the CyberSuite website, under the “View user engagement and
retention” section (as of June 2025).

Website Engagement Overview (M1-M18)

Between January 2024 and June 2025, the CyberSuite website registered 4,455 user interactions (referred to as
“events”) from a total of 585 unique users. On average, each visitor performed around 7.6 actions during their
visit(s), which indicates a good level of user engagement with the content available on the site.

The tracked events include various types of user activity, with the most common being:

e Page Views (1,708 events, 38.34%): indicating the number of times users viewed different pages across
the website.

e User Engagement (1,138 events, 25.54%): reflecting deeper interactions beyond just page visits, such as
scrolling, spending time on a page, or interacting with content.

e Session Starts (939 events, 21.08%): marking the beginning of a user's visit to the website.

e  First Visits (584 events, 13.11%): showing how many users visited the website for the first time during
this period.

The data also shows a notable spike in user activity in November 2024, which can be attributed to project-related
announcements shared on the CyberSuite website and social media channels, as well as partner-led
communications highlighting the outcomes of the 3rd plenary meeting held during that month.

In terms of content interaction:

e Clicks (66 events) and File Downloads (20 events), though lower in volume, demonstrate that users are
not only browsing but also actively engaging with the content and resources provided.

Importantly, the number of first-time visitors (584) nearly matches the number of total users (585), suggesting
that outreach activities have been effective in continuously attracting new audiences to the project website.
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This level of engagement reinforces the effectiveness of CyberSuite’s current dissemination approach and
provides a solid benchmark for assessing the impact of future communication and outreach campaigns.

2.6.3 Social Media Analytics

2.6.3.1 LinkedIn Analytics

The single LinkedIn KPI metric of “Followers”, with an updated target of 1000 (as explained in Section 5.1), is
publicly provided on the project's profile page. However, the analytics tools of LinkedIn can export the
chronological metrics data, including followers, of the project’s profile in spreadsheet format. This data helps
illustrate the profile’s growth trend over time. Figure 3 shows this data as of the end of June 2025.
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Figure 12: Follower count of the CyberSuite LinkedIn page, from the start of the project in January 2024 up till the time of
writing (end of June 2025).

The data shows a steady upward trend, with several noticeable surges in follower count. These spikes likely
correspond to key dissemination activities, such as major announcements and participation in events or
workshops. The most significant jumps occurred around late May 2024, September 2024, and January 2025,
periods aligned with targeted communication campaigns and the promotion of project milestones. As of the end
of June 2025, the project had reached nearly 240 followers, marking solid progress toward the updated target of
1,000 and demonstrating growing interest and visibility within the LinkedIn community.

2.6.3.2 X Analytics

Unlike LinkedIn, X does not provide profile-specific analytics or historical data without a “Premium” paid
subscription. However, it does provide basic metrics, such as followers, which are visible on the account’s profile
page (shown in Figure 7 under Section 2.4.2), and are sufficient to benchmark against the updated KPI target of
200 followers (as explained in Section 5.1).

As of June 2025, the CyberSuite X account has 33 followers. While this number is modest compared to the KPI
target of 200 followers (outlined in Section 5.1), it is important to note that X has experienced a general decline
in platform engagement and follower growth across many professional and research-oriented communities in
recent years. In response, the CyberSuite dissemination strategy has focused more heavily on LinkedIn, where
the project’s key audiences, such as SMEs, researchers, and innovation stakeholders, are more active and
reachable. The X account continues to serve as a complementary channel for short-format announcements,
cross-promotion of major updates, and amplifying visibility of LinkedIn and website content.
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3 Liaison and Clustering Activities

CyberSuite’s vision for ecosystem building extends well beyond the development of internal project results. A
core priority of the initiative is to connect with complementary projects, stakeholders, and networks that can
enhance the project’s long-term sustainability, accelerate adoption, and maximise market impact. This effort is
performed under task 7.2, which focuses on establishing a robust European partner and distribution network.

To this end, the consortium has launched a structured stakeholder engagement strategy, targeting technology
and business partners, regulatory bodies, research institutions, and civil society actors. This approach leverages
each partner’s existing networks, aligns joint communication and dissemination activities with relevant EU-
funded initiatives, and identifies shared strategic objectives that strengthen CyberSuite’s value proposition.

A partnership mapping template was created and circulated internally, allowing all partners to contribute to the
identification of potential collaborators. As a result, a diverse group of stakeholders has been identified, spanning
research organisations, cybersecurity providers, industry clusters, SMEs, and policy actors. The overarching aim
is to boost CyberSuite’s visibility and secure its cross-sector relevance through collaboration, knowledge
exchange, co-validation, and the potential for future co-commercialisation.

3.1 Key Actions and Outcomes to Date (M10-M18)
Initial Mapping and Engagement
A first round of stakeholder mapping identified more than 20 potential collaborators, including:

e 14 EU-funded projects

e several policy-making organisations (e.g., ENISA, Hellenic Institute of Cybersecurity, Hellenic Ministry of
Digital Governance)

e 1 SME interested in pilot participation

e 1industry cluster

e 1 technology partner

Established Contact with EU-funded Projects

CyberSuite has actively engaged with a range of EU-funded initiatives, including:
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e NERO®%, Cyber Safe Senior®, Level Up®, MECyS®, APPTake®®, Al4Cyber®, Cygnus™, CertifAl’?,
SEC4AISEC”?, TRITON”3, PROTEAS’*, Cyrus’®, ERATOSTHENES’® , and DataPro’’” — for joint dissemination
and knowledge sharing.

e CyberSynchrony’® and HorizonCOBALT” — with discussions underway around certification strategies and
modular cybersecurity frameworks, which is important & for further validation of CyberSuite.

Apart from co-participation and co-organisation in events such as workshops and conferences, which act as
clustering and knowledge sharing, a total of 10 dedicated sessions for knowledge sharing and alignment on
collaboration have been organised with the coordinators and D&C managers of NERO, Cyber Safe Senior, Level
Up, MECyS, APPTake, Al4Cyber, CyberSynchrony and HorizonCOBALT.

Joint Dissemination Activities
Several collaborative communication and outreach actions have already taken place:

e Participation in the webinar organised by the NERO project, where CyberSuite presented its
cybersecurity marketplace vision.

e Ml and eBOS contributed to a session titled “Al and Its Role in Cybersecurity — Opportunities and
Challenges for SMEs”, and CG presented its context-awareness agent at the MECyYS Project’s
International Conference.

e UBITECH presented the PUZZLE solution at ERATOSTHENES’ Final Workshop entitled “Shaping the Future
of Secure loT — Innovations in Security, Trust, Identity, and Privacy”.

e A joint workshop is currently being co-organised for the IEEE CSR 2025 conference (Chania, Crete —
August 2025), in collaboration with these EU cybersecurity projects APPTake, CYGNUS, CERTIFAI,
SEC4AISEC, TRITON, NERO, PROTEAS, and CYRUS).

Planned Liaison Activities

e Follow-up webinars and joint white papers are planned for Q3/Q4 2025 with selected EU projects.

54 https://nerocybersecurity.eu/

% https://www.cybersafesenior.eu/
66 https://levelup-skills.eu/

57 https://mecys.eu/

58 https://www.apptake.eu/

59 https://aidcyber.eu/

70 https://cygnhus-project.eu/

"1 https://certifai.info/

72 https://www.sec4ai4sec-project.eu/
73 https://triton-edf.eu/

74 https://edfproteas.eu/

7> https://cyrus-project.eu/

78 https://eratosthenes-project.eu/
7 https://www.datapro.education/
78 https://cybersynchrony.eu/

79 https://horizon-cobalt.eu/

80 https://important-project.com/
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e Active participation in ECSO-driven clustering initiatives, including the inclusion of the CyberSuite
platform at Cyberhive EUROPE®8, which offers a unified matchmaking tool specialised to promote and
discover cybersecurity solutions beyond the vendor’s local borders.

Advisory Board Representation:

e CyberSuite’s Advisory Board includes a representative from the Hellenic Cybersecurity Institute, a
national-level body focused on cybersecurity policy, public awareness, and regulatory alignment. This
provides valuable insight into strategic and regulatory trends while ensuring alignment with national and
European cyber resilience priorities.

Stakeholder Outreach Channels:

e A dedicated “Collaboration & Synergies” section will be added to the CyberSuite website to publicly
showcase strategic partnerships and engagements.

e Social media campaigns coordinated by partners highlight and promote ongoing cross-project
collaboration.

3.2 Way Forward

CyberSuite is also preparing to use its upcoming Hackathon in October 2025 as a dynamic platform to engage
external stakeholders and SMEs through live demonstrations, feedback loops, and validation activities.
Furthermore, targeted outreach has been initiated toward the organisers of the ECSO Cyber Investor Days, with
the aim of presenting CyberSuite at one of the events that they are organising and exploring investment and
scale-up synergies.

Participation in high-visibility academic and industry conferences — such as IEEE CSR and ARES 2025 — further
supports the project’s ecosystem-building objectives by enabling cross-fertilisation with complementary
initiatives.

Looking ahead, CyberSuite will maintain its proactive engagement strategy by:

e Expanding the CyberSuite Partner Network through continued outreach.

e Using workshops, hackathons, and conferences to attract new collaborators.

e Strengthening relationships with EU-funded initiatives and industry associations to increase impact and
visibility.

e Fostering open innovation and co-creation opportunities through its Marketplace and training
programmes.

By nurturing these partnerships, CyberSuite not only amplifies its reach and uptake potential, but also actively
contributes to shaping a more secure, interconnected, and innovation-friendly European cybersecurity
landscape. These collaborative efforts are expected to play a central role in the project’s future exploitation,
scaling, and policy alignment.

81 https://thecyberhive.eu/
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4 Exploitation and IPR Management

CyberSuite's outputs hold significant potential for exploitation by the project’s consortium partners and other
stakeholders. To adapt to emerging opportunities and challenges, a robust exploitation strategy has been
developed which will be implemented, regularly reviewed, and expanded throughout the project's lifecycle. This
exploitation strategy leverages stakeholder communities, events, and engagement activities to foster strong
relationships with key individuals and organisations in the CyberSuite domain. All project partners actively
participate in joint exploitation, business, and sustainability tasks within WP7. By creating a viable business model
and a marketing plan under task “T7.3: Business Model Development and IPR Management”, commercially
relevant services and tools will be pushed to the market to achieve market penetration.

Pre-existing technology, knowledge, information, data, or other assets that were owned by individual project
partners prior to commencing work in CyberSuite and before entering into the Consortium Agreement (CA), and
which are required for implementing the project’s actions or exploiting its results, are classified as Background
(BG) IP. Outputs produced through the CyberSuite project, even in the form of enhanced iterations of BG IP (e.g.
a software tool which was brought into the project and had new functionalities added as a result), are classified
as Foreground (FG) IP.

The consortium partners have adopted a multi-level approach to manage the knowledge generated within the
project effectively. Under this approach, the knowledge producer retains the rights to the knowledge while
sharing the software implementation with the rest of the consortium. The project’s Key Exploitable Results (KERs)
will be released as open-source community versions with certain limitations to prevent misuse. This will allow
academia and researchers to leverage and accelerate further research in the relevant fields. However, some KERs
hold significant potential for commercial exploitation by consortium members. The initial plans for exploiting
CyberSuite’s KERs will be further refined throughout task “T7.3: Business Model Development and IPR
Management” starting in M10 and lasting until the project’s closure.

In cases where multiple consortium partners seek to exploit the same KERs commercially, prior agreements on
IP and IPR will be established. Potential solutions include the creation of joint commercialisation entities, such
as joint ventures, within a specified period. This collaborative approach ensures the protection of intellectual
property rights while ensuring fairness and maximising exploitation potential. Ultimately, CyberSuite’s objective
is to achieve sustainability and continuity while paving the way for the project’s outcomes to enter the market.
The KERs are summarised in Table 9.

Table 9: CyberSuite KERs, as per the GA and KERs identified later in the project (P: Product, S: Service, D: Demonstrator, O:
Other, T: Training, C: Consulting, E: Extension).

KER Name Owner(s) Type(s) Licensing
KER1 CyberSuite Solution ALL P, SC' I?E’ T Mixed
KER2 CyberSuite Academy JOIST S, T,C Open
Source
KER3 CyberSuite Marketplace S5 S, P Mixed
KER4 Risk Assessment Framework UBITECH P Proprietary
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KERS Policy Recommendation Engine UBITECH s, P Creative
Commons
KER6 Seer Box PLURIBUS P Proprietary
KER7 Kartos ENTHEC S, P Proprietary
KERS8 Blockchain-based Collective Threat Intelligence COMPELLIO S, P Proprietary
KERS Machine Learning Networl.( Traffic Classification M S Open
Mechanism Source
. . Open
KER10 CyberSuite Intuitive Dashboards EBOS S, P
Source
. . . Closed
KER11 CyberSuite Integration Engine UBITECH E
Source
IST BITECH
KER12 CyberSuite Academy Courses 10I5T, €6, U CH, T Copyright

MI, INQBIT

4.1 IPR Matrices

4.1.1 Background IPR

Appropriate management of BG IPR is essential to protect the pre-existing expertise and innovations that
consortium partners bring into the project. All partner-owned IPs stated in the GA and CA were used to register
the BG IPR matrix entries captured in the BG IPR Matrix presented in Table 10

Background IPR is summarised in the form of a Background IPR Matrix in Table 10, capturing the following
information:

e BG ID: An assigned identifier number in the form of “BG X.Y”, where “X” is an incremental number
assigned to each owner, and “Y” is an incremental number for the assets owned by the partner in
question.

e BGTTitle: A descriptive title for the BG.

e Description: A brief explanation of the relevant BG IP, including its scope and key features.

e Owner: The owner of the BG.

e Type of Protection: The form of IP protection applied to the relevant background (e.g. license, closed-
source etc.).

e Usage in CyberSuite: How the BG will be used in the CyberSuite project to achieve project goals.

e Conditions for usage within CyberSuite: The specific terms and conditions under which the relevant
BG can be used within the project by consortium members.

e Conditions for usage outside CyberSuite: The specific terms and conditions under which consortium
members or third parties can use the relevant BG outside the project.

e Interest in Further Exploitation: The owner’s interest in further exploiting or leveraging the relevant
BG IP beyond the project's scope.
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BG Title

Description

Table 10: CyberSuite Background IPR Matrix.

Type of
Protection

‘ Usage in CyberSuite

Usage Conditions within CyberSuite

Usage Conditions outside CyberSuite

Interest in Further
Exploitation

* Expansion beyond
CyberSuite for broader
Secure orchestration cloud-native orchestration.
Orchestrator of Closed of containerized Limited to the project partners and for the | To be agreed under fair and reasonable ¢ Potential licensing to
BG 1.1 MAESTRO cloud and edge UBITECH source applications over duration of the project implementation conditions and subject to the signature of | enterprises needing secure
applications pp only. a license agreement. container orchestration.
Kubernetes . .
* Integration with DevOps
workflows for enhanced
deployment security.
¢ Commercial offering for
A . R enterprise risk
. . Limited to the project partners and for the | To be agreed under fair and reasonable P )
Risk assessment Closed Calculate overall risk . L ) " . ) management solutions.
BG 1.2 OLISTIC UBITECH R duration of the project implementation conditions and subject to the signature of . . .
framework source of the user's assets . ¢ Possible licensing to
only. a license agreement. i
cybersecurity firms for
compliance auditing.
¢ Deployment as a
Protection of . . R standalone Kubernetes
Securit Closed Kubernetes clusters Limited to the project partners and for the | To be agreed under fair and reasonable security service
BG 1.3 PUZZLE U UBITECH o duration of the project implementation conditions and subject to the signature of ¥ o
orchestrator source and application . o Collaboration with cloud
only. a license agreement. R o
deployments providers for built-in
security orchestration.
No restrictions to use, distribute, modify, No restrictions use, distribute, modify, and
and distribute modified versions of the distribute modified versions of the
software. software.
e Interaction with other
. Detection and Same license needs to be applied to all Same license needs to be applied to all tools to improve the
MMT Network security o . ¥ - . ¥ .
. Open-source management of unmodified parts. In every licensed file, unmodified parts. In every licensed file, detection (e.g., reduce
(Montimage and performance . . L . .- . -
BG 2.1 Monitorin monitorin Ml licence cybersecurity threats. | original copyright, patent, trademark, and | original copyright, patent, trademark, and | false positives) and
g e (Apache 2.0) | Basis of the CyberSuite | attribution notices must be preserved attribution notices must be preserved automate the orchestration
Tools) framework . . R . . R . K e
ACAS analysis service. | (excluding notices that do not pertain to (excluding notices that do not pertain to of remediation or
any part of the derivative works). In every | any part of the derivative works). In every | mitigation strategies.
licensed file changed, a notification must | licensed file changed, a notification must
be added stating that changes have been | be added stating that changes have been
made to that file. made to that file.
No restrictions to use, distribute, modify, | No restrictions use, distribute, modify, and
and distribute modified versions of the distribute modified versions of the
software. software.
Set of tools for Loosely integrated
performing v g Same license needs to be applied to all Same license needs to be applied to all
. . tools to perform - . ¥ - . ) . . .
Montimage penetration tests Open-source enetration testing of unmodified parts. In every licensed file, unmodified parts. In every licensed file, e Sharing of information
BG 2.2 Pentesting based on open- MI licence P g original copyright, patent, trademark, and | original copyright, patent, trademark, and | about vulnerabilities with
network elements, L ! o !
Tools source tools, and (Apache 2.0) . X attribution notices must be preserved attribution notices must be preserved other tools and users.
services and security R . : . . K
own 5Greplay and colutions (excluding notices that do not pertain to (excluding notices that do not pertain to
NetworkFuzzer. : any part of the derivative works). In every | any part of the derivative works). In every
licensed file changed, a notification must | licensed file changed, a notification must
be added stating that changes have been | be added stating that changes have been
made to that file. made to that file.

© CyberSuite

Page | 45




D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities

BG Title

Description

Type of
Protection

Usage Conditions within CyberSuite

Ayber

s

Usage Conditions outside CyberSuite

Interest in Further
Exploitation

Android and MacOS

Owner ‘

‘ Usage in CyberSuite

Improve users' ability
to identify phishing e-
mails, and make them
aware of the
characteristics that

No restrictions use, distribute, modify, and
distribute modified versions of the
software.

Same license needs to be applied to all
unmodified parts. In every licensed file,

No restrictions use, distribute, modify, and
distribute modified versions of the
software.

Same license needs to be applied to all
unmodified parts. In every licensed file,

* Provide scores to other
tools (e.g., Giger) to show

Anti-phishi Open- i ts i
BG2.3 nt-phishing app for identifying MI pejn source help identify them. | original copyright, patent, trademark, and | original copyright, patent, trademark, and 'mprovements In user
game . . licence . L ! L ! awareness, and share
phishing emails. Provides scores to attribution notices must be preserved attribution notices must be preserved information on phishin
determine progress, | (excluding notices that do not pertain to (excluding notices that do not pertain to X P 8
! S S attacks with other users.
and allows sharing of | any part of the derivative works). In every | any part of the derivative works). In every
legitimate and licensed file changed, a notification must | licensed file changed, a notification must
phishing emails. be added stating that changes have been | be added stating that changes have been
made to that file. made to that file.
Basic free Licence available.
Other types of licences limited to the To be agreed under fair and reasonable
project partners and for the duration of conditions and subject to the signature of
the project implementation only. a license agreement.
Seer Box ensures the
security of web PLURIBUS’ background software usage is PLURIBUS’ background software
Software applications and limited to the project partners only and applications, components or parts
components, Subscription services. for the duration of the project included in the project results will only be
applications -Based By constantly implementation only. The partners will be | used according to existing PLURIBUS
and libraries Web Application Commercial monitoring web granted access, as needed for project licensing terms and conditions. In case of | « Commercial offering as
BG2.4 previously Securit ml:/lana or PLUR Licence. traffic, Seer Box keeps | implementation, to internal information conflicts between project results and part of an integrated
developed and ¥ g Basic free | an updated list of web | and documentation regarding PLURIBUS PLURIBUS background software licensing | framework
owned Licence services and background software. agreements, the PLURIBUS background
(Inluding Seer available. applications and software terms and conditions will prevail.
Box) provides real-time The partners will not be granted access to | The partners and final users of the project
insight into the attack | PLURIBUS background software source results will not copy, reproduce or
surface. code. otherwise use the PLURIBUS background
The partners will not copy, reproduce or software for any other purposes than the
otherwise use the PLURIBUS background ones granted through project results
software for any other purposes than the | license agreements.
current project implementation.
CyberSuite tools/framework may be
deployed/used by the S5 personnel only,
in the private resources of EnergyTracker
for demonstration purposes. Any request . L
- X In case access is required it will be . .
. for communication of the CyberSuite tools | . X . s e Interested in protecting
Suite5 Energy Management and B . investigated under dedicated exploitation .
. . . Closed Testbed for with the EnergyTracker will be assessed R the EnergyTracker with the
BG3.1 Activity analytics engine for S5 . . - agreements between Suite5 and the N
source demonstration and possibly facilitated through APIs. . R . CyberSuite
Tracker energy data. Party/ies involved in exploitation of

The partners will not be granted access to
S5 background software source code.

The partners will not copy, reproduce or
otherwise use the S5 background software
for any purposes.

results.

tools/Framework.
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BG Title

Description

Type of
Protection

Usage in CyberSuite

Usage Conditions within CyberSuite

Ayber

s

Usage Conditions outside CyberSuite

Interest in Further
Exploitation

BG 4.1

Kartos
Platform

We provide the
information leaked
in Internet, Deep
Web, Dark Web and
Social Networks so
companies know
how cybercriminals
are going to attack
them and
implement
protection and
mitigation actions
before it happens.

Owner ‘

ENTHEC

Commercial
License

Internet, deep web,
dark web and social
networks leaked
information
continuous
monitoring.

Under no circumstances is Kartos partially
or as a whole to be considered part of the
results of the project, so no clauses
regarding any rights will apply to Kartos
Platform. Access rights do not include any
right to access any part of the source code
or any other proprietary information or
confidential data.

Under no circumstances is Kartos partially
or as a whole to be considered part of the
results of the project, so no rights
regarding exploitation, licensing or IP
transfer of any kind will apply to Kartos
Platform. Access rights do not include any
right to access any part of the source code
or any other proprietary information or
confidential data.

¢ No further exploitation is
foreseen beyond the
current use in CyberSuite.

BG5.1

Cyber Security
Toolbox

The toolbox offers
fully decentralised
risk assessment and
protection
recommendations
by integrating third-
party tools with an
open APl and peer-
to-peer device and
staff pairing and
replication. The
toolbox was initially
developed in the
Horizon2020
project GEIGER and
evolved thereafter
to align with the
scope of the cyber
security bootcamps.

CG

Closed
source

Business end-user
interface

To be provided royalty-free access to the
partners that need it to implement their
project tasks, limited to the project
duration and with the exclusive purpose of
the implementation of their tasks in the
project. Access Rights do not include any
right to receive source code or access to
object code ported to a certain hardware
platform.

To be agreed under fair and reasonable
conditions and subject to the signature of
a license agreement.

¢ Productisation, use in
future R&I projects.

BG5.2

Cyber Security
Conversational
Agent (CA)

The CA was initially
developed in
collaboration with
the University of
Applied Sciences
FHNW contracted
by CG.

CG

Closed
source

Business end-user
interface

To be provided royalty-free access to the
partners that need it to implement their
project tasks, limited to the project
duration and with the exclusive purpose of
the implementation of their tasks in the
project. Access Rights do not include any
right to receive source code, access to
object code ported to a certain hardware
platform, or access to training data.

To be agreed under fair and reasonable
conditions and subject to the signature of
a license agreement.

* Productisation, use in
future Research &
Innovation projects, use in
education.

BG 5.3

Cyber security
bootcamp
syllabus and
training
material

The training was
initially developed
in the Horizon2020
project GEIGER and
evolved thereafter

based on market

feedback.

CG

Dual-license
CC-BY-SA

Content for training
platform

To be provided royalty-free access to the
partners that need it to implement their
project tasks, limited to the project
duration and with the exclusive purpose of
the implementation of their tasks in the
project.

To be agreed under fair and reasonable
conditions and subject to the signature of
a license agreement.

* Use in education.

Grant Agreement: 101145861
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BG Title

Description

Type of
Protection

and Exploitation Activities

Usage Conditions within CyberSuite

Aybe

Usage Conditions outside CyberSuite

r
4

Interest in Further
Exploitation

Commercial
software platform

Owner ‘

Subscription

‘ Usage in CyberSuite

Knowledge and base
code are to be used to
create the CyberSuite

Beyond the sole purpose of use for this
Project, this Background shall not be used

Beyond the sole purpose of use for this
Project, this Background shall not be used

* Leverage the learnings
and experience gained

WiseBOS tob d as th -Based
BG 6.1 e 0. ¢ used as 'e eBOS ase . Dashboard. WiseBOS | until an exploitation agreement is signed, | until an exploitation agreement is signed, | from the project to bring

platform basis for developing Commercial A i R . . K . . - . .

K . will not be directly which will reflect the conditions on which | which will reflect the conditions on which | improvements and updates
the CyberSuite Licence o R . . R . X X
Dashboard used within the licenses and royalties are provided. licenses and royalties are provided. to the WiseBOS Platform
: project.
. Closed- . )
Commercial web3 Beyond the sole purpose of use for this Beyond the sole purpose of use for this
L. source, APl-based testbed for . X R X
connectivity o R . Project, this Background shall not be used | Project, this Background shall not be used . . .

Compellio latform for the subscription | demonstration using until an exploitation agreement is signed until an exploitation agreement is signed * Use in public admin,
BG7.1 P P N COMPELLIO -based, testnet EVM- X N P g . g ) X . P g - s ~ | software production, and

Gateway enterprise. . .| which will reflect the conditions on which | which will reflect the conditions on which .

Patent (US | compatible blockchain | . . . . . . finance.
. licenses and royalties are provided. licenses and royalties are provided.
granted, EU infrastructure.
pending)
Compeliio Closed- Beyond the sole purpose of use for this
. i . Digital Delivery source, Testbed for Project, this Background shall not be used | To be agreed under fair and reasonable ¢ Use in legal, compliance,
BG 7.2 | Digital Delivery COMPELLIO o X . - L L . . .
software subscription demonstration until an exploitation agreement is signed, | conditions and subject to the signature of | and audit.
Saa$ X . . R .
-based which will reflect the conditions on which | a license agreement.

licenses and royalties are provided.

Grant Agreement: 101145861
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4.1.2 Foreground IPR

As outlined in the introduction of Section 4, Foreground (FG) IPR refers to any new knowledge, data, technology,
or other innovations generated within the CyberSuite project arising directly from any project-related activities
toward achieving the project’s objectives. Effective Foreground IPR management ensures that outputs are
shared and exploited in a manner that maximises their impact, while preserving ownership. Foreground IPR is
summarised in the form of a Foreground IPR Matrix in Table 11, capturing the following information:

FG ID: An assigned identifier number in the form of “BG X.Y”, where “X” is an incremental number
assigned to each owner, and “Y” is an incremental number for the assets owned by the partner in
question.

FG Title: A descriptive title for the FG.

Description: A brief explanation of the relevant FG IP, including the scope and its key features.

Owner: The owner of the FG.

Related BG: Any relevant Background IPR, as specified in Section 4.1.1.

Related KER: Any relevant KER, as specified in the introduction Section 4.

Potential IP Protection: Identifies potential forms of protection (e.g. license, closed-source etc.) for the
FG IP.

Usage in CyberSuite: How the FG will be used in the CyberSuite project to achieve project goals.

Usage Conditions within CyberSuite: The conditions under which the foreground asset is provided (e.g.,
free to use, licence fee etc.)

Usage Conditions outside CyberSuite: If applicable, the conditions under which the FG asset may be
used outside of the project or when the project ends (e.g. free to use, licence fee etc.).

Plans for Exploitation: Potential paths for further exploitation of the identified FG.

Grant Agreement: 101145861 -49-
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FG Title

Description

Table 11: CyberSuite Foreground IPR Matrix.

Related BG

Related KER

Potential IP
Protection

Usage in CyberSuite

Ayber

Usage Conditions within
CyberSuite

s

Usage Conditions
outside CyberSuite

Plans for Exploitation

. . Depends on the
Usage is permitted to all . R
N licensing of each
. project partners for
Integrated cybersecurity . . X - component tool.
L The core integrated offering of | demonstration, validation, -
platform combining UBITECH, . R Exploitation of the
. N the project: combines all tools and development X . X
CvberSuite orchestration, analytics, | PLUR, ENTHEC, KER 1- Dependant (orchestration, dashboards urposes throughout the whole integrated suite | To be confirmed, part
FG1.1 v . dashboards, and eBOS, S5, All BG CyberSuite on Individual R ! R N P p X 8 requires negotiation of the CyberSuite
Solution . analytics, CTl, etc.) into a single | project duration. Access R R
marketplace tools for COMPELIO, M, Solution Tools > with each IP owner. Business Model
R platform for SME cybersecurity | to closed-source modules .
SME security CG, INQBIT X . Modular reuse is
management. is restricted and governed .
management. o possible under relevant
by individual background X L
. licenses or joint
IP conditions. "
venture conditions.
® Expand and tailor
Structured educational content for lifelong
content (distributed and learning and
delivered via the professional
CyberSuite Academic o . development
Limited to th t
CyberSuite Platform) is designed to JOIST, €G, KER 2- I::tlneers:ndefgrr(t);zc According to the public | Pro8rams:
FG1.2 ¥ make SME users more UBITECH, M, - CyberSuite Copyright | Basic cybersecurity training P X X X J P e Integrate into future
Academy Courses duration of the project offering X
knowledgeable and INQBIT Academy X . R&I projects or
. implementation only. . L
aware of cybersecurity national digital
topics, covering both upskilling initiatives.
technical and non- Offer the courses as
technical topics. part of CyberSuite
spin-offs.
Toolbox with extended
peer-to-peer Limited to the project s
. BG 5.1 - Cyb . ) C lisat
GEIGER Toolbox cybersecurity .y er . Cyberthreat assessment and partners and for the According to the public ° om}merua sation
FG2.1 s CG Security - Copyright R . . X . e Use in follow-up
(Enhanced) management capabilities cybersecurity planning duration of the project offering K
R Toolbox X R projects
for non-technical SME implementation only.
users.
Upgréded smart BG 5.2 - Cyber Limited to the project T
GEIGER assistant for X . . . . .| ® Commercialisation
. R . Security Copyright, | Provides step-by-step guidance | partners and for the According to the public X
FG2.2 Conversational personalised security CG K - R . X . e Use in follow-up
Conversational Database | for business end-users duration of the project offering .
Agent (Enhanced) awareness and SME- X . projects
. . Agent (CA) implementation only.
level cyber risk guidance.
CTl sharing component KER 8 - To be agreed under fair
Blockchain-based utilising blockchain Blockchain- CTl sharing component utilising | Limited to the project and g L
. BG7.1- Closed- R . and reasonable e Commercialisation
Collective Threat | technology for secure, . based blockchain technology for for the duration of the . . .
FG3.1 X ; COMPELLIO Compellio X source, X N . conditions and subject | ¢ Use in follow-up
Intelligence (CTI) | decentralised exchange Gatewa Collective Copyright secure, decentralised exchange | project implementation to the signature of a rojects
Module of cyber threat v Threat Pyrig of cyber threat information. only. R g proj
. . h license agreement.
information. Intelligence
. . . AT Tailored solution for  Leverage knowledge
A tailored cyb t Provide a holist| f . . N R
atiored cy grse_cun v KER 10 - rovide a _0 stic view o Limited to the project CyberSuite, limited gained through the
. dashboard satisfying all BG6.1- . cybersecurity status and alerts X s
CyberSuite R X CyberSuite Closed . partners and for the universal usability. development of the
FG4.1 the requirements set by eBOS WiseBOS L to the user by fulfilling all the . . . R
Dashboard X Intuitive Source X duration of the project Other parties are not to | CyberSuite Dashboard
the CyberSuite platform requirements set by the . R .
Dashboards R implementation only. reuse the base code to add value in future
Framework. CyberSuite Framework. R R
without agreement. projects or products
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FG Title

Description

Related BG

Related KER

Potential IP
Protection

Usage in CyberSuite

Ayber

Usage Conditions within
CyberSuite

s

Usage Conditions
outside CyberSuite

Plans for Exploitation

Al-powered cyber-risk
scoring platform
providing external threat

Allows users to continuously and
automatically monitor their

Under no circumstances is
Kartos partially or as a
whole to be considered
part of the results of the
project, so no rights
regarding exploitation,
licensing or IP transfer of

Under no
circumstances is Kartos
partially or as a whole
to be considered part
of the results of the
project, so no rights
regarding exploitation,

¢ No further
exploitation is

Kartos BG 4.1 - Kartos Closed threat exposure, providing real- licensing or IP transfer
FG5.1 visibility and continuous ENTHEC KER 7 - Kartos . P +P g any kind will apply to g . foreseen beyond the
(Enhanced) L Platform Source time alerts on exposed of any kind will apply to .
monitoring for . Kartos Platform. Access current use in
. vulnerabilities and open . R Kartos Platform. Access .
enterprise attack surface rights do not include any . R CyberSuite.
breaches found. . rights do not include
exposure. right to access any part of .
any right to access any
the source code or any
i part of the source code
other proprietary
. . or any other
information or roprietary information
confidential data. proprietary 1
or confidential data.
Static Application Helps developers detect
Security Testing tool vulnerabilities in source code o . To be agreed under fair
K . . Limited to the project L
upgraded with symbolic early in the development and reasonable ¢ Productisation
SASTer X Closed L partners and for the » . R
FG6.1 execution and CI/CD INQBIT - - process. By providing X . conditions and subject | ® Use in future R&I
(Enhanced) . . source . duration of the project . K
integration for early automated, user-friendly X R to the signature of a projects.
. X R implementation only. X
detection of code security scanning to enhance license agreement.
vulnerabilities. SMEs' cybersecurity posture.
. . Enhance users' capability to
Innovative educational R R .
X X recognise cybersecurity L . To be agreed under fair L
services designed to P X .| Limited to the project ¢ Productisatio
R vulnerabilities and increase their and reasonable R
CyberRange raise awareness and Closed partners and for the . . ¢ Use in future R&l
FG 6.2 R INQBIT - - awareness of the key . . conditions and subject K
Exercises educate partners source L - duration of the project . projects
- characteristics and indicators X . to the signature of a R .
through experiential . . implementation only. R ¢ Use in education
. X that facilitate their license agreement.
learning exercises. ) P
identification.
e Offer as a white-
- . label solution for
Digital learning training providers
environment for the . Levergape in
distribution and delivery . . . €
. . . . . Potential public use, educational and
CyberSuite of cybersecurity KER 2 - Open source | Hosting and managing Free use for project . .
. . - X . . subject to platform professional
FG7.1 Academy educational resources JOIST - CyberSuite with CyberSuite Academy training partners during R K . .
. . X . X . . . . licensing and service certification
Platform and interactive services Academy restrictions | materials and user interactions | implementation.
agreements. programmes.
to support SME . .
. ¢ Include in capacity-
cybersecurity -
building proposals
awareness. -
and commercial
offerings.
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FG Title

Description

Related BG

Related KER

Potential IP
Protection

Usage in CyberSuite

Ayber

Usage Conditions within
CyberSuite

s

Usage Conditions
outside CyberSuite

Plans for Exploitation

No restrictions on use,
distribution, modification,
or distribution of modified
versions of the software.

Same license needs to be
applied to all unmodified

No restrictions on use,
distribution,
modification, or
distribution of modified
versions of the
software.

Same license needs to
be applied to all

¢ Further develop and
offer the enhanced
ACAS tool as an open-
source threat
detection and

Advanced Cybersecurity KER 9 - . L
. K parts. In every licensed unmodified parts. In .
Analytics System Machine ] o . ; ; network analysis
BG 2.1- MMT . file, original copyright, every licensed file, L
upgraded for better . Learning Open-source . - R solution, integrated
. (Montimage . Detection and management of patent, trademark, and original copyright, X .
FG 8.1 ACAS (Enhanced) | feature extraction and M L Network licence R o R into training
encrvpted traffic Monitoring Traffic (Apache 2.0) cybersecurity threats. attribution notices must patent, trademark, and :
classific:t?on using dee Tools) Classification P ’ be preserved (excluding attribution notices enwron(nents and the
learnin g deep Mechanism notices that do not must be preserved CyberSuite
8 pertain to any part of the | (excluding notices that | Marketplace
derivative works). In every | do not pertain to any * Supporting adoption
licensed file changed, a part of the derivative by SMEs and
notification must be works). In every academia.
added stating that licensed file changed, a
changes have been made | notification must be
to that file. added stating that
changes have been
made to that file.
No restrictions on use,
distribution,
No restrictions on use, modification, or
distribution, modification, | distribution of modified
or distribution of modified | versions of the
versions of the software. | software.
e Expand the use of
Same license needs to be | Same license needs to | the anti-phishing
applied to all unmodified | be applied to all email analysis tool as
parts. In every licensed unmodified parts. In part of cybersecurity
file, original ight, li d file,
Anti-phishing New service for Open source Open source . . L e, origina copyrig ev,ery lcense . ne aw?reness an-d
. N . P L. under Help users identify phishing patent, trademark, and original copyright, training offerings
FG 8.2 email analysis identifying phishing MI - under Apache . o . .
K . Apache emails. attribution notices must patent, trademark, and | e Targeting SMEs and
(Enhanced) emails License 2.0 . . - . R
License 2.0 be preserved (excluding attribution notices educational
notices that do not must be preserved institutions through
pertain to any part of the | (excluding notices that | the CyberSuite

derivative works). In every
licensed file changed, a
notification must be
added stating that
changes have been made
to that file.

do not pertain to any
part of the derivative
works). In every
licensed file changed, a
notification must be
added stating that
changes have been
made to that file.

Academy and other
open initiatives.
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FG Title

Description

Related BG

Related KER

Potential IP
Protection

Usage in CyberSuite

Ayber

Usage Conditions within
CyberSuite

s

Usage Conditions
outside CyberSuite

Plans for Exploitation

Extended the game and

Open source

Open source

No restrictions on use,
distribution, modification,
or distribution of modified
versions of the software.

Same license needs to be
applied to all unmodified
parts. In every licensed
file, original copyright,

No restrictions on use,
distribution,
modification, or
distribution of modified
versions of the
software.

Same license needs to
be applied to all
unmodified parts. In
every licensed file,

¢ Promote the
enhanced anti-
phishing game as an
open-source
cybersecurity
awareness tool for

FG 8.3 Antg;fr:sehmg provided it as a web Ml PBh(fsiui _GA:r:-e under Apache Aunad;; Z:;?lrsers to detect phishing patent, trademark, and original copyright, 'SMFS ar\d educational
service g License 2.0 L P 20 : attribution notices must patent, trademark, and |nst|tut|on.s )
icense 2. be preserved (excluding attribution notices * Integration into
notices that do not must be preserved training platforms
pertain to any part of the | (excluding notices that | such as the
derivative works). In every | do not pertain to any CyberSuite Academy.
licensed file changed, a part of the derivative
notification must be works). In every
added stating that licensed file changed, a
changes have been made | notification must be
to that file. added stating that
changes have been
made to that file.
No restrictions to use,
. distribute, modify, and
No restrictions to use, - o
- X distribute modified
distribute, modify, and versions of the
distribute modified
. software.
versions of the software.
. e Further exploit its
. Same license needs to .
Same license needs to be K enhanced pentesting
. . be applied to all X
applied to all unmodified o tools by offering them
. unmodified parts. In
parts. In every licensed ) y as open-source
BG2.2- Open source file, original copyright, every licensed file, components within
Montimage Extended the pentesting - Open source P Cyber training and network »orlg pyrignt, original copyright, P . -
. MI Montimage under - R patent, trademark, and cybersecurity training
FG 8.4 Pentesting Tools and added a web . under Apache vulnerability analysis of software T . patent, trademark, and .
. Pentesting . Apache . attribution notices must T . suites and as part of
(Enhanced) interface License 2.0 . solutions. R attribution notices -
Tools License 2.0 be preserved (excluding vulnerability

notices that do not
pertain to any part of the
derivative works). In every
licensed file changed, a
notification must be
added stating that
changes have been made
to that file.

must be preserved
(excluding notices that
do not pertain to any
part of the derivative
works). In every
licensed file changed, a
notification must be
added stating that
changes have been
made to that file.

assessment services
targeting low-
expertise
organisations.

Grant Agreement: 101145861

-53-




D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities

FG Title

Description

Related BG

Related KER

Potential IP
Protection

Usage in CyberSuite

Ayber

Usage Conditions within
CyberSuite

s

Usage Conditions
outside CyberSuite

Plans for Exploitation

Set of standards and
interfaces (including the
Integration Engine and

Enables the seamless integration
of CyberSuite tools through

Use by CyberSuite
partners for tool
integration and platform
demonstration purposes.
Use is restricted to the

Post-project use of the
framework’s open
components (e.g. API
specifications, data
models) may be
allowed under
appropriate licensing
(e.g. FAIR or open

* Use as a component
for future commercial

I KER 11 - standardised data models, APIs, | scope of project . solutions, enabling
. Interoperability APIs) . . X . documentation . "
Integration . CyberSuite Closed and secure orchestration implementation. R . tool interoperability.
FG9.1 enabling secure, UBITECH - R R . . license). Commercial or
Framework . . Integration Source mechanisms. Acts as the Proprietary engine . ¢ Use of components
seamless integration of . R technical reuse of the .
X . Engine backbone for tool components remain under . . . and knowledge gained
multiple cybersecurity . . . proprietary integration
. interoperability and full the ownership of UBITECH . R ... | for future research
tools in DevSecOps N i~ engine requires explicit .
o DevSecOps lifecycle coverage. and cannot be modified or X projects.
pipelines. reused bevond the agreement with
X X v UBITECH under fair and
integration context ™,
without permission reasonable conditions,
P : potentially through
licensing or
collaboration.
Basic free Licence available.
Other types of licences are
limited to the project partners
and for the duration of the
project implementation only.
PLURIBUS’ background software
usage is limited to the project
24 e o e
Advanced web Software X R prol
- . implementation only. The
application security components, ; .
s - partners will be granted access, To be agreed under fair
system utilising applications . . . . .
. N . . as needed for project Free license for project and reasonable e Commercial offering
Seer Box behavioural analysis and and libraries KER 6 - Seer . X . X . . .
FG9.2 . PLUR . Copyright | implementation, to internal partners during conditions and subject | as part of an
(Enhanced) anomaly detection, previously Box X . . . X i X
integrated into developed and information and documentation | implementation. to the signature of a integrated framework
i li t.
CyberSuite with owned reitardmg PLURIBUS background icense agreemen
expanded analytics. (including Seer software.
Box)

The partners will not be granted
access to PLURIBUS background
software source code.

The partners will not copy,

reproduce or otherwise use the
PLURIBUS background software
for any other purposes than the
current project implementation

Grant Agreement: 101145861
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FG Title

Description

Related BG

Related KER

Potential IP
Protection

Usage in CyberSuite

Ayber

Usage Conditions within

s

Usage Conditions

Plans for Exploitation

Marketplace platform

CyberSuite
Concerning only the
software artefact called
the 'CyberSuite

outside CyberSuite

CyberSuite enabling subscription Marketplace': Moderated
. . Upload and management of o e Transfer of
Marketplace sign-up, onboarding, Open source X > user admission to full .
. KER 3 - cybersecurity services (for . - . To be reused according | knowledge for the
(excluding management, and usage . under R . . functionalities for Service -
FG 10.1 . - S5 - CyberSuite Service Providers). Exploration X to terms and conditions | development of
onboarded of extensions/plugin-like Apache . . Providers and Customers R .
. . . Marketplace . and acquisition of cybersecurity " by Apache License 2.0 | Marketplaces in other
services by 3rd | cybersecurity services in License 2.0 . . (for security reasons), for X
. R services (for Service Consumers) . . domains.
parties) the CyberSuite the duration of the project
Framework. implementation. Public
views with limited
functionalities available.
Access to the private
resources of
EnergyTracker testbed for
demonstration purposes
will be available to S5 ¢ Interested in
Personnel only. In case protecting the
any access is required to In case access is production
be provided to CyberSuite . deployments of the
. required to the .
- . technical partner(s) for EnergyTracker with
Providing the target business EnergyTracker or/and K
L support purposes, they X the CyberSuite
- application testbed to be . the dedicated .
uite5's EnergyTracker . will be assessed at a case R security layer,
K L protected by the CyberSuite cybersecurity layer .
business application level. Any request for . depending on the
Energy Tracker i . Framework and Assets, as part L created with the .
. with an enhanced BG 3.1 - Suite5 - L communication of the . business model and
Security . . Closed of the validation and verification . . CyberSuite .
FG 10.2 . security layer, added on S5 Energy Activity - - . R CyberSuite tools with the ... | maturity level reached
Integration Layer R source activities. Using the CyberSuite R tools/Framework, it will X
top of the business Tracker R EnergyTracker will be R . by the CyberSuite
(Enhanced) . Framework and Assets in order . be investigated under
application as part of the . assessed and possibly . o Framework upon the
to evaluate and improve the " dedicated exploitation L .
Demonstrator X X facilitated through APIs. project’s conclusion,
EnergyTracker's cybersecurity agreements between and based on
posture. . S5 and the Party/ies .
The partners will not be X R - mutually agreed, fair
involved in exploitation
granted access to S5 of results and reasonable
background software : conditions and subject
source code. to the signature of a
The partners will not copy, license agreement.
reproduce or otherwise
use the S5 background
software for any
purposes.
¢ Expansion beyond
CyberSuite for
Advanced orchestration broader cloud-native
platform extended to orchestration.
support real-time o . To be agreed under fair | ¢ Potential licensing
. . . Limited to the project X
cybersecurity operations Secure orchestration of and reasonable to enterprises
FG11.1 MAESTRO with integrated UBITECH BG1.1- - Closed containerized applications over partners and for the conditions and subject | needing secure
! (Enhanced) g MAESTRO source PP duration of the project ) s
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4.2 CyberSuite Exploitation and Sustainability

4.2.1 Partners' Individual Exploitation Plans

This section outlines each CyberSuite partner's individual exploitation plans, detailing their business
objectives within the project, innovative contributions, and activities undertaken during the project's
duration. Additionally, it presents plans for sustaining these activities beyond the project's conclusion,
providing insight into how each partner intends to leverage project outcomes to achieve their specific goals
and ensure the long-term impact of CyberSuite's results.

4.2.1.1 UBITECH

UBITECH is a leading, highly innovative software house, systems integrator and technology provider,
established to provide leading-edge intelligent technical solutions and consulting services to businesses,
organisations and governments in order to allow efficient and effective secure access and communication
with various heterogeneous information resources and services, anytime and anywhere. UBITECH enables
real-time valid information processing and decision-making, the realisation of intelligent business
environments, and B2B and B2C transactions by providing high added-value business-oriented and business-
based solutions.

In the context of CyberSuite, UBITECH not only coordinates the project but also:

e Acts as the main provider of services and tools, offering continuous cybersecurity risk assessment

e Provides security services orchestration, cybersecurity services policy-based deployment
recommendation and management, as well as real-time monitoring and Complex Event Processing
agents.

Also, along with PLUR, UBITECH is responsible for the integration of the CyberSuite solution. UBITECH extends
and capitalises on its past experience in cybersecurity services, bringing its maturity from PUZZLE® and
SecureloT® projects. The challenges and limitations addressed in CyberSuite lie within the realisation and
grounding of such solutions with real-world cases.

4.2.1.1.1 Business Objectives in the Project

UBITECH’s business objectives in CyberSuite focus on enhancing its position as a provider of cutting-edge
cybersecurity solutions for cloud-native environments, emphasizing SME needs and service orchestration
automation. Building on its coordination role and prior experience in Horizon projects such as PUZZLE and
SecureloT, UBITECH aims to mature and commercialize a set of modular, real-time security services aligned
with modern DevSecOps practices.

Through its participation in CyberSuite, UBITECH specifically seeks to:

e Advance and commercialize its proprietary Risk Assessment Framework, turning it into a
deployable product capable of delivering automated, dynamic cybersecurity posture assessments for
SMEs and data marketplace environments.

e Develop a flexible, policy-driven orchestration engine, enabling the real-time deployment and
management of cybersecurity services through intelligent recommendations and secure
configurations based on UBITECH’s background in microservice orchestration.

e Strengthen its market presence in the area of Security-as-a-Service, offering interoperable,
standards-based components that can be embedded into broader security frameworks or integrated
as standalone offerings.

82 https://puzzle-h2020.com
83 https://secureiot.eu/
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¢ Expand its client base and business network by validating and promoting its cybersecurity solutions
through large-scale demonstrators and active collaboration with end-users and technical partners
across Europe.

e Position its tools for post-project uptake by aligning them with SME-specific operational constraints
(limited expertise, low deployment overhead) and facilitating licensing and service offerings tailored
to different market segments.

UBITECH’s business strategy is underpinned by the strategic reuse and further development of its background
assets (OLISTIC, PUZZLE, MAESTRO), ensuring continuity from past R&D achievements while pursuing
sustainable commercial exploitation beyond the project’s lifecycle.

4.2.1.1.2 Innovation and Exploitation During the Project

During the CyberSuite project, UBITECH is actively developing and integrating several Key Exploitable Results
(KERs) that address real-time cybersecurity monitoring, risk assessment, and policy-based orchestration for
cloud-native and SME-focused environments. These results are grounded in UBITECH’s proprietary
technologies (including OLISTIC and PUZZLE) and are aligned with the project’s DevSecOps architecture.

The key innovation and exploitation activities carried out by UBITECH include:

e Risk Assessment Framework (Proprietary License): UBITECH is delivering a proprietary, modular
framework for evaluating the cybersecurity posture of SME and data marketplace environments. The
framework leverages advanced methodologies such as CVSS 3.1, supports automated attack path
analysis, and enables real-time risk scoring. Based on the OLISTIC background asset, the framework
is being developed to achieve high TRL and is designed for enterprise-grade deployments, integrating
Kafka-based communication and dynamic data feeds.

e Policy Recommendation Engine (Creative Commons): This KER delivers personalised, context-aware
security policy recommendations and automates the secure deployment of cybersecurity services.
By leveraging technologies such as Cilium, eBPF, and P4 DSL, this component allows for scalable,
policy-driven orchestration within cloud-native infrastructures. It is designed for seamless
integration into the CyberSuite DevSecOps pipeline, with its core logic made available under a
permissive Creative Commons license to promote broader uptake. UBITECH retains the rights to offer
commercial support, advanced deployment modules, and integration services around this asset.

e Integration of Cybersecurity Orchestration Components into the CyberSuite Framework: UBITECH
ensures that the Risk Assessment Framework and Policy Recommendation Engine components of
the CyberSuite Marketplace are fully interoperable and ready for integration into the broader
CyberSuite ecosystem. UBITECH contributes to the system-wide service orchestration by enabling
standardised APIs, real-time monitoring capabilities (via CEP agents), and trust-aware deployment
options. These integration efforts are key to demonstrating UBITECH’s components within the
project pilots and validating their effectiveness in diverse real-world use cases.

Throughout the project, UBITECH’s exploitation efforts focus on validating the market viability, technical
robustness, and user-centric adaptability of its KERs. The goal is to ensure that each component reaches a
commercialisation-ready state, supported by practical demonstrator feedback and aligned with current
cybersecurity deployment needs across Europe.

4.2.1.1.3 Innovation and Exploitation During the Project

After the conclusion of the CyberSuite project, UBITECH will strategically exploit the validated Key Exploitable
Results to strengthen its cybersecurity product and service portfolio, with a specific focus on solutions
tailored to SMEs, cloud-native infrastructures, and data marketplaces.

The core post-project exploitation directions include:
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¢ Commercialisation of the Risk Assessment Framework: UBITECH will offer the enhanced Risk
Assessment Framework as a proprietary solution, marketed to SMEs, cloud service providers, and
enterprise clients seeking automated and real-time evaluation of their cybersecurity posture. The
tool’s modular architecture and integration readiness will allow deployment as a standalone product
or as part of a broader security orchestration platform.

e Modular Licensing and Support Services for the Recommendation Engine. While the core
recommendation logic will remain available under a Creative Commons license, UBITECH will develop
commercial extensions and offer integration, customisation, and deployment support services.
These will target IT providers and security vendors interested in automated policy orchestration and
secure-by-design DevSecOps workflows.

e Integrationinto UBITECH’s Security-as-a-Service Offering: The components developed in CyberSuite
will be incorporated into UBITECH’s existing cloud-native security orchestration stack, enabling
bundled offerings for real-time risk assessment, policy deployment, and monitoring. These offerings
will be designed to be flexible, scalable, and priced for SME adoption.

e Expansion into New Markets and Sectors: Leveraging the real-world validation of its tools through
the CyberSuite demonstrators, UBITECH aims to expand its customer base, focusing on sectors with
growing cybersecurity demands, such as manufacturing, finance, and health.

e Continuous R&D and Interoperability Improvements: Building on the architectural foundations laid
in CyberSuite, UBITECH will pursue further technical enhancements, such as integrating threat
intelligence feeds, advanced behavioural analytics, and blockchain-based validation mechanisms,
either independently or within future EU-funded projects.

UBITECH’s long-term vision is to maintain its competitive advantage through continuous improvement and
agile commercialization of modular cybersecurity components. The results of CyberSuite will significantly
contribute to reinforcing its role in the European cybersecurity innovation landscape and ensuring that SMEs
have access to accessible, effective, and adaptive security technologies.

4.2.1.2 S5

S5 Data Intelligence Solutions Limited is a Cyprus-based SME developing Information Technology solutions
and services, recognised as the top private R&D performer in Cyprus. Towards delivering cutting-edge, data-
driven intelligence solutions for organisations seeking a competitive advantage, S5 leverages Al and ML
technologies to empower clients in transforming business intelligence into valuable insights and optimising
their operations.

S5 combines research-driven expertise in data science and software development with a strong background
in project and technical management, demonstrating a high capability in managing and executing both
private and public projects. Its portfolio includes over 70 EU-funded projects spanning a wide range of
technological sectors and application domains, such as cybersecurity for SMEs (PUZZLE) and sector-specific
cybersecurity solutions for healthcare and mobility (CUREX, ASCLEPIOS, ENTRUST, CONNECT).

In CyberSuite, S5 plays a dual role. Firstly, it serves as the technology provider of the CyberSuite Marketplace
(WP6), a Security-as-a-Service (SecaaS) application enabling end-users to extend their CyberSuite Framework
deployment through customizable cybersecurity services. Secondly, S5 acts as a demonstrator partner,
providing the EnergyTracker use case, which showcases how S5’s energy data analytics engine can benefit
from CyberSuite’s holistic cybersecurity offerings (WP4).

4.2.1.2.1 Business Objectives in the Project

Through CyberSuite, S5 will pursue its strategic goal of continuously expanding its portfolio and strengthening
its existing proprietary business solutions, while building on the continuity of its previous R&D efforts. This
will be achieved by advancing and maturing the SecaaS Marketplace originally introduced in the predecessor
project, PUZZLE. Enhancements will include the refactoring of core technologies, a redesigned user
experience, and extended functionality. S5 also expects to gain valuable experience from the development
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of the CyberSuite Marketplace that can be applied to the creation of similar applications in domains beyond
cybersecurity.

Moreover, S5 is focused on strengthening the cybersecurity posture of its EnergyTracker data analytics
engine by integrating CyberSuite’s holistic cybersecurity offerings. Communicating these advancements to
its customer base will reinforce trust in S5’s commitment to security and privacy in its data-driven solutions.

Finally, CyberSuite presents an excellent opportunity for S5 to broaden its network of technology and
academic partners, setting the ground for long-term collaborations in future R&D initiatives, as well as to
increase visibility and reach a broader prospective customer base through CyberSuite’s targeted market and
ecosystem-building activities.

4.2.1.2.2 Innovation and Exploitation During the Project

The key innovation activities of S5 during the course of the project are closely knit with the business goals of
S5 within CyberSuite and include:

o CyberSuite Marketplace Development and Validation: S5 is leading the design and development of
the CyberSuite Marketplace, a technological component aiming to increase the visibility, outreach,
and extensibility of the CyberSuite Framework. Based on thorough market research, the Marketplace
design integrates best practices from state-of-the-art cybersecurity Marketplaces, lessons learned
from the PUZZLE project, and newly developed features to address common challenges faced by
cybersecurity marketplaces. S5 will collaborate closely with other technical partners to ensure
seamless integration of the Marketplace with the CyberSuite Framework. This integration eliminates
the need for manual service deployment by end users, a differentiator that will enhance usability and
adoption. Additionally, S5 will be actively involved in the support of the Marketplace’s validation
activities within WP4 and the activities towards market ecosystem building within WP6, to ensure
the Marketplace remains relevant, robust and ready for real-world application. The ultimate goal for
S5 is to gain deeper insight into the cybersecurity marketplaces landscape and to enhance its
portfolio with a high-TRL, commercially mature solution that showcases S5’s capabilities in delivering
robust and adaptable technologies.

o Enhancement of the EnergyTracker, continuous cybersecurity awareness and literacy building: As
the leader of task “T4.3: EnergyTracker Use Case”, S5 aims to significantly enhance the cybersecurity
posture of its proprietary EnergyTracker application. This involves not only technical improvements
but also the promotion of ongoing cybersecurity awareness and literacy among its personnel. The
latter will be supported through active participation in the design of the piloting activities and
scenarios, as well as through hands-on engagement with the CyberSuite tools. Together, these
efforts align with S5’s commitment to strengthening security across all its data-driven solutions.

4.2.1.2.3 Innovation and Exploitation After Project Conclusion
The post-project exploitation directions for S5 entail the following:

e Transfer of Knowledge to Other Markets and Domains: S5 will leverage the knowledge and
experience gained from the development of the CyberSuite Marketplace to support the creation of
similar platforms in other domains (e.g., Data Marketplaces).

e Protection of the EnergyTracker with the CyberSuite Framework: S5 is interested in further securing
its production deployments of the EnergyTracker application using the CyberSuite Framework,
depending on the business model and maturity level reached by the Framework upon the project’s
conclusion.

e Continuous R&D: S5 aims to capitalise on the lessons learned and the industrial and academic
partnerships established through CyberSuite to drive future R&D activities, building upon and
advancing the work carried out during the project.

e Strengthening S5’s Market Position in the Cybersecurity Landscape: Following the completion of
CyberSuite, S5 intends to leverage the achieved outreach and engagement with target customer
audiences (including SMEs) to position itself as a trusted developer of robust cybersecurity solutions.
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4.2.1.3 eBOS

eBOS Technologies Ltd is a leading provider of innovative software solutions based in Cyprus, specialising in
regulatory compliance and financial technology solutions, highlighting its strong capabilities in data
management and user interface development. By leveraging this expertise, eBOS has successfully
participated in over 70 EU-funded R&D projects. Within CyberSuite, eBOS leads the project’s D&C, market
research, business modelling, IPR management and exploitation activities. On the project’s technical side,
eBOS is also tasked with creating the CyberSuite Dashboard under the CyberSuite DevSecOps process within
the scope of WP3, along with any relevant activities regarding its MVP definition and KPI development within
the scope of CyberSuite Portfolio under WP2.

4.2.1.3.1 Business Objectives in the Project

eBOS Technologies Ltd aims to leverage any experience and knowledge gained through participating in the
CyberSuite project to advance the development of innovative software solutions, particularly in dashboards
and user interfaces. eBOS' business objectives include enhancing its portfolio of technological solutions,
strengthening its market position in the EU, and expanding its network of industry and academic partners.

4.2.1.3.2 Innovation and Exploitation During the Project
During the project, eBOS focuses on several key areas of innovation and exploitation:

e Dashboard Development: Leading the CyberSuite Dashboard development, eBOS is responsible for
designing and implementing the user-friendly front-end dashboard of the CyberSuite Framework.
This enables eBOS to showcase its capabilities in developing accessible software interfaces.

e Stakeholder Engagement: By leading “WP7: Dissemination, Communication and Market Uptake”,
eBOS is leading the development and implementation of dissemination, communication and
exploitation strategies. This further adds to eBOS’ credibility and reputation as a thought leader in
cybersecurity-related dissemination & communication.

o Market Research and Business Modelling: By leading tasks “T6.3: CyberSuite Market Intelligence
and Ecosystem Business Model” and “T7.3: Business Model Development and IPR Management”,
eBOS is conducting comprehensive market research and developing a sustainable business model for
CyberSuite, ensuring the project's long-term success and alignment with industry needs.

4.2.1.3.3 Innovation and Exploitation After Project Conclusion
After completing the CyberSuite project, eBOS plans to build on the project's outcomes to achieve several
strategic goals:

e Product Commercialisation: eBOS will leverage the knowledge and experience gained through
developing and implementing the CyberSuite Dashboard to enhance its own developed software
solutions.

e Expansion of Services: Leveraging the expertise gained, eBOS aims to expand its service offerings in
areas such as regulatory compliance, data security, and stakeholder engagement, thereby attracting
new clients and projects.

e Ongoing Research and Development: eBOS will leverage the insights and expertise gained during
the project as a foundation for further R&D activities for both technical and non-technical tasks,
seeking additional funding and partnerships.

o Market Positioning: eBOS aims to strengthen its position in the European market by demonstrating
its capabilities of participating in cybersecurity initiatives and opening up new business opportunities
and collaborations.

4.2.1.4 MI

Montimage is a French SME founded in 2004 and based in Paris, specialising in cybersecurity, network
monitoring, and business activity monitoring. As a research-oriented company, it offers expertise and tools
to help developers, operators, industries, and administrations enhance the quality and reliability of their
software and systems. Its skilled research team develops innovative open-source and commercial solutions
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while participating in national and Horizon Europe collaborative projects, such as NERO, CyberSuite, Natwork,
Deterministic6G, and Ensure-6G, aimed at improving the security and performance of SMEs, 5G, and loT
networks. Montimage is an active member of 6G-IA (contributing to Security and SME working groups) and
participates in the Digital Infrastructures and loT hub within the French cluster Systematic.

The company’s core focus is on developing monitoring and testing tools for networks, applications, and
services, with an emphasis on functional, performance, and security analysis to enhance context awareness
and end-user trust. Its open-source flagship framework, MMT, enables telecommunication packet capture
and structured message analysis for traffic inspection, security assessment, and attack detection/mitigation
in 5G and loT networks. Leveraging deep packet inspection (DPI), statistics, and machine learning (ML), MMT
classifies traffic, analyses business events, and identifies anomalies. Additionally, Montimage’s open-source
tools, 5Greplay.org and Network Fuzzer, generate normal 5G traffic and simulated attacks, while its Software
Defined Radio-based 5G-in-a-Box solution facilitates the rapid deployment of secure 5G networks for
Industry 4.0 applications.

4.2.1.4.1 Business Objectives in the Project

Montimage’s business objectives in the CyberSuite project revolve around providing its tools and services to
enhance the CyberSuite ecosystem. These include offering its Advanced Cybersecurity Analytics Service
(ACAS), the Montimage Monitoring Tool (MMT) security and performance monitoring and management
framework, AI4SOAR security orchestrator, pentesting tools, and cybersecurity awareness solutions such as
an anti-phishing game and email analysis tool, as well as the Montimage Al Platform (MAIP) to facilitate the
training and explainability of ML models. A key goal is integrating these tools into the CyberSuite framework
and marketplace while adapting them to interact seamlessly with other solutions, thereby improving their
effectiveness and alignment with DevSecOps processes.

Montimage also aims to simplify and validate the use of its tools for SMEs, ensuring broader adoption of its
cybersecurity solutions. To support this, the company offers its open-source framework alongside
commercial support services. Additionally, Montimage provides extensions such as new protocol support,
rule and algorithm enhancements, machine learning training and tuning, and proof-of-concept setups,
enabling SMEs to leverage advanced cybersecurity capabilities with expert assistance.

4.2.1.4.2 Innovation and Exploitation During the Project

Within the CyberSuite project, Montimage drives innovation by enhancing and integrating its cutting-edge
cybersecurity tools into a unified DevSecOps ecosystem. By leveraging deep packet inspection (DPI), machine
learning (ML), and behavioural analytics, Montimage improves real-time threat detection, attack simulation,
and mitigation for 5G and loT networks and SMEs. A key innovation is the adaptation of these tools to interact
with third-party solutions, enabling automated security workflows and strengthening CyberSuite’s overall
effectiveness.

For exploitation, Montimage focuses on increasing SME adoption by offering open-source tools with
commercial support, including training, customisation, maintenance, integration, optimisation, deployment,
and configuration services. The company also plans to promote its anti-phishing gamification and email
analysis tools to raise cybersecurity awareness. By contributing to the CyberSuite marketplace, Montimage
expands its market reach while ensuring its solutions remain adaptable for future security challenges.
Additionally, the project enables Montimage to refine its 5G/IoT security pentesting tools and Al-driven
anomaly detection, creating new business opportunities in cybersecurity for critical and Industry 4.0
applications. Through these efforts, Montimage reinforces its market position in adaptive, intelligence-driven
cybersecurity solutions.

4.2.1.4.3 Innovation and Exploitation After Project Conclusion

Montimage will leverage the outcomes of the CyberSuite project to drive progress across several key business
areas. The company plans to refine and integrate its enhanced cybersecurity solutions, offering them both
as open-source standalone products and support services and as integral components of the comprehensive
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CyberSuite DevSecOps framework and marketplace. The interactive security training and pentesting
modules, improved and validated during the project, will be further integrated into the CyberSuite
Cybersecurity Academy and Marketplace, designed to meet the needs of SMEs as well as academic
institutions seeking practical cybersecurity awareness, training and testing solutions.

Building on the project's achievements, Montimage will expand its service offerings to include specialised
support for cybersecurity protection and reaction, interoperability with other techniques and tools, and
integration with training offers. These new services will primarily target organisations with none or low
cybersecurity expertise, providing them with accessible and effective solutions to strengthen the security of
their systems. The feedback and validation data gained from CyberSuite will serve as a foundation for
continued research and development efforts, including tool optimisations and participation in future
European research programs focused on secure software development and cybersecurity awareness.

Participation in CyberSuite will significantly enhance Montimage's position within the European
cybersecurity research and industrial community, showcasing its technical know-how and ability to develop
impactful security solutions and frameworks. This improved market presence is expected to create new
opportunities for strategic partnerships and business growth across both public and private sectors. Thanks
to its innovative approaches, Montimage is well-positioned to transform project outcomes into sustainable
business value and maintain its commitment to delivering innovative cybersecurity solutions for diverse
market needs, particularly targeting SMEs and complex heterogeneous infrastructures.

4.2.1.5 CG

cyberGEIGER (CG) is a startup company aiming to make cybersecurity accessible and manageable for small
businesses and individuals without extensive IT expertise. Emerging from the EU-funded Horizon 2020
projects SMESEC and GEIGER, it offers a user-friendly platform that assesses cybersecurity risks and provides
tailored recommendations (GEIGER App) and offers advice for implementing cybersecurity recommendations
(cyberCoach). Leveraging agentic Al, cyberGEIGER evaluates threats, plans mitigation strategies, and
implements protective measures, ensuring continuous security enhancement. cyberGEIGER’s educational
resources are expanding through collaborations with the Erasmus+ projects DataPro and MeCyS, aiming to
empower users with the knowledge to maintain robust practices in cybersecurity and data protection.

4.2.1.5.1 Business Objectives in the Project

Within the CyberSuite project, cyberGEIGER aims to evolve its cybersecurity solutions by tailoring the GEIGER
App and cyberCoach to meet the specific needs of software-developing SMEs, expanding beyond its original
focus on digitally dependent small businesses. A key objective is to advance the technology from Technology
Readiness Level (TRL) 7, where a system prototype is demonstrated in an operational environment, to TRL 8,
indicating a complete and qualified system ready for deployment. This progression involves enhancing
interoperability with a more robust set of sensors and protection tools integral to software development and
operations, ensuring seamless integration and robust security measures for SMEs in the software sector.

4.2.1.5.2 Innovation and Exploitation During the Project

CG develops the layperson user interface for CyberSuite, with a focus on business end-users, for self-assessing
cyber risks, planning cybersecurity, and helping the lay end-user in implementing cybersecurity. CG also
develops education modules for the CyberSuite academy, targeting the same end-users.

In addition, CG is liaising with the MeCyS and DataPro projects and Horizon projects such as IMPORTANT. CG
also actively collaborates with ENISA, the Digital SME Alliance, and Small Business Standards, while also being
active in cybersecurity-related research and innovation at the local and European scale, which offers a wealth
of dissemination and exploitation opportunities.
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4.2.1.5.3 Innovation and Exploitation After Project Conclusion

e CGisdirectly integrating the advancements it achieved in the CyberSuite project into its commercial
offerings, specifically enhancements of the GEIGER App and cyberCoach. These integrations provide
for a more robust and tailored cybersecurity offering for small businesses and laypeople.

e Building upon the project, CG introduces Al-based assistance features within the cyberCoach,
offering end-users proactive and personalised cybersecurity guidance. Additionally, the company is
targeting a new market segment by extending its services to business end-users of software-
developing SMEs, addressing their unique security needs.

e CyberGEIGER is committed to further R&D activities that build upon the project's results. This
includes conducting additional pilot programs for the GEIGER App and cyberCoach, aiming to refine
these tools and adapt them to new market segments.

e Participation in the CyberSuite project enhances CyberGEIGER's position in the cybersecurity market
by fostering new partnerships with companies of the CyberSuite consortium. Moreover, it enables
the integration of a complementary set of sensors and protection tools with the CyberGEIGER
offerings, contributing to the completeness and qualification of the GEIGER App and the cyberCoach.

4.2.1.6 JOIST

JOIST Innovation Park, the largest innovation park in Southeast Europe, is a dynamic and inclusive innovation
ecosystem based in Greece, designed to foster the creation, development, and application of transformative
ideas. It operates under the umbrella of the Institute of Entrepreneurship Development (iED), a well-
established player in the EU research and innovation ecosystem with more than 20 years of experience and
a network of over 4,000 partners across 40+ countries.

JOIST brings together academic institutions, enterprises, SMEs, entrepreneurs, and innovation enthusiasts to
form a collaborative ecosystem that fuels creativity, research, and entrepreneurship. It combines elements
of Digital Innovation Hubs, science parks, accelerators, incubators, and co-working spaces, creating an
interdisciplinary and high-impact environment where knowledge is exchanged and innovation thrives.

Within CyberSuite, JOIST leads efforts focused on training, awareness-raising, stakeholder engagement, and
validation, bringing together its community and technical infrastructure to empower end users in adopting
and understanding cybersecurity practices.

4.2.1.6.1 Business Objectives in the Project
Through its participation in CyberSuite, JOIST aims to:

e Establish the CyberSuite Academy, an innovative platform for cybersecurity awareness and capacity
building.

e Empower SMEs and startups by equipping them with essential knowledge and skills to navigate the
cybersecurity landscape.

e Strengthen its strategic role as a regional facilitator of digital security and innovation readiness.

e Enrichitsinnovation support services by integrating cybersecurity knowledge and resilience-building
tools into existing programs.

Participation in CyberSuite enables JOIST to further its mission of democratizing access to innovation and
digital skills while enhancing its services through cybersecurity awareness, gamification, and community-
driven validation frameworks.

4.2.1.6.2 Innovation and Exploitation During the Project

e Leadership in WP5: CyberSuite Raising Knowledge and Awareness Academy:
JOIST leads the creation and operation of the CyberSuite Academy, a comprehensive digital learning
platform providing access to curated training materials, courses, and cybersecurity resources. The
Academy includes:
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o Aknowledge repository of open courses and training modules tailored to different expertise
levels

o Gamified learning tools and cyber range exercises

o Webinars, hackathons, workshops, and awareness-building events

o Resources from EU-funded projects and expert institutions such as ENISA

This effort targets the development of both hard and soft skills in cybersecurity and contributes to increased
resilience and competency levels among SMEs and innovation actors.

Development of Training Modules and Materials: By leading task T5.2 (CyberSuite Academy
Training Modules), JOIST is creating and distributing training content focused on cybersecurity
technologies, compliance, cyber risk management, and the adoption of CyberSuite solutions.
Materials are tailored for both technical professionals and non-technical SME users.

Hackathons and Ecosystem Engagement: By leading task T6.2 (CyberSuite Academy Training
Modules), JOIST is organising two cross-sector hackathons within its innovation cluster to test and
validate CyberSuite tools. These events will enable stakeholders to experience real-world scenarios,
provide feedback, and help shape final product iterations. JOIST also contributes to the ecosystem
campaign plan to ensure active engagement with pilot users, including metrics for measuring
training and tool adoption impact.

Community and Market Outreach: Leveraging its broad network and influence in regional
innovation ecosystems, JOIST supports the dissemination and stakeholder outreach activities of the
project. It facilitates access to CyberSuite resources for SMEs and amplifies project outcomes
through collaborations with other EU-funded initiatives.

4.2.1.6.3 Innovation and Exploitation After Project Conclusion
After the conclusion of CyberSuite, JOIST plans to:

4.2.1.7

Commercialise Cybersecurity Training Services and Resources: Incorporate CyberSuite Academy
materials into its ongoing training programs and digital skills curricula, offering new modules on
cybersecurity awareness, resilience, and secure technology adoption.

Enhance SME Support Services with Cybersecurity Consulting: Provide awareness-as-a-service
offerings, cyber-readiness diagnostics, and introductory risk assessments for SMEs, enabling secure-
by-design growth strategies for startups and innovators.

Maintain and Expand the CyberSuite Academy Platform: Keep the Academy operational as a public
resource, continuously updating it with new content and tools, and promoting it across the
innovation and education ecosystems.

Drive Further Research and Policy Participation: Build on lessons learned to co-develop new
proposals under Horizon Europe and DEP, with a focus on cybersecurity in entrepreneurial
ecosystems and digital innovation strategies.

Reinforce Market Position as a Cybersecurity-Enabling Innovation Hub: Use CyberSuite outcomes
to strengthen JOIST’s positioning as a trusted partner for cybersecurity training and innovation
acceleration, particularly for regions and sectors with limited cybersecurity maturity.

INQBIT

InQbit Innovations is an SME specialising in the design, development, and delivery of cutting-edge ICT
solutions and cybersecurity services. Founded by a diverse international team, the company brings together

a well-balanced blend of entrepreneurship, research expertise, and engineering excellence. United by a
shared vision, the team aims to drive innovation that addresses both societal challenges and market
demands. Despite being a young company, InQbit is already actively involved in H2020-ICT, HORIZON
EUROPE, and DIGITAL programme projects. (InQbit) is the task leader for two specific tasks within the
CyberSuite project. The first is task “T3.2 Definition of Standards Across Products," which is part of WP3
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(CyberSuite DevSecOps Process). The second task, led by INQBIT is task “T5.3: Gamification and Educational
Services," under WP5 (CyberSuite Raising Knowledge and Awareness Academy).

4.2.1.7.1 Business Objectives in the Project

InQbit aims to leverage the experience and knowledge gained through its participation in the CyberSuite
project to enhance its expertise in software security, tool interoperability, and cybersecurity capacity
building. As the tool owner of SASTer, InQbit contributes to the development and integration of static
application security testing capabilities within the CyberSuite DevSecOps framework, reinforcing its
commitment to building practical tools that support secure software engineering practices. InQbit also leads
task T5.3, which focuses on the design and implementation of gamified cybersecurity learning exercises for
the CyberSuite Academy. These exercises aim to improve cybersecurity literacy through interactive, hands-
on educational tools tailored to the needs of SMEs and other end users. Through this work, InQBit supports
its broader mission to promote security awareness and resilience by delivering accessible and engaging
training solutions.

4.2.1.7.2 Innovation and Exploitation During the Project
Throughout the project, InQbit focuses on several core areas for innovation and future exploitation:

e InQbit’s Task Leadership and Project Objectives: INQBIT leads two key tasks in the CyberSuite
project: tasks T3.2 and T5.3. In task T3.2, INQBIT defines interoperability requirements and develops
a common data model to ensure seamless integration between CyberSuite tools. In task T5.3, INQBIT
designs gamified cybersecurity learning exercises for the CyberSuite Academy. These leadership roles
support INQBIT’s goals of building secure, interoperable tools and promoting hands-on cybersecurity
training for SMEs.

e Development of SASTer and Cybersecurity Training Tools by InQbit: As part of the CyberSuite
project, InQbit is developing and enhancing several technical components that align with its expertise
in secure software development and cybersecurity training. InQbit is the owner and developer of
SASTer, a Static Application Security Testing tool that performs automated source code and binary-
level analysis to detect vulnerabilities early in the software development lifecycle. SASTer is being
integrated into the CyberSuite DevSecOps pipeline to support secure-by-design practices and
continuous security monitoring. Additionally, InQbit is designing and implementing gamified
cybersecurity learning exercises as part of the CyberSuite Academy. These include interactive
simulations and training scenarios tailored to the needs of SMEs, aiming to improve cybersecurity
awareness and response capabilities.

e Stakeholder Engagement and Market-Driven Development: By participating in the CyberSuite
project, InQbit conducts targeted market research to identify gaps in current static application code
analysis tools and assess the strengths and limitations of competing solutions. This analysis guides
the development of SASTer, ensuring it addresses real-world needs and stands out as a preferred
choice in the market. Additionally, InQbit collaborates with stakeholders, particularly SMEs, to gather
feedback and adapt the design of gamified cybersecurity learning exercises. This ensures that the
training content is practical, engaging, and aligned with the actual cybersecurity challenges faced by
end users.

4.2.1.7.3 Innovation and Exploitation After Project Conclusion
Following the completion of the CyberSuite project, InQbit plans to build on the project's outcomes to
advance several strategic objectives:

e  Product Commercialisation: InQbit will build on the development of SASTer by integrating it into its
portfolio of secure software engineering tools, offering it as a standalone product or as part of a
broader DevSecOps toolkit. Additionally, the gamified cybersecurity learning exercises designed
during the project will be further developed into a modular training platform targeting SMEs and
educational institutions.
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o Expansion of Services: Based on the outcomes of CyberSuite: InQbit plans to expand its service
offerings to include interoperability support for cybersecurity tools and interactive cybersecurity
training solutions. These services will target new markets, particularly small and medium-sized
enterprises with limited in-house security expertise, aiming to enhance their resilience through
practical and accessible security tools.

e Ongoing Research and Development: InQbit will use the technical insights and validation results
from CyberSuite as a foundation for continued R&D. This includes exploring enhancements to
SASTer, extending gamified training scenarios, and participating in future EU-funded initiatives
focused on secure development and cybersecurity awareness.

e Market Positioning: Participation in CyberSuite strengthens InQbit’s position in the European
cybersecurity ecosystem, showcasing its capacity to lead technical development and contribute to
high-impact tools and frameworks. This visibility supports new collaborations and business
opportunities in both the public and private sectors.

4.2.1.8 PLUR

Pluribus One is a research-intensive Italian SME, established in 2015 as a spin-out of the Pattern Recognition
and Applications (PRA) Lab at the University of Cagliari. Its team has over two decades of experience in
pattern recognition, adversary machine learning and Al-driven cybersecurity. Pluribus One excels in Al-based
cybersecurity solutions, and thanks to its strong roots in research and development, recognised ISO practices
and leadership in EU-funded projects, can effectively link cutting-edge research with real-world
implementation. Pluribus One has an active role in several EU-funded projects and is the coordinator of the
APPtake Project. The company is also involved in other relevant cybersecurity initiatives (OWASP foundation,
APWG, etc.)

4.2.1.8.1 Business Objectives in the Project
Primary business objectives within the CyberSuite project are:

e Developing and evolving its products

e Improving the level of interoperability and integration with other software solutions

e Increase the level of software usability on strategic use cases

e Define its positioning in the cybersecurity market relative to the state of the art of existing solutions
e New partnerships and commercial agreements

Pluribus One's participation in the Cybersuite project directly supports its strategic objectives by enabling the
development and evolution of its cybersecurity products, improving interoperability with other solutions and
enhancing usability through real-life use cases. The project also offers a valuable opportunity to compare its
technologies with the state of the art and to strengthen its market positioning. In addition, Cybersuite fosters
new partnerships and business opportunities, strengthening Pluribus One's role in the European
cybersecurity ecosystem.

4.2.1.8.2 Innovation and Exploitation During the Project

Within the Cybersuite project, Pluribus One focuses on innovating (also Al-driven) threat detection,
integrating security into DevSecOps, and improving the interoperability and usability of its solutions.
Exploitation efforts focus on improving and marketing products, strengthening market positioning through
validation and benchmarking, and promoting new partnerships and business opportunities in the European
cybersecurity landscape.

o Leadership Roles: PLUR is leading WP3 on "Development activities, ensuring the effective integration
of the solutions within the DevSecOps loop and with each other".
e Technical Contributions: Pluribus provides its proprietary software, Seer Box.
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4.2.1.8.3 Innovation and Exploitation After Project Conclusion

e  Product commercialisation: Pluribus One plans to integrate Cybersuite's key technological advances,
such as interoperability modules and usability enhancements, into its existing commercial solutions.
The results of the project validation and pilot feedback will be used to refine functionality, improve
performance and accelerate commercialisation strategies.

e Expansion of services: Building on the insights and tools developed during Cybersuite, Pluribus One
intends to expand its service offering towards managed detection and response (MDR) and secure
DevSecOps consulting, targeting SMEs and enterprises seeking integrated security solutions. In
addition, entry into new vertical sectors such as critical infrastructure and finance will be explored.

e Ongoing research and development: Pluribus One will use the project results as the basis for further
research and development in areas such as automated adversary learning, automated threat
hunting, and security orchestration. These activities will feed into future national and EU-funded
initiatives, ensuring continuity of innovation beyond the scope of the project.

e Market Positioning: Participation in Cybersuite strengthens Pluribus One's position as a leading
innovator in the cybersecurity market. The results of the project will support Pluribus One's visibility
in the European cybersecurity landscape, strengthen the trust of customers and partners, and
demonstrate compliance with state-of-the-art practices in secure software development and threat
mitigation.

4.2.1.9 STROWL

STROWL is an SME founded in 2014 in Athens, Greece, with an extensive background and expertise in
computer vision-based inspection tasks and video analytics with Artificial Intelligence. STROWL has
developed a drone platform which integrates peripheral sensors (lidar, camera, ultra-sound sensor) with an
onboard computer, which enables the autonomous flight of the drone based on environment sensing. This
platform has been employed in the development of solutions for railway vegetation management,
infrastructure inspection, and defect detection in thermal insulation of building facades for energy efficiency
evaluation. STROWL has also developed solutions for weld quality assurance based on Al-based analysis of
radiographs and anomaly detection in smart energy systems. STROWL has experience in coordination and
participation in European and National R&D projects. The current running project relevant to this proposal is
the PiQASO project® which addresses post-quantum cryptography as-a-service.

4.2.1.9.1 Business Objectives in the Project

STROWL’s primary business objective within the CyberSuite project is to enhance the cybersecurity
capabilities of STROWL’s Al-based infrastructure inspection solutions, ensuring they meet the demands of
secure and resilient operations in critical environments. Participation in the project aligns with STROWL's
strategic goal of offering trusted, future-proof technologies to industries such as rail, energy, and utilities.
We aim to gain access to cutting-edge cybersecurity innovations, incorporate them into STROWL's product
roadmap, and validate them in relevant industrial scenarios. The project will also support STROWL’s ambition
to expand into security-conscious markets and strengthen STROWL's position in the European industrial tech
ecosystem. Ultimately, we seek to accelerate innovation, reduce time-to-market, and create exploitable,
competitive advantages for STROWL's offerings.

4.2.1.9.2 Innovation and Exploitation During the Project

During the CyberSuite project, STROWL is leading task “T4.4: Railway Monitoring Use Case” which directly
supports STROWL’s objective of delivering trusted Al solutions for critical infrastructure. STROWL’s
innovation efforts are focused on enhancing the cybersecurity of STROWL's infrastructure pipelines, including
the development of secure data acquisition and storage, encrypted transmission modules, and tamper-proof
logging mechanisms for inspection workflows. We are also working on adapting STROWL's Al models to be
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resilient against adversarial attacks and ensuring compliance with upcoming cybersecurity regulations. We
actively engage with railway and energy infrastructure stakeholders to validate these technologies in realistic
scenarios and gather feedback. Through project workshops, joint publications, and participation in relevant
standardisation discussions, we aim to contribute to shaping secure-by-design principles in industrial Al
systems. These developments are essential building blocks for STROWL's future commercial offerings and
exploitation strategy.

4.2.1.9.3 Innovation and Exploitation After Project Conclusion

Following the project's conclusion, we plan to commercialise the validated cybersecurity innovations by
integrating them into our infrastructure inspection solutions portfolio. The enhanced security features will
strengthen our market offering, particularly in sectors with stringent regulatory and safety requirements,
such as transportation and energy. We aim to capitalise on the project outcomes by targeting new customer
segments and expanding into additional European markets. Key exploitable results, including software
modules and best practices, will be further developed into market-ready products or services. We also intend
to explore licensing and partnership opportunities with larger industry players. Continuous engagement with
stakeholders will ensure that the innovations remain aligned with evolving market and technological trends.

4.2.1.10 ENTHEC

Enthec Solutions' primary business objectives in the project are, first and foremost, to develop the ability to
integrate our cyber-surveillance solutions with other cybersecurity tools that complement and enhance the
protection offered. Through this project, we obtain a new development that combines our solutions in a
framework and a specific marketplace.

Furthermore, the CyberSuite Project aligns with our expansion strategy in the European cybersecurity
market. Enthec already operates mainly in the Mediterranean, with a special presence in Spain, Portugal, and
Italy. The Project also allows Enthec to test the SME sector, where we have a weaker presence, since our
main target is large organisations and corporations.

4.2.1.10.1 Business Objectives in the Project

ENTHEC's primary business objectives in the project are, first and foremost, to develop the ability to integrate
our cyber-surveillance solutions with other cybersecurity tools that complement and enhance the protection
offered. Through this project, we obtain a new development that combines our solutions in a framework and
a specific marketplace.

Furthermore, the CyberSuite Project aligns with our expansion strategy in the European cybersecurity
market. Enthec already operates mainly in the Mediterranean, with a special presence in Spain, Portugal, and
Italy. The Project also allows Enthec to test the SME sector, where we have a weaker presence, since our
main target is large organisations and corporations.

4.2.1.10.2 Innovation and Exploitation During the Project

ENTHEC's part of the CyberSuite project, the development work has focused on creating an innovative and
accessible cyber-surveillance solution that addresses a critical unmet need in the small and medium-sized
enterprise (SME) sector. These organisations typically lack the technical and financial resources to implement
advanced cybersecurity solutions. Our approach has been to democratize access to state-of-the-art digital
protection technologies.

To achieve this, we have developed an intelligent architecture that combines artificial intelligence,
automated bots, and continuous system monitoring. These components allow for real-time threat detection
and mitigation, adapting proactively to each client's environment. The solution is easy to deploy and
maintain, making it suitable for businesses without dedicated IT personnel.

Our team has contributed an innovative vision focused on intelligent automation and efficient resource use,
significantly reducing the costs associated with cybersecurity and cyber-surveillance. The implemented Al
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enables continuous analysis of events and suspicious activities based on leaked data and open vulnerabilities.
At the same time, the bots carry out routine monitoring and response tasks without requiring direct human
intervention.

Thanks to this development, we help close the cybersecurity gap in the most vulnerable segment of the
business ecosystem, strengthening the digital resilience of SMEs and supporting their growth in an
increasingly threat-prone environment.

4.2.1.10.3 Innovation and Exploitation After Project Conclusion

A significant portion of the work developed through this project provides a strong foundation for future
innovation. The platform's modular and extensible nature opens the door to several potential enhancements
that can further strengthen SMEs' cybersecurity posture. For instance, we are exploring the integration of
new data sources to enrich threat detection capabilities and the implementation of awareness campaigns
directly within the platform to improve end-user behaviour and reduce risk.

Additional innovation avenues include advanced threat hunting features using image and video analysis—
leveraging Al to detect malicious content or suspicious activity across multimedia formats—and expanding
the monitoring capabilities to include social media platforms, which are increasingly used as vectors for
phishing, fraud, and brand impersonation.

While these initiatives are still under consideration and not yet committed, the development completed so
far has equipped us with a robust technical base and a clear roadmap for continued evolution. This project
has delivered immediate value and positioned us to remain at the forefront of cybersecurity innovation for
the SME market.

4.2.1.11 COMPELLIO

Compellio SA is a deep tech company headquartered in Luxembourg, providing global infrastructure
components for bridging the gap between web2 and web3 computing. Based on its patented technology
(USPTO, granted in October 2022), Compellio works with public and private organisations in driving
blockchain and web3 technologies across multiple business verticals, including asset tokenisation, product
anti-counterfeiting, supply chain management, and consumer/user engagement. Our customer portfolio
consists of private companies, public bodies, and international institutions like the European Commission,
the European Court of Auditors, and the World Bank. Furthermore, Compellio has been selected by the
European Commission to participate in the 1st cohort of the EU Blockchain Regulatory Sandbox to support
the bridging of blockchain innovations with related EU policymaking, with a use case targeting the
introduction of blockchain-based Digital Product Passports.

4.2.1.11.1 Business Objectives in the Project

Compellio’s primary business objective in the project is to develop the capability to integrate our blockchain-
based solutions with complementary cybersecurity tools that enhance overall protection. This project
enables us to create a framework that brings together our solutions within a unified platform and a dedicated
marketplace. In addition, the CyberSuite project supports our strategic expansion into the European
cybersecurity market. The project also provides an opportunity to explore the SME segment, where our
presence is currently limited, as our primary focus has traditionally been on large organisations and
enterprises.

4.2.1.11.2 Innovation and Exploitation During the Project

Following the completion of the CyberSuite project, Compellio intends to leverage the project outcomes to
pursue several strategic objectives:

e Product Commercialisation: Compellio will capitalise on the development of BCBCTI by incorporating it
into its portfolio of solutions, offering it either as a standalone product or as part of a comprehensive
cybersecurity-oriented toolkit.
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e Expansion of Services: Drawing on CyberSuite’s results, Compellio plans to broaden its service offerings
to include support for interoperability among cybersecurity tools and blockchain-based solutions. These
expanded services will target new market segments, particularly small and medium-sized enterprises
with limited internal cybersecurity capabilities, offering them accessible and practical tools to enhance
their resilience.

e Ongoing Research and Development: Compellio will use the technical findings and validation outcomes
from CyberSuite as a springboard for further R&D.

e Market Positioning: Compellio’s involvement in CyberSuite reinforces its role within the European
cybersecurity landscape, demonstrating its ability to lead technical innovation and contribute to
impactful tools and frameworks. This increased visibility will support new business opportunities and
collaborative ventures across both public and private sectors.

4.2.1.11.3 Innovation and Exploitation After Project Conclusion

After the project concludes, we intend to commercialise our BC-CTI cybersecurity innovations by
incorporating them into our portfolio of infrastructure and interoperability solutions. These enhanced
security capabilities will bolster our market offering, particularly in sectors such as software production (ISVs),
public sector IT, and audit services. We plan to leverage the project's results to reach new customer segments
and expand into additional European markets. Key outcomes such as software modules and established best
practices will be further refined into market-ready products and services. We also plan to pursue licensing
and partnership opportunities with major industry players and Value-Added Resellers (VARs). Ongoing
stakeholder engagement will help ensure our innovations align with evolving technological and market
demands.

4.2.1.12 DCCG

The 10 main Municipalities of Central Greece, which represent the capital of each one of the 10 counties in
Greece and belong to the Region of Central Greece, adopted in 2008 a strategy to unite their forces in order
to adequately meet and serve local citizens and local authority needs. For that purpose, the decision was to
establish a municipal enterprise owned equally by each of the 10 municipalities in order to execute the
strategy adopted and realise the common vision. Thus, the municipal enterprise “Digital Cities of Central
Greece ” (DCCG-CitiesNet) was born. Today, DCCG is the first Digital Community in Greece aiming to achieve
the adopted strategy.

4.2.1.12.1 Business Objectives in the Project

The 10 main Municipalities of Central Greece, which represent the capital of each one of the 10 counties in
Greece and belong to the Region of Central Greece, adopted in 2008 a strategy to unite their forces in order
to adequately meet and serve local citizens and local authority needs. For that purpose, the decision was to
establish a municipal enterprise owned equally by each of the 10 municipalities to execute the strategy
adopted and realise the common vision. Thus, the municipal enterprise “Digital Cities of Central Greece ”
(DCCG-CitiesNet) was born. Today, DCCG is the first Digital Community in Greece aiming to achieve the
adopted strategy.

Aiming towards the Vision, DCCG-Cities Net realised it by being a pioneer in using applied and new
technologies based on the correct understanding of local needs, matching those with the existing and new
means to continuously enjoy the services that can be offered through broadband, internet and other tele, IT,
and data infrastructures.

In particular, the e-health centre of DCCG-Cities Net provides telehealth services and other e-care services to
patients and people requiring social services. Novel personal health systems are being utilised for the wireless
transmission of vital signs to a web-based platform. Individual citizens or their houses are equipped with
light-weight handheld devices and record their vital signs at home, which will then be transferred (via the
telehealth centre) to the regional hospital or health care providers over the internet or GPRS for review and
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feedback by the experts. In parallel, a telecare service is provided in some other municipalities, for example,
via a panic button.

Within the RRF funding, these telehealth and telecare services are upgrading and upscaling in the
Municipalities of Trikala and Larisa.

Within the Cybersuite project, the business objectives of the DCCG are:

e To provide innovative and advanced Cybersecurity services for the telehealth and telecare municipal
services

e To provide future opportunities for collaboration with companies in the field of cybersecurity for the
municipal IT services

e To provide know-how for future business opportunities of DCCG for collaboration with other
municipal agencies in the field of secure IT services.

4.2.1.12.2 Innovation and Exploitation During the Project

The DCCG strategy over the past decade has been via national and European projects that target the same
vision and scope for the provision of innovative IT services to citizens for building the necessary infrastructure,
operating it, maintaining it and co-developing it. Via the participation in CyberSuite, DCCG is entering the new
field of cybersecurity for IT municipal services, which is paramount given the NIS2 requirement and the future
upscale of IT services. During the project, DCCG aims to collaborate with other agencies (e.g. via hackathons)
and municipalities in order to develop and exploit the CyberSuite platform and marketplace.

4.2.1.12.3 Innovation and Exploitation After Project Conclusion

The innovative cybersecurity services that will be developed during the CyberSuite project can be provided
to other municipalities after the end of the project, not only in the field of telecare and telehealth but for the
whole spectrum of the CyberSuite marketplace. Therefore, DCCG can assist the CyberSuite partners in the
joint exploitation of the project outcomes, not only in the two pilot cities, Trikala and Larisa, but also in other
municipalities as well, and beyond the scope of the eHealth/eCare pilot services.

4.3 Exploitation and Sustainability of KERs

In the context of sustainability actions for the continued exploitation of the CyberSuite Key Exploitable
Results (KERs) beyond the project's lifetime, dedicated exploitation and sustainability plans will be developed
for each KER. These plans will be prepared in close collaboration between the exploitation manager (eBOS)
and the respective owners of each KER.

Each KER plan will capture the key elements needed to ensure a realistic and actionable exploitation pathway.
This includes an assessment of the Technology Readiness Level (TRL) at the start and end of the project, the
intended exploitation method and potential, any relevant IP or licensing considerations, a SWOT analysis
where applicable (building upon previous work conducted under WP2: “CyberSuite Portfolio”, as presented
in deliverable “D2.2: Maturity of the Cybersecurity solutions”), the defined target market and the estimated
path to market. Where needed, any risks or conflicts related to IP ownership or joint exploitation will also be
addressed.

To streamline this process and support a consistent approach across all KERs, partners will be asked to
provide this information in a structured format (e.g. a table or matrix) for each KER. This will serve as the
foundation for both individual partner-level exploitation roadmaps and the collective CyberSuite
sustainability strategy.

The overall methodology, along with the exploitation and sustainability plans, will be presented in deliverable
“D7.3: Final Report on Communication, Dissemination, and Uptake Activities”. This approach will ensure that
the project’s results continue to create value and impact well beyond its official end.
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5 KPlIs: Metrics and Targets

5.1 Updates to KPIs

As CyberSuite has progressed and its dissemination, communication, and exploitation strategies have
matured, the consortium conducted an internal review of the originally defined Key Performance Indicators
(KPIs) to ensure they remain realistic, relevant, and aligned with the evolving nature of the project. This
proactive refinement reflects CyberSuite’s commitment to strategic planning and effective outreach.

Some of the KPIs have been fine-tuned to better align with the project’s evolving activities and strategic
communication goals. Rather than changing the spirit or ambition of the original targets, the updated KPls
provide clearer definitions, adjust overly ambitious metrics to reflect actual dissemination channels and
audience engagement trends, and ensure greater alignment with the project’s professional focus and impact
goals.

These updates enhance the accuracy of performance tracking and support more meaningful evaluation of
the project’s progress. A full overview of the updated KPIs, together with justifications, is provided in Table
12 for transparency and reference.

Table 12: D&C KPIs and targets, as stated in the Grant Agreement Description of Action, with updates.

LR A Update/Explanation Updated Target
Type
Workshops Organised 5 overall No change No change
Webinars Organised 9 overall No change No change

The original phrasing in
CyberSuite GA DoA suggests a
per-year commitment,
whereas the targets were
intended to span the entire
project duration
The original phrasing in
CyberSuite GA DoA suggests a
per-year commitment,
whereas the targets were
intended to span the entire
project duration
Since the first year of similar
projects tends to lay the
foundation for all technical
Events Organised 5 per year | and non-technical work, the 15 overall
target will be extrapolated to
cover the whole project
duration

Conferences Organised | 2 per year 2 overall

Hackathons Organised | 2 per year 2 overall

Events

Participation in
Presentations of
International
Conferences/Workshops
Commercial Brokerage
Events and Industry Fairs | 15 overall No change No change

participated in

10+ overall No change No change
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Clustering and
Knowledge Transfer
meetings with relevant

Update/Explanation

Ayber

Updated Target

open-source projects and | 8 overall No change No change
initiatives at the
national/EU level
participated in
Given that the individual
exploitation pathways and the
overall business model for
CyberSuite are still under
development, it is considered
difficult that the project’s
marketplace will be in a
position for direct investor
pitching within the project’s
duration. To ensure the KPI
remains both meaningful and
achievable, while still Participation in
supporting the original at least one
Pitches performed for objective of stakeholder relevant
the end solutions and the 10+ engagement and visibility, we | industrial event
marketplace in relevant propose an updated target. to present the
events with investors Specifically, we suggest project
focusing on participation in at | outcomes and
least one relevant industrial selected tools
event, where selected tools
and outcomes can be
presented to key stakeholders,
including potential business
partners and industry players.
This adjustment preserves the
intended emphasis on market
outreach and awareness, while
aligning more realistically with
CyberSuite’s evolving strategic
direction and maturity stage.
Visits 1,000+ No change No change
overall
No change to
Project Website Thi‘s KPI will now also cover ' value, but
. 1,000+ copies of leaflets handed out | includes hard
Downloads of Material . . ) .
overall at events, since it achieves copies of
exactly the same goal promotional
material
Newsletters eNewsletters Published | 12+ overall No change No change
200+ LinkedIn is more aligned with
Social Media LinkedIn Followers overall the professional target 1,000+ overall

audience and outreach
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Updated Target

strategy. Swapping targets
with the “X Followers” KPI
LinkedIn is more aligned with
the professional target
audience and outreach 200+ overall
strategy. Swapping targets
with the “LinkedIn” KPI
Excluded: not relevant to the

Facebook Followers 500+ . . Not applicable
project's target audience

1,000+

X (ex-Twitter) Followers
overall

. YouTube Videos
Videos Published 20+ overall No change No change
Press Releases 10+ overall No change No change
Media Outreach
Media Outreach 20+ overall No change No change
Reports on
Reports Standardisation and 3+ overall No change No change

Policy-Making Bodies for
Cybersecurity Needs

5.2 KPIs Current Status

The assessment and management of D&C efforts within the CyberSuite project are monitored with the
updated D&C KPIs and their associated targets. These metrics serve as benchmarks for evaluating the
effectiveness of the project’s D&C activities over the project's lifespan. If concerns arise regarding the
progress or trajectory of the KPI metrics with respect to targets, mitigation actions will be taken, such as
refining the D&C strategy or intensifying D&C efforts. Table 13 summarises the status of KPl metrics against
their targets at the time of writing.

Table 13: D&C KPI Metrics Status And Targets, as of June 2025.

ST Target = Completed Planned eed to
Type Plan

Workshops Organised 5 1 4 0
Webinars Organised 9 1 8 0
Conferences Organised 2 0 0 2
Hackathons Organised 2 0 2 0
Events
Events Organised 15 2 14 0

Participation in Presentations of
International 10+ 5 6 0
Conferences/Workshops
Commercial Brokerage Events and
Industry Fairs

15 0 0 15
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Activity/Metric

Type

Target

Need to

Completed Planned

Clustering and Knowledge Transfer
meetings with relevant open-source
. e 8 13 1 0
projects and initiatives at the
national/EU level participated in
Participation in at least one relevant
industrial event to present the project 1 0 1 0
outcomes and selected tools
Visits 1,000+ 585 - -
Project Website Downloads of Material (Incl. 90
distribution of printed promotional | 1,000+ | (20 Downloads, - -
material) 70 Leaflets)
Newsletters eNewsletters Published 12+ 4 8 0
LinkedIn Followers 1000+ 228 - -
Social Media
X (ex-Twitter) Followers 200+ 33 - -
Videos YouTube Videos Published 20+ 3 17 0
Press Releases 10+ 17 15+ 0
Media Outreach
Articles in Industry Magazines 20+ 0 0 20
Reports on Standardisation and
Reports Policy-Making Bodies for 3+ 0 3 0
Cybersecurity Needs
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6 Conclusions

The deliverable “D7.2: Interim Report on Communication, Dissemination, and Exploitation Activities” is a core
output of tasks “T7.1: Dissemination and Communication Plan and Activities”, “T7.2: Building a European
partner and distribution network”, and “T7.3: Business Model Development and IPR Management”, under
“Work Package 7: Dissemination, Communication and Market Uptake”. It builds upon the foundation set by
deliverable D7.1 by presenting the progress made in the execution of CyberSuite’s Dissemination &
Communication (D&C) plan, the preliminary exploitation and IPR management activities, and the liaison and
clustering efforts conducted to date.

The report follows up on the implementation of the D&C strategy and activities undertaken to date. It
presents updated KPI metrics, along with their targets and current values, to ensure alignment with D&C
goals. It also outlines the activities and objectives linked to stakeholder engagement, including social media
presence, website analytics, and event participation. The ongoing liaison and clustering activities are
discussed, reflecting CyberSuite’s efforts to foster synergies with relevant EU-funded projects and initiatives.
Furthermore, the report presents the current status of exploitation planning, Background and Foreground
IPR management, and partner-specific exploitation intentions and strategies.

This deliverable summarises the current status of the project’s outreach, engagement, and sustainability
activities. It sets the stage for the final stages of D&C, liaison, and exploitation planning to be captured in the
upcoming deliverable “D7.3: Final Report on Communication, Dissemination, and Uptake Activities”, due in
M36.
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