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Executive summary

This deliverable is padf i KS / & 6 S NJ dezk 2 $1J LINE Ex$eniBaian,TC6mmunication and
Market Uptaké€ and supports the work under Task7.1: Dissemination & Communication Plan and

I O A @y provi8irgé Bsemination& Communication (D&Cplan, with a focus on raising awareness
during the project's early stage3he D&C plan identifies target audiences, sets clear objectives, and
establishes @ KNPy 2f 23A Ol f T NI YS 4 2 Nlor DRY activifleSIt aB@midifasife¥he ¢ 5 3 /
importance ofestablishing a cohesiwasual identityfor the project, along witloutliningthe tools, channels,

and platforms to be used for D&C activities.

¢KS NBLRNI faz2 (2dz0KSa dz2alRy (GKS dzLJO2YAy3d STFF2NI a
I 9dzNR LISF Y LI NIy SN lagdihe Rxplditatidihanddiuiteleztyal Pfofdity Rights @PR)
YEYyF3SYSyd LXFy 2F GKS LINRP2SOGX 6KAOK Aa gAGKAY i
Lt w al yl Bd#hT%%and T7.3 wilbmmencein M10.A brief overview is provided for both of the
FF2NBYSYliA2ySR &adzowaSota FyR gAff 0S8 TdzMokK 8N RA &
Communication, Dissemination, and Exploitathstivities in M18.

The Key Performance Indicator (KPI) metrics and tangdéésant to Work Package @are also presented.

These D&C KPIs assential for quantifying the project's outreach ab&CeffectivenessThese metrics will

help monitor progress, assess the impact of the D&C efforts, and guide any necessary adjustments
enhancethe project's visibility and engagement with stakeholders.

This deliverable will set the foundation fopcoming deliverabled 5T ®HY LYy GSNRAY wSLI2 NI
Dissemination, and Exploitatidn O A A GAS&¢ YR a51®doY CAYlFf wSLR2 NI
PLIGE 1S !, duéiriMAB and NE3Bréspectively
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1 Introduction

The CyberSuite project represents a significant step towards fostering a secure and resilient digital
environment for SMEBy aspiringo address the increasing cybersecurity needs of small and mesiizea
enterprises (SMEs) in the digital agecognisinghe vulnerabilities of SMEs in the face of evolving cyber
threats, CyberSuite aims to simplify and streamline the design, deployment, and management of
cybersecurity services. & 6 S NJvisioh is ® @sfablish an accessible marketplace for cybersgsamvices
tailored to SMEs, ensuring seamless integration and interoperability among diverse cybersecurity tools
within a unified ecosystem The project's objectivesinclude conducting trials on prexisting services,
establishing a collaborative network, implementing established development methodologies, and enhancing
joint responses to cybersecurity incidents.

1.1 DeliverableOverview

Deliverable B.1isLJr NI 2 F G KS / &Bo&kRhckahdi Sissdniv&ich SCdinrtuaication and

Market Uptaké | YR &aSNWSa |a GKS o6 O] 62§ Sommuhindtion (D&C) LINE 2
activitiesunderTaskiT7.1:5 A 8 aSYA Yl GA2Y g [ 2 YY dzy/ Bff€ckively, &yn initial D&C | y R
NBLEZNLISE GKS 02YYdzyAOl A2y I OGAGAGASE SELX 2NBR F2N
as the main medium of raising project awareness.

Section Zoresents/ @ 0 SNY dzZA 1SQa 59/ LXFyd LG 2LISya 6AGK |y A
the context of Efunded projects before establishing the target audiencdgectivesandchronological plan

forD&CBP ¢ KS LINRP2SO0GQa @A adand andlyBefalonghwitt? all fodls, dhdarilg, andNB a S
platformsfor D&Cactivities andefforts.

{SOGA2Y o LINPOPARSE GKS F2dzyRIFIGA2Y FT2NJ 0KS LINR2SOi
O02YYSyOS I & LJBNilingz Eurcpéad fartnér &nd dlistribution netwdirk M10.

Section 4 outlines th&xploitation and Intellectual Property Rights (IPR) manageméant of the projed,
whichisg A G KAy (G KS & ORukiigss Madel OévaldpmeimttanddRR Wanagegaént O2 YY Sy OA
in M10.

In Section 5the D&CKey Performance Indicator (KPI) metand targetof CyberSuitare presented which
are critical in quantifyinghe project's outreachboth for monitoring purposes and as per the European
/| 2YYA&a2aA2y Q& NBIljdZANBYSyi(a

Lastly, Section 6 concludes the deliverable by summartisagain points of this report

1.2 Mappingt N2 2S00 aQ h dzi Lidzd a

Table 1 maps the Grarhgreement (GA) commitments, both within the formal Deliverable and Task
RSAONALIGAZ2YS | 3FAyad GKS LINE2SOdtQkouldNd adié8 datxh@S 2 d:
businessnodeldS @St 2 LIYSy (i | a LIBUSifeds Mddel DéveldpinentandriRRMenagefents A  f

be aligned with¢ I 4TB.3 @yberSuite Market Intelligence and Ecosystem Business Kidag¢lR SVbik d
Package6: Building CyberSuite Market Ecosystem | Y RassaCikt&l deliverabl@s D6il: CyberSuite
Ecosystem Building Plan and Bussiélodel Strategy Initial report | PaR: CiberSuite Ecosystem

Building Plan and Business Model StrateBialreporté @&

Grant Agreementi01145861 -12-
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Tablel: Adherence to CyberSuite GA Deliverable and Task(s) descriptions

CyberSuiteTask

Respective
document

Justification

T7.1 - Dissemination and Communication and Markg
Uptake PlanLead: eBOS, Part: All; MI36):

Thecommunication & dissemination plan of CyberSuite
guarantee the clear and plain policies and strategy and wi
established in M6 of the project lifetime, to identify th
relevant audiences and the stakeholders with purpose
maximse the overall impact. In addition, the channels a|
engagementstrategies will be developed for the success
uptake of thecybersecurity solutions. Tharesent task will
also include the description of the website and t
marketplace that includehe project description, news 4§
events related to all actions fonarket penetration. The pla

chapter(s)

Sections 2
and 5

9 Section 2 describesn

detail the initial D&C
plan, including the
associated channels

activities planned and
methods for managing
D&C efforts
9 Section 5 presents the

will also define thecontent managementon project results associated KPI metrig
and documentation for the engroducts, the user anc_i . _targets for all
experience videos and testimonigsaterial from events ang _actlvm_es under WP7
dissemination actions (presentations, papers, data s including D&C.
software, etc.) will be available. Thebsite will be the mair

pillar of reference of alprojects actions and will feed th

digital channels used fdorandingand marketingourposes.

T7.2- Building a European partner and distribution networ

(Lead: UBITECH, Part: All; MIAB6):

This task wilexploit the EUwide network of contacts of a 9 Section 3 outlines

partners consortium to define and establish possi
technologicaland business partnerships/synergies and sg

/| B0 SNJ dzA G S Q
Liaison and Clusterin

distribution in a complete networking framework 1{ activities
maximisemarketpenetration results, at first in the countrie . 7 Section 5 presents th
. . . Sectiors 3 . .

of the partnership and steadily to other countries across and 5 associated KPI metrig

with relevantstakeholders (SMEs/MEs, other projects po and targets for al

makers.Furthermore, the task will ensure the harmonizatiq activities under WP7

of salesdboost and expansion within EU. Last but not least, including the ones fo

taskinitiates the sustainability study to guarantee the ler lisison and clustering

run resilience of the marketplace, using a will be develoj activities.

to ensure longerm sustainability, replicability, an

scalabilityof the results

T7.3- Business Model Development and IPR Managemj

(Lead: eBOS, Part: UBITECH, PLUR;:\B&):

Business Model Development will support the overall asp

for the successful business model implementatamd the : :

frameworks to manage TRL, with CRL and IRL, includin T SectlonA 4 ogtllpes
o 9 g . » Incit /] 80 SNJ dzA (G S Q

value proposition, supply chain aegdonomic consideration Section 4 plan for exploitation and

(CAPEX, OPEX, revenues), legal, ethical, regulatory, et
funding opportunities for thecommercialisation of maturg
solutions. In addition, IPR protection and innovat
management will support the uptake frameworks and {
innovation management system incorporating thechaical

and business experiences generatkding the project

IPR management

Grant Agreement101145861
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2 Dissemination & Communication Plan

2.1 AnIntroduction to Dissemination & Communication

Dissemination and communicatio(D&C) of the projec activities and outputsare not only critical
componentsfor the success and impact of the projdait also a requiremenfior EUfunded projects.

Disseminationinvolves the sharing of project results, findings, and outputs with relevant stakeholders,
including policymakers, researchers, industry professionals, the public, and other potential beneficiaries. This
maximises the reach and accessibility of projectcontesand their potential impact. Disseminatable
information and resultsinclude but are not limited to,research findings, best practices, tooknd
methodologies Dissemination can be achievéttough suitablechannels such as conferences, workshops,
publicationsand data/information-sharingplatforms.

Communication encompasses a broader spectrum of activitémed at facilitating understanding,
engagement, andonversationamong stakeholders throughout the project lifecycle. While dissemination
focuses on the onavay transfer of information from the project to itspecialist targetaudience,
communication involves twavay interactionat a broader levelinvolvingthe general publi@and media
Effective communication ensures that stakeholders are informed about project objectigtgities and
progressand can be achieved through open channels, suchudidic relationsactivities media outreach,
socialmedia  KS LINE aiiteivskierss S0 aA i S

An overview of D&C is presented in Figlire

Dissemination Communication

Covers
Project Results

Covers
Entire Project

When
Results are Available

Throughout
Project Lifecycle

Broader Audience
Incl. Media & General Public

Targeted towards
Specialist Audiences

Enables Engages with Society to
Take-Up and Use of Results Increase Awareness

Figurel: Key Differences between Dissemination and Communication

2.2 Dissemination & CommunicatioRlanOverview

The key benefits of following a robust D&C plan are:

1 Awareness Hfective strategies raisestakeholders’ and potential endsers’ awareness of
CyberSuite, its objectives, and its benefits.

1 Facilitation of CollaborationClear and consistent communication promotes collaboration among
project partnersresearchers, industry stakeholders, and potential -e13érs It also &cilitates the
exchange of ideas, feedback and expertise.

9 Trust and Credibility Transparent communication builds trust and credibility with stakeholders
Moreover, it cemonstrates the project's commitment to delivering valagded cybersecurity
solutions

Grant Agreementi01145861 -14-
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1 Adoption: Targeted dissemination efforts promote the project to target audiences, encouraging
adoption and uptake.

1 Sustainability Maintaining stakeholder engagemeatdfostering community involvemersupports
the project's longterm sustainability and @y also promote continued supportvhile presenting
opportunities forfurther funding

Tosecurethel F2NBYSY (A 2y SR 0 BCHEMcampises/the dIBWAg:dzA ( S Q &

1 Identification andclassification ofdrgetedaudiences

9 Establishing D&C objectives and mappingnthe the targeted audiences identified

9 Tools toreachout to theidentified audiences

1 Channelof communicationfor the different objectives and respectivarget audiences

1 The timeframeof D&C activitiesin the form of D&C phasesiith respect to the project objectives
and target audiences

9 Monitoring and Trackingpols formonitoring and evaluatin@&Cprogress

f  KPI metrics and targets for broaderonitoring and review2 ¥ / & 0 &L drdl &xPl@kation

performance

The implement&on of the outlinedD&Cplanaims to maxinse impactandensuee the wide adoption of its
solutions, and contribute to the ongoing discourse in cybersecurity.

2.3 Target Audiences

Clear and categorised identification of project stakeholders is key in engaging with them through D&C
activities. To ensureffectiveness a tailored approach is to be followed when engaging and liaising with
different stakeholder groups. Bgategorising stakeholders into distinct and clearly defined groups and
understanding the nature and level of their inter@stCyberSuite, the tailored approaches can be defined by
choosing the appropriate channels, content, granularity and other factors. Patmeserts the identified
stakeholders of the CyberSuite projeetscategorised byl KS LINGAR YO8 QBB SOl yi 3IANE d;
I dZRASy O0Sa¢ o

Table2: Analysis of Identified Target Audiencas perthe GA

Target Audience Description of impact and benefits for stakeholders

The solutions available in the cyber market are focusing mainly on
management of the DevSecOps cycle and primarily can cover the advance
complex needs of big entities. CyberSuite is dedicated to the needs of SME
and the public sector. The gk competitive advantage is based upon t
competitive pricing and affordability for SMEs and the simple techr
requirements to meet the cybersecurity needs of the arsérs. In addition, the
solutions are accompanied with targeted material to advarieedwareness an
skills to effectively imply the solutions. EU SMEs are the main tamgetet.
CyberSuite aims to engage this essential audience by leveraging its

marketplace, implementing comprehensive awareness campaigns (including
printed and digital materials),organising commercial events, distributin
newsletters, conducting webinars, and creating various video content.

The project aims in advancements and upgrading specific features of
innovative cybersecurity solutions. Partnerships and synergies could provide
Potential Business | and innovative addns in many aspects of the process of the uptake of
Partners cybersecurity solutions, auding enhancements in the business mod
innovative channels of distribution and customers reachness, technicainac
and untraced knowledge. In the context of continuous improvement of

SMEs/MEs
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solutions proposed to be included in the CyberSuite marketplace, the elabor
of potential partners with unique expertise is expected to add new dynamic
the completeness, resilience, efficient and responsive capabilities of the solu
Organisatiorof events, release of newsletters, webinars and feedback from ¢
source releases will contribute to this scope. Finally, EU business networks
accessed for the establishment of partnerships and synergies, such a
Enterprise Europe Networnd EUClusters Partnership for the exploration of 11
business opportunities from new synergies establishment.

/| @0SNJdzA UGS gAff SyadaNBE | LINBLISN Of
public, raising awareness on cybersecurity. The cornerstone of the general
EU Society and engagement will set upon the communication and dissemination activi
General Public CyberSuite will be @i A @St & Ay@2ft SR 6AGK Al

coorganisationof awareness events or and active communication through
LINE2SO0GQa 2FFAOALIET RAIAGIE OKIFyySt
This specific category involves the walbwn standardisation bodies includir
TCG, TC CYBER, CSCG, IETF etc, as well as e. for the exchanghavf, }
experiences and the use of tools for the creation of a tailored standardis
roadmap for the uptak of the solutions. The interaction with the project ¢
solidify effort through the adoption of the standards from the project &
marketplace, as well as further expand these standards with the outcomes
milestones of the project. In addition, thistémaction, as well as the participatio
in impactful events and similar initiativesganisedoy these bodies will enhanc
the channels use in the dissemination context. Finally, the advisory board se
in the context of the project will provide useful insights and feedback for all as
of the marketplace positioning and the uptake process.

The pool of investors includes technology evangelists, angel investors, and
private and/or public funds. For the purpose of a successful uptake the

relevant category of private investors seems to be Venture Capital. To this
shortlist of the EU and Global VCs will be created, and direct contacts will be
through commercial and pitch events. The potential contribution of priy
Private Investors investors who support lonterm investments for new products/services in t
area of cybersecurity and can bevolved in specific partnerships not only for t
uptake, but also for the upscaling of the solutions. Last but not least,

experience and knowledge in the commercial nature of the cybersecurity m
could be valuable for the solutions businesselligence reports and marke
research.
Includes directly the European Commission (and corresponding agencies §
EISMEA, DG GROW, DG RDI), governmergahisationsfocusing on cybe
security like ICS bodies, Ministries of countries (ex. Greece and Cyprus
government bodies for accessing local entrepreneurial communities
international organisatios. Policy makers among their responsibilities

assigned to establish new regulations, policies and provide recommendatio

Cybersecurity
Experts, IPR and
Standardization
Bodies

Policy Makers (EU
bodies, regulatory &

governmgntal various initiatives and challenges in the fields of tdlgiecosystems an
organisationsand . . o .
ministries) cyberspace. From an SME point of view, it is crucial to be able to comply

changing regulatory environment and the directives that involve data govern:
security and protection, auditing practices etc. The involvement of poialers
is crucial since directly influence the fast, direct and expanded adoption of 1
guidelines, which also facilitate and strengthen international collaborations.

A stakeholder engagement matrix has been created to further deepen the understanding of the CyberSuite
LIN2E2SO00Qa adGlk(1SK2f RSNE |y RThis MadcRBifestakéHollless hasédrRiS NJ Y |
their level of interest and influence regarding the project. This classificaidsin the precise steering of
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engagement and communication strategies to caterthe needs and prioritieof different stakeholder
groups Figure2 presents the classification of each stakeholder group identified in Table 2 in the form of a
stakeholder engagement matrix.

High Influence

Keep Satisfied Engage Closely
Engage selectively and ensure the Involve in decisioamaking and
concerns are addressed leverage their support

1 Policy Makers (EU bodies, 1 Potential Business Partners
regulatory & governmental 1 Cybersecurity Experts, IPR, and
organisationsand ministries) Standardization Bodies

9 Private Investors

Low Influence

Provide general updates, engage

Keep Informed
Update regulaly andinvolve them in

feedback loops

Monitor:

Figure2Y

2.4 Objectives
¢KS YIAy 32§

minimally
None 1 SMEs/MEs
I EU Society and General Public
Low Interest High Interest

{011 8K2ft RSNJ 9y 3l 3SYSyid al GNRE 2F / &06SNJ

2T [/ daaSHNRJAINB ¥a dupatdiakddeVdldNgs Bobiid Ast &

<

achieve this general goaindividual objectives should be set for addressing each group of project
stakeholdersWith 1t K S LIN&getSadieszéslearly definedin Section 2.1Table3 shows the D&C
objectives relevant to each targaudience

Table3: Mapping of D&C Objectivés Target Audiences

Target Audience D&CObjectives

SMEs/MEs

1 Raiseawareness o€yberSuiteand its benefits for endisers
1 Lay the foundation for the dissemination of project outputs
1 Drive the adoption and market uptake of the CyberSuite solution

Potential Business Partners

9 Clear communication of the project goals

1 Lay the foundation for the dissemination of project outputs

9 Communicate the value of CyberSuite

9 Cooperatewith other projectsandinitiatives for knowledge and
innovation

1 Presentation of the UsIo attract interest

EU Society and General Publ

1 Raiseawareness o€CyberSuiteand its benefits for endisers
1 Recognition of CyberSuite and its outputs ametakeholder groups
outside of the target audiences

Cybersecurity Experts, IPR
and Standardization Bodies

1 Attractinterest fromthe expert cybersecurity community

1 Lay thefoundation for the dissemination of project outputs

9 Communicate the value of CyberSuite

] SOSNI 3S 53/ FT2NJ SELX 2AGFGAZY
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Private Investors 1 Drive the adoption and market uptake of the CyberSuite solution

Policy Makers (EU bodies,
regulatory & governmental
organisationsand ministries)

fPusi/ & 6 SNJ dzA (i Sdkthe EnhaficehefitdEcybérfecurity
related regulations and policies

2.5 Dissemination & Communication Phases

/ & 6 S NJDé&# acttvifiefare broken down into fouphasesyeflecting the timeline oD&Cefforts. Each
phase is defined by its relative timeframe, the information to be communicated and/or disseminated, the
target audience, the channels to be used and the general goals of the phab& 4 presents this
information.

Table4: Breakdown of D&C Phases

Type of information Target audience Channels

Phasel: CyberSuite Exposure & Awarengdsl - M10)

9 General awareness,
including ecognition
— of CyberSuite and its
9 Communication of .
. . A PR 1 Website outputs among
/ 0 SNJ dzZA U S Q . .
o 1 Social Media stakeholder groups
scope and objectives 1 All stakeholders . . .
1 Promotional Material | outside of thetarget
1 General exposuref the . di
roject 1 Videos audiences
P 1 Attract potential
customers, investors
and collaborators
Phase2: Targeted Communication of CyberSu{fd10- M18)
i Targetedcommunication 9 Expand project
efforts towards potential 1 Website outreach
end-users 1 SMEsS/MEs 91 Newsletter 1 Inform potential users
1 Presentation of the UC |  Potential Business| § Conferences of the CyberSuite
planto attract interest Partners 9 Hackathons solution
1 Approach potential 1 Private Investors | 1 Press Releases 1 Attract potential
business partners and 1 Articles customers, investors
investors and collaborators

Phase 3Active Promotion of the CyberSuite solution (M2M36)

9 Promote theCybeSuite

solution based on {1 Reports 1 Drive the adoption
demonstrated technical  Website and market uptake of
capability from UCs {1 SMES/MEs 1 Newsletter the CyberSuite
. . Conferences solution
! Ejigfonnj;;eof the T Potential Business g Hackathons Communicate the
. ) Partners ) . ;
CyberSuite solution  Private Investors 1 Webinars, Tutorails value of CyberSuite
1 Continue efforts for and Training 1 Attract potential
attracting business 9 Press Releases customers, investors
partners and investors 1 Articles and collaborators
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19 Lay the foundation for
the dissemination of
project outputs

Phase 4 Disseminatiorand Exploitation2 ¥ / & 6 S NJ dzA (i S poSt-prhjetzti LIdzi 3

1 Drive the adoption
and market uptake of

9 Potential Business the CyberSuite

Partners solution
1 Private Investors .
f Disseminationof | { Cybersecurity 1 Reports 1 Ag{:ﬁ;;?ter%t from
/ &6 S NJouzbrie§ Q| Experts, IPR and . P
. o 1 Website collaborators for
9 Implementation of Standardization 1 Newsletter cooperation
/ & 6 S NJexizbitat®r| Bodies ! . peratio
and IPR management | { Policy Makers (EU T Social Media opportunities
1 Conferences T Push/ € 6 S NI dzA

strategy bodies, regulatory
& governmental
organisations and
ministries)

findings to aid the
enhancement of
cybersecurityrelated
regulations and
policies

2.6 CyberSuiteVisualldentity

2.6.1 CyberSuite Visual Identity Overview

The importance of gtablishing a cohesive aridentifiable visualidentity expands beyondust aesthetic
design it helps establisha strong identity for effective communicatioand recognition It can also foster
consistencyfor all projectdocuments andmedia, be it internal (e.g. internal documengxesentations,
reports, etc.) or externalpromotional material, website, deliverablesic.) to inspire feelings of order,
credibilityand professionalism.

A monochromatigalette incorporating shades of blue has been choséth t KS f A 3KG o6f dzS da{
#7ebdeS)y I @& o0f dzS & . | & 2 Fas thé pfirdaty calour@ndR H M1 OBEp@&¥e a6 1 9 -
#040831) as thdark background colour of chesi. The chosen shades of blue gresented in Figur8. Blue

is a colour associated with positive emotions of trutpendability reliability, calmness,and high quality
acrossWesternand Eastern culturegBiggs, 1956)Thismakesblue a suitablecolour choice forthe visual

identity ofa cybersecurityelated project.

#7ebde5

= Seaqull

#203d76

= Bay of Many

#040831

= Deep Cove

Figure3: Main Colour Palette of CyberSuite's Visual Identity

Seek clean andmodern graphicsand visual elements inspired iyKS (G KSYS& HT SO®E &S N
GaSOdz2NRGeé¢ | yR d Lnhddheestevsiious media 6f thé pfioje, KR HiaS Wie project
website or communicate the proje@nature and goalsThe most prominent example of this is the project
website, which is presented in Secti@gi7.1.
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2.6.2 CyberSuitd.ogo

The CyberSuite project has beg@signedusing theprimarycolours chosenas explained in Section 2.4It.
employsthe simple and highly legible fodlotoya Maru Stdd 2 p ¢ @ NR I y i AW2DNI @/ &\ $ NE
F 2 NJ a fo defedt $hé overall modern and minimalist visual identity of the projéitted / i flipped
horizontallyand hasa node-like, i-shaped grahic protruding from its centre and halfway out of its opening
GKAOK A& | adzoiatsS KAyd (2 KSk @ FESavtNdénofyad BANSD@yY vy S O
G L2 6 S NE) thande¥ @ thé CyberSuite visual identifyn add more visuahterestand echo the theme

2 T atfieSséndeBhaped graphizvasdzd SR (12 NP LI § @80 &4 £ -swédndd& grdphicO K | NJ
wasaddedon the right Figured LINB A Sy a / @0SNJ dzA iSQa 2320

dvyber

Figure4: The CyberSuite Logo

2.6.3 CyberSuite Templates
Tostandardise project documents, both internal and externamplates have been producdd reflect the
LIN2E2S00Qa O2KSaA@S FyR O2yaAraiaSyd @GAradzadt ARSyidAde

1 Deliverable Documents
1 Presentatios poth internal and external)
1 Internal Documents

0 Minutes of Meeting

0 MeetingAgenda

o0 List ofParticipants

These templates arghown in Annexek I, 1, IVandV.

2.7 Tools, Channels and Platforms

2.7.1 CyberSuite Website

¢ KS / &0 SNJ dzA (i S wdsIhBnensdd W&ch 2084SaddiskrieSsahe primary hub for sharing
information andresources related to the project. Mvas created using the WordPrésseb content
management system angrovides @ 2 S NIDA S ¢ 2 F badkgrodrl NdaldzAaddBaftigipating
organisations¢ KS ¢So0aAiSQa 20SNIff RSaA3dy NBFESOGa /@&oSN
adoptingthe chosen blue colour palette arfthving graphical elements and animated visuals reflecting the
themes2 ¥ G O@O0SNESX GiGSOKeé> ay.Stéx GaSOdaNAGeéd | yR aLINR

1 https://cybersuiteproject.eu/
2 https://wordpress.com/
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Thewebsite is theprimarysource of D&Content andmaterial. Itwill feature regular updates on the project's
LINEANBaas AyOfdzRAYy 3 dzLJO02YAy3A S @Sy (eacwslditef. Workstoss | 0 A f
and press releases will also beade available primarily through the CyberSuite websileng with the

LINE 2SO0 Qa Lzt AO RSt A DS Ndnithé Ba Cabey(UT) dnltiFwidisipl@nt-ofithe prgjéctd L
will also beavailable.

The website will allow visitorto contact the project directly via means of a contact fo2mNJ 0 KS LINE 2 ¢
LINE JARSR GAy f2astySYNRAE SHARABNSABE LI | OSa tAyla G2 (K
placesonth&K S RSNJ I YR F22GSNJ I NBFa 2F |ff LI 3ISEa FyR (F
exposureof the CyberSuite social media channels.

2.7.1.1 Content

2.7.1.1.1 Structure

The CyberSuite project website has been atired logicallyto allow intuitive navigation throughout the
site, allowing visitordo navigate easiland access contenFigureb presents thestructure of the website.

Use Cases & Tri

News & Eventg Contact Us

Dissemination &
Communication

ao
o
=S
—+ B
o
D
Q
o

Background &
Motivation

Public
Deliverables

= Objectives =a Publications

Brochures &
Flyers

= Consortium

= Press Release

= Newsletters

= Workshops

Figureb: CyberSuite Website Sitemap

2.7.1.1.2 Header

The page header is present at the top of all pages of the CyberSuite wéthsiteves the functional purpose

2F LINRPGARAY3I | yIF@AILGA2Y oF NJ NBLX A7QMA.G foyiduitieK S 6 S
navigation throughout the websitdt displays the CyberSuite logdong with linksto the project's social

media pages (Linkeln, X, and YouTube) anditheS ¢ & & S (Ldp&séhted in Section 2.1.1.7) where
GAAAG2NAE Ol Yy A& dze-se@dkeiobviewdll neivileBersiradbRed © GaifeElgures presents

0KS 6S0aAisSQa KSI RSN

(@]}

3 info@cybersuiteproject.eu
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*dyber TY I

Suttez

se Cases & Trials Dissemination & Communication v News & Events Contact us

Figure6: CyberSuite Websiteleader

2.7.1.1.3 Page Footer

The page footer is present at the bottom of all pages of the CyberSuite website. It displays the CyberSuite
logo, the required EU funding disclaimer and the website copyright notice. In addition, it provides links to the
other main pages of the websitepsiar to the navigation bar, for easier site navigation, as well as individual
fAyla (2 (0KS 4So0arisSQa LINAGFOe I ypRjectszainl m&dim pdgist A OA
(Linkeln, X, and YouTubE)gure7LINS 4 Sy a G K8 ¢SoaraiasSqQa F22i0

o@y ber Site Links
Suttea

About

Use Cases & Trials

Follow us jon nor Digital Europe Programme can

Dissemination & Communication

Figure7: CyberSuite WebsitEooter

2.7.1.1.4 Homepage

The homepage of th€yberSuite website is split into two sectioan primary section which summarises the

/| @0 SNJ dZA (S LINP2SOG FyR O02YYdzyAOFiSa GKS LINR2SOiGQa
includes amallnewsletter sigrup form and a scrollable bar showcasing the consortium partnersfdreer

OF LIidzZNBa GKS GGSydAazy 2F (GKS @OAaArAlG2NI o0& Of S+ NI &
asa{ SNIBAOS {2t dziA2yaé I anurhberf parAdrsyidinbes &f iisé cadek Snd RelzNI (i .
number of project phases displayed as key metrics aloved K 2 NIi  LJ- NI I NJ LK TRe¥ GKS
primaryand secondargectiors are presented in Figure8 and9, respectively
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Uptake of Innovative

Security-as-a-Service
Solutions

g |
=

Part

CyberSuite’s vision

jes in cybers

commerdial partners and customers.

Rea

Figure8: CyberSuite Websitelomepage Section 1

Keep updated about
our project

Subscribe to our newsletter

Consortium

&:f UBITECH montimage §LIIte5 ENTHEC:

v

tream

Figure9: CyberSuite WebsiteSection 2

27115 &a! 62dzié¢ t I 3S

CKS &!o2dzi t I+ 365éF G 2IVNENDRYERS 45 (akeSi A O G A 2 y & Sibpéghsoa® S O A
shown inFigurelO. This section of the website provides all the relevant information to visiting stakeholders
regarding thebackground, motivation, objectives and partners of gberSuite project.
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‘-* % %
& ¢ a¥
Background &
Motivation

Obijectives Consortium

FigurelO: CyberSuite Website"About" Page

As the name suggest¥ tSBackground & Motivatiohsubpage starts with aouple of paragraphs outlining
the background and motivation behind the CyberSuite projBetow isa dynamicsection where thebasic
details of eaclCyberSuite tochre presentedper partner(selectable as a tabjollowed by a summary of the
CyberSuite implementation plan. TiBackground & Motivatiohsubpage is presented in Figure.
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Ayber
4

About

Background & Motivation

Maturity of services/tools

S5

CyberSuite Marketplace

Implementation plan and efficient use of resources

Figurell: CyberSuite Website"Background & Motivation" Subpage
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ThedObjectives subpage presents thiaur key objectives of CyberSuite in a vertical timelike graphical
format, as shown in Figurk2.

About

Objectives

Figurel2: CyberSuite Website"Objectives" Subpage

[Fadfexr GKS a/,asshotvmili FigdmBshodcdsedhd cAnSortium partnerswith their
logos and names acting as links to their websites.

About

Consortium

§:i UBITECH montimage Suite5
CitiesNet
ENTHEC Bvears
GEIGER w JOIsT eBOsS

&) comeeLiio w InQbit ‘I) Pluribus

Figurel3: CyberSuite Website"Consortium" Subpage
27116 a! &S /FaSa 3 ¢NRIFf&a¢ tlF3as
¢tKS RSY?2 y a 0NJF GA2 y 2% |/ -E‘@u@dﬂsdzﬁalﬁdfﬁriﬁlﬁa cﬂid:aLphrﬁofhé ﬁkoﬁa(zt.é a Ay
Hence, thed | a S /1aSa g9 ¢NRIFTf &g Lﬂjiaﬁnﬁdtri@ R Coked fBrfC@berSu“ﬁeLJThb Ay a
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details including the partnes to orchestrate and execut¢he use casesare providedin the name of

transparency towards stakeholderBhed ! & S / | & Sage s showdIn Figuaei

Use Cases & Trials

UC1 Energy - End user: S5

i = i
5 8 E@g ™ @

UC2 Mobile & Transport - End user: STROWL

o p
B ] Ty e
e B P
g0 — :tﬁd“ D,
Mt Hnnlné A Y
. ™ o TS = |
felm - P ot -8
S v/, - S
—
= |
die e
¢

UC3 Digital Health - End user: DCCG

UC4 Agrifood - End user: COMPELLIO

Figurel4: CyberSuite Website"Use Case & Trials" Page
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2.7.1.1.7 dDissemination & Communication t | 3 S
Theda5AaaSYAYl GA2Y pagede®esttny priddrylodligeyiatation for/ @ 6 SNID&B G S Qa
material. It includesubpages dedicated to the viewing or downloading of the following:

1 Public Deliverables

Publications

Brochures & Flyers (gdromotional material outlined in Section®4)
Press Releases

Newsletters

Workshops

= =4 =4 4 =4

¢ K Pissémination & Communicatién LJ 3S A& &AK2g6y Ay CAIdzNBS

Dissemination &
Communication

= [ -
S

Public Deliverables Publications Brochures & Flyers
PRESS e ==
n - a~’
& u Manage consen t
Press Releases Newsletters Workshops

Figurel5: CyberSuite Website"Dissemination & Communication" Page

2 AGK (GKS SEOS LI A vy a dzpthdicd®nt of bllDther $ulpagesSwillbe just all material

NBf SIFASR o0& / &0SNJ dzA (i & sulzhdgeil & shBwn inSFigutes proSidesalsi§rap S 0 G
form through which visitors can subscritiereceivethe project newsletters, as explained in Sectiof.2.

Below the form, alpublished newsletters will be available for viewing or download.
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Dissemination &
Communication

Newsletters

Review your Previous Newsletters

-

hd

Newsletters 01

Figurel6: CyberSuite Website"Newsletters" Subpage

2.7.1.1.8 News &Events t | 3S

Since the CyberSuite website is one of the main online channels of communit@tide progress and

updates from the project, théx b S & 9 p&ye€cbnfainsiall thepostsrelating tonews and events

Contrary to the newsletter, posts are supposed to be short and specific to a single topic, ewvgaate.

The page is presented in Figug By clicking y G KS awSI R a2 NB épost, he/visitogiss St O
0N} yaFSNNBR { 2subp&geshowd in BgOrk & vih€re thépeivel diedient post can be read
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News & Events

Kick-Off Meeting

News & Events Kick-0ff Meetin
CyberSuite project held its kick
meeting on January 25th

\' Read More |
S s

g The
off

Manage consent

Figurel7: CyberSuite Website "News & Events" Page

News & Events

Kick-Off Meeting

The CyberSuite project held its kick-off mee
in Athens, Greece This

n on January 1st, 2024 and will

ting on January 25th and 26th
project, funded under

Figurel8: CyberSuite WebsiteSample "News & Events" Post Subpage

27119 a/ 2y G OG |

a¢ tlF3as

Lastly, thed éntactUst page shown in Figuré9, provides a communication form for visitors to get in touch

withthe/ @ 6 SNJ dzA G S
FT2NNXZI 0208 GKS

4info@cybersuiteproject.eu

LIN2 28500 OAL
LINE 2SO0 Qa

S Y1ishafsabpro¢ided on itkibl BgBt $fGhé Q a
A20ALE YSRAI tAY1ao
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Contact us

Contact info

Get in touch with us

info@cybersuite-project.eu

Follow us

Send Message |

Figurel9: CyberSuite Website"Contact Us" Page

2.7.2 CyberSuite Social Media Channels

The strategic se of social media channels has become instrumentaha D&Cof EUfunded pojects
Through targeted contergharingand audience engagemeattivities, these platform&nable the discovery
and targeting of project stakeholdewghile providing them with projectipdatesand fostering community
interaction. Twitter and LinkedInare most appropriate for engaging stakeholders and amplifying project
visibility. YouTubearguablya hybrid platform with video sharingand broadcastingat its coremixed with
social mediaaspects enables the easgharing of video contenfThe approach to leveraging these social
media platforms within the context of CyberSaii$ presented in this section.

2.7.2.1 LinkedIn

LinkedInis the primesocial mediglatform for business and industry professionals. Within the context of
CyberSuite LinkedInwill serve as a hub for connecting with stakeholders, potential collaborators, and
industry partnersa 2 NB & LJS OA T Af@usfofinéviorkihgh kyidwiedRie sfidRidg, and collaboration

TheCyberSuitd.inkedinpage has been created upon commencing the project in January Z02éughthe

LINE 2 ISnRedlifipdage, project members can showcase project achievements, share insights, and engage
with a targeted audience interested in relevant topi€urthermore platform features such as @ups,

articles, and messagingan facilitate networking, knowledge sharing, and collaboration among project
stakeholdersFigure20a K2 g & | LJdzo f A O @ LiBkédInrbfile{iwitiSrecent ppSsNdGilllziati S Q &
the bottom of the page.

5 https://www.linkedin.com/company/cybersuitgroject/
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Security-as-a-Service
Solutions

«e-@yber

S ::'E'g_'.,z

CyberSuite Project

Metwork Security - 81 followers - 11-5

11-50

) employees

”& 31 other connections follow this page
v Following @

Home About Posts Jobs People

Page posts ( @

Syber CyberSuite Project .oyber  CyberSuite Project
ve ® we @
@ 2nd CyberSuite Plenary Meeting, Paris, May ‘Yesterday marked the beginning of the 2nd
27th-28th 2024: Mission Accomplished! CyberSuite Plenary Meeting in Paris, taking place on

the 27th and 28th of May. L5328 more

Ce@® 56 - 6 reposts

d 9 ~ 9 R 2 © o 9 R
Like Comment Share Send Save Like Comment Share Send Save
®eCoCo

Show all posts 2

Figure20: CyberSuite LinkedIn Page

2.7.2.2 X (exTwitter)
Q &-TwdttérHeakime nature and concise format make it ideal for broadcasting timely updates, insights,
and announcements related to the project. alsofacilitates direct interaction with stakeholdetBrough
comments to posts and replies to commenadiowing for meaningful dialoguendfeedbackL Y F RRsA G A 2 Y
broad outreach potential makes itleal forfostering community engagemersit all levelshroughout the
project lifecycleA public view of the CyberSuite X account is shown in F&jure
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2 posts

.£ Edit profile

CyberSuite
@CyberSuite_EU

Joined February 2024

1 Following 16 Followers

Posts Replies Highlights Articles Media Likes

oyber CyberSuite @CyberSuite_EU - Mar 29
* We are happy to announce the launch of the @CyberSuite EU website and 1st
Newsletter.

Learn more about the CyberSuite project here:
cybersuiteproject.eu

mailchi.mp/2ae786f570c0/c

cybersuiteproject.eu

Home - CyberSuite
!

Uptake of Innovative Security-as-a-Service Solutions 0
Month 0 Partners 0 Use Cases 0 Phases CyberSuite's ...

@, {5 %7 ihi 19 [

Figure2l: CyberSuite X Pfite Page

2.7.2.3 YouTube

Unlike LinkedIn and X,ouTubewill mainly beused forthe uploading and sharing gioject-related video
content during the project's lifecyclesharingopenly valuable insights into the project's objectives and
outcomesand increasing project awareness

Similari 2 G KS NBad 2F GKS a20Alf YSRALl SvdstRadliodanuadNe F A f
2024. Videos uploaded on YouTube can be easily embedded into the project website or evgrartyird
websites (including online articles, blogs, gtahich can synergisticallgnhance the reach of the videos

while amplifyingthe impact of tke content shared alongside the embedded videos

6 https://www.youtube.com/@CyberSuite
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Since there hanot been any contenti KI NER @Al , 2dz¢dzoS &SGx /&0 SNJ d
introduced inl KS RSt APSNI OGS G5TPHY LYGSNRY wSLRNI 2y /
I Od A @ghAvidar S a ¢

2.8 DisseminationActivities

2.8.1 Evens

2.8.1.1 ConferencesFairs and Commerci@rokerage Events

Participation irevents, includingonferencesind industry fairsisimportant tothe CyberSuitelissemination
strategy. By presenting project outcomes at international conferences, workshops, and industry fairs,
CyberSuite aspires reach a broad audience of stakeholders, including researchers, industry professionals,
and potential endusers.With that said, i should be noted thaparticipation in eventds not just a core
dissemination activity butan also be a valuable communication activity, asnkeractions and networking
opportunities provided at these events enable direct engagement with stakeholders. This engagement allows
for the exchange ofeedback, fosters collaborative relationships, and enhances the visibility of the project's
contributions to the field of cybersecurity. By showcasing the projetsion andprogress, CyberSuite can
effectively communicate its impact and relevariteough these eventsdriving awareness and adoption
among diverse audiences.

It is plannedo engage in at least two conferences per year, ensuring consistent exposure and engagement
with the community Presentations will be delivered at at least ten international conferences and workshops
throughout the project This will allow us to sharthe projecQ &indings, gather feedback, and foster
collaborations that can enhance the impact and relevandah®fCyberSuit@roject.

Conferencesand fairsmay alsoact ascommercial brokerage eventproviding an excellent platform for
networking and establishing business relationships. CyberSuite will partigipaiehevents to connect with
potential partners, investors, and clients. These interactions will facilitatectmemercialisatiorof project
outcomes and foster collaborations that enhance the project's impact. At least two brokerage events will be
attended each yeafpcusing2 y a4 K2 g Ol AAy3 / @80SNJ dzZASQa a2fdziAzya

Online participation is also possible whewents are outside the project countriesnd irperson attendance
might be difficult Potential conferenceand eventsthat project partners could attend or participate in
include:

CyberWiseCon EuropeCyberWiseCon is a premier IT security conference that brings together cybersecurity
experts, industry leaders, and IT professionals from across Europe.

FIRST Conferent&he annual FIRST Conference spans 4 to 5 days and holds global significance, focusing on
incident response and security team matters. The event is hosted by FIRST, complemented by local or
regional team support. While incident response teams remain atSH8Sy 1 Qa O2 NB X LINR FS3
security sectors will find value in engaging with them, leading to an educational exchange. The presentations
encompass international and invited speakers, including keynotes from individuals outside the FIRST
membershp, who discuss timely and pertinent subjects and experiences.

Hacker Halte& Hacker Halted stands as£Q@ dzy OAf Q& | yydz- £ L¢ {SOdz2NRAG& [ :
over 50 speakers who present groundbreaking insights. Built upgnE@zy OA f Qa SRdzOF GA 2y | f
hacking, computer forensics, and penetration testingckés Halted is a platform for sharing knowledge. The
conference brings together leading researchers, ethical hackers, and IT security professionals to tackle

" https://cyberwisecon.eu/
8 hitps://www.first.org/conference/
9 https://hackerhalted.com/
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industry challenges. With a global presence in countries like Egypt, Mexico, Malaysia, and the USA, Hacker
Halted fosters discussions among industry leaders and addresses current and future IT security issues.

Annual European Cyber Security Conferec@his event gathers policymakers, industry playans, high

level cybersecurity and defen@E LISNIia (2 SELX 2NB 9dzNRLISQ& NBaLRya&aSs
the evolving global collective efforts to secweligital future. It aims to engage participants in discussions

led by industry leaders, providing a unique platform to contribute to the ongoing discourse on the global
digital landscape. Key themes will include the critical evaluation of the Europeamsegbgty policy,

focusing on safeguarding the digital economy, determining priorities for the future, and exploring trust
building measures like security by design, supply chain integrity, and the impact of Artificial Intelligence on
cybersecurity.

European Interdisciplinary Cybersecurity ConfereffceThe European Interdisciplinary Cybersecurity
Conference (EICC) aims to establish a venueohangingnformation on cybersecurity and its many
aspects between academics and practitioners in Europe. EICC was until 2019 known as the Central European
Cybersecurity Conference (CECC) and has been rebranded to undéssamerdisciplinarityand broaden

its reach. EICC encouragialogue between computer scientists and researchers in all other fields related

to cybersecurity, such as behaviourakiences, sociology, criminology, investigations, and law.
Interdisciplinary contributions are espedjalvelcome.

Infocom Security: This event aims to highlight all critical aspects of the modern hybrid world, as it has been
shaped in recent years, to analyze the important trends ®yberSuitevill address in security management

and present best practices, integrated solutions, innovative services, and new regulatory guidelines to
strengthen the defenses @irganisatiors against emerging sophisticated threats.

BEYONBY !y AYGSNYyFrdAzylf G(SOK S@Syd GKIFG Gl 1Sa LXIO
meetsa dzZY YA U ¢ S@Syidzr Ad A& NIYLARf&@ 06S02YAy3d (GKS FT2NB
the Mediterranean, and MENA regions. BEYONRIB& & | a4 | YSt dAy3 LG F2N 0
most innovative companies, and cuttiheglge products, making it an ideal venue fbe project to gain

visibility and connect with leading stakeholders.

Cyber Greecé: A prominent cybersecurity conference held annually inGreece. This event gathers
cybersecurity professionals, industry leaders, and policymakers to discuss the latest trends, challenges, and
solutions in cybersecurity. It provides a platform for sharing knowledge, networking, and exploring innovative
securiy strategies tailored to the Greek market and beyond.

Cyber Security Conferent® An annual conferencevhich brings together experts and practitioners in the
field of cybersecurity to address pressing security issues, share best practices, and preseriedgting
research. The Cyber Security Conference is a key event for staying updated on the latest devslaphen
trends in the cybersecurity landscape.

Information Security Conferend& The annualinformation Security Conference is a gatherim@reeceor

IT and security professionals. This conference offers a platform to discuss emerging threats, innovative
security technologies, and regulatory updates, fostering collaboration and knowledge exchange among
attendees.

10 https://eucybersecurity.com(The dates for the next annual conference will be announced in the fyture.

11 https://www.fvv.um.si/eicc2024/

2 https://www.infocomsecurity.gr/en/(The dates for the nex@vent of the seriesvill be announced in the futurg.
13 https://www.beyond-expo.gr/

1 https://cybergreece.qgr/

15 https://cybersecurityconference.gr/

16 https://www.eits.gr/
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InfoCom Security/: An annuatonferencen Greecefocusngon the critical aspects of security management

in the modern hybrid world. InfoCom Security highlights trends, best practices, and integrated solutions to
strengthenorganisatioral defenses against sophisticated threats. The event also explores new regulatory
guidelines to ensure robust cybersecurity practices.

MWC Barcelon¥: MWC Barcelona is one of the world's largest and most influential technology events. It
covers a wide range of topics, including cybersecurity, and provides a global platform for showcasing
innovative technologies, networking, and exploring business dppdies.

ARES Conference (& KCSRY: An annual conference held Mienna, the ARES Conference focuses on
availability, reliability, and security in information systems. It brings together researchers, practitioners, and
industry experts to discuss and advance the field of cybersecurity through presentations, workshops, and
collaborative sessions.

ENISA CTI ConferertéeThe ENISA CTI Conference isaaimual event organsed by the European Union
Agency for Cybersecurity. It focuses on cyber threat intelligence, providing a platform for experts to discuss
the latest trends, challenges, and solutions in cybersecurity.

InCyber Forum (FI&) Scheduled for April 2025 in Lille, France, the InCyber Forum (FIC) is an annual event
that addresses cybersecurity in the digital economy. It brings together policymakers, industry leaders, and
cybersecurity professionals to explore strategies for enirandigital security and fostering international
cooperation.

The International Conference on Software Business (ICZOBaking place from 180 November 2024 in
Utrecht, The Netherlands, ICSOB is an annual conference that delves into the business aspects of software
and cybersecurity solutions. It provides a platform for academics, industry professionals, and business
leaders to discuss innovations, business models, and market trends.

Cybersec Europ& Cybersec Europe is an annual conference that brings together cybersecurity
professionals, industry leaders, and policymakers. The event focuses on exploring the latest cybersecurity
trends, challenges, and solutions to enhance Europe's cyber resilience.

Swiss Cyber Security Days (SCS8Dpking place on 189 February 2025 in Bern, Switzerland, the Swiss
Cyber Security Days (SCSD) is an annual event that brings together cybersecurity experts, industry leaders,
and government representatives. The event focuses on discussing cyberseaatiggiss, sharing best
practices, and exploring innovative solutions to enhance national and global security.

2.8.1.2 Hackathons

Hackathons arerganisedto involve endusers external to the consortium and toaximisethe project's
impact. These events will focus on testing and evaluatiegCyberSuitesolutions in realvorld scenarios,
engaging prospective users, and gathering valuable feedb&ekplan iso organiseat least two hackathons

per year. The first hackathon will be held at M21(September 2025) to demonstrate the solution in feur real
world use cases. A second hackathon will take place at M34 (October 2026) to ewaaldatst the final

17 https://www.infocomsecurity.gr/

18 hitps://www.mwcbarcelona.com/

19 hitps://www.ares-conference.eu/

20 hitps://www.enisa.europa.eu/events/ctconference
2L https://europe.forumrincyber.com/

22 https:/licsob2024.github.io/

23 hitps://www.cyberseceurope.com/

24 https://scsd.ch/en/
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integrated CyberSuite versioiThe goal is to engage at least 200 participants in these hackathons and
cybersecurity challenges.

2.8.1.3 Webinars, Tutorials and Training

Webinars, tutorials, and training sessions will be conducted to raise awareness about cybersecurity threats,
encourage interactions within the network of SMEs, and prompt actions. These activities are important for
exploitation and marketing purpose¥heconducton ofat least three webinars per year, as well as tutorials,
and training sessionss plannedgcreating multimedia content, including videos and tutorials, to be shared
through social media channels.

The webinars will berganisedthrough the CyberSuite Raising Knowledge and Awareness Academy under
WP5, with a total ohine webinars plannedthree per yea). These webinargraining videos, and other
multimedia contentwill serve as valuable tools to raise awareness about cybersecurity threats, foster
interactions, and prompt actions withih K S O 2 y aedwdik &f oner€sted SMEs. The materials will be
easily shared through social media channels, enhancing their reach and impact. Each partner will contribute
to producing such content based on their respective capabilities and skills, ensuring a conspretserd
effective dissemination strategy.

2.8.2 Reports

White papers will be written and published to disseminate and exploit the core results of CybevBhidie

will simplify the key cybersecurity issues argdevant CyberSuite findingsto nontechnical language,
making them accessible fotential endusers and customerd hiswill aid the market uptake of CyberSuite
by making the issues talkgdd Yy R (1 K S audefer§téo dhe @hité pagsrs will cover various aspects of
cybersecurity relevant to the project's scope, providing insights and practicabhmmendations. These
documents will be distributed through the project websiied promoted througtsocial mediaand any other
relevantchannels to maximiseeach and impact.

In addition to white papers, CyberSuite will produce technical reports targeted towstaddardisatiorand
policyymaking bodies. These reports will providediepth analyses of the cybersecurity needs identified
throughout the project, offering detailed recommendations for future regulations and standdras.
technical reports will be shared with relevant stakeholders through direct communicationgoanual
publications This targeted dissemination approach will help influence policy decisions andwriadoption

of standardisedractices that enhance cybersecurity across various sectors.

2.9 Communication Activities

2.9.1 Communication via thé’roject Websiteand Social Media Channels

The CyberSuitproject website serves as the central hub for all projegated information. It provides
RSGIFIATA NBIFNRAYI LINR2SOUG dzZLIRI (73 dutlimey tRe canirbinicatibi 2 S O ¢
activities to be carried out using the project website as a medium

CyberSuite maintains active profiles on social media platfonamselyLinkedIn X (exTwitter), and YouTube.
These channels are uséd communicate project updates, engage with the community, and facilitate
discussions on cybersecurity topics relevant to the project's scope. The communication activities fostered by
those social media channels are individually addressed in Sectit@s1227.2.2, and 27.2.3.

2.9.2 Communication via&Channelf PartnerOrganisatiors

In addition to the dedicated project communication channels, leveraging the communicatanmelsof
partner organisatiors significantly enhances the project's outreach. Each partnerewgbge with their
audience through their own websites, social media accountsrganisatioml newsletters, and other
communication channels t@ommunicate project updates and materials. This collaborative approach
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SyadaNBa GKIFG |/ eréaéhbsh dmades dudiencéslavarhgmgach partner organisation's
established networks and credibility

2.9.3 Newsletters

Regular newsletters are distributed to subscrihgmoviding updates on project developments, upcoming
events, and relevant resources. These newsletiesa direct communication channel with stakeholders
who wish to stay informed about CyberSuite activiiesl will be shared as posts on LinkedIn, X and the
LINE 2 S O (i @rdasée®dlsiskni t& subscribed website visitakebsite visitors can subscribe to the e
newsletter, aspresented in Section 2.1.1.7.

Newslettersarecreated and distributed via the MailChiiiplatform, which features integration capabilities
GAGK GKS / &0 S Nboehdit KSa SPEF NRINE 2F abSsgat SGGSNI mé 27
VI,

2.9.4 Promotional Material

Promotional material has been designtdattract attention andprovide key information about the project
in an intriguing and easily comprehensible manmér.designsncorporate the CyberSuite logand colour
schemeand reflect the overall visual identity of CyberSuBanner, poster, leafletand fact sheet designs
have been produag to be used by CyberSuite partners during any form of D&C adiivity be viewed or
downloaded by any website visitor, as shown in Secti@rL2L.7.

1 The rollup banner highlighs key figures of the projecbf the project,the project visionthe main
objectivesand the consortium partnergt will be used in events (mainly fairs), where a printetiup
oF YYSNIJ YI& 0S5 dza SR Ibannardésign cahi &GO in Qadilo 2 2 1 KD ¢ K S
1 The posterdesignprovides the same informatioas the rollup banner, albeit in a more compact
format, for occasionsvhere aprinted rollup banner might be too largélhe poster design can be
found in Annex/IIL
1 Theleaflet has been designed antrifold format andincludes all written content fronthe banner
and poster, withth68 RAGA 2y 2F | a. | Ol 3INRdzyR 9 az2iA@lI GA2Y:
events and is shown in AnnéX
1 The fact sheeisnearly identical in terms of conterind designbut in a more compact format, as it
is meant tobe printed in a flyer formafor distribution at events. The fact sheet desian be found
in AnnexX.

2.9.5 Videos

The project will produce videos featuring cybersecurity awareness content as f@arbefSuite's awareness

and communication effortsTheseare intended to inform potential endsers of the importance of robust
cybersecurity measures, the latest threats in the digital landscape, and practical steps to protect their digital
assets.

Video content will also include tutorials, product demonstrations, and expert interviews to provide users
with a comprehensive understanding of CyberSuite's functionalities and benefits. Tutorials will guide users
through the setup and use of CyberSuitelusions, ensuring they can leverage the tools. Product
demonstrations will showcase the features and capabilities of CyberSuite tools iwaedl scenarios,
illustrating their practical applications and advantages. Expert interviews will offer insights f
cybersecurity professionals, sharing best practices, industry trends, and strategic advice.

These videowvill be hosted on the project website and shared across social media platforms, including
LinkedIn, X (eXwitter), and YouTube. This muthannel approach ensures maximum reach and
engagementmaking the contenficcessible to droadaudience. Videos will also be embedded in relevant

25 hitps://mailchimp.com/
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articles, blogs, and thirparty websites to enhance their visibility and impact. By leveraging video content,
CyberSuite aims to educate and empower stakeholders, driving the adoption of effective cybersecurity
practices.

These videos will be primarily upload&al YouTube, which provides reliable and accessibfgatform for
hosting andviewing.¢ 2 YIF EAYA &S G(KSANI NBIFIOK:z (GKSé& Yleé taz2 068
LinkedIn page, embedded on the CyberSuite website, or shared via posts on X

2.9.6 PressReleass

Official press releases are issued to announce significant project milestones, partnerships, and noteworthy
achievements. These releasedl be disseminated torelevant media outlets and posted on the project
website to ensure transparent communication with the public pnoject stakeholders.

2.9.7 Atrticles

Articles authored by projecpartners will provide insights, analyses, and best practices relevant to
cybersecurity These articles contribute to knowledge sharimgth stakeholders concerned with
cybersecuritywhile increasing tha. INE 2 S O (i Q. dn addiidri2ndediidld othe CyberSuite project in
articles published in thirgharty websites, including online newspapers or magazines and mMdabg&jrther
increase the awarenesmd exposure of CyberSuite.

2.10Monitoring & Tracking Tools

2.10.1 D&C Tracker Spreadsheet

A D&C tracker spreadsheet will be usetkrnally to monitor and track the consortium partners' D&C efforts
and progress with reference to the Key Performance Indicator (KPI) metrics and tRegttar updates will
be required from each partner to ensure the D&C tracker spreadsheet remaitts-dgte and accurately
reflects the progress being made.

This tracker spreadsheet consists of three sepasaset tabs:

1 The D&C KPlIs & Status sheased to record andrack the performancef D&C efforts against the
KPI targets.

1 The Activity Tracker sheetised to capturen detail all D&C activities (excluding even®jch as
videos, reports, newsletters etc., which glanned, ongoing or completed.

1 The Event Tracker sheatsed to record andapture the details oll D&C eventthat are planned,
ongoing or completed.

The traceability enabled by this tracker helps the D&C manager identify what has already beewidane

is planned to be done, and what else needs to be done in terms of D&C activitiegaartd In addition, the
Activity and Event Tracker sheets offeaiceability of the D&C efforts in an intuitive format, which can be
used for reporting This approach will foster accountability, transparency, and collaboration among all
consortium partners, ultimately driving the success of the D&C effohs template of all sheets undethe

D&C tracker spreadsheate shown in Annexl

2.10.2 Individual D&C Plan

An individual D&C plan form will Ipeovided to each consortium partner. This form will outline their specific
D&Cplans ensuring that every partnasliearly understandgheir role within the broader D&C strategynd
allowing the D&C managéw derivethe trajectory of D& progressThe form will also include a timeline for
each task, helping to keep all partners on track and aligned with the overall project tinéiméemplate of
the individual D&C planform ghown in AnnexII.
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2.10.3 Project Website Analytics

The Monsterinsight§ Google Analytics plugin for WordPress was employed for Google Analytics integration,
allowing for the tracking of necessary website analytics. This will be used for the tracking of welasitd

KPIs, as given in Section 5. Fig2& K2 g4 (GKS K2YS RIFIakKoz2FNR 2F / &0SNJ

All accounts » EBOS 2
i - Try searching "how to do BigQuery export" HH e
Al Analytics  Cybersuite - Q Ty g gQuery exp n0 o
Home ~
(5} Users v Key events ¥ Views ¥ Event count ¥ @ - USERS IN LAST 30 MINUTES @ -
Q@ , , 0
50 USERS PER MINUTE
40
30
COUNTRY - USERS
20
10 No data available
01 01 L) 0 0 01
Jan Feb Mar Apr May Jun
— This year (Jan - Today) = = Preceding period
This year (Jan - Today) ~ View reports snapshot View real time >

Recently accessed

_‘\ls Reports and pages that you've recently visited will appear here
S

Suggested for you

@ - Users+ by Country ID~ @ - Sessions~ by

Session primary ch...v
PAGETITLE AND S WS COUNTRY USERS SESSION PRIMARY ..
Home - CyberSuite 4 1785% Cyprus 2 0.0% Direct
Use Cases & Trials - .. 1 4833% Spain 0 4100 Organic Search
Consortium - Cybers 0 $1000% France 0 100 Organic Social
Brochures & Flyers - .. 0 1100.0% Greece 0 4100 Referral >
Kick-Off Meeting - C... 0 1100.0% Hungary 0 4100.
About - CyberSuite 0 $100.0% Italy 0 +100.
Background & Motiv. 0 $1000%
last 7days ~ Viewpagesands.. Last 7 days ~ View countries Last 7days +  View traffi

Figure22: Main Google Analytics dashboard of BgberSuitevebsite

Although the websitaelated KPIs are simple to measure, the Google Analytics integration also enables
monitoring more specific metrics, such as visitor demographics and usage patterns. These may be used to
evaluate norassessed performance metrics, suéha g KSUKSNJ 0 KS LINRP2SOGQa 2 dzi!
GAAAG2NA FTNBY (GFNBSGSR 3IS23aANILKAO R2YFAYya 2N AT
example is provided iffigure 35 ¢ KA OK aK2ga GKS RSTldz G0 & h@a&NDAS G
g NBySaaé¢ aSOlAzy 2F /e@0SNJdAGSQa D223tS ! ylFfteadAa
can be created if there is interest in monitoring specific website analytics.

26 hitps://www.monsterinsights.com/
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2.10.4 Social Media Analytics

2.10.4.1 LinkedIn Analytics

[ AY1{SRLY LINRPB@ZGARSaA lFylftedAaoa F2N dKS LINR2SO0GQa LINZ
elaborated in Section 20.3. These analytics will be used to track the progress against the LinkedIn metrics,

but also provideon-assessed performance metrigsevaluate the traffic and engagement of the CyberSuite
LinkedIn profile. An example is shown in Figeewhich shows the visitor metrics and demographics.
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Figure24: CyberSuite LinkedIn Page Analytigssitors Dashboard

2.10.4.2 X Analytics

While X does not provide profilgpecific analytics (excluding basic metrics, such as followers), it offers basic
postspecific metrics, as shown kigure25. These mainly revolvaround the reach and engagement of the
posts and can be used to identify patterns between the engagement of different posts. This can help identify
what makes posts gain higher rates of engagement and reach (for example, the use of different hashtags or
the adoption of different formats for the posts).
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X Post Analytics

2% CyberSuite @CyberSuite_EU - Mar 29
We are happy to announce the launch of the @CyberSuite_EU website and 1st
Newsletter.

Learn more about the CyberSuite project here:
cybersuiteproject.eu...

v 0 ©
0 0 0
Impressions ® Engagements ® Detail expands ®

20 6 0

New followers @ Profile visits @
Link clicks @

Figure25: Analytics of a sample CyberSuite X post

2.11 Internal Communication

Effective internal communication within the consortium is essentiasfmcessfully executirtge CyberSuite
project's Dissemination and Communication (D&C) endeavours. Clear and open communication between
partnerswill enablesynchronisation of all project aspects, progress monitoring,mochpt implementation

of any necessary adjustments.

A significant interdependencé SG ¢SSy a2t 1Y 5A3aSYAYlFGA2Y I dn@ YYdzy A
& 2 t: Building CyberSuite Market Ecosystem K| & 0 S Sy reisReSifitllyitie W@ Rumderdadk

& ¢ T Rusinéss Model Development and IPR Managefentdzy RSNJ 2t 1T RANB @HBB:e NBf
CyberSuite Market Intelligence and Ecosystem Business Mod® ¥ 2t c X | & UGK®6nthel G4SN
findings from the analysis of the market informer for the successful development @&@yberSuit® &
EcosystenBuilding Plan and Business Model Stratddys continuous feedback loopdstical for achieving

Milestone MS7: Ecosystem building, Business model strategy somoeconomic impagtof the project,

which requires thesuccessful submission deliverablesdD6.1 CyberSuite Ecosystem Building Plan and
Business Model Strate@yinitial reportt Y6 CyberSuite Ecosystem Building Plan and Business Model
Strategy¢ Finalreporté and DeliverableD7.3 Final Report on Communication, Dissemination, and Uptake
activitieg Kbwas thus deemed appropriate to hold a monthly joiP7 & WP@all, where the work package

and task leaders will present the progress of theivithhal tasks and work packagediscuss the current
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statusof the tasks, reflect upon the progress made and trajectory based orak#ksoordinate on the next

steps forward.Partners will also be expected to highlight achievements and address any challenges
encountered to ensure all partners are informed of the latest developménighermore, establishing this

kind of regular communication fosters a collaborative environment where partners can share ideas,
resources, and expertise, while allowing the early identification of issues, enabling proactilenpsatving

FYR YAYAYAAAY3I RAANHzZIIA2ya G2 GKS LINR2SOG QA LINRIAN

Beyond the monthly callsegular discussionsan be conducted when needed to kepartners aligned with

the work planand provide peer support when needdebstering this kind of regular communication also has
the added benefit of potential knowledgsharingbetween the partners ortopics relating toproject
activities These include, but are not limited to, the industry's current state, market conditions, trends, news,
and valuablénsights.

Internal communication artefacts, such as th&C tracker spreadsheet aimtlividual D&C plans as outlined

in Sectios2.10.1 and2.10.2 respectivelyensure that partners hava sharedandclearpicture of their roles
andresponsibilitiesin addition, the standardised communication achieved through the use of templates for
internal documents, as described in Section 2.6.3, ensures d¢batmunication documents are well
structured, easily understood lpartnersandconsistent, further enhancing internal communication.

Internal communication is the backbone of the consortium's efforts, providing a platform for collaboration,
coordination, and mutual support. By maintaining transparent and consistent communication channels, the
consortium can effectively manage the D&GKs, ensuring that every partner is aligned with the project's
objectives and activitieand makingD&C efforts cohesive, timely, and impactful.
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3 Liaison and Clustering Activities

Collaboration with other (EU elmnded) projects often leads to new insights or a head start in research and
dissemination efforts. For this reason, l@isvith other projects, clusters and initiatives in relevant fields is
pursued and closely monitored with the aim of exchanging informaama ideas while promoting
innovation, throughte¥ 2 NI GA 2y 2F | af I NBS (y2¢6tSR3IS LR2f¢d

In the framework of¢ I &T7.2 GdzA f RAy 3 | 9dzNRBLISFY LI NIYSNI I YR RAZ?
members will exploit their network to define possible technological and business partnerships and maximise
market penetration results. UBITECH, as the task leader, will coordinateNdi paS NB Q | OG A @A (A S
harmonisation of sales boost and expansion witiie EU and initiate the sustainability study to guarantee

the longrun resilience of the marketplace as well as the loegn sustainabilityreplicability, and scalability

of the results.

CyberSuitewill be involved in clustering activities and liaising with other relevabtfunded research
projects and initiatives. These activities include the coordination of communication and dissemination
activities among projects and initiatives addressing similar taguicithe promotion of continuous sharing

of information, dissemination materials and tools.

In addition, CyberSuite will build strong cooperation links and join forces with other rel&dfunded
projects in order to increase collaboration between the projéctthe field of cybersecurity. The anticipated
synergies will identify common problems, discuss methodologies, toolkits and solutions that each project
develops to assess and reduce cyber risks and protect privacy, data, and infrastruesusesl as establish

a joint task force for integrating the knowledge generated from each projedtexchanging ideas.

The aim of these synergies is twofofulst, to share data between relevant EU projects in order to exchange
knowledge on the cybersecurity sector; second, to establish synergies with other projects so as to exchange
ideas about future exploitation suggestions. The project's sustainalilftaét and collaboration with other

EU projects to find and propose effective measures to sustain their usage are essential

With work on liaison and clustering activities commencing formally in M10nase detailed plan
accompanied bctivity updates will be includkin the deliverable succeeding this repoit,5 T kitarivh
Report on Communication, Dissemination, and Exploitation actigjtiesv18.
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4 Exploitation and IPR Mgement

CyberSugd & 2dziLddzia K2f R aA3IyAFTAOLYy(d LRGSYGAFE FT2N SEL
stakeholders. To adapt to emerging opportunities and challenges, a robust exploitation strategy will be
developed, implemented, regularly reviewed, andpamded throughout the project's lifecie This
exploitation strategy will leverage stakeholder communities, events, and engagement activities to foster
strong relationships with key individuals and organisations in the CyberSuite domain j&dt peotners will

actively participate in joint exploitation, business, and sustainability tasks within B{Pareating a viable

business model and a marketing plamder TaskiT7.3 Business Model Development and IPR Managegent
commercially relevant services and toaldl be pushed tothe market to achieve market penetration.

The consortium partners have adopted a nHdtiel approacho manage the knowledge generated within

the project effectively Under this approach, the knowledge producer retains the rights to the knowledge
while sharing the software implementation with threst of the consortium¢ KS LINR2SO0G Qa YSe@
Results (KER®)Il be releaseds opensource community versions with certain limitations to prevent misuse.
Thiswill allow academia and researchers to leverage and accelerate further researchradhentfields.

However, someKERs hold significant potential for commercial exploitation by consortium members. The
initik £ LI Fya T2NJ SELX 2AG0Ay3 [ @ trSuyoutzhaskd N3Busihess koda A £ f
Development and IPR ManageméstartinginM10and  a G Ay 3 dzy GAf .GKS LINR2SOGC

In cases where multiple consortium partners sézlexploit the same KERs commercigfiior agreements

on IPandIPR will be establishe@otentialsolutions include the creation ofijst commerciakation entities,

such agjoint ventures, within a specified period. This collaborative approach ensures the protection of
intellectual property rights while ensuring fairness and maximising exploitation potential. Ultimately,

/] @0SNI dA(SQa 202S0OUADS chrinuily Zhilelp&ikghtHe BiSe & 824 KX & K506 ALIN
outcomes to enter the markeThe KERare summarised iifable5.

Table5: CyberSuite KERss perthe GA(P: Product, S: Service, D: Demonstrator, O: Other, T: Training, C: Consulting, E:

Extension)
KERs Owner(s) Type(s) Licensing
CyberSuite Solution ALL P,S,DT,C, Mixed
CyberSuite Academy CG, JOIST, UBITECH, S,T,C Open Source
CyberSuite Marketplace S5 S, P Mixed
RiskAssessmenEramework UBITECH P Proprietary
PolicyRecommendatiorEngine UBITECH S, P C%rri?:;/ﬁs
Seer Box PLURIBUS P Proprietary
Kratos ENTHEC S, P Proprietary
BIockchain—base_dCoIIective Threat COMPELLIO S Open Source
Intelligence
Macglgsslﬁizrt?égﬂiﬁgﬁSTrrnamC MI, INQUBIT S Open Source
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CyberSuite Intuitive Dashboards EBOS S, P OpenSource

Sincework onexploitation and IPR managemeiatrmally commencesn M10, a moredetailed breakdown
2F / @0 SNJ dzA i S Q& wilbEdrdvigedAlyr GiAK2Sy RaSINIAISSNG &0 £ S a4 dzOOSSRA Y
wWSLE2NI 2y /2YYdzyAOlFGA2y S 5A84aSYAYILGA2YySY yR 9ELX 2
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5 KPs:Metrics and Targets

The assessment and management @&C efforts within the CyberSuite projeawill be continuously
monitored with KPIs and associated targets. These metrics servbeashmarks for evaluating the
effectiveness ofii KS  LINIRE SdiMiti€sZover th@roject's lifespanlf concerns arise regarding the
progress or trajectory of the KPI metrics with respect to targets, mitigation actions will be taken, such as
refining D&C strategy or intensifying D&C efforfable 6 summarises thkPl Metrics and Targets for
OberSuitdda 59 /. STF2NL a

Table6: D&C KPI Metrics And Targets

Activity/Metric Timeline
Type
Workshops Organised 5 overall M1-M36
Webinars Organised 9 overall M1-M36
Conferences Organised 2 per year M12,M24, M36
Hackathons Organised 2 per year M12,M24, M36
Events Events Organised 5 per year M12,M24, M36
Participation in Presentations of
InternationalConferences/Workshopsg 10+ overall M1-M36
Commercial B.rokergge Events and 15 overall M1-M36
Industry Fairgparticipated in
Clustering and Knowledge Transfer
meetm_gs with re_Ie_v_an_t opesource 3 overall M1-M36
projects and initiatives ahe
national/EU leveparticipated in
Visits 1,000+ overall M1-M36
Project Website
Downloads of Material 1,000+ overall M1-M36
Newsletters eNewslettersPublished 12+ overall M1-M36
LinkedIn Followers 200+ overall M1-M36
Social Media
X (exTwitter) Followers 1,000+ overall M1-M36
Videos YouTube Videos Published 20+ overall M1-M36
Press Releases 10+ overall M1-M36
Media Outreach
Media Outreach 20+ overall M1-M36
Reports @ Standardisation and Policy
Reports Making Bodies for CyberSecurity Neg 3+ overall M1-M36
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6 Conclusions

¢tKS RSTtAOBSNIOGES a571dmMY [/ 2YYdzyAOlI GA2Y S 5AaaSYAYL (A
¢l al G¢TOMY S5AAASYAYFGA2Y FTYR [/ 2YYdzyAOFGAz2zy I O
I 2YYdzyAOFGA2Y FyR al NJ] Sl | fDECattiGitesof theyCPerSuitepiojed. K@ T 2 «
channels and methods for achieving the D&C goals have also been presented and analysed, while D&C goals
were also quantified in the form of KPI metrics and targ€kss report established the D&C plan, idéring

target audiences, setting clear objectives, and establishing a chronological framework for D&C activities. It
also emphased the importance of establishing a cohesive visual identity for the project and outlined the
tools, channels, and platforms for D&C activities.

Furthermore, he report has provided an overview of the upcomligison and clustering effortand the
project's exploitation and IPR management pldihese efforts will be further discussed in the deliverable
G5TPHY LYGSNRAY WwWSLERNI 2y /2YYdzyAOF(iA2yZ 5A4aSYAYL

This deliverablserves & (G KS o6F 01062y S F¥2NJ 6KS LINR2SOGQa 539/ |
general awareness plan and serving as the main medium of raising project awatef@ssoundation for

0KS dzLJO2YAyYy3 RSEAGSNIO6fSE& a57dPHY LYGSNRAY wSLR2 NI

' OUAGAGASAE YR a571TdoY CAYLFE wSLRNI 2y /2YYdzyA Ol (.
M36 respectively.
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AnnexVI: CyberSuite Newsletter 1

Upt of Innovative
Security-as-a-Service
Solutions

What is CyberSuite about?

As small and medium-sized enterprises (SMEs) pursue digital transformation, their
demand for security, privacy, and awareness of cyber threats increases dramatically.
SMEs, unlike larger corporations, often lack the resources for implementing robust
long-term cybersecurity measures, making them appealing targets for cybercriminals
seeking lower-risk options. In addition, with the constant adoption of new technologies
and resources, SMEs create numerous entry points for potential cyber-attacks. Each
new addition to their systems becomes a potential target for cyber threats, expanding
the scope for security breaches. Furthermore, contemporary architectures, often
reliant on distributed services, exposed AP| endpoints, microservices, and containers,
present a significantly larger attack surface. Protecting these intricate systems
becomes a daunting task as the attack vectors multiply and become harder to
safeguard. Finally, SMEs often lack access to frameworks that help them classify risks
effectively and ensure compliance with existing regulations. This deficiency can leave
them exposed to unforeseen vulnerabilities due to inadequate risk assessment.
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Despite the continuously shifting cyber threat landscape, many SMEs lack a
systematic approach to ensuring cybersecurity and when faced with cyber-attacks,
struggle to recover and ultimately cease operations within six months, while very few
have cyber insurance. The impact of these incidents on SMEs is substantial, leading
to financial losses, reputational damage, client losses, recruitment challenges, and
difficulties in securing new business.

The CyberSuite project targets those challenges by focusing on simplifying the
complexities involved in cybersecurity services by streamlining their design,
configuration, deployment, and management to cater to SMEs lacking dedicated
cybersecurity resources. Furthermore, the project aims to bridge the market gap by
providing an easily accessible cybersecurity services marketplace for SMEs,
promoting simplicity and accessibility in high-level security, privacy, and trust,
Additionally, the project aims to ensure seamless integration and interoperability
among diverse cybersecurity tools and services within a unified platform, fostering an
ecosystemn where these solutions collaborate effectively. The project also includes
support measures for both supply and demand, conducting a maturity and integration
phase of the solutions (supply) and a large-scale demonstration involving four end-
users from different sectors with a hybrid online and in-person strategy to engage
commercial partners and customers (demand). Finally, past EU-funded research
outcomes will be leveraged, aiming to augment both the marketplace and the
solutions provided by drawing on previous knowledge and innovations.,

Key Objectives

Conduct trials on a series of pre-existing services and tools resulting from publicly
funded research in the EU to raise awareness about cybersecurity among SMEs.

Establish a network merging technology and commerce, stressing harmony,
collaboration in  diverse cybersecurity activities. Build platforms  for  better
communication among stakeholders, fostering knowledge exchange. Find
opportunities to enhance the cybersecurity ecosystem by integrating tools for
increased value.

Implement established development methodologies and standards within European,

national, and regional cybersecurity contexts. This includes comprehensively
evaluating existing methodologies and standards for cybersecurity development and
seamlessly integrating cybersecurity practices across the entire service development
lifecycle.
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Enhance joint responses to cybersecurity incidents for technology providers and
users. Use information-sharing platforms  and user-friendly  dashboards for
collaboration and incident information exchange. Organize and engage in incident
response exercises using cyber range simulations for better preparedness.

Use Cases & Pilots

&

Edge Devices Energy Tracker Personal Cloud-based Data Selantists !
Hub EnergyTracker ~ % Energy Tracker Third Party Grganisations

(et l_, & s '_'%
m B Ei@s @

loT Data Collaciion sl { 1oT Data Coleclion & Advarced Anakyiics and
I Eige . viaLalisatons / Enaigy Profiling

=

o l_W.

The S5 EnergyTracker is a three-layered data management and analytics engine,
with versatile deployment options, that empowers its users towards exactly this
direction. It acts as an energy data management environment for smart-home and
activity-related data that are collected from various data sources and loT devices by
the EnergyTracker Hub that resides on lightweight computational engines near the
edge, like a RPI. This data is afterwards available to the individuals that are part of a
household through the Personal EnergyTracker that hosts an intuitive visualisation
dashboard displaying energy-related patterns. Using machine learming techniques on
the collected data, aggregated and representative user profiles are constructed
through the powerful Cloud-based EnergyTracker Analytics Engine. User Personas
are exploited to guarantee the data anonymity and nontraceability of individuals, and
offered to third parties for their purposes, such as for example the identification of
energy-usage patterns for a specific section of their customer portfolio. Through the
EnergyTracker demonstrator, the safety perimeter of the infrastructure will be
protected against the diverse yet relevant cyberthreats, with the adoption of risk
assessment, cybersecurity analytics and monitoring at network and host level,
powered by real-time and historical analysis of collected logs. Through the real-time
EnergyTracker demonstrator, the safety perimeter of the infrastructure will be
protected against the diverse yet relevant cyberthreats, with the adoption of risk
assessment, cybersecurity analytics and monitoring at network and host level,
powered by real-time and historical analysis of collected logs. Through the real-time
maonitoring and tracing capabilities of the Cybersuite solution the threat detection and
incident response capacity of the EnergyTracker is expected to improve (by being able
to detect and monitor additional attacks), while the security program performance will
also increase in terms of average delay and downtime, both from the scope of
cybersecurity services deployment and maintenance, but also with regards to service
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downtimes after a cyberattack thus resulting in reliable and effective business
operations. Finally, the situational awareness of the S5 personnel with regards to the
current and past status of the EnergyTracker is expected to increase.

UC2 - Mobile & Transport - End user: STROWL

streamOWL Drone System

Chatbat Platform

Ground Maintenance Team

The frequent inspection of railway tracks is essential to ensure safe operation of
trains. Currently, major derailments happen due to infrequent/improper monitoring
systems. Track inspection involves investigation of rail components, defects in
fasteners, clips, switches and dewviation from gauge. Existing systems use various
inspection approaches, such as eddy current testing, ultrasonic techniques and optical
methods (e.g., laser and cameras), which are time inefficient, costly and complex
since they are carried out by human operators or ground vehicles, STROWL has
developed a novel aerial robotic system using autonomously Unmanned Aerial
Vehicles (UAVs - drones) to inspect railway tracks and sidings for possible defects by
performing long-range Beyond Visual Line Of Sight (BVLOS) flights, Once an anomaly
has been detected, the drone triggers an incident on-the-fly by utilizing a wireless data
link (e.g., 4G/5G) to report the anomaly at the database of the inspection system on
the cloud. Then, the railroad personnel is directly notified about the detected anomaly
(i.e. location, anomaly photo etc.) at their mobile phones via a chatbot that runs over
Viber messaging app (i.e., an automated conversational user interface) or a web-
service in the cloud. Then, the team is engaged at the spot, fixes the problem, notifies
via the chatbot that the problem has been resolved and the system marks the incident

ground vehicles (i.e., a rover) or ground teams, is motivated by the need for agile I1&M
of the railways in adverse terrains and weather conditions. STROWL expects that the
utilization of the CyberSuite will allow the provided railway monitor service to solve by
design the different security issues currently faced - towards achieving its strategic
objective for expanding and safeguarding existing cloud application platform
capabilities-, the seamless adoption and deployment of focused cybersecurity services
as well as data forging and unauthorized access in the service.
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The Digital health services centre of DCCG —Cities Net provides telehealth services
and other e-care services to patients and people requiring social services. Novel
personal health systems are being utilized, for the wireless transmission of vital signs
to a web-based platform. Individual citizens are equipped with light-weight handheld
devices and record their vital signs at home which will then be transferred (via the
telehealth centre) to the regional hospital or health care providers over internet or
GPRS/loT for review and feedback by the experts. Through these Personal Health
Systems and innovative types of telemedicine services, medical staff can monitor the
health status of patients anywhere and anytime. The Telehealth Centre is located in
the Municipality of Trikala, which run a local telehealth service already for 15 years.
Those digital health services are under upgrade in 3 of the Municipalities (Trikala,
Larisa and loannina) of DCCG via the RRF and in the second stage in the rest of the
10 Municipalities, via the structural funds for Greece. Within the specific Use Case of
the CyberSuite project, those Digital Health Municipal Services, will be the focus of
pioneer cybersecurity upgrade, based on the respective policy documents of the
Greek Ministry for Digital Governance [Cybersecurity Handbook (English Version) -
June 2021 and Self Assessment Guide / Cybersecurity Self Assessment Tool (English
version) February 2022.

A large and critical part of daily operations within SMEs includes managing customer
interactions and relationships. With its Digital Delivery (DD) solution, COPMELLIO
targets to facilitate the digital enablement and professionalisation of such admin
operations in order to help SMEs reduce OPEX and drive new value-adding digital
relationships with their clients. The DD solution is delivered as cloud-based SaaS and
includes functionalities for the creation and management of customer spaces,
communications, data exchanges, reporting, and more. In this use case, we will focus
on the agri-food sector, and particularly the vine/wine value chain, involving a
renowned laboratory in Greece which delivers professional services to the majority of

wineries in Greece. COPMELLIO by leveraging the offerings of CyberSuite, aims to
safeguard its cloud-based services by enhancing even further the privacy and security

features of the DD solution.
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CyberSuite Updates

The CyberSuite project held its kick-off meeting on January 25th and 26th in Athens,
Greece. This SME Support Actions project, funded under Digital Europe Programme,
officially began on January 1st, 2024 and will run for a total of 36 months.

The meeting was chaired by Project Coordinator Mrs. Mariza Konidi representing
Ubitech Limited (UBITECH) and was attended by the project's 12 partners. The
meeting included presentations by the partners on the project’'s vision and objectives,
as well as an overview of the overall project expectations and guidelines by the
European Commission’s Project Officer. The partners also discussed the project's
work plan, challenges, risks, and implementation schedule.

berSuite
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CyberSuite Forthcoming Activities

The CyberSuite partners are planning their first plenary meeting in Paris in May to
follow up on the project current activities and future planning.

Follow CyberSuite & Interact with us!

More information concerning the project's progress and outcomes will be available
soon.

Stay tuned!!
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CyberSuite’s vision

CyberSuite’s vision is to tackle prevailing challenges in

cybersecurity services by streamlining the design, configuration,

deployment, and management of these services, specifically

catering to SMEs lacking dedicated cybersecurity resources.

The overarching goal is to bridge market gaps by establishing

an easily accessible marketplace for cybersecurity services

tailored to SMEs, fostering simplicity and accessibility in

high-level security, privacy, and trust. Another key aspect is to

ensure seamless integration and interoperability among diverse \//’ g <>
cybersecurity tools and services within a unified platform, g
creating an ecosystem where these solutions collaborate

effectively. Support measures for both supply and demand are o g
included, encompassing a maturity and integration phase for

solutions and a large-scale demonstration involving four

end-users from different sectors. This approach, utilizing a ‘\/)
hybrid online and in-person strategy, aims to engage

commercial partners and customers.

DESIGN CONTINUE®D THE NEXT PAGE

Grant Agreementi01145861 -67-



“dyber

D7.1: Communication, Dissemination, and General Awareness Plan Suztez

Grant Agreementi01145861 -68


















