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Executive summary 

The present deliverable, D5.1: CyberSuite Cybersecurity Academy – Initial report, provides the first 

consolidated description of the CyberSuite Academy, its concept, technical implementation, initial training 

offer and supporting services. It captures the status of the Academy around Month 24 of the project, focusing 

on how it enables skills development, awareness-raising and practical uptake of CyberSuite solutions by 

SMEs, technology providers and other stakeholders. 

The report first defines the concept and objectives of the CyberSuite Academy within the wider CyberSuite 

ecosystem. The Academy is positioned as the project’s main knowledge and capacity-building pillar, bridging 

the gap between technical Assets and their effective use in real organisational environments. It provides 

structured online training, interactive exercises and curated resources that help SMEs understand 

cybersecurity risks and requirements, and support technical professionals in configuring, integrating and 

operating CyberSuite tools. The Academy explicitly targets SME staff and decision-makers, ICT and security 

professionals, staff in pilot organisations, as well as students and early-career professionals seeking to 

strengthen their cybersecurity skills. 

A detailed platform overview describes the Academy’s modular, scalable and secure architecture. The 

platform is implemented on a WordPress-based Learning Management System (LMS) with LifterLMS, 

organised into a layered architecture (front-end, application, data, integration, security). It operates under a 

role-based access model, with clearly defined permissions for administrators, instructors, learners and 

visitors, and follows DPR and accessibility principles. The main functional components include the Courses 

module, Gamification and Cyber Range module, Repository, Webinars module, Support and Helpdesk, and 

basic analytics/export capabilities. Unified navigation links these components with the CyberSuite Platform 

and the Marketplace, ensuring a coherent user experience. 

This deliverable presents the courses and learning framework implemented in the Academy. A common 

instructional methodology and standardised course template ensure consistency across all offerings, with 

modular structures, multimedia content, integrated assessments and clearly defined learning outcomes. At 

this stage, the Academy hosts an initial catalogue of courses covering introductory, intermediate and 

advanced topics such as Cybersecurity Laws and Regulations, Cyber Hygiene, Ethical Hacking Basics, 

Application Vulnerability Testing, Forensic Analysis Techniques and Mastering Cyber Range. A pipeline of 

additional courses planned for 2026 further extends coverage to risk management, secure software 

development, network security, AI-based intrusion detection, cybersecurity policy and emerging 

technologies (e.g. 5G, blockchain). Course-level quality assurance, evaluation surveys and LMS analytics are 

used to refine content and monitor engagement. 

The Repository is described as a centralised digital library that complements the structured courses. It 

organises resources into four main categories (Cybersecurity Fundamentals, Technical Skills Development, 

Operational and Compliance Training, Advanced Technologies and Threats) and a set of subcategories aligned 

with core cybersecurity domains. Each resource entry follows a standard metadata schema (title, type, 

language, difficulty level, tags, category, subcategory, link, etc.), enabling advanced search and filtering by 

topic, type, level and language. A submission and review workflow allows partners to propose new resources 

via a structured form, with quality checks and periodic content review to ensure relevance and sustainability. 

The report also introduces the gamification services and cyber range exercises that bring hands-on, scenario-

based learning into the Academy. Gamification is implemented through lightweight web-based exercises 

embedded via secure iframes, using a flag-based completion mechanism that links back to the LMS. Two 

exercises (Social Engineering and Broken Document Forensics) are already integrated, with three additional 

scenarios planned to complete the full set of five cyber range exercises. These games focus on phishing and 

social engineering, file forensics, password attacks, ransomware response and the link between OSINT and 
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physical security, thereby supporting practical skill development and contributing to incident-response and 

awareness-related KPIs. 

Beyond the core learning components, the deliverable documents other platform features that support user 

experience and project integration. The homepage introduces the Academy’s mission, highlights top courses 

and provides quick links to the CyberSuite Platform and Marketplace. The Webinars section offers access to 

recorded webinars and hackathon materials, ensuring reuse of event outputs for self-paced learning. The 

Support section provides FAQs, a contact form and a general feedback form for platform-level evaluation. 

Basic analytics functions allow administrators to track enrolments, completion counts and user activity, and 

to export data for reporting. 

Finally, the report outlines the initial KPIs and feedback mechanisms and explains how the Academy 

contributes to project-wide indicators related to participation in knowledge-sharing activities, 

interoperability testing, compliance, vulnerability reduction, risk exposure, incident-response exercises and 

information sharing. Course evaluation surveys and platform feedback forms provide structured input for 

continuous improvement, while LMS data supports quantitative monitoring. The communication and 

dissemination section describes how the Academy is promoted through social media, email campaigns, EU-

level platforms (e.g. Digital Skills & Jobs Platform) and partner networks, and how these activities support 

engagement and sustainability. 

As an initial report, D5.1 establishes the conceptual, technical and pedagogical foundations of the CyberSuite 

Academy, documents the components already in place after a year and a half since the start of the CyberSuite 

project, and sets out a clear roadmap for further expansion of courses, gamified exercises, resources and 

promotional activities up to the end of the project. 
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1 Introduction 

This deliverable, D5.1: CyberSuite Cybersecurity Academy – Initial report, presents the first consolidated 

description of the CyberSuite Academy: its concept, platform implementation, initial course catalogue, 

Repository, gamification services, and the quality and monitoring mechanisms that support them. 

It captures the status of the Academy approximately one and a half year after the start of the CyberSuite 

project, when it has already reached a stable operational phase with multiple courses and cyber-range 

exercises available and explains how it is used to strengthen cybersecurity skills and awareness among SMEs, 

technology providers, and other stakeholders who interact with the CyberSuite solutions. 

The structure of the report follows the main functional building blocks of the Academy: 

▪ the overall concept and target audiences, 

▪ the online platform and user roles, 

▪ courses and learning framework, 

▪ gamified and cyber range exercises, 

▪ the Repository and other supporting features (webinars, support, analytics), and 

▪ the initial KPIs, feedback and communication linkages. 

Each chapter is thus aligned with a specific dimension of the Academy’s design and operation. Table 1-1 in 

Section 1.1 summarises how these chapters correspond to the most relevant project activities. 

1.1 Mapping Project’s Outputs 

This section clarifies how the structure and content of D5.1 adhere to the CyberSuite Grant Agreement (GA) 

descriptions for Work Package 5 (WP5 – CyberSuite Raising Knowledge and Awareness Academy)1 tasks and 

related KPIs. Table 1-1 provides a mapping between the relevant WP5 tasks and the chapters of this 

deliverable, together with a brief justification. 

Table 1-1: Adherence to CyberSuite GA Deliverable and Tasks descriptions 

CyberSuite Task Respective document chapter(s) Justification 

T5.1 – Creation of CyberSuite 
Academy 

Ch. 2 – Concept and Objectives of 
the CyberSuite Academy 

Defines the overall concept, 
mission, and strategic role of 
the Academy within 
CyberSuite, which is the core 
focus of T5.1. 

Ch. 3 – Platform Overview Describes the technical 
architecture, user roles, core 
functional modules, and design 
principles of the Academy 
platform implemented under 
T5.1. 

 

1 In the CyberSuite project, Work Packages (WPs) are coherent groups of activities that together deliver the project’s 
objectives. This deliverable refers mainly to WP3 (DevSecOps process), WP4 (CyberSuite use cases demonstration), WP5 
(CyberSuite raising knowledge and awareness academy), WP6 (CyberSuite market ecosystem), and WP7 (dissemination, 
communication and market uptake). 
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CyberSuite Task Respective document chapter(s) Justification 

Ch. 6 – Repository Presents the design, structure, 
functionality, and maintenance 
of the Repository as a key 
supporting component of the 
Academy. 

Ch. 7 – Other Features Details homepage, webinars 
integration, support section 
and analytics as part of the 
Academy’s overall user-facing 
environment. 

Ch. 8 – Initial KPIs and User 
Feedback Mechanisms 

Outlines monitoring and 
feedback mechanisms that 
underpin the operation and 
improvement of the Academy 
as a whole. 

Ch. 9 – Communication and 
Dissemination Linkages 

Explains how the Academy is 
promoted and positioned 
within the wider project 
communication and outreach 
activities. 

T5.2 – CyberSuite Academy 
Training Modules 

Ch. 4 – Courses and Learning 
Framework 

Describes the course design 
methodology, course structure, 
published and upcoming 
courses, and quality 
mechanisms directly related to 
the development of training 
modules. 

T5.3 – CyberSuite Academy 
Gamification and Services 

Ch. 5 – Gamification Services Provides the detailed 
description of the rationale, 
features, implementation 
workflow, and specific cyber 
range exercises developed 
under T5.3. 

1.2 Key Differences Between the Initial and Final Report 

Deliverable D5.1 is the initial report on the CyberSuite Academy, providing the baseline description of the 

concept, platform, first training modules, Repository structure, and early gamification services. 

The final report (D5.2), due at the end of the project, will build on this foundation and present a fully 

consolidated view of the Academy, including the complete training catalogue, the full set of cyber range 

exercises, final usage statistics, and KPI evidence. 

Table 1-2 summarises the main differences in scope and expected content between D5.1 and D5.2. 

Table 1-2: Key Differences Between the Initial and Final Report 

Aspect Initial Report (D5.1) Final Report (D5.2) 

Scope and timing Describes the Academy concept, 
architecture and implementation 
status at the mid-stage of the project 

Provides a comprehensive overview of 
the fully operational Academy at the end 
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Aspect Initial Report (D5.1) Final Report (D5.2) 

(first operational release with active 
users, published courses and initial 
gamification and repository 
content). 

of the project, including all implemented 
features and services. 

Platform 
implementation 

Presents the platform architecture, 
user roles, navigation, and initial 
configuration of the LMS, 
Repository, Webinars, Support and 
Analytics modules. 

Confirms the final configuration of all 
modules, including any refinements, 
additional integrations, and usability or 
accessibility improvements introduced 
during the last year of the project. 

Course catalogue Lists the published courses available 
at the time of writing and outlines the 
pipeline of planned courses for late 
2025–2026. 

Presents the complete course catalogue 
delivered by the end of the project, 
including final numbers of courses per 
category/level, participation statistics and 
key feedback per course. 

Gamification and 
cyber range exercises 

Describes the gamification rationale, 
core features, integration workflow 
and the first implemented exercises, 
with a roadmap for completing the 
full set. 

Documents the full portfolio of cyber 
range exercises, including completion 
rates, qualitative feedback, contribution 
to KPIs (e.g. incident response 
preparedness) and lessons learned from 
their deployment. 

Repository content Defines the Repository structure, 
metadata model, submission 
workflow and first set of uploaded 
resources. 

Provides a consolidated view of the 
Repository content at project end (e.g. 
number and type of resources, languages, 
usage statistics) and discusses how it 
supports sustainability beyond the 
project. 

Analytics, KPIs and 
evaluation 

Introduces initial monitoring 
mechanisms, course evaluation 
surveys, feedback forms and the 
mapping of WP5 activities to project 
KPIs. 

Includes final analytics and KPI-related 
evidence derived from Academy usage 
(e.g. number of learners, completions, 
cyber range participation), summarising 
how WP5 contributed to the achievement 
of the KPIs defined in the DoA. 

Communication and 
sustainability 

Outlines the planned communication 
linkages and initial promotion 
activities for the Academy. 

Summarises the concrete communication 
results related to the Academy (e.g. 
promotional campaigns, external 
visibility) and presents the final 
sustainability and post-project 
maintenance approach. 
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2 Concept and Objectives of the CyberSuite Academy 

CyberSuite offers a portfolio of cybersecurity services (“Assets”) addressing different security needs across 

the DevSecOps lifecycle of an organisation’s software and technological infrastructure. These Assets are 

made available through the CyberSuite Framework, which provides a modular and extensible environment 

for integrating tools, managing services, and supporting SME-facing use cases. 

Within this context, the CyberSuite Academy is conceived as the project’s knowledge and capacity-building 

pillar. It provides a structured learning environment in which SMEs, technology providers and other 

stakeholders can acquire the skills and understanding needed to effectively adopt, configure, and benefit 

from the CyberSuite solutions. 

The main objectives of the CyberSuite Academy are to: 

• Provide accessible, structured online training on core and advanced cybersecurity topics relevant to 

SMEs and CyberSuite use cases. 

• Support the practical uptake of CyberSuite Assets, by embedding examples, demonstrations, and 

exercises that reflect the tools and scenarios developed in other WPs. 

• Offer interactive learning experiences (including gamification and cyber range exercises) that 

simulate realistic cybersecurity incidents and decision-making processes. 

• Curate and maintain a Repository of high-quality cybersecurity resources that extends and 

complements the Academy’s training offer. 

• Contribute to the achievement of project KPIs related to awareness, skills development, incident 

response readiness, and stakeholder engagement. 

The Academy thus bridges the gap between the technical developments of CyberSuite and their effective 

adoption and use in real organisational environments. 

2.1 Strategic Role within CyberSuite 

The CyberSuite Academy plays a strategic role in the overall project architecture by acting as the primary 

entry point for learning, awareness and skills development around the CyberSuite solutions. 

Its strategic functions include: 

▪ Onboarding SMEs and end users to the CyberSuite ecosystem, explaining the value proposition of 

the Framework, Marketplace and Assets in an accessible way. 

▪ Translating technical outputs from WP3 and WP4 (framework, tools, integration) into operational 

knowledge through courses, demonstrations and guided activities. 

▪ Providing the environment in which WP5 cyber range exercises and WP6 hackathon materials can 

be reused as structured learning experiences, acting as adoption accelerators and hands-on 

onboarding channels for CyberSuite tools and services. 

▪ Supporting WP7 impact and KPI monitoring by generating evidence on training participation, skill 

improvement and engagement in knowledge-sharing activities (e.g. registrations, course 

completions, user progression across training pathways). 

▪ Acting as a sustainability vehicle, by hosting reusable training content and resources that can remain 

available beyond the project’s lifetime. 
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The CyberSuite Academy directly supports the objectives of the Digital Europe Programme by strengthening 

cybersecurity skills and capacity among European SMEs and digital professionals. By offering free, practice-

oriented training, exercises and curated resources, the Academy helps reduce skills gaps, improve 

organisational resilience against cyber threats, and facilitate the adoption of trusted European cybersecurity 

solutions. 

By positioning the Academy as the central learning hub connected to the CyberSuite Platform, Marketplace 

and Repository, the project ensures that technical innovation is accompanied by appropriate capacity-

building for its intended users. 

2.2 Target Audiences 

The CyberSuite Academy is designed to serve a set of clearly defined target audiences that are directly or 

indirectly involved in the adoption and operation of cybersecurity solutions. 

The main target groups include: 

▪ SME staff and decision-makers: Owners, managers, and team leaders in SMEs who need to 

understand cybersecurity risks, regulatory obligations, and available CyberSuite services, as well as 

non-technical staff who require basic cyber hygiene skills and awareness. 

▪ Technical professionals and ICT teams: Developers, system administrators, security engineers and 

IT personnel responsible for implementing, configuring, or integrating cybersecurity tools and 

technology providers participating in the CyberSuite ecosystem and contributing Assets to the 

Framework and Marketplace. 

▪ End users in pilot organisations and sectors: Staff from the sectors involved in CyberSuite use cases 

(e.g. energy, digital services, local authorities), who participate in pilots, cyber range exercises, and 

hackathons. 

▪ Students, early-career professionals and trainees: Individuals seeking to strengthen their 

cybersecurity skills and improve employability by following structured training paths and obtaining 

certificates. 

These audiences are addressed through differentiated course levels (beginner, intermediate, advanced), 

tailored learning paths ligned with the European Cybersecurity Skills Framework (ECSF) and practical 

exercises that reflect their roles and responsibilities. Registration fields such as role, industry, country and 

SME status also support targeted analysis and reporting on the Academy’s reach and impact; these data are 

collected in line with GDPR principles and used solely for anonymised impact monitoring and reporting 

purposes. 
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3 Platform Overview 

3.1 Platform Architecture 

The CyberSuite Academy platform has been designed as a modular, scalable, and secure online learning 

environment that integrates seamlessly with the overall CyberSuite ecosystem. Its architecture ensures 

flexibility for continuous content expansion, interoperability with gamified and cyber-range components, and 

compliance with European data-protection and accessibility standards. 

3.1.1 Technical Backbone 

The Academy is powered by a WordPress-based Learning Management System (LMS) enhanced with a 

dedicated learning module (LifterLMS). This setup provides a stable framework for content delivery, learner 

progress tracking, certification, and analytics. The choice of WordPress and LifterLMS is based on widely 

adopted, well-supported open-source technologies, which facilitates long-term maintainability, reduces 

vendor lock-in, and supports the sustainability of the Academy with comparatively low operational and 

exploitation costs. 

The CyberSuite Academy follows a five-layer modular architecture (see Figure 3-1) that ensures scalability, 

interoperability, and security across all its components. Each layer has a distinct function within the overall 

system: 

▪ Front-end Layer: Provides the user interface (UI) and navigation through the Academy portal. It 

supports responsive design for all devices and follows basic WCAG 2.1 accessibility principles. 

▪ Application Layer: Acts as the LMS engine, managing courses, learning paths, user progress, 

certificates, and embedded gamification logic. 

▪ Data Layer: Maintains all core information in a secure MySQL database, including user profiles, 

course records, completion data, and system logs. 

▪ Integration Layer: Enables interoperability through APIs and plugins that connect the Academy with 

other CyberSuite components such as the Repository and Gamification (Cyber Range modules). 

▪ Security Layer: Ensures data protection and platform integrity through SSL encryption, firewall 

mechanisms, regular backups, and GDPR-compliant data storage and management. 
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Figure 3-1: CyberSuite Academy system architecture overview 

This layered structure allows for modular expansion, i.e., adding new functionalities such as additional cyber-

range exercises or improved analytics on learner activity and course performance without affecting the 

platform’s stability or existing workflows. 

The platform is hosted on a secure infrastructure with HTTPS enabled and routine maintenance and updates 

performed by the technical team to support availability and data protection. 

3.1.2 Integration with the CyberSuite Ecosystem 

The CyberSuite Academy functions as a central hub that connects and supports the other key components 

of the CyberSuite ecosystem, ensuring a seamless user experience and coherent visual identity across all 

project services. 

▪ Gamification including Cyber Range modules are integrated through secure API endpoints that 

transmit completion data, badges, and performance indicators directly to the LMS, updating the 

user’s learning profile and progress dashboard. 

▪ The Repository is embedded within the Academy through dedicated navigation menus and category 

pages, providing direct access to curated educational materials, guides, and EU-level cybersecurity 

resources from within each course. 

▪ Analytics and KPI dashboards aggregate usage data from course participation, repository access, and 

gamified exercises, feeding into project-wide performance monitoring and reporting activities. 

The CyberSuite Academy maintains consistent branding and domain identity with the project’s visual 

identity, creating a unified visual and functional experience across the ecosystem. 

From the Academy homepage, users can directly access the other CyberSuite services through the top 

navigation bar (see Figure 3-2), including: 

▪ CyberSuite Platform: access to the suite of cybersecurity tools developed under WP4. 

▪ Marketplace: a curated space for cybersecurity solutions, training offerings, and partner tools. 

▪ CyberSuite project portal: the entry portal of the project to the CyberSuite platform, marketplace 

and Academy, providing news, public deliverables, and updates. 

Front-end Layer

• User Interface 
(Homepage, Course 
Pages, Repository 
Access)

Application Layer

• LMS Engine – Course 
Logic, Progress 
Tracking, Certificates

Data Layer

• MySQL Database –
User Data, Course 
Records, Logs

Integration Layer

• APIs linking 
Gamification, 
Repository & Cyber 
Range

Security Layer

• SSL, GDPR, Role-based 
Access, Backups
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Figure 3-2: Integration Links on the CyberSuite Academy Homepage 

In future iterations, the Academy will be more tightly integrated with the CyberSuite Marketplace. Planned 

enhancements include shared user authentication where feasible, listing Academy courses and resources 

directly alongside Marketplace services, and cross-linking technical documentation so that users can move 

seamlessly from a service listing to the relevant training material. In the longer term, Marketplace vendors 

may also be able to provide their own training modules through the Academy, further enriching the learning 

offer and strengthening the link between services and capacity-building. 

3.1.3 Scalability and Maintenance 

The architecture allows straightforward scaling. New courses, interactive content, and resource categories 

can be added without structural modification. Routine maintenance and updates are carried out by JOIST’s 

technical team, ensuring system stability, compatibility with third-party modules, and continuous availability. 

Ownership of the Academy platform and its content remains within the CyberSuite consortium, and the 

current setup is designed so that, after project end, technical maintenance and content updates can be 

transferred to a designated partner or hosting organisation at low cost. The details of post-project 

maintenance, governance and ownership arrangements will be further specified in the Academy’s 

sustainability and maintenance plan. 

3.2 User Roles and Permissions 

The CyberSuite Academy platform operates on a role-based access control (RBAC) model that ensures 

secure, organized, and differentiated access to the platform’s functionalities. 

This model supports efficient content management, personalized learning experiences, and compliance with 

data protection principles (GDPR). 

In particular, access to learner data is restricted on a need-to-know basis: administrators manage platform 

configuration and user accounts, while instructors only access course-related information that is necessary 

to support teaching and improvement (e.g. enrolment numbers, progress and assessment results). Wherever 

possible, analytics are presented in aggregated or pseudonymised form, and instructors do not have access 

to unnecessary personal data beyond what is required for learning support and reporting in line with GDPR. 

3.2.1 Role Hierarchy 

The platform defines four main user roles, each associated with specific permissions and responsibilities, as 

described in  
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Table 3-1: User Roles and Permissions in the CyberSuite Academy 

Role Description and Access Rights 

Administrator Responsible for the overall management and technical configuration of the platform. 

Administrators can create, edit, and delete content; manage users and roles; configure 

plugins and integrations; and oversee analytics and reporting. This role is limited to a 

small number of designated staff to ensure platform security. 

Instructor / 

Content Creator 

Authorized to design and upload courses, materials, and interactive content (e.g., 

quizzes, gamified activities). Instructors can track learner progress and update 

repository items related to their courses. 

Learner / 

Registered User 

The main user group accessing the Academy. Learners can enrol in courses, participate 

in cyber-range exercises, download repository materials, attend webinars, and earn 

certificates and badges. Each learner’s progress and achievements are stored in their 

personal dashboard. 

Visitor / Guest Public users who can browse the Academy homepage and access general information 

about available courses, webinars, and resources. Enrolment and participation in 

courses require registration. 

3.2.2 Permission Management 

Each user role is linked to a defined set of permissions configured within the Learning Management System 

(LMS). The permission management system ensures that: 

▪ Only Administrators can modify the structure and configuration of the platform. 

▪ Instructors have editing rights restricted to their own courses and materials. 

▪ Learners can access content, submit assignments, and participate in gamified exercises, but cannot 

modify system components. 

▪ Visitors can only view public information and are prevented from accessing user data or restricted 

materials. 

3.2.3 Authentication and Data Protection 

All registered users access the platform through a secure authentication process. User accounts are 

protected with strong password rules, and all communication between the client and the server is encrypted 

via HTTPS. Session management mechanisms automatically log users out after periods of inactivity to reduce 

the risk of unauthorized access. User authentication is handled securely by the LMS, while access to user data 

is restricted through role-based permissions, in line with GDPR principles. 

3.2.4 User Registration and Onboarding 

Access to the CyberSuite Academy requires the creation of a user account through a secure sign-up form 

integrated in the platform. The registration process is designed to collect only the minimum necessary 

information to enable access, learning tracking, and reporting, while ensuring full compliance with GDPR and 

transparency principles. 
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Figure 3-3: User Registration Form 

During registration, users provide the following details: 

▪ Email address, username, and password (minimum 8 characters, alphanumeric with at least one 

capital letter). 

▪ First and last name (used for certificates and personalized dashboards). 

▪ Gender (optional, for anonymized statistical reporting). 

▪ Position/Role (e.g., manager/supervisor/team lead, employee, freelancer/consultant, 

owner/proprietor, job seeker, other). If “Other” is selected, an open field allows specification. 

▪ Country and Industry (for project reporting and impact measurement). Additional fields appear if 

“Other” is selected. 

▪ SME employment status (Yes/No question, used for Digital Europe KPI reporting). 

▪ Consent checkboxes for: 

• Subscription to the CyberSuite newsletter and related content (optional and fully 

independent from access to the Academy, users can choose to receive updates without this 

affecting their ability to register or use the platform). 

• Agreement with the Privacy Policy and Terms of Use (mandatory for registration). 

After submitting the form, users receive a confirmation email to verify their address and activate their 

account. Once activated, they can sign in, update their profile, and access courses, repository materials, or 

webinars according to their assigned role. 

3.2.5 User Profile Management 

Each registered user in the CyberSuite Academy has a personal profile through which they can manage their 

account information, security settings, and visibility within the platform. 
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Figure 3-4: User Profile Interface 

The profile interface allows users to: 

▪ View and update their display name, professional position, and short biography (shown publicly on 

course pages or instructor lists). 

▪ Upload a profile image (recommended size: 1140 × 220 px). 

▪ Add social media links (LinkedIn, Facebook, X, Instagram) to enhance networking and professional 

visibility within the community. 

▪ Configure email notifications, choosing whether to receive weekly or monthly learning activity 

reports. 

▪ Manage passwords and security settings directly through the profile dashboard. 

In line with GDPR provisions (Articles 15–20), users may exercise their data protection rights – including 

access, rectification, export and deletion of their personal data – by submitting a request through the 

Academy’s designated contact or support channels. 

For instructors, the profile also includes metadata such as the number of published courses, reviews, and 

uploaded learning materials. 

3.3 Functional Components 

The CyberSuite Academy combines a series of inter-connected functional modules that together form a 

comprehensive digital learning environment. Each component contributes to the delivery of interactive 

training, community engagement, and analytics in line with the project’s cybersecurity capacity-building 

objectives. 

3.3.1 Courses Module 

This is the core element of the platform, enabling the creation, delivery, and monitoring of online courses. 

Key functionalities include: 

▪ Course catalogue with filters by topic, difficulty level, and duration. 

▪ Structured learning paths composed of modules, lessons, quizzes, and assignments. 

▪ Multimedia support for videos, downloadable files, and interactive exercises. 

▪ Automated progress tracking, badging, and certificate generation upon completion. 

▪ Instructor dashboard for course updates and learner analytics. 



D5.1: CyberSuite Cybersecurity Academy – Initial report  
 

 Grant Agreement: 101145861 -27- 
 

▪ Learner dashboard summarising enrolled courses (see Figure 3-5), completion status, and earned 

certificates. 

 

Figure 3-5: Learner dashboard with overview of enrolled courses and completion status. 

3.3.2 Gamification and Cyber Range Module 

Developed under WP5 and WP6, this component introduces interactive learning through game-based 

challenges. It integrates seamlessly with the LMS, allowing completion data and performance indicators to 

update user progress automatically. Features include: 

▪ Scenario-based simulations (e.g., phishing detection, forensic analysis). 

▪ Flag and badge system recognising successful completion. 

▪ Optional leaderboards and experience-point tracking. 

▪ Secure communication between the cyber-range backend and the LMS database through API 

endpoints. 

This module enhances engagement, promoting experiential learning through realistic cybersecurity 

scenarios. 

3.3.3 Repository Module 

The Repository serves as the knowledge hub of the Academy. It hosts curated materials such as guides, EU 

reports, infographics, videos, and templates that complement the formal courses. Functional highlights: 

▪ Categorisation by theme, type and level. 

▪ Search and filtering tools for quick retrieval. 

▪ Cross-linking with relevant courses and webinars. 

A detailed description of the Repository’s structure, resource types and maintenance processes is provided 

in Chapter 6. 

3.3.4 Webinars Module 

The Webinars and Recorded Events module provide users with access to video-based learning materials 

produced throughout the CyberSuite project. It aggregates recorded webinar sessions, training videos, and 

hackathon-related content in a single area of the Academy, enabling learners to revisit key project outputs 

at their own pace. 

Key functionalities include: 

▪ Access to recorded webinar sessions delivered by CyberSuite partners and invited experts. 
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▪ Access to hackathon-related materials, including selected recordings and supporting content where 

available. 

This module enriches the Academy with audiovisual resources that complement the structured courses and 

repository materials. Further details on the available webinar recordings and hackathon materials are 

presented in Section 7.2. 

3.3.5 Support and Helpdesk Module 

To ensure continuous assistance for users, the platform includes a Support section offering: 

▪ FAQs and troubleshooting articles. 

▪ Contact form for technical or learning-related queries. 

▪ Feedback form for evaluating the CyberSuite Academy experience. 

The Support section and its components are described in more detail in Section 7.3. 

3.3.6 Analytics and Reporting Module 

All Academy activities generate structured data that can be exported from the LMS to support internal 

monitoring and reporting, including information on course enrolments, completion, and resource usage (see 

Section 7.4 for details). In addition to platform administration, these analytics provide the evidence base for 

tracking user growth, course completion patterns and participation in cyber-range exercises, and for 

monitoring how SMEs and other stakeholders engage with the Academy over time. 

Key indicators already monitored include the number of registered users, active learners per course, 

completion counts, certificates issued and participation in gamified exercises. These data feed into the 

project’s impact and KPI monitoring framework described in Section 8, ensuring that Academy usage and 

adoption can be measured quantitatively and reported transparently. 

3.3.7 Integration and Navigation 

All modules are interconnected through a unified navigation menu, ensuring intuitive movement across: 

▪ Academy Homepage 

▪ Courses 

▪ Repository 

▪ Webinars 

▪ Gamification 

▪ Support 
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Figure 3-6: Navigation menu of the CyberSuite Academy 

This integration reinforces the Academy’s role as the central learning gateway within the broader CyberSuite 

ecosystem. 

3.4 Design Principles 

The CyberSuite Academy has been developed following a set of design principles that aim to ensure clarity, 

ease of use and responsible handling of user data. These principles guide both the technical implementation 

and the user experience across the platform. 

3.4.1 Accessibility 

The platform’s design considers basic accessibility considerations, drawing on the Web Content Accessibility 

Guidelines (WCAG 2.1) as a reference. At this stage of the Academy, the focus is on providing a clear page 

structure with consistent headings and layouts, readable typography and sufficient text–background contrast 

in the main interface, and a responsive design so that content can be accessed from different devices 

(desktop, tablet, and mobile). Further accessibility improvements, such as systematic testing with assistive 

technologies and more detailed conformance checks, are planned in future iterations of the platform. 

3.4.2 Usability and UI/UX Approach 

The CyberSuite Academy follows a learner-centred UI/UX approach, aiming to keep navigation simple and 

intuitive. Key design choices include a clean layout where key actions (such as “Start course”, “Watch 

session”, and “Download material”) are prominently visible, as well as consistent navigation menus across 

the homepage, courses, repository, and webinars. Each page includes a limited number of visual elements to 

reduce cognitive load, while the consistent use of CyberSuite colours, typography, and iconography 

reinforces the project’s identity and helps users orient themselves. This approach supports users in quickly 

understanding where to find content and how to continue their learning path. 

3.4.3 Multilingual Readiness 

Although the initial version of the Academy is available in English, the platform has been configured to be 

ready for future multilingual support. This includes the use of content structures and plugins that can 

support translation of interface elements and course content, UTF-8 character encoding to allow correct 

display of all European languages, and a clear separation of content and layout so that additional language 

versions can be added without redesigning the interface. This design choice allows the consortium, or future 

maintainers, to extend the platform to further languages if required. 

3.4.4 GDPR and Data Protection 

The CyberSuite Academy is designed in line with the principles of the General Data Protection Regulation 

(GDPR). All user registration and login processes are carried out over encrypted HTTPS connections, and users 

explicitly agree to the Privacy Policy and terms of use during registration, with the option to choose whether 
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to receive project-related communications (such as the newsletter). Only the data necessary for learning 

activities and reporting is collected (e.g. name, email, country, SME status), following the principle of data 

minimisation. Access to user data is restricted through role-based permissions within the platform, while 

regular backups and security updates are applied to reduce the risk of data loss or unauthorised access. 

Further refinements to data-protection procedures can be incorporated as the Academy evolves and more 

usage data becomes available. 
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4 Courses and Learning Framework 

4.1 Course Design Methodology 

The CyberSuite Academy adopts a competence-based digital learning methodology designed to ensure 

clarity, consistency, and practical relevance across all training courses. The approach focuses on delivering 

short, structured, and outcome-oriented content tailored to the needs of SMEs, professionals, and learners 

with varying levels of cybersecurity knowledge. Each course is developed around specific, measurable 

learning outcomes aligned with recognised European frameworks such as the European Cybersecurity Skills 

Framework (ECSF) and DigComp 2.2 where relevant. Learning outcomes guide the selection of content, the 

development of activities, and the design of assessments, ensuring that each course delivers concrete skills 

and knowledge. 

The selection of Academy course topics was guided by three main inputs: 

▪ The technical gaps and maturity findings of WP2 (D2.1 and D2.2), which revealed training needs 

related to the effective use, configuration and operationalisation of the CyberSuite tools. 

▪ The training needs identified in earlier project activities (including requirements to familiarise users 

with CyberSuite tools and workflows). 

▪ The needs of the pilot demonstrators in sectors such as energy, eHealth, mobility and agrifood. 

▪ SME cybersecurity skill gaps documented in EU-level frameworks and literature (e.g. ECSF, NIS2-

related obligations). 

Within this context, each consortium partner proposed and developed courses in areas where they have 

established expertise, ensuring that the Academy covers both foundational knowledge and the specific 

competences needed to use the CyberSuite solutions in practice. 

4.1.1 Standardised Course Template 

To maintain consistency across all Academy offerings, courses follow a standardised structure that includes: 

▪ A Course Overview (description, objectives, target audience, prerequisites). 

▪ A clear modular structure (modules, lessons, estimated duration). 

▪ A mix of learning materials (videos, readings, slides, simulations). 

▪ Integrated assessments (quizzes, knowledge checks, interactive tasks). 

▪ Defined learning outcomes for each module. 

▪ Optional engagement elements, such as discussions or interactive scenarios. 

This template ensures a coherent user experience and simplifies navigation for learners. 

4.1.2 Modular and Micro-Learning Approach 

Courses are designed using a modular and micro-learning philosophy, allowing learners to progress in small, 

manageable segments. This approach supports flexible, self-paced learning and facilitates frequent updates 

and content expansion. Where appropriate, courses incorporate scenario-based exercises, interactive 

elements, and hands-on tasks or decision-making activities, which reinforce applied learning and align with 

the project’s goal of strengthening cybersecurity capabilities. All course authors follow shared internal 

guidelines covering clarity of explanations, multimedia use, accessibility considerations, and alignment with 

the Academy’s visual and instructional design principles. This methodology ensures that courses remain 

educationally robust, user-friendly, and suitable for diverse learner profiles. 
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4.2 Course Structure 

All CyberSuite Academy courses follow a consistent and clearly defined structure to support ease of 

navigation, predictable learning flow, and pedagogical coherence. This structure ensures that learners 

understand what to expect from each course and can progress through the material in a logical and 

manageable way. 

 

Figure 4-1: Course Catalogue View 

4.2.1 Course Description 

Each course begins with a concise overview that includes: 

▪ Short description of the course purpose (50–200 words). 

▪ Learning objectives outlining what the learner will be able to do upon completion. 

▪ Level of expertise required to attend the course. 

▪ Estimated duration. 

The overview helps learners quickly assess the relevance and suitability of the course. 

 

Figure 4-2: Single Course Page Layout 

4.2.2 Modular Structure 

Courses are organised into modules and lessons, allowing content to be delivered in small, coherent 

segments. A standard course structure includes 2–5 modules, each focusing on a key topic or theme, with 

lessons within each module that combine explanatory text, visuals, and multimedia elements. Modules are 

designed to be completed sequentially, but each remains self-contained to support flexible learning. 
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4.2.3 Learning Materials 

A variety of learning materials are used across the courses to enhance engagement and support different 

learning styles. These include: 

▪ Interactive flipbooks (interactive page-turning documents with embedded media or graphics) 

▪ Instructional videos 

▪ Interactive exercises (e.g., drag-and-drop, matching, decision-making tasks) 

▪ Learning activities such as quizzes, reflection prompts, or guided tasks 

▪ Further reading material, including articles, PDFs, and infographics 

▪ Links to relevant items in the Repository (toolkits, guidelines, EU resources) 

 

Figure 4-3: Course lesson with embedded learning materials and navigation controls 

 

Figure 4-4: Interactive flipbooks 

 

Figure 4-5: Interactive exercises 

 

Figure 4-6: Material available for download 

 

Figure 4-7: Further reading material 

 

All materials are embedded directly within the LMS to ensure seamless access and an uninterrupted learning 

experience. 
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4.2.4 Assessments 

Assessments are incorporated throughout the course to reinforce learning and allow learners to self-evaluate 

their progress. Depending on the course, these may include: 

▪ Short quizzes at the end of modules 

▪ Multiple-choice knowledge checks 

▪ Scenario-based questions 

▪ True/False questions. 

 

Figure 4-8: Multiple choice quiz of a module 

 

Figure 4-9: True/False questions 

Assessment results contribute to completion tracking and badge allocation. 

4.2.5 Completion and Certification 

Courses conclude with: 

▪ A summary or final lesson 

▪ A completion check (final quiz or required activity) 

▪ Automatic certificate generation 

 

Figure 4-10: Course Completion Check and Certificate generation 

Certificates appear in the learner’s dashboard, can be downloaded in digital format, and can also be shared 

directly through LinkedIn, enabling learners to showcase their achievements on their professional profiles. 

4.3 Training Areas, Learning Paths and Published Courses 

Τo support progressive skills development, the CyberSuite Academy organises its training offer into thematic 
Training Areas, each structured across three competency levels: Beginner, Intermediate and Advanced. This 
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structure allows learners to follow clear learning pathways, from basic awareness to applied and advanced 
technical skills.The main training areas identified for the CyberSuite Academy are: 
 

▪ Introduction to Cybersecurity 

▪ System and Application Security 

▪ Network Security 

▪ Advanced Threat Analysis and Management 

▪ Cybersecurity Ethics and Laws 

▪ Cybersecurity Leadership & Strategy 

▪ Emerging Technologies and Security 

Each Training Area groups related courses and supports vertical progression of competencies in line with 

ECSF role profiles. 

Figure 4-11 provides an at-a-glance view of all CyberSuite Academy courses—both already published and 

planned—grouped by thematic category and indicating whether each course is currently available or 

scheduled for future release. 

 

Figure 4-11: Overview of CyberSuite Academy courses by thematic category and development status 

4.3.1 Published Courses 

The CyberSuite Academy currently offers a set of structured online courses covering fundamental and 

advanced cybersecurity topics. These courses are organised by thematic category and difficulty level and are 

Beginner

Introduction to 
Cybersecurity

Cyber Hygiene

Common Threats and 
Vulnerabilities

Basic Risk Management

Fundamental Security 
Principles

Basic Encryption and 
Authentication Methods

Safe Practices for Everyday Digital 
Life

Cybersecurity Ethics and 
Laws

Ethical Hacking Basics

Overview of Cybersecurity Laws 
and Regulations

Cybersecurity Ethics and Laws: 
What Everyone Should Know

Intermediate

Network Security

Firewall and Intrusion Detection 
Systems (IDS)

Secure Network 
ArchitecturesVPNs and Secure 

Network Protocols

Cybersecurity analytics 

System and Application 
Security

Secure Software Development Life 
Cycle (SDLC)

Application Vulnerability Testing

Patch ManagementPentesting

Advanced

Advanced Threat Analysis 
and Management

Forensic Analysis Techniques

AI-based intrusion detection

Cybersecurity Leadership 
and Strategy

Cybersecurity Policy Formulation 
and Implementation

Emerging Technologies 
and Security

Security in Blockchain Technologies

Penetration testing of 5G 
networks

CTI (OSINT, Honeypots and 
Routing)
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accessible to all registered learners. Each course has been designed following the Academy’s instructional 

methodology and includes multimedia learning materials, assessments, and completion tracking. 

Table 4-1: Published Courses in the CyberSuite Academy 

Category Course Title Level Access Short Description 

Introduction 
to 
Cybersecurity 

Basic Encryption 
and 
Authentication 
Methods 

Beginner Link Explains essential cryptographic 
principles, encryption mechanisms, 
and authentication methods used to 
secure digital information. 

Ethical Hacking 
Basics 

Beginner Link Introduces ethical hacking 
methodologies, tools, and 
reconnaissance techniques within a 
controlled and responsible testing 
context. 

Cyber Hygiene Beginner Link Provides learners with core cyber 
hygiene practices to protect personal 
and organisational digital 
environments from common threats. 

Cybersecurity 
Ethics and 
Laws 

Cybersecurity 

Laws and 

Regulations 

Beginner Link Introduces SMEs to core 

cybersecurity-related legislation and 

regulatory obligations at EU level, 

including practical compliance 

guidance. 

System and 
Application 
Security 

Application 
Vulnerability 
Testing 

Intermediate Link Presents fundamental approaches 
for identifying and analysing 
application vulnerabilities using 
common security testing tools. 

Advanced 
Threat 
Analysis and 
Management 

Forensic Analysis 
Techniques 

Intermediate Link Covers key digital forensics methods 
across network, memory, disk, and 
mobile domains, including evidence 
acquisition and analysis workflows. 

Mastering Cyber 

Range 

Advanced Link Provides hands-on experience with 

the cyber range environment, 

focusing on threat analysis and 

incident response scenarios. 

 

Training Area: Introduction to Cybersecurity – Beginner 

Cyber Hygiene 

 

Category: Introduction to Cybersecurity | Level: Beginner 
This course delivers essential cyber hygiene practices for everyday digital 

safety. Topics include password management, phishing detection, device 

protection, and secure browsing practices. It is particularly suited for 

SME staff and non-technical users seeking practical security habits. 

 

https://academy.cybersuiteproject.eu/courses/basic-encryption-and-authentication-methods/
https://academy.cybersuiteproject.eu/courses/ethical-hacking-basics/
https://academy.cybersuiteproject.eu/courses/cyber-hygiene/
https://academy.cybersuiteproject.eu/courses/cybersecurity-laws-regulations/
https://academy.cybersuiteproject.eu/courses/application-vulnerability-testing/
https://academy.cybersuiteproject.eu/courses/forensic-analysis-techniques/
https://academy.cybersuiteproject.eu/courses/mastering-cyber-range-session-1/
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Basic Encryption and Authentication Methods 

 

Category: Introduction to Cybersecurity | Level: Beginner 
This foundational course explores the principles of encryption and 

authentication. Learners gain an understanding of how cryptographic 

techniques safeguard information, and how authentication methods 

verify user identity in digital systems. 

 

 

Ethical Hacking Basics 

 

Category: Introduction to Cybersecurity | Level: Beginner 
This course provides an introduction to ethical hacking concepts and 

responsible security testing. It covers reconnaissance, vulnerability 

scanning, and basic exploitation techniques, enabling learners to 

understand how attackers operate and how systems can be protected. 

 

 

Training Area: Cybersecurity Ethics and Laws  

Cybersecurity Laws and Regulations 

 

Category: Cybersecurity Ethics and Laws | Level: Beginner 
This course introduces small and medium-sized enterprises to the 

essential legal and regulatory requirements related to cybersecurity. It 

provides an overview of key EU frameworks, supports learners in 

understanding their obligations, and offers practical steps to promote 

compliance within organisational settings. 
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Training Area: System and Application Security 

Application Vulnerability Testing 

 

Category: System and Application Security | Level: Intermediate 
This course focuses on identifying and analysing application security 

vulnerabilities. Learners are introduced to security testing tools, 

methodologies for vulnerability assessment, and common weaknesses 

found in software applications. 

 

 

Training Area: Advanced Threat Analysis and Management | Level: Advanced 

Mastering Cyber Range 

 

Category: Advanced Threat Analysis and Management | Level: 
Advanced 
This advanced course familiarises learners with the CyberSuite cyber 

range environment. It enables participants to engage in hands-on 

threat analysis, examine simulated attack scenarios, and develop 

practical skills relevant to incident detection and response. 

 

Forensic Analysis Techniques 

 

Category: Advanced Threat Analysis and Management | Level: 
Intermediate 
This course introduces learners to core forensic analysis methodologies, 

including network, memory, disk, and mobile forensics. It presents 

structured investigative workflows and foundational tools used for the 

identification and examination of digital evidence. 

 

 

4.4 Upcoming Courses (2026 Pipeline) 

The CyberSuite Academy has a significant number of new courses planned for release in 2026. These courses 

will expand the Academy’s thematic coverage across introductory, intermediate, and advanced cybersecurity 

topics. They will also strengthen the Academy’s alignment with the European Cybersecurity Skills Framework 

by addressing practical skills in threat mitigation, system security, and emerging technologies. 

Table 4-2 summarises the upcoming courses planned for release by June 2026, including their category, level, 

responsible partner, and expected delivery timeline. 
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Table 4-2: Upcoming Courses planned for release in late 2025 and 2026. 

Category Course Title Level Responsible 

Partner 

Planned 

Delivery 

Introduction to 
Cybersecurity 

Common Threats and 

Vulnerabilities 

Beginner JOIST Feb 2026 

Basic Risk Management Beginner JOIST Jan 2026 

Cybersecurity Awareness & 
Human Risk Management for 
SMEs 

Beginner UBITECH Jan 2026 

System and Application 
Security 

Secure Software Development 

Life Cycle (SDLC) 

Intermediate UBITECH Jan 2026 

Pentesting Intermediate MI June 2026 

Safe Configuration of Digital 
Systems for SMEs 

Beginner UBITECH Feb 2026 

Network Security Cybersecurity Analytics Intermediate MI  June 2026 

VPNs and Secure Network 
Protocols 

Intermediate IQB TBD 

Firewall and Intrusion Detection 
Systems (IDS) 

Intermediate IQB TBD 

Essential Network Security for 
Small Businesses 

Beginner UBITECH Mar 2026 

Advanced Threat 
Analysis and 
Management 

AI-Based Intrusion Detection Advanced MI  June 2026 

Cybersecurity 
Leadership and 
Strategy 

Cybersecurity Policy 

Formulation and 

Implementation 

Advanced UBITECH Apr 2026 

Penetration Testing of 5G 

Networks 

Advanced MI Oct 2026 

CTI (OSINT, Honeypots, and 

Routing) 

Advanced MI Oct 2026 

Security in Blockchain 
Technologies 

Advanced IQB TBD 

Using the CyberSuite Platform, 
Marketplace & Tools in Practice 

Intermediate UBITECH June 2026 

4.5 Quality and Evaluation Mechanisms 

The CyberSuite Academy applies a structured quality assurance and evaluation framework to ensure that 

all courses are pedagogically sound, technically reliable, and relevant to the needs of learners. Quality is 

monitored at three levels: (a) internal review before publication, (b) learner feedback through course 

evaluation surveys, and (c) ongoing monitoring of platform analytics. 

4.5.1 Internal Quality Assurance 

Before a course is published on the Academy, the course structure and content are checked against the 

common course template and the course design methodology described in Section 4.1. A peer review is then 
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performed by the designated reviewer partner (as defined in the WP5 course plan), focusing on clarity, 

accuracy, and alignment with project objectives. In parallel, a technical validation is carried out in the LMS 

to verify navigation, the correct display of learning materials (videos, flipbooks, interactive activities), the 

proper functioning of quizzes and assessments, and the correct triggering of completion and certification. 

Any issues identified during these checks are addressed prior to making the course publicly available. 

4.5.2 Learner Feedback and Course Evaluation Surveys 

To systematically gather learner feedback, each course includes a Course Evaluation Survey that is accessible 

at the end of the learning path. 

  

 

Figure 4-12: Course Evaluation Survey (Excerpts) 

As shown in Figure 4-12, the survey is introduced with a short message highlighting the importance of 

feedback and clearly stating that responses are anonymous and used solely for course improvement. It 

collects basic profile information (gender, role/organisational profile, country) to support anonymised 

analysis and KPI reporting and asks learners to select the course they participated in, rate their prior 

knowledge of the subject, and indicate how they heard about the course. 

The main body of the survey is structured into thematic sections, each using a 5-point Likert scale (1 = 

Strongly Disagree, 5 = Strongly Agree): 

▪ Course Content – clarity, relevance, and usefulness of the material. 

▪ Learning Experience – ease of navigation, pacing, engagement, and usefulness of interactive 

elements (quizzes, activities). 

▪ Application and Outcomes – confidence in applying what was learned, perceived impact on 

work/studies, preparedness for compliance and risk mitigation, and improvement in skills for 

identifying and responding to cybersecurity threats. 

▪ Overall Satisfaction – whether the course met expectations, overall satisfaction, likelihood of 

recommending the course, and interest in taking additional CyberSuite Academy courses. 

In addition, the survey contains: 



D5.1: CyberSuite Cybersecurity Academy – Initial report  
 

 Grant Agreement: 101145861 -41- 
 

▪ Open-ended questions (“What did you like most about the course?”, “Any suggestions for 

improvement?”) to capture qualitative insights. 

▪ An optional field for a testimonial or short review, which may be used (anonymously) for 

dissemination and promotion. 

▪ An optional field for learners to provide their email address if they wish to subscribe to the 

CyberSuite newsletter and receive updates on future courses and activities. 

Survey responses are regularly exported and analysed to identify strengths, recurring issues, and 

improvement opportunities for each course. 

4.5.3 Platform Analytics 

The LMS collects quantitative data that complement the survey results. These analytics include: 

▪ Number of enrolments per course. 

▪ Completion rates and time-to-completion. 

▪ Performance in quizzes and assessments. 

▪ Use of interactive elements and access to additional materials (e.g. repository links, recorded 

sessions). 

These data are used to detect courses where learners drop out early or face difficulties, assess the 

effectiveness of different types of learning materials, and provide aggregated indicators for WP5 reporting 

(e.g. number of trained individuals, engagement trends). In particular, course participation contributes to 

KPIs on SME onboarding and awareness, cyber-range participation supports KPIs related to incident-response 

preparedness, and the number of certificates issued provides evidence for skills development and upskilling 

KPIs, including those required for Digital Europe Programme (DEP) reporting. 

4.5.4 Continuous Improvement 

Quality and evaluation mechanisms feed into a continuous improvement cycle: 

1. Collection of survey data and analytics after each course run. 

2. Review of findings by the responsible partner and WP5 leader. 

3. Identification of actions, such as updating content, improving explanations, refining interactive 

activities, or adjusting course structure and duration. 

4. Implementation and re-testing of changes within the LMS. 

In addition to course-level surveys and platform analytics, feedback gathered from webinars, hackathons and 

pilot activities is also used to refine and extend the Academy offer (e.g. by adjusting course focus, adding 

new examples or scenarios, or prioritising new topics that emerge from real-world use of CyberSuite tools). 

This governance approach ensures that CyberSuite Academy courses remain up to date, user-friendly, and 

aligned with the evolving needs of learners, SMEs and other stakeholders. 
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5 Gamification Services 

5.1 Rationale 

The integration of gamification into the CyberSuite Academy serves as a strategic enhancement to the 

platform’s educational framework, addressing the need for higher engagement, improved knowledge 

retention, and more effective skill acquisition in cybersecurity training. Traditional cybersecurity learning 

often relies on complex theoretical material, which can create barriers for learners with limited technical 

background and reduce overall training effectiveness. Gamification provides a structured mechanism to 

mitigate these challenges by delivering content in an interactive, experiential format that supports both 

introductory awareness and professional upskilling. 

Through scenario-based exercises and guided simulations, learners interact directly with representations of 

real-world cybersecurity threats. This approach encourages active participation, promotes critical thinking, 

and reinforces learning through repeated practice in a controlled environment. As a result, users develop a 

clearer understanding of threat behaviours, defensive actions, and the practical implications of cybersecurity 

principles. 

This methodology aligns closely with the project’s objectives of bridging the gap between capacity building, 

hands-on skills development, and the broader adoption of trusted European cybersecurity solutions. The 

gamified exercises contribute to this objective by providing accessible, modular, and pedagogically grounded 

training experiences that complement the Academy’s mentoring, coaching, and awareness-raising activities. 

To support these outcomes, the gamification framework incorporates a set of well-defined engagement 

mechanisms, including: 

• Scenario-based simulations that mirror real cybersecurity incidents and promote applied 

understanding. 

• Progression and scoring systems that reinforce achievement and motivate continuous participation. 

• Immediate feedback and contextual guidance that help users correct misconceptions and 

consolidate knowledge. 

• Narrative context and realistic environments that enhance relevance and improve the learner’s 

situational awareness. 

By blending these elements, the CyberSuite gamified services turn cybersecurity education into an 

experience that is not only informative, but enjoyable, motivating, and memorable, helping even non-experts 

build strong, practical skills. 

5.2 Core Gamification Features 

CyberSuite Academy’s gamification layer incorporates a set of structured features designed to support 

engagement, guide learners through progressive challenges, and ensure that knowledge is reinforced 

through interactive, practice-oriented activities. The table below summarises the core components and their 

function within the learning experience. 
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Table 5-1 Core Features of CyberSuite’s gamification services 

Feature Description 

                       Interactive scenario-based micro-
exercises 

                Short, focused challenges that simulate real-world 
cybersecurity situations. 

                        Real-time feedback                           Immediate responses to user actions to reinforce correct 
decisions and correct mistakes. 

                            Built-in Notes and Tips System                              On-demand hints and contextual guidance to support 
learning without breaking immersion. 

                          Progress and scoring system                         Tracks learner advancement and awards points for 
successful task completion. 

                        Quiz checkpoints                                 Short assessments inserted throughout the exercise to 
verify understanding. 

                          Dynamic, multi-format 
challenges 

                            Tasks combining text analysis, forensics, and pattern 
detection for varied learning. 

                     Final assessment summaries                              End-of-exercise reports highlighting performance, 
errors, and key takeaways. 

                        Integration with Academy 
progress tracking 

                  Automatically updates learner progress within the CyberSuite 
Academy platform. 

 

The integration of these gamification services is expected to make a significant contribution to measurable 

engagement and learning outcomes within the CyberSuite Academy. Their implementation will facilitate the 

monitoring and achievement of the initial KPIs, as defined in Chapter 8. Furthermore, it will support the 

systematic tracking of key operational indicators, including the number of registered users accessing gamified 

exercises, exercise completion rates, and the percentage of learners who complete at least one cyber range 

exercise. Collectively, these metrics will provide a robust basis for assessing user engagement, learning 

effectiveness, and the overall impact of the gamified training environment. 

 

5.3 Implementation and WorkFlow 

The gamified exercises developed by INQBIT are integrated into the CyberSuite Academy through a secure 

iframe-based embedding mechanism. This ensures a seamless user experience and allows exercises to 

remain modular, lightweight, and easily maintainable. 

Key points of this implementation are: 

• Exercise Deployment: All games are deployed as standalone web applications. 

• Academy Integration: CyberSuite Academy loads each exercise within an iframe, preserving the 

Academy’s UI/UX and centralised user management. 

• Modular Deployment: Updates to the exercises can be pushed directly on the hosting platform 

without affecting the Academy infrastructure. 
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Figure 5-1: CyberSuite Platform - Gamification Page 

 

Figure 5-2: Available Exercises through iframe 

To reinforce user engagement and ensure a clear, verifiable method of tracking learning achievements, each 

gamified exercise employs a flag-based completion mechanism. Upon successfully finishing an exercise, the 

system generates a unique completion flag associated with the learner’s session. This flag functions as a 

digital proof of accomplishment and must be submitted back into the CyberSuite Academy interface. 

Beyond its technical role, this mechanism also supports the pedagogical and motivational objectives of the 

academy. By requiring learners to actively retrieve and submit the flag, the process strengthens the sense of 

progression and accomplishment, encouraging users to fully complete each scenario rather than exiting 

midway. This simple action creates a tangible reward moment, similar to badges or achievements found in 

professional training platforms and serious games, thereby enhancing commitment, satisfaction, and 

completion rates. 

The workflow is: 
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Figure 5-3: Gamification workflow diagram 

1. The user initiates the process by logging into the CyberSuite Academy platform. 

2. Upon successful login, the user navigates to the “Gamification” section by selecting the 

corresponding tab in the platform interface. 

3. The user selects the “Let’s Start” button to begin a new gamified exercise session. 

4. CyberSuite Academy loads the list of available exercises within a secure embedded iframe, 

ensuring controlled interaction with external training components. 

5. Within the embedded environment, the user again selects the “Let’s Start” button to launch a 

specific interactive exercise. 

6. The learner actively participates in and completes the interactive exercise presented through the 

embedded training interface. 

7. User finishes all required steps of the game. 

8. A completion flag (unique per exercise/user session or exercise instance) is displayed. 

9. Users return to the Academy interface and paste the flag into the designated completion field for 

that exercise. 

10. The Academy validates the flag and marks the exercise as completed, updating the learner’s 

progress and scoreboard. 

This approach keeps the integration simple while ensuring exercises remain decoupled and secure. 

5.4 Cyber Range Exercises 

The selection of the following five gamified exercises for the CyberSuite Academy was determined following 

a comprehensive consultation and agreement with the CyberSuite consortium members. These scenarios 

were strategically chosen to ensure direct alignment with the project’s thematic focus, addressing critical 

security challenges ranging from human-factor vulnerabilities to technical incident response. 

The five agreed-upon exercises are: 

• Game 1 - Social Engineering: Players learn how to recognize and respond to phishing attempts. 

Starting with an introduction to common phishing tactics, they analyse several suspicious emails, 

identify red flags such as spoofed addresses, urgent language, misspellings, and malicious links, and 

finish with a quiz to reinforce their knowledge of social engineering. 
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• Game 2 - Broken Document: Learners encounter corrupted company files of different types (PDF, 

DOCX, JPEG, MP3). They identify damaged file signatures and apply digital forensics techniques to 

repair and recover the files, learning crucial skills for data recovery and forensic analysis. 

• Game 3 - Password Cracking Attacks: Participants learn how attackers crack hashed passwords using 

Hashcat. They’ll practice performing a dictionary attack and a rule-based attack on MD5 hashes, and 

discover the importance of creating strong, unique passwords to protect against such threats. 

• Game 4 - Ransomware Attack Response: Participants investigate a ransomware attack launched 

through a phishing email. They analyse the phishing attempt, study the malware’s behaviour, 

perform containment, hunt Indicators of Compromise, and finally decide on the best recovery 

strategy, whether to pay, attempt decryption, or restore from backups, while considering legal, 

ethical, and business impacts. 

• Game 5 - OSINT to Tailgating: Players explore the critical link between digital footprints and physical 

security breaches. Guided by security experts, they simulate an attacker's reconnaissance phase to 

understand how Open-Source Intelligence (OSINT), such as social media posts, is weaponized to 

bypass entry controls. Participants identify common tailgating tactics, such as the "burdened hands" 

or "fake employee" schemes, and complete the training by strategically deploying physical defences 

like mantraps and badge readers to secure a facility. 

So far, the first two games have already been integrated to the CyberSuite Academy platform, marking the 

initial rollout of the training content. 

5.4.1 Exercise 1 – Social Engineering 

 This exercise immerses learners in a realistic email-based social engineering scenario, simulating the 

everyday threats faced by organisations and individuals. By navigating a virtual mailbox filled with malicious 

messages, users practice identifying common phishing indicators and develop critical awareness of human-

factor vulnerabilities. The exercise combines interactive analysis, contextual guidance, and scenario-based 

decision-making to strengthen users’ ability to recognise and respond to social engineering attempts. 

Type: Awareness and detection scenario 

Goal: 

Enable learners to identify phishing attempts by analysing simulated email content and detecting suspicious 

patterns. 

Learning Focus 

• Human-factor security. 

• Social engineering awareness. 

• Phishing detection strategies. 

• Critical assessment of communication patterns. 

 

Gameplay Overview: 

Learners enter a simulated mailbox environment containing legitimate and malicious emails. They must: 

1. Open and inspect email headers, body text, attachments, and URLs. 

2. Flag or mark messages as safe or suspicious. 

3. Receive immediate feedback on their decisions. 

4. Complete a final short quiz reinforcing phishing indicators. 



D5.1: CyberSuite Cybersecurity Academy – Initial report  
 

 Grant Agreement: 101145861 -47- 
 

 

Figure 5-4: Social Engineering Game Intro 

 

Figure 5-5: Phishing Explanation 
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Figure 5-6: Phishing Detection Challenge - How To Play 

 

Figure 5-7: Notes & Clues Panel 
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Figure 5-8: Phishing Detection Challenge – Gameplay 

This exercise enhances SMEs’ ability to recognise and respond effectively to phishing and social engineering 

attempts, thereby reinforcing organisational awareness and human-factor security. Through its focus on 

realistic threat simulation and decision-making, it contributes to strengthening cybersecurity resilience and 

aligns with the SME upskilling objectives promoted under the Digital Europe Programme.  

 

5.4.2 Exercise 2 – Broken Document Forensics 

This exercise places learners in a hands-on digital forensics scenario, where they must analyse and recover 

corrupted or tampered files commonly encountered during incident investigations. By working with real file 

types and examining their internal structure, users gain practical experience in identifying anomalies, 

interpreting metadata, and restoring damaged content. The exercise promotes analytical thinking, precision, 

and familiarity with core forensic methodologies used in professional environments. 

Type: Digital forensics and data recovery exercise 

Goal: Teach learners to analyse corrupted digital files, identify anomalies, and attempt file reconstruction 

using forensic techniques. 

Learning Focus: 

• File signature analysis. 

• Metadata inspection. 

• Forensics methodologies. 

• Data reconstruction techniques. 

• Hands-on exposure to real-world recovery scenarios. 

Gameplay Overview: 
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Learners receive corrupted files (PDF, DOCX, JPEG, MP3). They must: 

1. Inspect file metadata and signatures. 

2. Identify corruption patterns or tampering. 

3. Apply repair/recovery tools within the interface. 

4. Validate file integrity after restoration. 

 

Figure 5-9: Broken Document Game Intro 



D5.1: CyberSuite Cybersecurity Academy – Initial report  
 

 Grant Agreement: 101145861 -51- 
 

 

Figure 5-10: Magic Bytes Explanation 

 

Figure 5-11: File Signature Repair Challenge - How To Play 
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Figure 5-12: File Signature Repair Challenge – Gameplay 

The exercise advances SMEs’ technical competencies in digital forensics and data recovery, fostering a 

structured approach to identifying, analysing, and mitigating digital incidents. By cultivating these practical 

skills, it supports the enhancement of incident response readiness in alignment with the SME capacity-

building goals of the Digital Europe Programme. 

5.5 Future Enhancements - Roadmap for 2026 

The roadmap for 2026 focuses on completing all remaining project objectives, ensuring that the CyberSuite 

Academy delivers a fully mature, pedagogically robust, and technically integrated gamification ecosystem. 

According to the project’s implementation plan, five (5) cyber range exercises, including simulations and 

gamified activities, must be provided. The developments planned for 2026 are designed to fulfil this goal and 

ensure the delivery of the complete set of gamified cyber range exercises as defined.  

In this context, the planned enhancements include: 

• Addition of three new advanced cyber range exercises, completing the full set of five as required. 

• Refinement of progression and scoring systems to further encourage repeated gameplay, improve 

learner retention, and provide clearer indicators of user competence across exercises. 

• Strengthening the feedback and analytics layer, enabling the Academy to collect meaningful insights 

on learner behaviour, completion rates, and performance trends across all gamified modules. 

• Enhancement of exercise narratives and scenario context, strengthening realism and relevance to 

modern cybersecurity threats and professional workflows. 

These enhancements collectively ensure that by the end of 2026, CyberSuite will offer a complete, integrated, 

and high-impact suite of gamified educational services. 
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6 Repository 

6.1 Purpose 

The CyberSuite Repository serves as a centralised digital library designed to support learners, SMEs, 

cybersecurity professionals, and project stakeholders by providing easy access to high-quality learning 

resources. Its purpose is to: 

▪ Complement the Academy’s courses with additional reading material, tools, and references. 

▪ Provide curated resources covering a broad range of cybersecurity domains, from introductory 

fundamentals to advanced threat analysis. 

▪ Enable self-directed learning, allowing users to explore topics at their own pace beyond the 

structured courses. 

▪ Facilitate knowledge transfer across CyberSuite partners and the wider community. 

▪ Ensure long-term sustainability by collecting, categorising, and preserving high-value content 

generated within the project. 

▪ Act as a single access point for relevant European and international cybersecurity publications, 

whitepapers, guides, standards and frameworks. 

The Repository is designed to function as an open, evolving knowledge hub, continuously updated with new 

material submitted by partners or users through a structured submission process. 

Its architecture supports advanced search, filtering, metadata classification, and multilingual content, 

enabling users to quickly locate relevant resources that match their learning needs and skill level. 

The Repository is closely integrated with the CyberSuite Academy courses. Each course can reference specific 

Repository items (e.g. standards, guidelines, templates or tools) as recommended or optional further 

reading, while future course updates will systematically reuse and refresh curated Repository content. In this 

way, the Repository acts as the permanent knowledge backbone of the Academy, ensuring that learning 

paths remain connected to up-to-date, externally verifiable references. 

After approximately one and a half years since the start of the CyberSuite project, the Repository contains 

40 curated resources covering legal and regulatory frameworks, standards, threat intelligence, risk 

management, emerging technologies and training materials. By the end of the project, the consortium aims 

to expand this collection to more than 150 high-quality items, thereby strengthening both the breadth of the 

knowledge base and the evidence available for impact and adoption KPIs (e.g. awareness, skills development 

and SME participation). 

 

6.2 Structure 

The CyberSuite Repository is organised using a multi-layered, taxonomy-driven structure that enables users 

to locate resources quickly and intuitively. Its design supports both high-level thematic navigation and 

detailed metadata filtering, ensuring usability for beginners, intermediate learners, and advanced 

cybersecurity practitioners. 
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6.2.1 Main Categories 

 

Figure 6-1: Repository Main Page 

All resources are grouped into four primary categories that reflect the core thematic domains of 

cybersecurity: 

1. Cybersecurity Fundamentals: Introductory materials covering basic terminology, ethical and legal 

concepts, general security principles, and best practices for everyday digital safety. 

2. Technical Skills Development: Resources focused on network security, application security, cloud 

security, endpoint protection, DevSecOps, AI security, and related technical domains. 

3. Operational and Compliance Training: Materials addressing organisational cybersecurity processes, 

policy frameworks, standards, data protection, compliance obligations, and risk management. 

4. Advanced Technologies and Threats: Resources exploring emerging technologies, advanced threat 

intelligence, forensic analysis, incident response methodologies, and cutting-edge cybersecurity 

innovations. 

6.2.2 Subcategories 

Within each category, resources are further classified into specific subcategories to refine navigation and aid 

in search precision, as illustrated in Figure 6-2. 
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Figure 6-2: Resources subcategories 

6.2.3 Resource Metadata Structure 

 

Figure 6-3: Single Resource Details 

Each resource entry follows a standard metadata schema to ensure consistency, completeness, and easy 

filtering. Core fields include: 

• Title 

• Description 

• Type (e.g., article, whitepaper, video, tool, simulation, etc.) 

• Author/Creator 

• Addition Date 

• Tags/Keywords 

• Difficulty Level (Beginner, Intermediate, Advanced) 

• Language(s) 

• Category & Subcategory 

Cybersecurity 
Fundamentals

Introductory Courses 
to Cybersecurity

Cybersecurity Ethics 
and Laws

Cybersecurity Best 
Practices for End-Users

Technical Skills 
Development

Network Security

Application Security

Endpoint Security

Cloud Security

AI Security

DevSecOps / 
DevPrivSecOps

Operational 
and Compliance 

Training

Data Protection and 
Privacy

Compliance Standards

Risk Management

Advanced 
Technologies 
and Threats

Emerging Technologies

Threat Intelligence

Forensic Analysis and 
Incident Response
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• Link/Download reference 

This structured metadata approach ensures each item is fully indexed, discoverable, and comparable across 

categories. 

6.2.4 Submission and Review Structure 

New materials enter the Repository through a submission workflow (see also Section 6.4.5 Resource 

Submission Form), where contributors provide required metadata such as title, description, type, tags, 

category, and difficulty level. All submissions must adhere to the CyberSuite content guidelines and are 

reviewed before publication to ensure relevance to cybersecurity, quality and accuracy, compliance with 

copyright and licensing requirements, and proper categorisation with complete metadata. Submission dates 

are automatically recorded in the backend to support monitoring and reporting. 

6.3 Types of Materials 

The CyberSuite Repository hosts a diverse collection of learning resources, enabling users to access materials 

suited to different learning preferences, levels of expertise, and professional needs. All resources are curated 

and categorised according to their type to facilitate ease of navigation and searchability. 

6.3.1 Resource Types 

Each resource in the Repository is assigned one of the following predefined types: 

• Article – short written pieces introducing or explaining cybersecurity concepts, news, or practices. 

• Whitepaper – in-depth analytical documents exploring specific technologies, methods, or challenges. 

• Guide – step-by-step instructional documents designed to support practical implementation. 

• Video – pre-recorded explanations, demonstrations, or expert talks. 

• Webinar – recorded sessions from live events, workshops, or training activities. 

• E-Book – extended written resources or compilations offering comprehensive examinations of 

cybersecurity topics. 

• Tutorial – practical, hands-on learning material focusing on completing a task or using a specific tool. 

• Course Material – slide decks, summaries, exercises, or supplementary materials from CyberSuite 

Academy courses. 

• Podcast – audio discussions featuring cybersecurity experts and thematic analyses. 

• Tool – software tools, utilities, or online security checkers relevant to cybersecurity learning or 

practice. 

• Template – structured documents such as policies, checklists, or reporting templates for 

organisational use. 

• Checklist – concise lists outlining essential tasks or verification steps. 

• Case Study – real-world scenarios or examples illustrating cybersecurity incidents, solutions, or best 

practices. 

• Simulation – interactive learning scenarios, including cyber-range exercises or virtual labs. 

• Glossary – definitions of common cybersecurity terms and concepts. 
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• Research Paper – academic publications or peer-reviewed studies. 

• Standards Documentation – references to standards bodies, frameworks, or compliance 

requirements (e.g., ISO/IEC standards, ENISA guidelines). 

• Legal and Regulatory Framework – EU or national legislation, directives, and regulatory guidance. 

• Other – resources that do not fit the predefined categories but are still relevant to cybersecurity 

learning. 

6.3.2 Difficulty Levels 

Each resource is tagged with a difficulty level to guide users in selecting the material most appropriate to 

their background: 

• Beginner – introductory materials requiring no prior cybersecurity knowledge. 

• Intermediate – resources that assume a basic understanding of cybersecurity concepts. 

• Advanced – specialised or technical materials requiring prior competence or professional experience. 

6.3.3 Languages 

Resources may be available in multiple languages. The Repository supports multilingual tagging using a 

standardised list of European languages, enabling users to filter materials in their preferred language. 

6.3.4 Metadata Consistency 

Every resource type is associated with consistent metadata (title, description, tags, type, language, level, 

category, subcategory) to ensure uniform indexing and advanced filtering. This structured approach ensures 

that all materials—whether simple introductory articles or advanced simulations—contribute effectively to 

the overall learning ecosystem of the CyberSuite Academy. 

6.4 Functionality 

The CyberSuite Repository is designed to offer a user-friendly, searchable, and structured environment for 

accessing cybersecurity learning resources. Its functionality supports efficient discovery, categorisation, 

submission, and evaluation of materials, ensuring that users can easily locate content that matches their 

needs, level, and interests. 

6.4.1 Resource Browsing and Navigation 

Users can browse all available resources through a structured interface that displays: 

• Resource titles and descriptions 

• Type and difficulty level 

• Category and subcategory 

• Language(s) 

The layout allows learners to quickly scan content and identify relevant materials. 

6.4.2 Advanced Search 

The Repository includes a free-text search bar that allows users to search by: 

• Keywords 
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• Titles 

• Descriptions 

• Tags 

• Author/creator 

The search function retrieves all matching items across categories, ensuring comprehensive results. 

6.4.3 Filtering Options 

Users can refine their search through a set of filters, including Category (e.g. All, Application Security, Network 

Security), Type (e.g. All, Course Material), and Difficulty Level (Beginner, Intermediate, Advanced). Combined 

with the free-text Search bar, these filters enable precise resource discovery and help users quickly locate 

materials that match their needs and level. 

 

Figure 6-4: CyberSuite Repository Filtering options 

6.4.4 Resource Viewing and Access 

Each resource entry includes a detailed description, full metadata (such as type, language, date added, and 

rating), and a direct download link or external URL. Depending on the format, users can open resources 

directly in the platform or download them for offline use. 

6.4.5 Resource Submission Form 

The Repository includes a structured submission form that allows CyberSuite partners—and, optionally, 

external contributors—to propose new materials. 

 

Figure 6-5: CyberSuite Repository Resource Submission Form 

Mandatory fields include: 
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• Resource title 

• Description 

• Type 

• Author/creator 

• Tags 

• Category and subcategory 

• Difficulty level 

• Language(s) 

• Link or download reference 

• Confirmation of compliance with content guidelines 

Each submission is validated by the WP5 team before publication. Submission dates are automatically 

recorded in the backend. 

6.4.6 Backend Management 

The administration interface enables editing and updating of resource entries, categorisation and metadata 

corrections, tag management, removal or archival of outdated content, monitoring of submission activity, 

and tracking of user ratings and engagement levels. This ensures that the Repository remains accurate, up to 

date, and aligned with Academy standards. 

6.5 Maintenance 

The long-term value and usability of the CyberSuite Repository depend on continuous maintenance to ensure 

that all resources remain accurate, relevant, and aligned with the evolving cybersecurity landscape. 

Maintenance activities are coordinated by the CyberSuite Academy administrators (members of the project 

team), with contributions from CyberSuite partners responsible for content development and quality 

assurance. 

6.5.1 Content Review and Updating 

All resources in the Repository undergo periodic review to ensure: 

• Accuracy – content remains factually correct and reflects current cybersecurity standards, tools, and 

regulatory requirements. 

• Relevance – outdated or superseded materials are updated or archived. 

• Quality – improvements are made based on user feedback, ratings, and usage analytics. 

A review cycle is applied at least once per year, with high-priority resources (e.g., legal frameworks, 

standards) reviewed more frequently. 

6.5.2 Partner Contributions and Oversight 

CyberSuite partners contribute to the enrichment of the Repository by submitting new resources via the 

structured submission form, updating existing materials, suggesting reclassification or tagging 

improvements, and reporting outdated or inaccurate content. All new submissions require validation by the 

Repository manager (JOIST/WP5) before publication. 
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6.5.3 Metadata Management 

Administrators ensure that resource metadata remains complete and consistent, that categories and 

subcategories reflect the current taxonomy, and that tags and keywords are updated to improve 

discoverability. They also verify that language labels and difficulty levels remain accurate. Correct metadata 

is essential for ensuring effective filtering and search functionality. 

6.5.4 Archiving and Cleanup 

Over time, resources may be: 

• Archived if they remain useful but no longer require active visibility 

• Replaced with updated versions 

• Removed if they become irrelevant, inaccurate, or obsolete 

Archiving decisions follow internal guidelines to preserve valuable historical material where appropriate. 

6.5.5 Repository Usage Statistics and Growth 

Usage of the CyberSuite Repository is monitored through Google Analytics to better understand how learners 

and stakeholders interact with the available resources and to support impact and adoption monitoring. 

Figures 6-6 to 6-10 illustrate the evolution of page views over time (July 2024 – November 2025) for the 

Repository main page and each of the four category pages (Cybersecurity Fundamentals, Technical Skills 

Development, Operational and Compliance Training, Advanced Technologies and Threats). Table 6-1 

summarises the cumulative number of page views and unique users over the same period. 

 

Figure 6-6: Evolution of page views over time for the CyberSuite Repository main page (July 2024 – November 2025) 

 

Figure 6-7: Evolution of page views over time for the Cybersecurity Fundamentals category page (July 2024 – 
November 2025) 
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Figure 6-8: Evolution of page views over time for the Technical Skills Development category page (July 2024 – 
November 2025) 

 

Figure 6-9: Evolution of page views over time for the Operational and Compliance Training category page (July 2024 – 
November 2025) 

 

Figure 6-10: Evolution of page views over time for the Advanced Technologies and Threats category page (July 2024 – 
November 20250029 

Table 6-1: Repository usage statistics (July 2024 – November 2025) 

Repository page Page views Unique users 

Repository main page 485 80 

Cybersecurity Fundamentals – category page 607 48 

Technical Skills Development – category page 132 26 

Operational and Compliance Training – category page 133 53 

Advanced Technologies and Threats – category page 78 12 

 

These figures indicate that users not only arrive at the Repository landing page but also actively navigate into 

the thematic categories, with particular interest in Cybersecurity Fundamentals. This usage pattern is 

consistent with the Academy’s objective to support both introductory and organisational-level cybersecurity 

topics. 
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Repository content has also grown steadily, with 40 curated resources available at the time of writing (see 

Annex I – Repository Resources (as of November 2025) for the complete list of items) and an average 

increase of approximately 2.3 new items per month since launch. These analytics are used to monitor 

adoption and inform future enrichment priorities, and they feed into project-level impact and user-adoption 

KPIs (e.g. awareness, skills development and SME participation), as well as Digital Europe Programme 

reporting. 

6.5.6 Sustainability and Future Expansion 

The Repository is designed to support long-term sustainability beyond the project’s duration. Its structure 

enables: 

• Scalability for new categories, languages, and formats 

• Integration with future CyberSuite updates or external platforms 

• Continuous enrichment as cybersecurity knowledge evolves 

To maximise adoption, the Repository will be actively promoted and reused across the CyberSuite ecosystem. 

It is cross-linked from Academy courses as recommended or optional further reading, referenced in gamified 

cyber-range exercises, and highlighted within the Webinars section. In addition, the Repository will be 

embedded in SME onboarding and awareness-raising activities coordinated under WP7, and used as a 

supporting resource during hackathons, workshops and pilot-related training sessions. This ensures that 

learners encounter Repository content throughout their learning paths rather than as a standalone library. 

From an operational perspective, the Repository will continue to be hosted on the same technical 

infrastructure as the CyberSuite Academy after the end of the project, under the responsibility of a 

designated host organisation from the consortium. Maintenance tasks (such as updating metadata, adding 

new items, and archiving obsolete resources) will be integrated into this organisation’s regular service 

portfolio and aligned with the overall CyberSuite sustainability and exploitation plan, including potential 

synergies with the Marketplace and future Digital Europe or related initiatives. 

Usage statistics for the Repository (e.g. number of resources, views/downloads per item, and distinct active 

users) will be periodically monitored and aggregated to feed into project-level impact and adoption KPIs and 

Digital Europe reporting, supporting evidence-based decisions on its long-term evolution. 
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7 Other Features 

The CyberSuite Academy incorporates several additional features that complement its core learning 

functionalities and enhance the overall user experience. These features support navigation, provide access 

to supplementary learning materials, facilitate user support, and contribute to ongoing monitoring and 

performance assessment. Together, they ensure that the Academy operates as a coherent, user-friendly, and 

data-driven learning environment within the wider CyberSuite ecosystem. 

7.1 Homepage 

The Homepage of the CyberSuite Academy serves as the main entry point to the learning environment, 

providing users with an immediate overview of the platform’s purpose, available resources, and core 

navigation pathways. Its design combines clarity, accessibility, and strong alignment with the CyberSuite 

project’s identity. 

7.1.1 Welcome Message and Purpose 

The homepage opens with a welcome message that introduces users to the Academy’s mission: to provide 

accessible, high-quality cybersecurity training and resources aimed at empowering individuals, SMEs, and 

organisations to strengthen their cybersecurity skills. This introductory section highlights the Academy’s 

focus on comprehensive cybersecurity education, practical skills-based learning, interactive training 

opportunities, and a community-oriented approach to knowledge sharing. 

 

Figure 7-1: CyberSuite Academy Homepage – Hero Section 

7.1.2 About the CyberSuite Project 

A dedicated “About the CyberSuite Project” block presents the broader context of the Academy within the 

EU-funded CyberSuite initiative. This section outlines the project’s vision to simplify and streamline 

cybersecurity services for SMEs, the creation of an interoperable ecosystem of cybersecurity tools, the 

development of an accessible marketplace, the use of hybrid demonstration environments and real end-user 

pilots, and the integration of results from previous EU research. This ensures that users understand the 

Academy as part of a wider effort to address cybersecurity challenges in European SMEs. 
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Figure 7-2: About the CyberSuite Project Block 

7.1.3 Navigation Bar 

The homepage includes a comprehensive top navigation bar providing direct access to the main sections of 

the Academy: 

• Home 

• Courses 

• Repository – with a dropdown list linking to the four main repository categories 

• Webinars  

• Gamification 

• Support – with a dropdown list linking to the FAQs, contact form, and feedback form 

 

Figure 7-3: Top Navigation Bar 

This structure allows users to access all major services in one click. 

7.1.4 Integration Links 

Prominent quick-access links allow users to navigate to other core CyberSuite components: 

• CyberSuite Platform (tools and services) – Coming Soon 

• Marketplace – Coming Soon 

• CyberSuite project portal (cybersuiteproject.eu) 
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Figure 7-4: Integration Links Block 

These links reinforce the Academy’s role as a central node within the CyberSuite ecosystem. 

7.1.5 How It Works 

A simplified onboarding block guides new users through the basic steps: 

1. Sign up 

2. Select a course 

3. Start learning 

 

Figure 7-5: How It Works Onboarding Steps 

This section supports first-time visitors and encourages immediate engagement. 

7.1.6 Highlighted Courses 

The homepage showcases Top Courses, displaying selected learning offerings along with completion progress 

indicators (for logged-in users). This gives visibility to popular or flagship courses and promotes active 

participation. 
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Figure 7-6: Top Courses grid 

7.1.7 Consortium and Branding 

The bottom section highlights the CyberSuite Consortium, reinforcing transparency and partner visibility. 

Consistent branding is maintained through a coloured visual identity, the use of CyberSuite logos and 

typography, and the inclusion of the EU co-funding acknowledgment and disclaimer. 

7.1.8 Footer 

The footer provides: 

• Links to the Academy’s social media channels (LinkedIn, X/Twitter, YouTube) 

• Legal and funding statements 

• Navigation shortcuts (Home, Courses, Repository, Webinars, Gamification, Support) 

• Copyright notice 

• Hosting provider acknowledgment. 

 

Figure 7-7: Consortium & Footer Area 

7.2 Webinars Section 

The Webinars and Live Events section offer users access to video-based learning materials produced 

throughout the CyberSuite project. It functions as a dedicated space where registered learners can view 

recordings of webinars, workshops, training sessions, and hackathon-related content. This section supports 

self-paced learning and extends the educational impact of the project’s events. 
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Figure 7-8: Webinars and Recorded Sessions Page 

7.2.1 Recorded Sessions 

The Recorded Sessions area provides on-demand access to past webinars and training videos delivered by 

CyberSuite partners and invited experts. Each entry includes: 

• Session title 

• Event topic and short description 

• Event date 

• A “Watch Session” button offering direct access to the recording 

Users can explore recordings such as: 

• Introduction to the CyberSuite Framework (Cybersecurity Webinar for SMEs – 17 June 2025) 

• From Risk to Resilience: Navigating the Cybersecurity Solutions Marketplace 

These materials allow learners to revisit expert presentations and strengthen their understanding of 

cybersecurity concepts and CyberSuite technologies. 

7.2.2 Hackathon Materials 

The section also includes a dedicated block for Hackathon Materials, linking WP6 outputs directly to the 

Academy. This area provides access to: 

• Challenge descriptions and learning objectives 

• Documentation related to the tools and technologies evaluated during the hackathon 

• Videos demonstrating solutions, processes, or outcomes 

• Presentations delivered during the event 

• A Download Material option for complete access 
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Figure 7-9: Hackathon Materials block 

For example, materials from the 1st CyberSuite Hackathon (October 2025, Larissa, Greece) are available for 

continued educational use. These resources support practical understanding of CyberSuite tools and 

promote hands-on learning based on real-world cybersecurity challenges. 

7.3 Support Section 

The Support and Help Centre provides users with accessible assistance, troubleshooting guidance, and direct 

communication channels with the CyberSuite Academy team. It is designed to ensure a smooth and user-

friendly experience across all platform features, courses, and interactive activities. 

7.3.1 Frequently Asked Questions (FAQ) 

The Support Section includes a comprehensive FAQ area that addresses the most common questions related 

to registration, platform navigation, training programmes, technical issues, and resource usage. FAQs are 

organised into thematic groups to help users quickly locate relevant information. 

 

Figure 7-10: Support and Help Centre Page FAQs 

General Questions: FAQs in this category explain the purpose of the CyberSuite Academy, how users can 

register, and the cost-free access enabled by Digital Europe Programme funding. This ensures clarity for new 

users and first-time visitors. 

Training and Programmes: Users can access information about the Academy’s training framework, ranging 

from beginner to advanced programmes, as well as details regarding certification and the frequency of newly 

added courses or materials. 
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Technical Support: This section helps users resolve technical challenges such as password recovery, login 

issues, or navigation problems. Clear step-by-step instructions guide users through troubleshooting 

processes. 

Resource Repository FAQs: These items explain how to search for resources using filters and keywords, and 

how contributors can submit new materials through the Repository’s submission form. 

7.3.2 Contact Form 

The Support Section includes a dedicated contact form allowing users to request technical assistance, report 

issues, or ask questions. Users can describe their problem, provide supporting details, and submit the request 

directly to the support team. All inquiries are handled by the Academy’s helpdesk, with the objective of 

providing timely responses and ensuring uninterrupted learning. 

 

Figure 7-11: Dedicated contact form of the CyberSuite Academy 

7.3.3 Feedback Form 

To support continuous improvement, the Support Section integrates a structured Feedback Form where 

users may evaluate their experience across key areas, including: 

▪ Quality of the content 

▪ User interface and academy navigation 

▪ Responsiveness of support services 

▪ Effectiveness of interactive learning components 

▪ Overall satisfaction with the Academy 

 

Figure 7-12: Feedback form of the CyberSuite Academy 
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Users respond using a 5-point Likert scale (from Strongly Disagree to Strongly Agree), followed by open-

ended questions where they can suggest improvements, report challenges, or comment on specific courses 

or materials. 

Upon submission, users receive a confirmation message acknowledging receipt of their feedback. 

7.4 Analytics and Monitoring 

The CyberSuite Academy provides basic analytics functionalities that help administrators track user activity 

and engagement across the platform. These monitoring features support internal management and reporting 

needs. 

7.4.1 Course Activity 

The LMS allows administrators to view: 

▪ Number of enrolled learners per course 

▪ Learner progress (e.g., “In Progress”, “Completed”) 

▪ Course completion counts 

▪ Certificates generated 

These indicators help assess participation and completion levels. 

7.4.2 Data Export 

Administrators can export course completion data and user activity summaries to support internal 

monitoring of the Academy, as well as project-level reporting on participation, completion rates and overall 

engagement.. 
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8 Initial KPIs and User Feedback Mechanisms 

8.1 KPIs (as per DoA) 

The CyberSuite project includes a set of Key Performance Indicators (KPIs) defined in the Description of Action 

(DoA) to monitor progress and measure impact. Although several KPIs are primarily linked to technical or 

integration activities under other WPs, the CyberSuite Academy contributes to their achievement through 

training, awareness, cyber range exercises, repository resources, and engagement actions. 

The KPIs relevant to WP5 are summarised below. 

Table 8-1: KPIs Relevant to WP5 and Summary of WP5 Contribution 

KPI ID KPI Description (as per DoA) Related WPs WP5 Contribution 

KPI 8 Increase participation and 

engagement in knowledge-

sharing activities by 20% 

WP5, WP6, 

WP7 

Academy registrations, course 

participation, webinar views, resource 

access statistics 

KPI 9 Achieve 80% integration 

interoperability of application 

security solutions 

WP3, WP5, 

WP6, WP7 

Use cyber range to test interoperability 

across solutions and scenarios 

KPI 10 Engage at least 20 stakeholders 

in active collaboration and 

knowledge sharing 

WP5, WP6, 

WP7 

Engagement through training programmes, 

webinars, Repository use, and cyber range 

participation 

KPI 12 Achieve at least 80% compliance 

with relevant cybersecurity 

standards 

WP3, WP4, 

WP5, WP6 

Provide training and repository material 

related to standards, compliance, and good 

practices 

KPI 13 50% reduction in vulnerabilities 

in project services 

WP4, WP5, 

WP6 

Provide cyber range scenarios enabling 

measurement of vulnerability reduction 

during exercises 

KPI 14 25% reduction in cybersecurity 

risk exposure 

WP4, WP5, 

WP6 

Deliver training and exercises supporting 

risk identification, analysis, and mitigation 

KPI 15 70% participation in 

information-sharing platforms 

and dashboards 

WP5, WP6 

(+WP4 use 

cases) 

Include incident-response and information-

sharing exercises in cyber range activities 

KPI 16 80% completion of incident-

response exercises based on 

cyber ranges 

WP5, WP6 Deliver at least one incident-response-

focused cyber range exercise through the 

Academy 

KPI 17 50% increase in shared 

cybersecurity incident 

information 

WP5, WP6 Promote structured information sharing 

during cyber range use and training 

activities 

KPI 26 Conduct at least five cyber range 

exercises during the project 

WP5 Deliver five gamified cyber-range exercises 

integrated into the Academy 
 

Although most KPIs originate from technical, compliance, or integration-oriented work packages, WP5 

contributes indirectly by strengthening skills, awareness, and operational readiness among end users and 
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technology providers. Through courses, cyber range exercises, and dissemination of learning resources, WP5 

supports the conditions under which several KPIs can be met, especially those connected to user 

engagement, interoperability testing, and incident-response readiness. 

The monitoring of KPIs relies on quantitative evidence (course participation, webinar views, cyber range 

completions) combined with qualitative insights (user feedback, exercise outcomes). For KPIs that depend 

simultaneously on technical implementation and user behaviour (particularly KPI 9, KPI 12, KPI 13, KPI 14, KPI 

15 and KPI 16), the responsible WPs coordinate to define common measurement methods, share data and 

interpret results jointly. This cross-WP collaboration ensures that usage data from the Academy is 

systematically fed into project-wide assessment of interoperability, compliance, risk reduction and incident-

response readiness. A consolidated overview of these KPIs and their identifiers, as defined in the Description 

of Action, is provided in Annex II. 

KPI 8 (participation and engagement) and KPI 15 (participation in information-sharing platforms and 

dashboards) act as early-warning indicators for the “Low User Adoption” risk identified in the CyberSuite Risk 

Register. Quantitative thresholds (for example, minimum numbers of active SMEs, course enrolments and 

cyber-range completions over a given month) will be monitored on a regular basis through the Academy 

dashboard and related reporting mechanisms. If these indicators fall below the agreed thresholds, this will 

trigger corrective actions such as targeted communication campaigns, additional onboarding support, or 

adjustments to the training and gamification offer. 

 

8.2 Feedback and Evaluation 

Feedback on the CyberSuite Academy is collected at two main levels: 

• Course-level feedback, through dedicated evaluation surveys embedded at the end of each course 

(see Section 4.5). These surveys capture learner profiles, satisfaction, perceived learning outcomes, 

and qualitative comments that inform updates to course content and instructional design. 

• Platform- and support-level feedback, via the general Feedback Form available in the Support 

section (see Section 7.3.3). This form focuses on content quality, platform usability, support 

responsiveness, and suggestions for improvement. 

All responses are anonymised and analysed periodically by WP5. The results are used to refine existing 

courses and resources, improve the user experience of the platform, and adjust future training priorities and 

pipeline planning, ensuring that the Academy evolves in line with user needs and project objectives. 

Aggregated feedback results are also reviewed during Academy coordination meetings and are explicitly 

integrated into the rolling update of the course roadmap, the gamification and cyber-range roadmap, and 

priorities for Repository enrichment. This governance approach demonstrates a closed feedback loop, 

whereby input from learners, webinar participants, hackathon participants and pilots directly shapes 

subsequent iterations of the CyberSuite Academy. 
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9 Communication and Dissemination Linkages 

The CyberSuite Academy is a core vehicle for awareness-raising and capacity-building within the CyberSuite 

project and is therefore fully embedded in the overall communication and dissemination strategy. Its 

promotion combines centralised activities, coordinated primarily by WP7 in collaboration with WP5, and 

decentralised partner-led actions that leverage national and thematic networks. Together, these efforts aim 

to attract learners, ensure sustained use of the Academy, and position it within the wider European 

cybersecurity and digital skills ecosystem. 

9.1 Centralised Communication and Promotion 

Centralised activities focus on building a clear, recognisable identity for the CyberSuite Academy and driving 

traffic to the platform through coordinated online campaigns and strategic EU-level channels. 

9.1.1 Social Media Campaigns 

Dedicated social media campaign will promote the CyberSuite Academy across the project’s official channels 

(e.g. LinkedIn, X/Twitter, YouTube, CyberSuite project portal news), as well as other EU-level communication 

channels where relevant. The campaign will: 

▪ Use core messages such as “Learn Cybersecurity the Smart Way – Join the CyberSuite Academy” to 

present the Academy as a free, high-quality training opportunity for SMEs and professionals. 

▪ Deploy sponsored or boosted posts whenever a new course becomes available, highlighting the 

topic, level, target audience, and direct enrolment links. 

These actions ensure continuous visibility and support the gradual build-up of the Academy’s learner base 

over the project lifetime. 

9.1.2 Email Campaigns 

Email communication complements social media outreach by targeting existing contacts and stakeholders in 

a more personalised way. Planned actions include: 

• An initial announcement email campaign to present the launch of the Academy, its objectives, and 

its first available courses. 

• An onboarding sequence for new learners, guiding them through account creation, course selection, 

and completion. 

• Thematic email updates that promote specific courses (e.g. on cyber hygiene, cyber range use, or 

legal compliance) in line with project milestones and external events (e.g. European Cybersecurity 

Month). 

• Regular newsletter updates featuring Academy news, new course releases, and selected resources 

from the Repository, integrated into the CyberSuite project newsletter. 

Table 9-1: Planned email campaign schedule for promoting the CyberSuite Academy in 2026 

Period 

(2026) 

Campaign / Focus Main Email Actions 

January Academy launch & orientation ▪ Announcement email presenting Academy, objectives, 
first courses 

▪ (Re)start onboarding sequence for all new sign-ups 
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Period 

(2026) 

Campaign / Focus Main Email Actions 

Feb–Mar “Build your Cyber Basics” ▪ Thematic email on introductory courses (Common 
Threats & Vulnerabilities, Basic Risk Management, Cyber 
Hygiene) 

▪ Short Academy update in Q1 project newsletter (if 
issued) 

Apr–

May 

“From Basics to Practice” 

(intermediate/technical) 

▪ Thematic email on intermediate/technical courses (e.g. 
SDLC, Application Vulnerability Testing, Cybersecurity 
Analytics) 

▪ Targeted follow-up to learners who completed beginner 
courses (“next step” suggestion) 

Jun–Jul Leadership, policy & advanced 

topics 

▪ Thematic email highlighting advanced/leadership 
courses (e.g. Cybersecurity Policy Formulation and 
Implementation, AI-based IDS, 5G, Blockchain, as 
available) 

▪ Academy section in mid-year project newsletter (results 
so far, #learners) 

Sep–Oct European Cybersecurity 

Month (ECSM) campaign 

▪ Early Sept: ECSM teaser email with recommended 
courses (mix of beginner + intermediate) 

▪ Oct: ECSM thematic email on cyber hygiene, 
legal/compliance, cyber range / hands-on content 

▪ Academy highlights in any ECSM-related project 
communication 

Nov–Dec Wrap-up & legacy ▪ Results email summarising #registrations, completions, 
key feedback, links to flagship courses & Repository 

▪ Final newsletter contribution presenting Academy as 
core project outcome and (if relevant) post-project 
maintenance plan 

 

9.1.3 Dissemination via the Digital Skills & Jobs Platform (DSJP) 

To ensure European-level visibility, the CyberSuite Academy will be disseminated through the Digital Skills & 

Jobs Platform (DSJP) of the European Commission. Planned actions include: 

• Publishing selected Academy courses as individual training offers on the DSJP. 

• Drafting a DSJP Initiative Profile – CyberSuite Academy, summarising its objectives, audiences, and 

added value for SMEs and digital professionals. 

• Proposing feature articles or blog posts for the DSJP newsletter and website, showcasing the 

Academy as a best practice in cybersecurity training and SME support. 

9.1.4 Sustainability and Policy-Level Promotion 

To reinforce long-term impact and alignment with EU policy, the Academy’s courses will be systematically 

mapped to relevant European frameworks, such as the ENISA Cybersecurity Skills Framework and NIS2-

related training obligations. This mapping will: 

• Be presented in dedicated articles and briefs (e.g. via DSJP or project channels), showing how the 

Academy supports policy implementation and skills development. 
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• Be disseminated to European Commission services, national digital skills coalitions, cybersecurity 

agencies, and industry bodies, positioning the Academy as a practical tool to address identified skills 

gaps and compliance needs. 

These centralised actions ensure that the Academy is not only visible to potential learners but also recognised 

by key EU-level stakeholders as a structured contribution to the European cybersecurity skills agenda. 

9.2 Partner Activities and Decentralised Outreach 

In parallel with centralised efforts, CyberSuite partners play a key role in promoting the Academy through 

their regional, national, and sectoral networks. 

9.2.1 Regional & EU Events 

Partners will showcase the Academy at: 

• Cybersecurity conferences, digital skills events, and ICT fairs at regional, national, and European level. 

• Sector-specific events where SMEs, technology providers, or public authorities are present (e.g. 

industry associations, chambers of commerce, innovation hubs). 

These presentations may take the form of dedicated sessions, live demonstrations of the platform, or 

inclusion in broader project talks. Such activities both attract new learners and help establish trust among 

potential adopters of CyberSuite services. 

9.2.2 Cross-Promotion & Outreach Activities 

Partners will further promote the Academy through: 

• Press releases and articles published on organisational websites, national digital skills coalitions, and 

thematic cyber networks. 

• Cross-posting Academy announcements on partner social media channels, linking back to the central 

CyberSuite Academy homepage. 

• Direct outreach to SMEs, clusters, training providers, and professional associations, inviting them 

to enrol staff, use the Repository, or integrate Academy courses into their internal training plans. 

By leveraging the consortium’s diverse profiles and networks, partner-level activities ensure that the 

Academy reaches a broad and varied audience beyond the immediate project community. 

9.3 Linkages with Overall CyberSuite Communication and KPIs 

All communication and dissemination activities related to the CyberSuite Academy are coordinated with the 

project’s overall communication and dissemination work package and aligned with the KPIs defined in the 

Description of Action. 

• Centralised and partner-level promotion of the Academy directly supports KPIs related to 

engagement in knowledge-sharing activities, stakeholder collaboration, and participation in 

training and cyber range exercises. 

• Evidence collected through Academy analytics (e.g. course enrolments, completions, webinar views, 

repository access) and feedback mechanisms (see Section 8) feeds into project-wide reporting for 

WP5, WP6, and WP7. 
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• The combination of social media campaigns, EU-level dissemination via DSJP and the Cyber Skills 

Academy, and targeted partner outreach helps ensure that the Academy is integrated into the 

broader CyberSuite narrative and remains visible beyond the project’s lifetime. 

Through these linkages, the CyberSuite Academy functions not only as a learning environment but also as a 

flagship communication asset for the project, demonstrating tangible results to end-users, policymakers, 

and the wider cybersecurity community. 
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10 Next Steps  

During the second half of the project, the CyberSuite Academy will evolve from an initial operational 

prototype into a fully populated, integrated and widely promoted training environment. Upcoming work will 

focus on consolidating the existing components, expanding the learning offer, completing the gamification 

roadmap, enriching the Repository and strengthening evidence collection for project KPIs. 

10.1 Platform consolidation and usability improvements 

Between January and June 2026, the priority will be to stabilise and fine-tune the current platform features 

based on the first wave of user feedback and analytics. This includes minor UI/UX refinements, clarification 

of navigation elements (e.g. links between Courses, Repository, Webinars and Gamification), and small 

adjustments to registration and profile pages where needed. Where relevant, additional help texts, FAQs and 

short onboarding explanations will be added to reduce barriers for first-time users. 

10.2 Expansion of the course catalogue 

The Academy will progressively publish the planned course pipeline outlined in Section 4.4. The aim for the 

first semester of 2026 is to: 

• Finalise and publish the remaining beginner-level courses (e.g. Common Threats and Vulnerabilities, 

Basic Risk Management, Safe Practices for Everyday Digital Life, Cybersecurity Ethics and Laws: What 

Everyone Should Know). 

• Introduce intermediate technical courses on secure development and network security (e.g. Secure 

Software Development Life Cycle, Application Vulnerability Testing follow-ups, Cybersecurity 

Analytics, VPNs and Secure Network Protocols, Firewall and IDS). 

• Roll out advanced courses on policy, leadership and emerging technologies (e.g. Cybersecurity Policy 

Formulation and Implementation, AI-based Intrusion Detection, Penetration Testing of 5G Networks, 

CTI and Blockchain Security), as soon as underlying content is ready. 

Each new course will follow the Academy’s common instructional methodology, including internal quality 

review, course evaluation surveys and LMS-based tracking of participation and completion. 

10.3 Completion of gamification and cyber range exercises 

In the area of gamification, the focus will shift from initial deployment to full coverage and alignment with 

the project’s KPIs: 

• Integrate the remaining three cyber range exercises into the Academy to complete the agreed set of 

five games. 

• Ensure that each exercise is clearly linked to relevant courses (e.g. Mastering Cyber Range, Ethical 

Hacking Basics, Forensic Analysis Techniques) and, where applicable, to hackathon materials. 

• Verify that the flag-based completion mechanism is consistently implemented and that completion 

data can be exported to support KPI-related reporting (e.g. incident-response exercises, engagement 

in cyber-range activities). 

Where feasible, small usability enhancements (e.g. clearer instructions, more prominent links back to the 

Academy) will be implemented based on learner feedback. 
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10.4 Repository enrichment and maintenance 

The Repository will continue to be expanded and curated as the Academy’s knowledge backbone: 

• Systematic upload of course-related materials (slides, summaries, infographics, templates) as 

“Course Material” entries linked to the relevant categories and subcategories. 

• Inclusion of selected EU and national cybersecurity resources (e.g. guidelines, legal and regulatory 

documents, standards-related material) with appropriate metadata and classification. 

• Regular use of the submission form by partners to contribute new resources, followed by review and 

curation to ensure quality and consistency. 

At the same time, a first round of content review and basic cleanup will be carried out towards the end of 

the period (around M34–M36) to ensure that all visible resources remain accurate and relevant. 

10.5 Strengthening analytics, feedback and KPI evidence 

As the Academy grows, it will increasingly serve as a source of quantitative and qualitative evidence on user 

adoption and skills development: 

• Systematic export of LMS data on course enrolments, completions, certificates and user activity to 

monitor participation trends and support project-level KPIs related to awareness, SME onboarding, 

skills development and incident-response preparedness. 

• Periodic analysis of course evaluation survey results and platform-level feedback to identify common 

issues and inform updates to content and usability. 

• Alignment of cyber range and training activities with the measurement needs of KPIs related to 

participation in knowledge-sharing activities, incident-response exercises, vulnerability reduction 

and information sharing, in coordination with the technical and impact-oriented work packages. 

In addition, analytics derived from the Academy (for example, number of active SMEs, course enrolments, 

cyber-range completions and repeat visits) will act as early-warning indicators for the “Low User Adoption” 

risk included in the CyberSuite risk register. If these indicators fall below the expected trajectory, they will 

trigger targeted corrective actions, such as additional communication and outreach campaigns, partner-level 

follow-up with SMEs, or adjustments to course topics and formats to better match user needs. 

Where necessary, small adjustments may be made to forms, survey items or internal data-collection practices 

to ensure that the information required for final KPI assessment is available by the end of the project. 

10.6 Promotion, integration and sustainability preparation 

Finally, the Academy will remain a central element in CyberSuite communication and sustainability efforts: 

• Continued promotion via project social media, email campaigns and newsletters, synchronised with 

the publication of new courses and cyber-range exercises. 

• Further visibility actions via European platforms (e.g. training listings, initiative profiles, articles) and 

partner networks, particularly around key moments such as European Cybersecurity Month. 

• Preparation of a brief sustainability and post-project use plan for the Academy (to be refined in D5.2), 

describing how courses, Repository resources and gamification exercises can remain accessible and 

maintained after project completion. This plan will clarify who will be responsible for hosting, 

technical updates and content review, how materials will be periodically refreshed, and how the 

Academy will remain aligned with the long-term sustainability of the CyberSuite Platform and 
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Marketplace. It will also outline how the Academy can continue contributing to the Digital Europe 

Programme’s expectations regarding lasting capacity-building and SME cybersecurity resilience 

beyond the lifetime of the project. 

Together, these next steps will enable the CyberSuite Academy to reach a mature, fully operational state by 

the end of the project, with a comprehensive catalogue of courses, integrated gamification services, a 

populated Repository and solid evidence of uptake and impact. 
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11 Conclusions 

This initial report has presented the concept, design and early implementation of the CyberSuite 

Cybersecurity Academy as the project’s central capacity-building and knowledge-sharing environment. It has 

described how the Academy translates the technical outcomes of CyberSuite into structured learning 

opportunities for SMEs, technology providers and other stakeholders, and how it contributes to the broader 

objectives of strengthening cybersecurity readiness, awareness and skills. 

The report has outlined the Academy’s strategic role within the CyberSuite ecosystem, its target audiences, 

and its technical architecture. The platform has been deployed on a modular, scalable and secure LMS-based 

infrastructure, with clearly defined user roles and permissions, GDPR-compliant data handling and a 

consistent UI/UX aligned with the CyberSuite identity. The main functional components—courses, 

gamification and cyber range, Repository, webinars, support section and basic analytics—are already in place 

and interconnected through a unified navigation structure. 

From a learning perspective, the Academy has adopted a standardised, competence-based course design 

methodology and a coherent course structure that supports micro-learning, self-paced progression and a mix 

of multimedia materials. An initial set of courses has been published, covering introductory, intermediate 

and advanced topics relevant to SMEs and cybersecurity practitioners, while a concrete pipeline of upcoming 

courses has been defined for 2025–2026. Each course is supported by internal quality assurance, embedded 

assessments, completion and certification mechanisms, and dedicated course evaluation surveys. 

The report has also documented the establishment of the CyberSuite Repository as a curated, metadata-

driven knowledge hub that complements the formal courses. Its taxonomy, resource types, metadata schema 

and submission/review processes are in place, enabling partners to progressively populate it with project 

materials and selected external resources. The first gamified cyber range exercises have been integrated into 

the Academy, demonstrating the feasibility of delivering scenario-based, interactive training through a flag-

based completion mechanism and paving the way for the full set of exercises foreseen in the project. 

Quality, feedback and monitoring mechanisms are embedded at multiple levels. Course-level evaluation 

surveys, platform-level feedback forms and LMS analytics together provide a solid basis for continuous 

improvement and for collecting evidence relevant to the project’s KPIs. The Academy’s activities are 

positioned within the wider communication and dissemination framework of CyberSuite, with planned social 

media campaigns, email outreach, and EU-level visibility actions ensuring that the platform reaches its 

intended audiences and supports KPIs related to engagement and knowledge sharing. 

At this stage (around M24), the CyberSuite Academy can therefore be operational in its first consolidated 

release: the platform is live, core functionalities are implemented, the first courses and cyber range exercises 

are available, and the Repository and webinars sections have been set up and are ready for further 

enrichment. The remaining work in M25–M36 will focus on expanding the course catalogue and gamification 

offer, populating and maintaining the Repository, refining usability based on feedback, and consolidating 

evidence for the final assessment of impact and KPIs. 

The final report (D5.2) will build on the foundations documented in this deliverable. It will provide an updated 

picture of the Academy at the end of the project, including the full set of courses and cyber range exercises, 

usage statistics, qualitative feedback, KPI contributions and sustainability arrangements. In this way, D5.1 

and D5.2 together will document the complete lifecycle of the CyberSuite Academy—from initial design and 

deployment to mature operation and post-project continuity. 
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12 Annexes 

12.1 Annex I: Repository Resources (as of November 2025) 

Table 12-1 lists all items that have been added and curated up to this point, indicating their difficulty level, 

language, thematic category, and type of material. This snapshot illustrates both the breadth of topics 

covered (from regulatory frameworks and standards to threat intelligence, risk management, and emerging 

technologies) and the initial progress made towards establishing the Repository as a structured knowledge 

hub supporting the CyberSuite Academy courses. 

The ‘Repository category’ column corresponds to the subcategories described in Section 6.2.2 (e.g. 

Compliance Standards, Risk Management, Threat Intelligence), which are grouped under the four main 

categories of the Repository. 

Table 12-1: CyberSuite Repository resources available as of November 2025 (ordered by date of addition, descending). 

Title Difficulty 

level 

Language Repository 

category 

Type Date 

added 

Understanding Cyber Ranges: 

From Hype to Reality 

Advanced English Emerging 

Technologies 

Whitepaper 05 Nov 

2025 

European Cybersecurity Skills 

Framework (ECSF): Defining 

Roles, Skills, and 

Competencies Across the EU 

Intermediate English Compliance 

Standards 

Standards 

Documentation 

31 Oct 

2025 

GDPR Compliance Checklist 

for Data Controllers 

Intermediate English Data Protection 

and Privacy 

Checklist 22 Oct 

2025 

Streamlining Regulatory 

Obligations: ECSO Action 

Plan for EU Cybersecurity 

Alignment (2025) 

Intermediate English Compliance 

Standards 

Whitepaper 15 Oct 

2025 

Cyber Range Features 

Checklist & List of European 

Providers – ECSO 2025 

Edition 

Intermediate English Emerging 

Technologies 

Checklist 01 Oct 

2025 

Ethical Hacking: Web 

Application Security Training 

Advanced English Application 

Security 

Course 

Material 

24 Sep 

2025 

ENISA Technical 

Implementation Guidance 

for NIS2 Directive 

Advanced English Compliance 

Standards 

Guide 17 Sep 

2025 

Acceptable Use Policy (AUP) 

– Framework, Templates, 

Best Practices, and Common 

Pitfalls 

Intermediate English Compliance 

Standards 

Template 10 Sep 

2025 
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Title Difficulty 

level 

Language Repository 

category 

Type Date 

added 

Digital Operational Resilience 

Act (DORA) for the Financial 

Sector 

Advanced English Compliance 

Standards 

Legal and 

Regulatory 

Framework 

03 Sep 

2025 

Data Processing Agreement 

(DPA) Template for 

Controllers and Processors 

Intermediate English Data Protection 

and Privacy 

Template 03 Jul 

2025 

PSD2 (Payment Services 

Directive 2) 

Intermediate English Cybersecurity 

Ethics and Laws 

Legal and 

Regulatory 

Framework 

25 Jun 

2025 

State of Cybersecurity in the 

European Union: 

Comprehensive Assessment 

and Policy Recommendations 

Intermediate English Compliance 

Standards 

Legal and 

Regulatory 

Framework 

09 Apr 

2025 

ENISA Foresight 

Cybersecurity Threats for 

2030: Strategic Outlook on 

Emerging Risks and Trends 

Advanced English Emerging 

Technologies 

Guide 09 Apr 

2025 

A Critical Guide to Closing 

Your Exposure Management 

Gaps 

Intermediate English Risk 

Management 

Guide 19 Feb 

2025 

CTI: A Formidable Weapon in 

Cyberwarfare 

Intermediate English Threat 

Intelligence 

Guide 19 Feb 

2025 

Your Guide to Threat Hunting 

for Effective Risk 

Management 

Intermediate English Forensic 

Analysis and 

Incident 

Response 

Guide 19 Feb 

2025 

Who’s Watching the 

Machines? An Effective 

Strategy for Managing 

Machine Identities 

Intermediate English Emerging 

Technologies 

Guide 19 Feb 

2025 

[Top Tip] Cloud-native 

Security To Meet Today’s 

Cyber Threats 

Intermediate English Forensic 

Analysis and 

Incident 

Response 

Guide 19 Feb 

2025 

5 Ways to Evaluate the ROI of 

Your Cybersecurity Program 

Intermediate English Risk 

Management 

E-Book 19 Feb 

2025 

Cyber MSME: Cybersecurity 

for Micro, Small, and 

Medium Enterprises Training 

Intermediate English Network 

Security 

Course 

Material 

19 Feb 

2025 



D5.1: CyberSuite Cybersecurity Academy – Initial report  
 

 Grant Agreement: 101145861 -83- 
 

Title Difficulty 

level 

Language Repository 

category 

Type Date 

added 

Introduction to 

Cybersecurity: Free Training 

by ICT Skillnet and Cisco 

Networking Academy 

Beginner English Network 

Security 

Course 

Material 

13 Feb 

2025 

Enhancing Cybersecurity for 

SMEs: Challenges, 

Recommendations, and 

Actions 

Intermediate English Compliance 

Standards 

Guide 06 Feb 

2025 

Streamlining Regulatory 

Obligations of EU 

Cybersecurity Policies: 

Insights and 

Recommendations 

Intermediate English Compliance 

Standards 

Webinar 18 Jan 

2025 

ENISA Threat Landscape 

2024: Key Cybersecurity 

Insights and Trends 

Advanced English Threat 

Intelligence 

Research Paper 18 Jan 

2025 

The European Action Plan on 

the Cybersecurity of 

Hospitals and Healthcare 

Providers 

Intermediate English Compliance 

Standards 

Legal and 

Regulatory 

Framework 

15 Jan 

2025 

Cybersecurity Standards for 

Artificial Intelligence 

Advanced English Emerging 

Technologies 

Standards 

Documentation 

15 Jan 

2025 

Integrated Security 

Strategies for Modern Critical 

Infrastructures: A Cyber-

Physical Systems Approach 

Advanced English Emerging 

Technologies; 

Threat 

Intelligence 

E-Book 20 Dec 

2024 

Strategic Insights and 

Directions: ECSO 

Cybersecurity Market 

Analysis and 

Recommendations 

Intermediate English Compliance 

Standards 

Whitepaper 20 Dec 

2024 

Securing the Software Supply 

Chain: Challenges and 

Strategies in Modern 

Development 

Advanced English Emerging 

Technologies 

Whitepaper 20 Dec 

2024 

Strategic Development of 

Cyber Exercise Scenarios: 

Enhancing Incident Response 

through Simulation 

Advanced English Forensic 

Analysis and 

Incident 

Response 

Whitepaper 20 Dec 

2024 
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Title Difficulty 

level 

Language Repository 

category 

Type Date 

added 

Regulation (EU) 2022/2555 

on Digital Operational 

Resilience for the Financial 

Sector (DORA) 

Advanced English Cybersecurity 

Ethics and Laws 

Legal and 

Regulatory 

Framework 

22 Oct 

2024 

NIST Risk Management 

Framework (RMF) Training 

Beginner English Risk 

Management 

Course 

Material 

22 Oct 

2024 

Regulation (EU) No 910/2014 

on electronic identification 

and trust services for 

electronic transactions in the 

internal market (eIDAS 

Regulation) 

Advanced English Cybersecurity 

Ethics and Laws 

Legal and 

Regulatory 

Framework 

22 Oct 

2024 

General Data Protection 

Regulation (GDPR) 

Intermediate English Cybersecurity 

Ethics and Laws 

Legal and 

Regulatory 

Framework 

22 Oct 

2024 

NIS2 Directive Intermediate English Cybersecurity 

Ethics and Laws 

Legal and 

Regulatory 

Framework 

10 Oct 

2024 

Guide to Integrating Forensic 

Techniques into Incident 

Response 

Advanced English Forensic 

Analysis and 

Incident 

Response 

Guide 10 Oct 

2024 

EU Risk Management 

Toolbox 

Intermediate English Risk 

Management 

Tool 10 Oct 

2024 

ISO/IEC 27001:2022 Intermediate English Compliance 

Standards 

Standards 

Documentation 

09 Oct 

2024 

The EU Cybersecurity Act Intermediate English Cybersecurity 

Ethics and Laws 

Legal and 

Regulatory 

Framework 

09 Oct 

2024 

The Cyber Resilience Act Intermediate English Cybersecurity 

Ethics and Laws 

Legal and 

Regulatory 

Framework 

09 Oct 

2024 
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12.2 Annex II: Overview of Project KPIs Referenced in this Deliverable 

This annex summarises the Key Performance Indicators (KPIs) defined in the CyberSuite Description of Action 

(DoA) that are referenced in this deliverable, together with their identifiers, to facilitate easy tracing across 

project documents. 

Table 12-2: KPIs relevant to the CyberSuite Academy (as defined in the DoA) 

KPI ID KPI description (as per DoA) 

KPI 8 Increase participation and engagement in knowledge-sharing activities by 20%. 

KPI 9 Achieve 80% integration interoperability of application security solutions. 

KPI 10 Engage at least 20 stakeholders in active collaboration and knowledge sharing. 

KPI 12 Achieve at least 80% compliance with relevant cybersecurity standards. 

KPI 13 50% reduction in vulnerabilities in project services. 

KPI 14 25% reduction in cybersecurity risk exposure. 

KPI 15 70% participation in information-sharing platforms and dashboards. 

KPI 16 80% completion of incident-response exercises based on cyber ranges. 

KPI 17 50% increase in shared cybersecurity incident information. 

KPI 26 Conduct at least five cyber range exercises during the project. 

 


