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Executive summary

This document provides an overview of the activities of WP4 related to the preparation, execution, and
evaluation of the CyberSuite solution in operational environments. The work described focuses on the
preparation phase for the testing of the advanced cybersecurity capabilities provided by the project into existing
infrastructures, aligning with real-world use cases and industry needs.

A key component of this effort involves the development and validation of reference scenarios and use cases
that guide the project’s implementation. These scenarios are designed to ensure compatibility between
CyberSuite and existing systems, enabling a seamless enhancement of security measures.

In parallel, efforts have been directed toward ensuring the readiness of pilot environments for CyberSuite
demonstrations. This includes refining use cases based on business and end-user requirements, establishing a
clear evaluation framework, and coordinating the execution of demonstrators. Comprehensive documentation
and guidelines have been developed to support consistent and effective deployment.

Collectively, these initiatives underscore the CyberSuite team’s commitment to delivering validated, high-
impact cybersecurity solutions capable of addressing complex challenges in diverse and dynamic operational
domains. This ensures CyberSuite’s readiness for scalable adoption across diverse SME environments.
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1 Introduction

Deliverable D4.1: Evaluation Framework, Validation Methodology, and Demonstrator Scenarios defines the
use cases, their requirements, the validation methodology, and the reference scenarios that will guide the
CyberSuite demonstrators. Its objectives are to establish a unified evaluation framework, plan and coordinate
the demonstrators, and document the business-driven and technical requirements for each use case. This
ensures that the CyberSuite platform and its services are validated in realistic SME environments, reflecting
the needs of multiple sectors.

This deliverable is part of WP4 — Demonstration & Validation, which plays a critical role in bridging the gap
between the developed cybersecurity services (from WP2 and WP3) and their real-world application. WP4 has
three overarching goals:

a. Defining the use cases and their specific requirements,

b. Preparing, planning, and coordinating the demonstration activities and the corresponding evaluation
framework, and

c. Executing the demonstrations and evaluating their performance based on efficacy and measurable
KPIs.

Within this context, T4.1 is focused on defining the pilot use cases and analyzing their demonstrator-specific
requirements, leading to a library of reference scenarios to be validated. T4.2 ensured the preparation and
planning of the demonstrators, the fine-graining of use cases, and the coordination among partners to create
the necessary evaluation methodology and supporting documentation.

The demonstrators will be executed across four key domains, each reflecting different SME sector needs and
cybersecurity challenges:

e Energy Tracker use case (T4.3), led by S5, validating CyberSuite’s benefits in the energy application
domain.

e Railway Monitoring use case (T4.4), led by STROWL, focusing on mobility and transport
cybersecurity requirements.

e Digital Health use case (T4.5), led by DCCG, addressing cybersecurity in the healthcare sector.

e Agrifood use case (T4.6), led by COMPELLIO, focusing on data security and trust in the agrifood
value chain.

Deliverable D4.1 therefore lays the groundwork for WP4 by consolidating the evaluation methodology and
defining sector-specific scenarios that will be used to validate the CyberSuite Framework and services. It
serves as the reference point for subsequent activities and will be complemented by D4.2 — Demonstration and
Validation Report, which will provide the actual outcomes and performance assessments following the
demonstrator execution.

By defining clear evaluation criteria, measurable KPIs, and realistic use case scenarios, this deliverable directly
adheres to the commitments outlined in the Grant Agreement, ensuring a robust validation framework that
supports the project’s objectives of measurable impact, replicability, and scalability.

1.1 Mapping Projects’ Outputs

The purpose of this section is to demonstrate how the work performed in D4.1 aligns with the commitments
described in the CyberSuite Grant Agreement (GA). Specifically, it maps the GA’s formal Task descriptions
and objectives to the respective chapters and sections of this deliverable, providing a clear justification of how
each task requirement has been addressed.

This ensures full traceability between the GA commitments, the WP4 implementation activities, and the
documented outputs of this deliverable.

Grant Agreement: 101145861 -13-
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Table 1-1 - Adherence to CyberSuite GA Deliverable and Task(s) descriptions

CyberSuite Task

T4.1 - Use Cases
Definition and
Demonstrator-Specific
Requirement Analysis

Respective document
chapter(s)

Chapter 3 (CyberSuite
Demonstrators Overview)
Chapter 4 (Reference
Scenarios)

Justification

These sections describe each demonstrator (Energy
Tracker, Railway Monitoring, Digital Health,
Agrifood), detail their cybersecurity challenges,
define specific use cases, and provide the
corresponding reference scenarios to be validated
during the pilots.

T4.2 - Use cases
Demonstration
Preparation, Planning
and Evaluation

Chapter 2 (Validation
and Evaluation
Methodology) Chapter 5
(Evaluation Planning and

These sections present the overall evaluation
methodology, detail the preparation and planning
of demonstrators, define KPIs and baselining
activities, and outline the evaluation framework to

T4.3 - Energy Tracker
Use Case

Section 4.1.1 (Scenarios
for Energy Tracker)
Section 5.2.1 (Evaluation
Planning — Energy

Framework Expected Results) ensure consistency across all pilots.
Section 3.1 (Energy These sections provide a detailed description of the
Tracker Demonstrator) Energy Tracker demonstrator, its cybersecurity

challenges, defined use cases, related reference
scenarios, and the planned evaluation activities
and expected outcomes.

T4.4 - Railway
Monitoring Use Case

Tracker)
Section 3.2 (Railway These sections describe the Railway Monitoring
Monitoring demonstrator, the specific cybersecurity challenges

Demonstrator) Section
4.1.2 (Railway
Monitoring Reference
Scenarios) Section 5.3
(Evaluation Planning —

it addresses, related use cases and reference
scenarios, and the KPIs and evaluation activities
planned.

T4.6 - Agrifood Use
Case

Demonstrator) Section
4.1.4 (Agrifood Reference
Scenarios) Section 5.5
(KPIs & Baselining —
Agrifood)

Railway Monitoring)

Section 3.3 (Digital These sections define the Digital Health

Health Demonstrator) demonstrator, its cybersecurity use cases and
T4.5 - Digital Health Section 4.1.3 (Digital referenc.‘e scenarios, and describe t%ze KPIS.and

Health Reference evaluation activities planned for this domain.
Use Case . ;

Scenarios) Section 5.4

(KPIs & Baselining —

Digital Health)

Section 3.4 (Agrifood These sections present the Agrifood demonstrator,

its cybersecurity challenges, use cases and
reference scenarios, and the planned evaluation
and KPI measurement activities.

Grant Agreement: 101145861
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2 Validation and Evaluation Methodology

In this section we describe the process that will guide the evaluation of the CyberSuite framework based on
use cases. The methodology used follows an iterative, systems-driven approach focused on aligning existing
operational environments with the capabilities of the CyberSuite platform. The process began with a thorough
analysis of the current (as-is) situation, documenting the existing technology stack, operational workflows, and
key cybersecurity challenges. This baseline assessment provided a foundation for understanding technical
constraints, integration points, and system vulnerabilities.

To ensure relevance and effectiveness, the as-is state of the use cases was then mapped against the capabilities
offered by CyberSuite. This alignment process helped identify areas where CyberSuite assets could deliver
immediate value, complement existing infrastructure, or replace insufficient legacy mechanisms. The goal was
to ensure that integration would not only enhance security but also support system interoperability and
scalability.

Building on this, targeted interviews were conducted with technical stakeholders to define the desired (to-be)
state of the system. These interviews captured detailed operational requirements, existing capability gaps, and
domain-specific constraints. The results were cross-referenced with ongoing activities and outcomes from
WP2, ensuring coherence between strategic objectives and technical implementation paths.

The early architectural concepts and MVP definition presented in deliverable D2.1 served as key reference
points during this phase. These materials guided discussions around system expectations and informed the
formulation of key performance indicators (KPIs) tailored to each scenario. Stakeholders’ input was essential
not only for refining functional specifications but also for identifying constraints that might impact deployment
or scalability.
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Figure 2-1 - The CyberSuite Validation Methodology

Figure 2-1 illustrates how CyberSuite assets and features relate to user stories, reference scenarios, and
demonstrators, highlighting the assessment flow through KPIs.

Based on these findings, representative scenarios were developed to model realistic deployment and
operational conditions. These scenarios were structured for phased execution, allowing for incremental
integration, testing, and validation of CyberSuite components within live or simulated environments. This
staged approach supported risk mitigation while enabling technical refinement between phases.

Evaluation activities conclude with the definition of quantitative metrics and the collection of qualitative
feedback to assess performance against the defined KPIs. The evaluation outcomes will provide iterative
improvements to the deployment strategy, technical configuration, and solution architecture—ensuring that
the final implementation is robust, context-aware, and aligned with project goals.
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For analysing the CyberSuite demonstrators we first identified the use cases and then we proceeded with the
definition of reference scenarios. We used the following template to collect the relevant information.

Table 2-1 — Use case collection template

Use Case ID Short ID |
Use Case Title Title of the use case
Description Narrative of the use case (what happens, who is involved)

Cybersecurity Objectives Key security goals of the use case, such as ensuring confidentiality,
integrity, availability, or regulatory compliance.

Evaluation Goals Aspects of the cybersecurity solution will be tested or validated during
the use case (e.g., performance, accuracy, usability).

Key Stakeholders Main actors involved in or affected by the use case, including both
technical partners and end users.

Relevant @ peelinia General security technologies used (e.g., encryption, secure
Technologies communication, access control) that support the scenario.

Timeline and Phases Schedule of implementation, including key phases such as design,
deployment, testing, and evaluation.

Security Metrics / KPIs Measurable indicators used to assess the effectiveness of the
cybersecurity solution (e.g., threat detection rate, response time, false
positive rate).

To assist use partners in aggregating the relevant info a template table was used.

Table 2-2 : Reference Scenarios template

Scenario ID (Mapped to UC with UC1_RS-01
1D))]

Scenario Title A brief, descriptive name that summarizes the focus or event depicted
in the scenario.
Description A short overview of what the scenario covers, including its context and
purpose within the use case.
Actors and Roles Entities involved in the scenario and their roles (e.g., end user, attacker,
system component, administrator).

Preconditions Required system state or conditions that must be met before the scenario
begins
Trigger Events Need, action or event that initiates the scenario, such as a user request
or a detected intrusion.

Workflow Step-by-step outline of how the scenario unfolds

Relevant @D [dentify specific security technologies or controls applied during the

Technologies (for scenario) scenario to protect, detect, or respond

(OO IR A Specific CyberSuite assets or modules applied in the use case

Controls Applied

CyberSuite Features Evaluated If possible identify relevant features (from D2.2)

REEZENAGT S RINENSES N s [f possible identify relevant features (from D2.2)

Variants (optional) Possible variations of the scenario

CyberSuite includes 4 demonstrators: Energy Tracker (S5), Railway Monitoring (STROWL), Digital Health
(DCCG) and Agrifood (COMPELLIO). Each demonstrator includes multiple use cases, which are further
implemented by one or more reference scenarios. The demonstrators with their use cases are presented in detail
in Section 3 while the reference scenarios are provided in Section 4.

These templates ensure consistency in documenting all demonstrators, enabling systematic evaluation and
traceability across WP4 activities.
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3 CyberSuite Demonstrators Overview

This section presents the four demonstrators of the project and the use cases for each of the demonstrators. Our
demonstrators cover four distinctive domains (Energy, Railway Transport, Digital Health, Agrifood) and
utilize distinct technical stacks, architectures and software delivery practices.

Then, we present the different use cases to be delivered in the scope of the project by the demonstrators and
with the support of the technical partners. For constructing the use cases, dedicated interviews have been
planned to help demonstrator providers and technical partners to identify the actual as-is situation and the to-
be situation that is expected. The interview questionnaire templates, and the answered questionnaires have
been stored and are available in the collaborative space of the project for the future reference of the
demonstrators.

These use cases follow the template provided in section 2 and address the broad cybersecurity needs targeted
by CyberSuite.

3.1 Energy Tracker Demonstrator (S5)

The rapid adoption of affordable smart-home IoT technologies, such as smart meters, connected appliances,
and environmental sensors, has resulted in an ever-increasing availability of energy and activity-related data.
These data reflect various dimensions of household behaviours and energy usage patterns, paving the way for
individualized insights and optimization. Such data, when used correctly, can benefit both consumers looking
to improve their energy efficiency and consumption, and businesses aiming to build better services for their
target customers. In this direction, systems capable of gathering, analyzing and visualizing energy data in a
meaningful and user-friendly way are becoming more and more needed. However, the sensitive and intimate
nature of these data raises significant security and privacy concerns, which must be carefully addressed
throughout the entire process.

The S5 EnergyTracker is a cloud-based energy data management and analytics engine developed by S5 to
support energy data management for smart-home and activity related data. It acts as a data handling
environment, continuously collecting information from the IoT devices and smart sensors of the Personal
EnergyTracker user. Data analytics and machine learning techniques are applied on the collected data in order
to analyse the household’s consumption patterns and construct energy user profiles, providing valuable insights
to the individuals, through an intuitive visualisation dashboard that is offered through the Personal
EnergyTracker (PET). In addition to this capability, the S5 EnergyTracker offers to authorized third parties
(such as businesses), the Cloud-based EnergyTracker (CET), a web-based application through which users can
find and consume aggregated, non-traceable energy usage datasets, that have been created utilising privacy
preservation services. These energy usage datasets allow third parties to extract meaningful energy usage
patterns while maintaining strict privacy and data protection measures for the individual users.

Figure 3-1 illustrates the data flow from edge devices to personal visualization dashboards and finally to the
cloud-based aggregation layer for secure third-party access.

As shown in Figure 3-1, the S5 EnergyTracker infrastructure consists of three main components:

AR_&
Edge Devices EnergyTracker Personal Cloud-based S5 Admin/
- Hub EnergyTracker Q EnergyTracker Third Party Organisations
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270 Com—
: ot \ o0 (N2 i (R OO—
({@ODEFE g NS §€ kafka =) @ C5 =1 Cloud Storage
@@OD) : [ loT Data Collection at loT Data Collection & Data Shari

k; H the Edge Visualisations ata Sharing

o) 9

Figure 3-1: High-level Architecture of the EnergyTracker
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e EnergyTracker Hub: The data collection point for smart-home and activity-related data. It collects
input from connected IoT devices and sensors and runs on lightweight edge devices located within the
household.

e Personal EnergyTracker: Aggregates and visualises the individual’s data collected from the
EnergyTracker Hub and the results of lightweight analytics. Individuals can access this point through
a web-based application that is deployed on S5’s resources and utilises identity management and
access control to ensure visibility of data only to eligible users.

e Cloud-based EnergyTracker: Aggregates and processes data collected from the individuals’
Personal EnergyTracker. It generates anonymised energy usage profiles and provides to the S5 Admins
data sharing configuration capabilities to support access for authorized third parties.

The data sources of the S5 EnergyTracker rely on several IoT devices, such as smart meters, environmental
sensors and connected appliances. The communication with these data sources is established via APIs, after
the necessary authorisation has been granted by the individual.

3.1.1 Cybersecurity Challenges and Use Cases

Up until now, regarding the data privacy, the S5 EnergyTracker implementation covers only basic security
guarantees. These entail user authentication and authorization mechanisms, secure web access through
cryptographic protocols such as HTTPS and TLS and the use of SSL encryption for communications between
the Personal EnergyTracker and the Cloud-based EnergyTracker Analytics Engine.

The following Use Cases delve into the cybersecurity needs of the EnergyTracker, spanning across various
aspects, from cybersecurity services management and configuration, up to the mitigation of cyberthreats and
timely response to cybersecurity incidents.

3.1.1.1 Use Case 1.1: Cybersecurity Services Management

AS-IS situation and challenges: Currently, S5 does not follow a standardized method or CI/CD process for
onboarding and updating cybersecurity controls across its diverse projects and services. This also applies to
the EnergyTracker, the target business application of this demonstrator. While the selection of Kubernetes
(K8S/K3S) as the container orchestration system for the EnergyTracker brings various cybersecurity
advantages when properly configured—such as built-in vulnerability management and firewalling—it also
requires a level of expertise that is not available to all S5 developers. Consequently, the cybersecurity design
process heavily depends on the individual knowledge and familiarity of the developers involved in each
project, while limited familiarity with Kubernetes may hinder the full exploitation of its security features.

Furthermore, the implementation of cybersecurity controls across the DevSecOps phases of the EnergyTracker
remains fragmented. It relies on disparate tools from multiple vendors, lacking a centralized mechanism for
unified deployment and monitoring. As a result, developers and DevOps teams are required to work across
several platforms and manually correlate outputs to understand the application’s security posture. This absence
of a centralized cybersecurity services management solution makes ongoing security maintenance both tedious
and time-consuming.

With CyberSuite, the S5 developers will be supported in the security-oriented deployment of the
EnergyTracker over a Kubernetes cluster and in performing updates to the EnergyTracker application (e.g.,
adding a new module, publishing a new release, or applying patches).

Additionally, the S5 developers will be assisted in selecting and configuring a variety of necessary
cybersecurity controls provided by the CyberSuite Assets, covering pre-runtime and runtime cybersecurity
needs of the EnergyTracker. This process is streamlined through the centralized CyberSuite Framework
deployment for the EnergyTracker that serves as a single point for managing the deployment and monitoring
of all cybersecurity services.
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Table 3-1: EnergyTracker Use Case 1.1

Use Case ID UC-1.1 |
Use Case Title Cybersecurity Services and Application Management
Description Easy configuration, deployment and lifecycle management of
cybersecurity services over the EnergyTracker application.

Cybersecurity Objectives Improved Security Posture; Scalability, Dynamism and Consistency in
Service Deployment; Reduced Misconfigurations; Application Setup
enabling the Onboarding of Cybersecurity Services; Compliance
Readiness
Evaluation Goals Validate the effectiveness of utilising the CyberSuite Framework/Assets
for the deployment, configuration and management of the EnergyTracker
application and the EnergyTracker cybersecurity layer.

Key Stakeholders S5 Developers, S5 DevOps Team, S5 Management Team, EnergyTracker
End-Users (indirectly benefited)
Relevant O oEdisihal Deployment  Orchestrators;  Application Monitoring Dashboards;
Technologies Cybersecurity Services Management Dashboards; Cybersecurity
Marketplaces

Cyber Threats Addressed Use Case not bound to specific cyber threats

Timeline and Phases Phase 1: EnergyTracker Application Preparation and Testbed Setup
Phase 2: Baselining before adoption of CyberSuite services
Phase 3: Execution of Scenarios for first Iteration of UC1.1 with v1 of
CyberSuite Services
Phase 4: Provision of structured feedback and pilot evaluation
Phase 5: Execution of Scenarios for second Iteration of UC1.1 with v2 of
CyberSuite Services
Phase 6: Provision of structured feedback and pilot evaluation

Security Metrics / KPIs KPI Energy.01 - Asset Coverage
KPI Energy.03 - Attack techniques covered by cybersecurity services
KPI Energy.09 - Average Time for Cybersecurity Monitoring Overview
KPI Energy.10 - Average time to Patch/Remediate

Table 3-2: Risks and Mitigations Use Case 1.1

ID Risk/Challenge Mitigation Strategies ’
RC 11 Incompatibility  of  CyberSuite  Services  with | Flexible and technology-agnostic
EnergyTracker design and development of
CyberSuite Assets
RC 12 | Provided features by CyberSuite don’t meet the | Workshops and interviews
needs/expectations of the S5 users between S5 and technical partners;

Feedback after v1 of pilot activities
for the enhancement of the
CyberSuite Framework/Assets in
v2

3.1.1.2  Use Case 1.2: Pre-runtime Security

AS-IS situation and challenges: Currently, there is no standardized, best-practice-based approach for secure
coding followed across all S5 development teams. The security of the code largely depends on the individual
knowledge and experience of the developers involved in each project. Tools such as Static Application Security
Testing (SAST) and Dynamic Application Security Testing (DAST) are not yet integrated into the regular
development workflow, and activities such as CVE checking, risk assessment, patch management, and ongoing
threat monitoring are pain points that demand significant manual effort. Penetration testing techniques are not
applied, and the external attack surface of the EnergyTracker—such as potential information leaks on the Deep
or Dark Web—remains unknown. As a result, there is a heightened risk of embedded vulnerabilities in the
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codebase, such as hard-coded credentials, or the presence of high-risk issues in the network, server, or cluster
setup that may go undetected and potentially be exploited.

To-BE situation and envisioned gains: The goal for pre-runtime security with CyberSuite is to eliminate
common security pitfalls from the EnergyTracker code before deployment, while also facilitating easier
assessments of internal and external risks, threats, and vulnerabilities after deployment. This approach will
enable the establishment of a sustainable routine for vulnerabilities management and the consistent
implementation of security controls throughout the EnergyTracker’s lifecycle.

Table 3-3: EnergyTracker Use Case 1.2

Use Case ID UC-1.2 |
Use Case Title Pre-runtime Security

Description Identify vulnerabilities that come from the within and outside the
EnergyTracker perimeter, assess risk, test defences and apply an effective
and sustainable vulnerabilities management routine.

Cybersecurity Objectives Improved Risk Assessment; Improved Vulnerabilities and Patch
Management; Internal and External Threat Exposure Assessment and
Protection; System Hardening

Evaluation Goals Validate the effectiveness of the code, pentesting, vulnerability and risk
assessment related tools of CyberSuite in assisting the S5 technical team
to identify and address issues in the code or deployment of the
EnergyTracker application.

Key Stakeholders S5 Developers, S5 DevOps Team, EnergyTracker End-Users (indirectly
benefited)

Relevant @ oeEensivl SAST tools, Security audits and assessments tools, Secure configuration

Technologies management tools, Threat Intelligence Sharing

Cyber Threats Addressed CVEs; Threats relevant to insecure coding; Threats from

misconfigurations; Threats from data leaks; Zero-day attacks
CyberSuite Assets Involved SASTer, PUZZLE, CG Toolbox and CA, BCBCTI, KARTOS, Pentesting
Timeline and Phases Phase 1: EnergyTracker Application Preparation and Testbed Setup
Phase 2: Baselining before adoption of CyberSuite services
Phase 3: Execution of Scenarios for first Iteration of UC1.2 with v1 of
CyberSuite Services
Phase 4: Provision of structured feedback and pilot evaluation
Phase 5: Execution of Scenarios for second Iteration of UC1.2 with v2 of
CyberSuite Services
Phase 6: Provision of structured feedback and pilot evaluation
Security Metrics / KPIs KPI Energy.01 — Asset Coverage
KPI Energy.02 — Risk Scoring
KPI Energy.04 - Critical Code Coverage with SAST Tools
KPI Energy.05 - Reduction in successful Penetration Testing attacks
KPI Energy.08 - Average Time for Risk Assessment
KPI Energy.10 - Average time to Patch/Remediate
KPI Energy.13 - Personnel cybersecurity situational awareness

Table 3-4: Risks and Mitigations Use Case 1.2

ID Risk/Challenge Mitigation Strategies |
RC 13 Scanning creates operational disruptions or delays on the | Scalability = and  performance
EnergyTracker side improvement of relevant
CyberSuite Assets if such an issue
occurs

RC 14 | Provided features by CyberSuite don’t meet the | Regular tuning of tools to avoid
needs/expectations of the S5 wusers (e.g.,, false | false positives/negatives;
Facilitating  human  decision
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positives/negatives, over-reliance on known CVEs | through combination of results

excluding zero-day attacks) views in the Dashboard
RC 15 | Penetration testing on the EnergyTracker may cause | Rollback mechanisms for
unintended disruptions penetration testing performed on

main deployment or penetration
testing on a staging environment
(e.g., created with the help of

MAESTRO)
RC 16 | Web-based SAST tools may create reluctance in uploading | [PR-preserving and secure
proprietary code handling of code by SAST tools in

isolated, secure environment
dedicated to EnergyTracker, option
for local deployment of SAST
tools

3.1.1.3 Use Case 1.3: Runtime Security and Response

Currently, the protection of the EnergyTracker relies primarily on custom identity management and
authentication/authorization mechanisms, along with the default security features provided by the cloud-based
Kubernetes (K8S) environment. These include Role-Based Access Control (RBAC), TLS encryption and
namespaces for unmanaged environments, as well as more advanced capabilities such as integration with
Identity and Access Management (IAM) systems. However, many of these features require additional manual
configuration, integration efforts and the appropriate experience from the involved S5 developers (as discussed
in Use Case 1.1). Moreover, while useful, these features cannot match the capabilities or depth offered by
dedicated threat detection and response systems such as SIEM, IDS, SOAR, EDR, NDR, or WAFs. As a result,
the current setup offers limited capacity to block malicious traffic or to identify and respond to attacks in a
timely and effective manner.

The CyberSuite runtime cybersecurity Assets will be activated to protect the EnergyTracker during its
operation, enabling the S5 personnel to identify and mitigate attacks in a timely manner. This — mainly
detective and reactive - approach will help minimize the impact of security incidents, such as lateral movement,
privilege escalation, or undetected data leaks. Additionally, blacklisting known malicious or suspicious traffic,
will serve as a proactive measure to reduce the risk of vulnerability exploitation and enhance the overall
resilience of the application.

Table 3-5: EnergyTracker Use Case 1.3

Use Case ID UC-1.3 |

Use Case Title Runtime Security and Response

Description Enhance the EnergyTracker cybersecurity layer with a mixture of
preventive, detective and reactive ML and rule-based cybersecurity
controls that act complementarily or synergistically to one another, such
as WAFs, SIEMs, IDS etc. These assets are operating continuously in
parallel to the normal application operation in order to block unauthorised
or illegitimate activity and identify and eliminate suspicious behaviour,
while keeping the human operators in the loop through intuitive
visualisations and alerting mechanisms.

Cybersecurity Objectives Rapid response and containment; Attack and threat impact reduction;
Business continuity and resilience
Evaluation Goals Validate the effectiveness of the runtime cybersecurity Assets of

CyberSuite in assisting the S5 technical team in identifying and
addressing suspicious or malicious activity over the EnergyTracker.

Key Stakeholders S5 Developers, S5 DevOps Team, EnergyTracker End-Users (indirectly
benefited)
Relevant O osisiyal SIEM, IDS, WAF, EDR, NDR, Firewall

Technologies
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Cyber Threats Addressed Web Application Attacks, DoS, DDoS, Malware, Ransomware, Lateral
Movement, Privilege Escalation, 0-day Exploits

CyberSuite Assets Involved PUZZLE, SeerBox, ACAS

Timeline and Phases Phase 1: EnergyTracker Application Preparation and Testbed Setup
Phase 2: Baselining before adoption of CyberSuite services
Phase 3: Execution of Scenarios for first Iteration of UC1.3 with v1 of
CyberSuite Services
Phase 4: Provision of structured feedback and pilot evaluation
Phase 5: Execution of Scenarios for second Iteration of UC1.3 with v2 of
CyberSuite Services
Phase 6: Provision of structured feedback and pilot evaluation

Security Metrics / KPIs KPI Energy.06 - Mean Time to Detect Cybersecurity Incidents
KPI Energy.07 - Mean Time to Acknowledge Cybersecurity Incidents
KPI Energy.09 - Average Time for Cybersecurity Monitoring Overview
KPI Energy.11 - Percentage of identified cybersecurity incidents blocked
KPI Energy.12 - Acknowledgement of Identified Incidents and
Suspicious Behaviour
KPI Energy.13 - Personnel cybersecurity situational awareness
KPI Energy.14 - Mean Time to Acknowledge Failure is due to
cybersecurity incident

Table 3-6: Risks and Mitigations Use Case 1.3

ID Risk/Challenge Mitigation Strategies |

RC 17 | Performance overhead Scalability = and  performance
improvement of relevant
CyberSuite Assets if such an issue
occurs

RC 18 | Configuration complexity; Simplified configuration process

and instructions/guidance through
CyberSuite Framework

RC 19 | Incompatibility of EnergyTracker with CyberSuite | Regular  technical = meetings
Framework and Assets between the S5 Personnel and the
CyberSuite technical team

RC 110 | Provided features by CyberSuite don’t meet the | Regular tuning of tools to avoid
needs/expectations of the S5 wusers (e.g., false | false positives/negatives
positives/negatives)

3.1.1.4 Use Case 1.4: S5 Personnel Situational and Cybersecurity Awareness Raising

Although the S5 personnel are technically skilled within their respective areas of expertise, there is currently
no systematic or established cybersecurity awareness and training program in place. Cyber hygiene knowledge
is left to individual initiative, resulting in inconsistent awareness levels across the team. Additionally, the S5
team responsible for maintaining the EnergyTracker lacks access to a centralized source of information that
provides a holistic view of the application’s cybersecurity posture and external exposure. This inadequate
access to security awareness and real-time insights increases the risk of common threats such as phishing
attacks, data mishandling, insecure coding practices, and the use of weak passwords for administrative or
privileged accounts. Without a centralized mechanism to monitor and manage the EnergyTracker’s
cybersecurity status, incident detection and overall security management remain fragmented and possibly
inadequate.

It is important to establish a straightforward yet effective cybersecurity awareness training routine that
combines practical cybersecurity education with situational awareness specific to the EnergyTracker. This
approach will help ensure that the S5 team involved in the development and maintenance of the EnergyTracker
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holds the required knowledge to maintain secure behaviours while also staying informed about the current
risks and security status related to the EnergyTracker.

Use Case ID
Use Case Title
Description

Cybersecurity Objectives

Evaluation Goals
Key Stakeholders

Relevant
Technologies
Cyber Threats Addressed
CyberSuite Assets Involved

Cybersecurity

Timeline and Phases

Security Metrics / KPIs

Table 3-7: EnergyTracker Use Case 1.4

UC-1.4 |
S5 Personnel Situational and Cybersecurity Awareness Raising

Enhance the understanding of cybersecurity controls, practices, threats
and risks, through training that includes learning through an interactive
agent and gamification mechanisms. Facilitate the holistic monitoring of
the EnergyTracker cybersecurity posture, combining internal and external
information sources.

Increased cyber hygiene and best practices awareness; Improved
cybersecurity monitoring, resulting in more effective and timelier
implementation of the required remediation actions and security controls.

Validate the effectiveness of the training-oriented and monitoring assets
of CyberSuite.

S5 Developers, S5 DevOps Team, S5 Management
EnergyTracker, End-Users (indirectly benefited)

Team,

Security Posture and Analytics Dashboards; Security Awareness Training
Tools; Security Virtual Assistants

Unintentional Insider Threats; Security Knowledge Gap

CG Conversational Agent, Anti-phishing Game, All Pre-runtime and
Runtime security assets operating over the EnergyTracker (for the
provision of the data to be visualised in the Dashboard)

Phase 1: EnergyTracker Application Preparation and Testbed Setup
Phase 2: Baselining before adoption of CyberSuite services

Phase 3: Execution of Scenarios for first Iteration of UC1.4 with v1 of
CyberSuite Services

Phase 4: Provision of structured feedback and pilot evaluation

Phase 5: Execution of Scenarios for second Iteration of UC1.4 with v2 of
CyberSuite Services

Phase 6: Provision of structured feedback and pilot evaluation

KPI Energy.07 - Mean Time to Acknowledge Cybersecurity Incidents
KPI Energy.09 - Average Time for Cybersecurity Monitoring Overview
KPI Energy.10 - Average time to Patch/Remediate

KPI Energy.12 - Acknowledgement of Identified Incidents and
Suspicious Behaviour

KPI_Energy.13 - Personnel cybersecurity situational awareness

KPI _Energy.14 - Mean Time to Acknowledge Failure is due to
cybersecurity incident

Table 3-8: Risks and Mitigations Use Case 1.4

ID Risk/Challenge Mitigation Strategies

RC 111 | Reluctance of S5 Personnel to invest time in cybersecurity | Appropriate design of the training
training and intervention evaluation
process
RC 112 | Naive or trivial educational content provided by the | Evaluation of educational
CyberSuite assets effectiveness and content from
demo activities of vl and
enhancement in v2
RC 113 | The Dashboard doesn’t meet the needs or expectations of | Conducting feedback sessions and
the S5 users co-design practices during the
design of the Dashboard
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Ayber

D4.1: Use cases analysis, evaluation framework and planning

3.2 Railway Monitoring Demonstrator (STROWL)

The frequent inspection of railway tracks is essential to ensure safe and efficient operation of trains. According
to railway accident statistics, major derailments may often happen due to human error or infrequent and
improper monitoring systems. For instance, if vegetation along the railway tracks is not managed well,
encroachment of vegetation and even fallen leaves may pose a risk to the safe running of the railway and cause
substantial delays or even accidents.

Traditionally, railway track inspection is carried out using human inspectors or through human-operated
ground vehicles. The inspection of track involves investigation of various types of rail components and their
characteristics, and it detects some visually noticeable defects such as missing fasteners, clips and defects in
switches, and some less visual ones such as deviation from gauge. The main reason for such defects is the
stress experienced from a heavy load, aging as well as contraction and expansion due to various weather
conditions. Existing systems use various approaches such as electromagnetic inspection, eddy current testing,
ultrasonic techniques and optical methods such as laser and camera mounted on moving carts to perform
various inspection operations on tracks. However, the above manual human-operated process is time-
inefficient, costly and complex, while it also incurs a very suboptimal and sparse pattern of observability of
tracks. Moreover, workers are expected to negotiate slopes, barriers, unstable ground, hidden hazards and poor
lighting to carry out visual and tactile inspections. In some areas, it might be even impossible to manually
inspect the railway due to the landscape, the weather conditions, etc.

STROWL has developed a novel full-fledged solution for aerial monitoring of railway infrastructure using
drones for vegetation management and boundary structure inspection. The solution employs an Unmanned
Aerial Vehicle (UAV) system for quick inspection and monitoring of vegetation growth within the boundaries
of a railway system and the state of the boundary structure. The inspection drone operates in an autonomous,
unsupervised manner and is able to navigate over a railway track for a large distance, inspecting boundary
structure and vegetation, detecting and identifying anomalies along the railway (objects, fallen trees/leaves,
sun kinks, etc.),, and trigger further actions, on-the-fly, through notifications to the responsible human
operators and workers who are responsible for the maintenance and repair of the railway infrastructure.

A high-level overview of the railway infrastructure monitoring solution by STROWL is depicted in Figure 3-2
below. The UAV flies over the railway line and, after the flight, the recorded video is recorded and processed
by the on-board computer (typically an NVIDIA Jetson device) to identify defects, anomalies, and potential
issues that affect the normal operation of the railway trains. The detected incidents and anomalies are uploaded
to the cloud where the events are categorized, combined with contextual information (e.g., geolocation, image
snapshots, level of criticality, timestamps, etc.) and forwarded to the ground maintenance team through a push
notification to their mobile phones.
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Figure 3-2: High-level Architecture of the railway infrastructure monitoring use case
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3.2.1 Cybersecurity challenges and use cases

The railway monitoring use case presents several cybersecurity challenges due to its reliance on legacy systems
that often lack modern security controls. Ensuring data integrity and availability is critical, as disruptions or
manipulation of monitoring data could compromise safety and operational efficiency. The integration of third-
party components and remote connectivity further increases the attack surface, making the system vulnerable
to unauthorized access, tampering, and advanced persistent threats. Addressing these risks requires robust
authentication, secure communication channels, and continuous threat monitoring tailored to the operational
constraints of railway environments.

3.2.1.1 Use case 2.1 : Access control, authentication and authorisation

In the current state, access control and authentication mechanisms in railway infrastructure monitoring systems
are often fragmented and insufficiently enforced. Many systems rely on shared credentials or static user
accounts with limited auditing capabilities, increasing the risk of unauthorized access. Role-based access
control is inconsistently applied, and authentication is frequently limited to simple username-password
combinations, without strong verification methods. This leaves critical systems vulnerable to insider threats,
credential theft, and unauthorized remote access.

With the adoption of enhanced cybersecurity measures, access control becomes centralized and policy-driven,
using strong, multi-factor authentication (MFA) and granular access control. Authorisation policies are
dynamically enforced based on user roles, context (e.g., location, time), and real-time monitoring. All access
events are logged and auditable, allowing for rapid detection and response to anomalous activities. This
transition significantly reduces the attack surface, improves accountability, and ensures that only authorized
personnel can access sensitive monitoring systems and data.

Table 3-9: Railway Monitoring Use Case 2.1

Use Case ID UC-2.1 |
Use Case Title Access control, authentication and authorisation

Description Access control and authentication are critical in the railway monitoring
use case, where multiple stakeholders—including operators, maintenance
crews, and remote monitoring systems—interact with sensitive
infrastructure data. Weak or inconsistent authentication mechanisms can
lead to unauthorized access, risking data manipulation or system
disruption. Moreover, managing secure access across distributed assets
and legacy components presents significant challenges, requiring scalable
identity management and role-based access control tailored to operational
roles and contexts.

Cybersecurity Objectives Currently, access control to the on-board computer of the drone is
established over SSH, either using credentials or key exchanges. In the
context of SSH access, improper key management or weak authentication
practices can expose railway monitoring systems to unauthorized remote
control or data exfiltration. Without centralized oversight and proper
cybersecurity tools, SSH keys may be shared, unrotated, or remain active
after personnel changes, creating persistent security gaps. Implementing
strong key policies, multi-factor authentication, and automated auditing
is essential to mitigate these risks.

Evaluation Goals The evaluation goals focus on assessing the effectiveness of CyberSuite
in detecting, preventing, and responding to cybersecurity threats within
the railway monitoring system. Key aspects include validating secure data
transmission, robust access control mechanisms, and real-time threat
detection capabilities under realistic operational conditions.

Key Stakeholders STROWL developers, STROWL management team, end-users (drone
operators)

Relevant (O SiEiisinal Secure communication protocols (e.g., TLS), centralized identity and

Technologies access management, intrusion detection systems (IDS), and continuous

monitoring tools
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CyberSuite Assets Involved SEERBOX, ACAS, PUZZLE

Timeline and Phases Phase 1: Application preparation, baseline computation, and testbed setup
Phase 2: CyberSuite assets integration

Phase 3: Testing and validation in operational environment

Phase 4: Pilot evaluation

Security Metrics / KPIs KPI Railway.01: Percentage of relevant attacks addressed

KPI Railway.02: Mean time to detect/respond to incident

KPI Railway.03: Patching cadence

KPI Railway.04: Downtime during patching

KPI Railway.05: Security incidents

KPI Railway.06: Security incidents that require manual intervention
KPI Railway.11: Asset coverage

Table 3-10: Risks and Mitigations Use Case 2.1

ID Risk/Challenge Mitigation Strategies |
RC 21 Overall performance overhead limits usability Scalability = and  performance
improvement of relevant
CyberSuite Assets if such an issue
occurs
RC 22 | Adoption complexity blocks the usage of CyberSuite | Simplified configuration process
assets and instructions/guidance through
CyberSuite Framework
RC 23 | Data tampering or loss during transmission Use end-to-end encryption and
integrity  checks to  secure
communication between
distributed components.

3.2.1.2 Use case 2.2: Cloud data integrity

Currently, cloud services used for storing and processing railway monitoring data often lack robust
mechanisms to guarantee data integrity. While cloud operators may provide basic protections, such as
encrypted storage and routine backups, these are not always configured or monitored adequately by system
operators. There is limited verification that the data has not been tampered with, either during transmission or
while at rest. Logs, databases, and backend systems may be exposed to misconfigurations, lack of access
control, and insufficient visibility into potential compromises, which poses risks to data reliability and
trustworthiness.

In the improved scenario, cybersecurity measures are systematically integrated into cloud-based components
to ensure end-to-end data integrity. Cryptographic hash functions and digital signatures are employed to verify
the authenticity and integrity of data stored in databases and transmitted between cloud services. Continuous
integrity monitoring, automated auditing, and alerts on suspicious changes provide real-time visibility into the
health of cloud-stored assets. Infrastructure-as-code practices enforce secure configurations by default, and
tamper-evident logging ensures accountability. As a result, stakeholders can trust that the monitoring data
remains accurate, unaltered, and available for safety-critical decision-making.

Table 3-11: Railway Monitoring Use Case 2.2

Use Case ID
Use Case Title Cloud data integrity
Description This use case focuses on ensuring the integrity of monitoring data stored
and processed in the cloud as part of the railway infrastructure system. It
addresses threats such as unauthorized data modification, loss, or
database injection during transmission or while at rest in cloud
environments. The solution applies cryptographic integrity checks, secure
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logging, and tamper-evident storage to guarantee that data remains

trustworthy and verifiable throughout its lifecycle.

Cybersecurity Objectives e Ensure data integrity and authenticity by implementing cryptographic
mechanisms that detect and prevent unauthorized modifications to
monitoring data stored in the cloud.

e Protect cloud communication channels through encryption and secure
protocols to prevent interception, tampering, or replay attacks during
data transmission.

e [Enable auditability and traceability by securing logs and ensuring that
all data access and modifications are verifiable and attributable to
authorized users or systems.

Evaluation Goals The evaluation aims to confirm that integrity verification mechanisms

reliably detect unauthorized data changes in the cloud. It also assesses the

effectiveness of secure communication protocols during data
transmission and evaluates the performance impact of these cybersecurity
measures under realistic operational conditions.

Key Stakeholders STROWL developers, STROWL management team, end-users (drone

operators)

Relevant O oiEianal TLS encryption for secure data transmission, secure cloud storage

Technologies solutions with tamper-evident logging, access control mechanisms (e.g.,

2FA)

CyberSuite Assets Involved SEERBOX, ACAS
Timeline and Phases Phase 1: Application preparation, baseline computation, and testbed setup

Phase 2: CyberSuite assets integration

Phase 3: Testing and validation in operational environment

Phase 4: Pilot evaluation

Security Metrics / KPIs KPI_Railway.01: Percentage of relevant attacks addressed

KPI Railway.02: Mean time to detect/respond to incident

KPI Railway.03: Patching cadence

KPI Railway.04: Downtime during patching

KPI_Railway.05: Security incidents

KPI Railway.06: Security incidents that require manual intervention

KPI_Railway.11: Asset coverage

Table 3-12: Risks and Mitigations Use Case 2.2

ID Risk/Challenge Mitigation Strategies |
RC 24 | Integration issues/delays of CyberSuite assets in | Modular approach for integration,
operational environment dockerized testing, increased resource

allocation if needed.

RC 25 | CyberSuite assets cause unwanted behaviour/delays in | Regular technical meetings between
STROWL solution STROWL and CyberSuite technical
partners; exploration of less complex
versions of tools.

3.2.2 Use case 2.3: Raising personnel awareness on cybersecurity issues

The users of STROWL solution for railway infrastructure monitoring have a broad technical and professional
background. Users range from highly skilled people with extensive technical expertise (programmers,
engineers, etc.) to individuals with low of even non-existing technical skills, such as the ground operators who
are responsible for the vegetation management along the railway corridor. Thus, the current level of
cybersecurity-related awareness is inconsistent across users and there are no means to evaluate or improve this
awareness. A lack of awareness of cybersecurity issues and threats increases the risk of phishing attacks,
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improper handling of access control mechanisms (e.g., password sharing, insecure password storage, etc.), and
makes them prone to malicious attacks.

It is important to increase the cybersecurity awareness of users through a systematic and methodological
approach. Training users with appropriate tools is of paramount importance to ensure that they are aware of
potential threats, can avoid bad practices in access control and verify the adoption of appropriate security-
conscious behaviours in their routine operations.

Table 3-13: Railway Monitoring Use Case 2.3

Use Case ID UcC-2.3 ’
Use Case Title Raising awareness of users in cybersecurity

Description Human factors remain a major vulnerability in cybersecurity, especially
in operational environments like railway infrastructure monitoring. This
use case focuses on improving the cybersecurity awareness of staff and
operators through targeted training, guidelines, and simulated attack
scenarios. The goal is to reduce risky behaviors such as weak password
practices, phishing susceptibility, or misuse of privileged systems.
Empowered users become an active line of defense, supporting the overall
resilience of the monitoring ecosystem.
Cybersecurity Objectives e Enhance User Knowledge
Ensure that personnel understand basic cybersecurity principles,
common threats (e.g., phishing, social engineering), and their role in
protecting critical monitoring systems.
e Promote Secure Behaviors
Encourage best practices such as strong password management,
cautious handling of sensitive data, and proper use of access
controls through continuous training and policy reinforcement.
e Foster a Security-First Culture
Build a culture of shared responsibility where users are vigilant,
report suspicious activities, and actively contribute to maintaining
the cybersecurity posture of railway infrastructure systems.
Evaluation Goals The evaluation aims to measure improvements in user cybersecurity
awareness, behavioral change, and responsiveness to simulated threats. It
assesses training effectiveness, incident reporting rates, and reductions in
human-related security incidents over time.

Key Stakeholders STROWL developers, STROWL management team, end-users (drone
operators)

Relevant @) DlaeEeinip Security Awareness Training Tools

Technologies

Timeline and Phases Phase 1: Baselining before adoption of CyberSuite services

Phase 3: Execution of Scenarios after deployment of CyberSuite Services
Phase 4: Provision of structured feedback and pilot evaluation
Security Metrics / KPIs KPI Railway.07: Awareness

Table 3-14: Risks and Mitigations Use Case 2.3

ID Risk/Challenge Mitigation Strategies |
RC 26 | User fatigue or resistance due to frequent training | Balance frequency and relevance of
sessions or simulated attacks training by tailoring content to user
roles, using engaging formats (e.g.,
gamification), and clearly
communicating the purpose and
benefits.
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RC27 False sense of security after completing awareness

training

Reinforce  cybersecurity as a
continuous responsibility by
combining training with real-time
feedback, performance-based metrics,
and periodic reinforcement (e.g.,
newsletters, brief refreshers).

3.3 Digital Health Demonstrator (DCCG)

The Digital Health Services Centre of DCCG —CitiesNet provides telehealth services and other e-care services
to patients and people requiring social services. Novel personal health systems are being utilized, for the
wireless transmission of vital signs to a web-based platform. Individual citizens are equipped with lightweight
handheld devices to record their vital signs at home which are then transferred (via the telehealth centre) to the
regional hospital or healthcare providers over the Internet or GPRS/IoT for review and expert feedback.
Through these Personal Health Systems and innovative types of telemedicine services, medical staff can
monitor the health status of patients anywhere and anytime. The Telehealth Centre is located in the
Municipality of Trikala, which runs a local telehealth service for over 15 years. These digital health services
are currently being upgraded in 3 Municipalities (Trikala, Larisa and loannina) of DCCG via the RRF and in
a second stage will be expanded to the rest of the 10 Municipalities, via the Structural Funds for Greece. Within
CyberSuite project, the new telecare platform in Trikala and Larisa and the new telehealth platform in Larisa,
will be upgraded with advanced cybersecurity services. The telecare platform in Trikala is provided by the
subcontractor of the provider, GNOMON, via the telecare service KLIK ZOIS. The telehealth platform in
Larisa is provided by the subcontractor of the provider, VIDAVO, via the telehealth platform VID24, which
is based on a smartphone or tablet.

3.3.1 Use case 3.1: Improve cybersecurity aspects of telecare platform
This first use case targets the telecare application used by DCCG.

Table 3-15: Digital Health Use Case 3.1

Use Case ID

Use Case Title

Description

Cybersecurity Objectives

Evaluation Goals

Key Stakeholders

REEN

Cybersecurity

Technologies
Timeline and Phases

Security Metrics / KPIs

UC-3-1 |
Telecare Cybersecurity

The system covers the minimum cybersecurity requirements, required by
the respective legislation, based on the technical specifications and
requirements of the respective call for tender in the Municipalities of
Trikala and Larisa, for Smart City services. This use case addresses the
identification, prevention, and mitigation of advanced cyberattacks
through secure implementation practices and enhanced monitoring.

Limit the attack surface of the application, rapid response and
containment of issues, find and resolve vulnerabilities

Validate the effectiveness of the runtime cybersecurity assets of
CyberSuite and risk assessment process of CyberSuite

Business owners (Municipality of Trikala and their municipal agency
DCCG)- Subcontractors (VIDAVO and GNOMON) - Future verifiers
(audit bodies, health agencies)

SIEM, IDS, WAF

Phase 1: Security review of current telecare platforms flows and
endpoints using various CyberSuite tools

Phase 2: Fix security issues

Phase 3: Perform runtime security tests and assessment

Phase 4: Continuous monitoring and compliance auditing

Phase 5: Repeat process

KPI DigiHealth.01 - KPI DigiHealth.08
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Table 3-16: Risks and Mitigations Use Case 3.1

ID  Risk/Challenge Mitigation Strategies

RC 31 Incompatibility of telecare application  with | Regular technical meetings between
CyberSuite Framework and Assets the IT Personnel and the CyberSuite
technical team
RC 32 Configuration complexity as telecare service provided | Simplified configuration process and
by external entity instructions/guidance through
CyberSuite Framework
RC 33 CyberSuite assets cause unwanted behaviour/delays in | Regular technical meetings between
telehealth application CyberSuite technical partners to
improve cybersecurity services

3.3.2 Use case 3.2: Improve cybersecurity aspects of telehealth platform
This use case targets the telehealth application used by DCCG.

Table 3-17: Digital Health Use Case 3.2

Use Case ID UC-3-1

Use Case Title Telecare & Telehealth Cybersecurity

Description The system covers the minimum cybersecurity requirements, required by
the respective legislation, based on the technical specifications and
requirements of the respective call for tender in the Municipalities of
Trikala and Larisa, for Smart City services. This use case addresses the
identification, prevention, and mitigation of advanced cyberattacks
through secure implementation practices and enhanced monitoring.

Cybersecurity Objectives Limit the attack surface of the application, rapid response and
containment of issues, find and resolve vulnerabilities

Evaluation Goals Validate the effectiveness of the runtime cybersecurity assets of
CyberSuite and risk assessment process of CyberSuite

Key Stakeholders Business owners (Municipality of Larisa and their municipal agency

DCCG)- Subcontractors (VIDAVO and GNOMON) - Future verifiers
(audit bodies, health agencies)

RE G (@O iy SIEM, IDS, WAF

Technologies
Timeline and Phases Phase 1: Security review of current telecare platforms flows and
endpoints using various CyberSuite tools

Phase 2: Fix security issues

Phase 3: Perform runtime security tests and assessment

Phase 4: Continuous monitoring and compliance auditing

Phase 5: Repeat process

Security Metrics / KPIs KPI DigiHealth.01 - KPI DigiHealth.08

Table 3-18: Risks and Mitigations Use Case 3.2

ID  Risk/Challenge Mitigation Strategies

RC 34 Incompatibility of telehealth application with | Regular technical meetings between
CyberSuite Framework and Assets the IT Personnel and the CyberSuite
technical team
RC 35 Configuration complexity as telehealth service | Simplified configuration process and
provided by external entity instructions/guidance through
CyberSuite Framework
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RC 36 CyberSuite assets cause unwanted behaviour/delays in | Regular technical meetings between
telehealth application CyberSuite technical partners to
improve cybersecurity services

3.3.3 Use case 3.3: Raising personnel awareness on cybersecurity issues
This use case covers the cybersecurity awareness among the personnel of municipalities.

Table 3-19: Digital Health Use Case 3.3

Use Case ID UC-3-2 |
Use Case Title Telehealth Cybersecurity
Description The system covers the minimum cybersecurity requirements, required by
the respective legislation, based on the technical specifications and
requirements of the respective call for tender in the Municipality of
Larisa, for Smart City services.. This use case addresses the identification,
prevention, and mitigation of advanced cyberattacks through secure
implementation practices and enhanced monitoring.

Cybersecurity Objectives Security Awareness Training Tools

Evaluation Goals Assess tools of CyberSuite and improve personnel awareness

Key Stakeholders Business owners (Municipality of Larisa and the municipal agency
DCCG)- Subcontractors (VIDAVO) - Future verifiers (audit bodies,
health agencies)
Relevant (@) DplEEEwiniy Secure communication protocols (e.g., TLS), intrusion detection systems
Technologies (IDS), and continuous monitoring tools
Timeline and Phases Phase 1: Baseline awareness survey
Phase 2: Interactive training
Phase 3: Feedback and
Phase 4: awareness impact assessment
Security Metrics / KPIs e KPI DigiHealth.04
e KPI DigiHealth.09
e KPI DigiHealth.10

Table 3-20: Risks and Mitigations Use Case 3.3

ID Risk/Challenge Mitigation Strategies |
RC 37 | User fatigue or resistance due to frequent training | Balance frequency and relevance of
sessions or simulated attacks training by tailoring content to user
roles, using engaging formats (e.g.,
gamification), and clearly
communicating the purpose and
benefits.

RC 38 | Difficulty on finding enough personnel for the sessions | DCCG will plan early and will try to
reach appropriate number of people for
the awareness sessions from two
municipalities. If problems occur
additional pools of people will be used

3.4 Agrifood Demonstrator (COMPELLIO)

The business case focuses on enhancing COMPELLIO’s Digital Delivery SaaS platform designed for the
online exchange and management of business-related information, with a specific application in the agrifood
sector through the CyberSuite framework. Key stakeholders include business owners, such as laboratories who
act as admins and paying customers; their client accounts, forming part of their service portfolio; the SaaS
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delivery team from COMPELLIO; and future verifiers like audit bodies, public administrators, and health
protection agencies.

3.4.1 Cybersecurity Challenges and Use Cases

In the scope of the demonstrator, we aim to improve existing processes by increasing the SaaS platform’s
resilience and cybersecurity, integrating trusted services to enhance auditability, and streamlining the software
delivery process to ensure higher reliability and compliance in sensitive data environments.

3.4.1.1 Use case 4.1: Mitigating OAuth-Based Attacks in Digital Delivery SaaS Platform
Use case that targets various attacks focusing on authentication and protection mechanisms.

Table 3-21: Agrifood Use Case 4.1

Use Case ID UC-AUTH-01
Use Case Title Mitigating OAuth-Based Attacks in Digital Delivery SaaS Platform

Description The system lacks adequate protections against common OAuth
vulnerabilities such as token leakage, insecure redirect URIs, and
improper token validation. Attackers could exploit these weaknesses to
gain unauthorized access, impersonate users, or escalate privileges. This
use case addresses the identification, prevention, and mitigation of
OAuth-based attacks through secure implementation practices and
enhanced monitoring.

Cybersecurity Objectives e Prevent OAuth token leakage and misuse

e Ensure secure validation of tokens and scopes
e Protect against redirect URI manipulation
e Log and monitor suspicious token usage
e Limit token lifetime and refresh scope appropriately
Evaluation Goals e Assess system compliance with OAuth 2.0 best practices
e Verify correct implementation of secure redirect URI handling
e Monitor failed token exchanges and unusual token usage patterns
e Test effectiveness of short-lived access tokens and refresh tokens
Key Stakeholders Business owners (laboratories)- Client account users- COMPELLIO SaaS
delivery team- Future verifiers (audit bodies, health agencies)
Relevant Q1 IONCWTvM ¢  OAuth 2.0 / OpenlID Connect
Technologies e Identity and Access Management (IAM) platforms

e JSON Web Tokens (JWT) with signature validation

e Secure HTTPS transport and PKCE for public clients

e Threat detection via token activity logs

CyberSuite Assets Involved SEERBOX, ACAS

Timeline and Phases Phase 1: Security review of current OAuth flows and endpoints
Phase 2: Implementation of secure redirect URI validation and PKCE
Phase 3: Integration of enhanced token validation and monitoring
Phase 4: Testing and red teaming for OAuth-specific attacks
Phase 5: Continuous monitoring and compliance auditing
Security Metrics / KPIs KPI Agrifood.01 - 08

e % of endpoints using validated redirect URIs

e Number of detected OAuth misuse attempts

e Average token lifetime and refresh token rotation success rate
e Number of security alerts triggered from token anomalies

Table 3-22: Risks and Mitigations Use Case 4.1

ID Risk/Challenge Mitigation Strategies
RC 41 | False positives in scanning tools Updating rules with the help of

technical partners
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3.4.1.2 Use case 4.2: Preventing Malicious Input and SQL Injection in SaaS Platform
Use case focusing to injection-based attacks

Table 3-23: Agrifood Use Case 4.2

Use Case ID UC-INJ-02 |
Use Case Title Preventing Malicious Input and SQL Injection in SaaS Platform
Description The platform is vulnerable to injection-based attacks, including SQL
injection and malicious file uploads, due to insufficient input validation
and lack of secure file handling. The goal is to secure all data entry points
against exploitation and ensure robust penetration testing.

Cybersecurity Objectives Eliminate SQL injection vulnerabilities- Secure file upload interfaces-
Enforce input validation and sanitization- Strengthen backend database
and application layer security
Evaluation Goals Conduct penetration testing and simulate injection attacks- Verify all
input fields and file upload endpoints are secure- Measure effectiveness
of input sanitization and validation- Ensure compliance with OWASP
Top 10 standards

Key Stakeholders e Business owners (laboratories)

COMPELLIO SaaS development and security teams

Future verifiers and regulatory bodies

Web Application Firewalls (WAF)

Secure coding practices and input sanitization libraries

Static and dynamic application security testing tools (SAST/DAST)
Anti-malware scanning for uploaded files

CyberSuite Assets Involved SeerBox, ACAS, SASTER

Timeline and Phases Phase 1: Vulnerability assessment and threat modeling
Phase 2: Secure coding implementation and file handling hardening
Phase 3: Penetration testing and remediation
Phase 4: Deployment and monitoring
Phase 5: Continuous improvement and re-assessment
Security Metrics / KPIs KPI Agrifood.01 - 08
e Number of injection vulnerabilities detected and fixed
% of endpoints protected by input validation
File upload rejection rate for malicious content
Average remediation time after vulnerability discovery

Relevant Cybersecurity
Technologies

Table 3-24: Risks and Mitigations Use Case 4.2

ID Risk/Challenge Mitigation Strategies |

RC 42 | Legacy codebase with insecure practices might be | Apply input validation on both client

identified and server sides- - Conduct regular
penetration testing and code reviews

RC 41 | False positives in scanning tools Updating rules with the help of

technical partners
RC 43 | Complexity in maintaining validation rules across | Deploy WAF and runtime application
services self-protection (RASP) tools

3.4.1.3 Use case 4.3: Integrating Static Code Analysis and Vulnerability Scanning into CI/CD Pipelines
Use case that targets to improve the application developed by COMPELIO, through addressing various steps
of the development, build and deployment process.

Table 3-25: Agrifood Use Case 4.3

Use Case ID CS-DEVOPS-03
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Use Case Title Integrating Static Code Analysis and Vulnerability Scanning into CI/CD
Pipelines
Description To maintain a secure DevOps environment, it is essential to detect and

remediate security flaws early in the software development lifecycle. The
current CI/CD pipeline lacks integrated static code analysis and
automated vulnerability scanning, which increases the risk of introducing
insecure code and third-party dependencies into production. This use case
focuses on embedding security tooling within the development and
deployment workflow to catch vulnerabilities proactively and enforce
secure coding practices.

e Detect and remediate code-level vulnerabilities early in development

e Automate dependency vulnerability checks across all projects

e Enforce secure coding standards through pipeline-integrated tools

e Reduce time to identify and resolve high-risk issues

Evaluation Goals e Validate static analysis coverage across all repositories

°

[ ]

[ ]

Cybersecurity Objectives

Measure false positive/false negative rates in code scans
Confirm all third-party libraries are scanned for known CVEs
Assess developer compliance with security gates in CI/CD
Key Stakeholders COMPELLIO DevOps team

Relevant QLA o Static Application Security Testing (SAST) tools (e.g., SonarQube,
Technologies CodeQL)
e CI/CD tools (e.g., Jenkins, GitLab CI, GitHub Actions)
e Secure code linting and policy enforcement frameworks
CyberSuite Assets Involved SASTER, Vulnerability Scanner
Timeline and Phases Phase 1: Identify high-priority repositories and critical components
Phase 2: Integrate SAST and SCA tools into pipelines
Phase 3: Define and enforce security gate thresholds
Phase 4: Monitor scan results and onboard developer feedback
Phase 5: Audit process effectiveness and integrate into SDLC
documentation
Security Metrics / KPIs KPI Agrifood.01 - 08
e % of repositories with active SAST and SCA coverage
e Number of critical/high vulnerabilities resolved before release
e Average time to remediate flagged issues
e Reduction in vulnerable dependencies in production releases

Table 3-26: Risks and Mitigations Use Case 4.3

ID Risk/Challenge Mitigation Strategies

RC 44 | High false positive rates leading to developer fatigue | Provide training on interpreting and
fixing scan results

RC 45 | Slow pipeline performance due to scan delays Run security scans in parallel to reduce
CI/CD delays

RC 46 | Inconsistent security policies across teams Automate issue triage and integrate
results into issue tracking systems

RC 47 | Difficulty in prioritizing vulnerabilities effectively Run security scans in parallel to reduce
CI/CD delays
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4 Reference scenarios

In this section we provide more technical details on how CyberSuite results will be assessed through reference
scenarios. Reference scenarios have a technical background and provide steps and processes describing how
each use case operates under specific conditions. Scenarios describe both normal operations and cybersecurity-
relevant events (e.g., attack situations, system failures, or recovery actions), offering a concrete view of how
the system behaves, reacts, and is protected. These narratives support the evaluation of the cybersecurity
solutions applied in the project and guide the integration and validation of the involved tools.

4.1 Generic Reference Scenarios

The following scenarios, initially created by S5, are considered demonstrator-agnostic as they describe the
usage of the platform and will be tested across all demonstrators.

4.1.1 GC.1 : Configuration and lifecycle management of cybersecurity services with the

CyberSuite Framework
Table 4-1 - Generic Reference Scenario GC.1

Scenario ID GC.1

Scenario Title Configuration and Lifecycle Management of Cybersecurity Services
with the CyberSuite Framework

Description The purpose of this scenario is to configure a dedicated layer of

cybersecurity services that will protect the EnergyTracker, taking
advantage of the CyberSuite Framework service configuration and
management capabilities in order to ease the overall process. The focus
is on the services’ configuration and monitoring process itself and does
not examine the individual cybersecurity capabilities of each
CyberSuite asset (as these will be part of the reference scenarios of Use
Case 1.3).

Actors and Roles Developers, DevOps, Security Operators

Preconditions EnergyTracker is deployed; The CyberSuite Framework/Assets are
already deployed on a dedicated VM

Trigger Events The Service Consumer wants to configure one or more of the
CyberSuite Assets to/from the security layer of the EnergyTracker;

Workflow (Normal Operation) 1. The Service Consumer logs in to the CyberSuite Framework

2. The Service Consumer enters the CyberSuite Framework’s UI and
selects the CyberSuite services/assets they want to configure and
provides any requested configuration information

3. The CyberSuite Framework undertakes the enactment of the
configuration for the selected assets

4. Once completed, the CyberSuite Framework informs the Service
Consumer

5. The Service Consumer enters the CyberSuite Framework’s Service
Management Ul to get an overview of which CyberSuite Assets have
been deployed and actively protect the application

6. The Service Consumer wants to reconfigure or even halt one of the
running CyberSuite Assets

7. The Service Consumer repeats steps 2-5. The Assets information and
their active configuration information are updated in the CyberSuite
Framework Ul

CyberSuite Assets Used & CyberSuite Framework Deployment with: ACAS, SeerBox, PUZZLE,
Controls Applied Pentesting, GEIGER Toolbox and CA, CyberSuite BCBCTI,
KARTOS, SASTer, Anti-phishing game, MAESTRO
Security Controls:
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- Not Applicable: Scenario is focused on realizing the security
controls offered by the installed CyberSuite Assets through
deployment and configuration, and is not a security control itself

F HZ 01.CyberSuite User Login

F HZ 02.CyberSuite Single Entry Point

F HZ 03.CyberSuite Services Interoperability
F HZ 05.CyberSuite Configuration

F Dashboard 01.Log-In

F Dashboard 13.Access other CyberSuite Tools

Relevant CyberSuite User US H.01-US H.04

Stories US H.08 -US H.10

Expected Secure Outcome Indirect Secure Outcome: the activated CyberSuite Assets are ready to

assist with cybersecurity monitoring, attack or vulnerability
identification, response and mitigation.

Variants (optional) Scenario can have multiple variants based on the selection of tools
Planning Tool usage planning depends on the tool availability

CyberSuite Features Evaluated

4.1.2 GC.2 — A: Holistic Security Posture Awareness through the Dashboard
Scenario covered by the underlying CyberSuite assets visualised through the Dashboard.

Table 4-2 - Generic Reference Scenario GC.2

Scenario ID GC.2 |
Scenario Title Holistic Security Posture Awareness through the Dashboard
Description The purpose of this scenario is to utilise the Dashboard as the main point
for monitoring the current and historical cybersecurity posture of assets,
combining information from all the CyberSuite assets that are operating
in the background.

Actors and Roles Developers, DevOps, Security Operators

Preconditions All tools required in GC.1 are deployed and running on the

infrastructure to be protected; The BCBCTI is running to collect CTI

from participants in the CyberSuite ecosystem; The Dashboard is
consuming data from all underlying tools and is providing combined
views; The CyberSuite Framework provides an underlying Integration

Engine that collects information from all tools and passes it to the

Dashboard

Trigger Events The Service Consumer monitors the latest cybersecurity status of the

protected assets as part of regular checks or after a notification about

the completion of a scheduled check; The Service Consumer receives
an alert about an identified malicious or suspicious event; The Service

Consumer checks the Dashboard after an interruption in the normal

operation of the assets;

Workflow (Normal Operation) 1. The Service Consumer enters the CyberSuite Framework and
navigates to the Dashboard

2. The Service Consumer inspects the overview visualisations and
metrics in order to get the holistic picture of the latest
cybersecurity status of the application to be protected

3. An attack is performed against the EnergyTracker ( by external
actors or through the Pentesting tool)

4. The relevant CyberSuite Assets (e.g., PUZZLE, SeerBox,
ACAS) detect the attack and perform the relevant mitigation
action (if the relevant rule or policy exists)

5. The Service Consumer receives an alert about the
suspicious/malicious activity
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6. The Service Consumer enters the Dashboard and easily finds
information about the attack along with any corrective actions
to be applied and/or any additional remediation actions that
should be taken

7. The Service Consumer can proceed to re-configuring other
Assets, deploying additional Assets or taking other remediation

actions
Relevant Cybersecurity Security Posture and Analytics Dashboards;
Technologies (for scenario)
CyberSuite Assets Used & BCBCTI (for threat intelligence sharing), Pentesting (performing the
Controls Applied attacks)
Security Controls:

- Data and Analytics visualisation as a detective security control

- Corrective actions suggestions as an indirect corrective security
control

CyberSuite Features Evaluated F Dashboard 01 - F_Dashboard 16

Relevant CyberSuite User US B.01 - US_B.07
Stories US M.01-US M.02
US M.05
Expected Secure Outcome The Service Consumer can see the monitored activity and analysis

results in combined, interactive views and visualisations; The Service
Consumer is alerted whenever an issue is detected and can easily find
information and suggestions about remediation actions; The time to
acknowledge an incident is decreased;

Variants (optional) Simple visualisation of separate results and analytics from the
connected Assets (v1); Combined views and analytics (v2); Alerts and
notifications from the Dashboard (v2)

Planning Some variants planned for V1 and some for V2

4.1.3 GC.3: Exploration of the Marketplace for the Identification and Use of Add-

ons/Configurations
Table 4-3 - Generic Reference Scenario GC.3

Scenario ID GC.3

Scenario Title Exploration of the Marketplace for the Identification and Use of Add-
ons/Configurations

Description The purpose of this scenario is to allow the Service Consumer to explore

the services available through the Marketplace in order to extend or
configure the capabilities of the CyberSuite Framework deployment.
Actors and Roles Developers, DevOps, Security Operators

Preconditions The Service Consumer has an active CyberSuite Framework
deployment (for direct service usage) and an established connection
with the Marketplace

Trigger Events The Service Consumer wants to extend the capabilities of the
CyberSuite Framework Assets, either ad-hoc or based on any relevant
findings on the EnergyTracker application;

Workflow 1. The Service Consumer registers to the CyberSuite Marketplace as a
Customer (Consumer)

2. Once their registration is approved, the Service Consumer logs in to
the Marketplace

3. The Service Consumer completes any additional information in
their profile (e.g., adds the connection information to their active
CyberSuite Framework in v2)
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4A (Manual exploration) The Service Consumer utilises the
Marketplace exploration features in order to identify any services of
interest
4B (Service suggestions) The Service Consumer views the
recommended services according to the service needs
5. The Service Consumer subscribes to services of interest in order to
receive updates
6. The Service Consumer identifies a service they want to use
7A (Manual use/deployment):
a. The Service Consumer downloads one of the available services
and edits it locally (if it is a service offered as a file) or uses the
provided links (if the service is offered as a 3™ party SaaS)
b. The Service Consumer uploads the configured service on the
CyberSuite Framework
7B (Direct usage from the Marketplace to the CyberSuite Framework):
a. The Service Consumer selects the file-based service they want to
use directly in their CyberSuite Framework deployment.
b. The Service Consumer logs into the CyberSuite Framework
c. The Service Consumer enters the Ul and configures the draft
service if needed
7C (Request demo / contact Service Provider):
a. For a service that is not available for immediate use, the Service
Consumer contacts the Service Provider in order to request a demo
or get an offer
8. The Service Consumer can see the configured active services
through the CyberSuite Framework’s Ul
9. The Service Consumer repeats steps 4 — 7 to load more add-
ons/configurations on the CyberSuite Framework deployment
10. After some time of service usage, the Service Consumer returns to
the Marketplace in order to rate the used services and provide a review

Note: The scenario flow depends on the actual integration flow to be

implemented for the CyberSuite Framework and the Marketplace.

CyberSuite Assets Used & CyberSuite Marketplace, CyberSuite Framework

Controls Applied Security Controls:

- Not Applicable: Scenario is focused on actionalising the security
controls offered by the installed CyberSuite Assets through
deployment, and is not a security control itself

CyberSuite Features Evaluated F Marketplace 01 —17

F Marketplace 23 —24

F Marketplace 29 —32

F Marketplace 34

Relevant CyberSuite User US P.01

Stories US H.06

Expected Secure Outcome The  CyberSuite  Framework is  extended  with  the
services/configurations available through the Marketplace

Variants (optional) Manual deployment (v1), Direct service use from the Marketplace to

the CyberSuite Framework (v2), Use various services from the
Marketplace in the CyberSuite Framework (ongoing)
Planning Some variants planned for V1 and some for V2

4.2 Use Case Specific Reference Scenarios

4.2.1 Scenarios for EnergyTracker Demonstrator
Reference scenarios generated from the perspective of the EnergyTracker demonstrator are presented below.
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UCL.1 - A: EnergyTracker deployment, management and update on K8S infrastructure using

Scenarios that cover attacks that affect the application resources, load, and performance.

Table 4-4 - EnergyTracker Reference Scenario UCI.1 - A

Scenario ID (Mapped to UC
with ID)
Scenario Title

Description

Actors and Roles
Preconditions

Trigger Events

Workflow

CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated

Relevant CyberSuite User
Stories

UC-1.1-A

EnergyTracker Deployment, Management and Update on KS8s
Infrastructure Using MAESTRO

This scenario is focused on leveraging the policy-based orchestration,
management and application monitoring capabilities of MAESTRO for
the deployment of the EnergyTracker and the seamless update of the
application wherever a new release is available or after a component’s
update is needed (e.g., for patching). Furthermore, the EnergyTracker
deployment will benefit from the out-of-the-box protection for K8s
deployments offered by MAESTRO.

Service Consumer (S5 Developers, S5 DevOps)

EnergyTracker is containerised; K8s or K3s infrastructure and cluster
are available for the EnergyTracker; Pentesting tool is available to
perform targeted attacks

First deployment of the EnergyTracker; A new EnergyTracker release
is available for deployment; EnergyTracker update is needed (e.g., for
patching)

1. The Service Consumer defines the EnergyTracker’s application
graph and completes the required deployment information utilising
MAESTRO’s Ul

2. Once ready, the Service Consumer triggers the EnergyTracker
deployment

3. MAESTRO undertakes the secure deployment of the
EnergyTracker application on the dedicated resources

4. The Service Consumer checks that the deployed EnergyTracker is
up-and-running as expected.

5. The Service Consumer revisits the MAESTRO Monitoring Ul
regularly to check the status of the deployed EnergyTracker

6. The Service Consumer wants to update the EnergyTracker with a
new version or release

7. The Service Consumer enters the MAESTRO UI, makes any
required changes in the configuration and triggers the
EnergyTracker re-deployment

8. Perform steps 5-8 whenever a new EnergyTracker version is
available

MAESTRO, PUZZLE
Security Controls:
- Secure Configuration Management: as a preventive security
control
- Patch Management: as a preventive security control

F DEPLOY 02.K8s Deployment

F DEPLOY 03.Continuous Integration

F DEPLOY 04.MAESTRO-enabled Monitoring and Scalability
F DEPLOY_05.Monitoring Data Visualisation

F DEPLOY_06.Component Template Definition

F DEPLOY 07.MAESTRO Management Dashboard

US_D.03, US_D.04, US_M.07, US_M.06, US_T.03
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Expected Secure Outcome Seamless and secure deployment and management of the
EnergyTracker Application; Monitoring of EnergyTracker Application
status; Ability to halt the application in order to avoid further damage,
until the appropriate attack mitigation actions are performed, after
which the application can return to normal operation

Variants (optional) Manual re-deployments (v1); Deployments using CI/CD automation
(v2); Using MAESTRO standalone UI (v1); Using MAESTRO as part
of the Integrated CyberSuite Framework UI (v2); Creating a test
application deployment (v2); Partially deploying EnergyTracker
components (e.g., the Personal 1* and then the Cloud-based)

Planning Some variants planned for V1 and some for V2

4.2.1.2 UCL.2 - A: EnergyTracker Code Sanitisation from Security Flaws

This scenario covers security issues in code: e.g., Injection Flaws, Cross-Site Scripting (XSS), Hardcoded
Credentials or Secrets, Insecure Cryptographic Practices, Insecure Error Handling, Buffer Overflows,
Improper Input Validation, Insecure Use of APIs or Functions, Broken Access Control, Information Leakage,
Path Traversal, Race Conditions.

Table 4-5 - EnergyTracker Reference Scenario UC1.2 - A

Scenario ID (Mapped to UC UC-12-A
with ID)
Scenario Title EnergyTracker Code Sanitisation from Security Flaws
Description The purpose of this scenario is to improve the security of the
EnergyTracker application code through Static Application Security
Testing (SAST). The scanning results will be utilised by the S5
development team in order to improve the code and avoid embedded
vulnerabilities, while the overall process will indirectly contribute to
raising the secure coding awareness of the S5 personnel.
Actors and Roles Service Consumer (S5 Developers, S5 DevOps)
Preconditions The SASTer tool is available through the CyberSuite Framework
deployment for the EnergyTracker; The Service Consumer is registered
in the SASTer;
Trigger Events The Service Consumer wants to perform static code analysis on the
EnergyTracker application; New commit or pull request for the
EnergyTracker;
Workflow 1A (directly access SASTer):
a. The Service Consumer goes to the SASTer tool
1B (access SASTer through the CyberSuite Framework):
a. The Service Consumer enters the CyberSuite Framework and goes
to the SASTer Asset
2. The Service Consumer is authenticated by SASTer
3. The Service Consumer uploads the source code file they want to
inspect
4. SASTer starts the language recognition and code inspection
5. Once completed, the Service Consumer can view the scan results in
the SASTer Ul or retrieve them in JSON format via the provided API
6. The Service Consumer saves the results as a project in order to be
able to revisit them in the future, for example in cases of retrospective
meetings at S5
7. The Service Consumer leaves the SASTer environment
8. The Service Consumer starts working on making the appropriate
changes in the EnergyTracker code. In parallel they view the copy of
the scan results in the CyberSuite Dashboard as guidance

Grant Agreement: 101145861 -40-



“dyber

D4.1: Use cases analysis, evaluation framework and planning S u:ted:

9. Once ready with changes, the Service Consumer repeats steps 1 — 6
with the updated code, in order to get the updated results and check
the effect of applied changes

10. The Service Consumer revisits the saved projects in SASTer in
order to create a holistic progress report

CyberSuite Assets Used & SASTer, Dashboard
Controls Applied Security Controls:
- SAST - to detect and prevent threats coming from code
vulnerabilities

CyberSuite Features Evaluated F SASTer 1-F SASTer 11

F Dashboard 13.Access other CyberSuite Tools

F Dashboard 15.Hard Copy SASTer Results

Relevant CyberSuite User US B.01

Stories US B.04

US B.08

Expected Secure Outcome The EnergyTracker code is free from common security flaws;

Variants (optional) Direct access to SASTer (v1), Access SASTer through the CyberSuite
Framework (v2)

Planning Some variants planned for V1 and some for V2

4.2.1.3 UCL.2 - B: EnergyTracker Threat Modelling and Implementation of Additional Security Controls
This reference scenario covers threat modelling and validates how security controls can be applied to reduce
risks.

Table 4-6 - EnergyTracker Reference Scenario UC1.2 - B

Scenario ID (Mapped to UC UC-12-B

with ID)

Scenario Title EnergyTracker Threat Modelling and Implementation of Additional
Security Controls

Description The purpose of this scenario is to apply strategic risk management
measures to the EnergyTracker through the modelling of the
EnergyTracker’s attack surface and quantification of risks with the CG
Toolbox and the application of the appropriate proactive measures to
eliminate threat exposure, with the guidance of the CG Conversational
agent. Apart from improving EnergyTracker’s cybersecurity posture,
S5 personnel’s situational awareness about the EnergyTracker security
status and secure configuration will increase.

Actors and Roles Service owner/manager, Service Consumer (S5 Developers, S5
DevOps)

Preconditions The CG Toolbox and CA are available through the CyberSuite
Framework deployment for the EnergyTracker; Monitoring probes
(e.g., from ACAS) are installed on the EnergyTracker environment and
send monitoring data to the CyberSuite Framework (available to CG
Toolbox); The CG Toolbox is able to retrieve monitoring or deployment
information stored in the CyberSuite Integration Layer from other
CyberSuite Assets (e.g., from MAESTRO, PUZZLE, BCBCTI,
ACAS);

Trigger Events The Service Consumer wants to perform threat modelling on the
EnergyTracker after a new deployment or at regular intervals;
Workflow 1. The Service Consumer enters the CyberSuite Framework and goes
to the CG Toolbox Asset

2A (manual asset registration):
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a. The Service Consumer manually registers the assets (ICT assets,
cybersecurity tools and personnel) of the EnergyTracker through the
CG Toolbox UI
2B (use of information from other Assets through the CyberSuite
Framework)
a. The Service Consumer provides the required information for the
CG Toolbox to collect deployment information about the
EnergyTracker and the installed cybersecurity tools, coming from the
CyberSuite Framework’s Service Management Backend
b. The Service Consumer inspects the collected information, makes
any required corrections and fills in any missing information (e.g.,
about the personnel, or additional cybersecurity tools outside
CyberSuite)
3. Once ready, the Service Consumer finalises the configuration
4. The CG Toolbox performs the CG Scan for threat exposure
modelling and quantification, with the help of any monitoring
information available through the CyberSuite Framework
5. Once completed, the Service Consumer can view the results in the
Dashboard and download them as a report
6. The Service Consumer enters the BCBCTI configuration through
the Dashboard and defines the sharing policies for the identified
threats. The CTI becomes available to other participants of the
CyberSuite blockchain and the Service Consumer can track its usage.
7. The Service Consumer initiates a discussion with the CG CA in
order to identify the additional cybersecurity controls that should be
applied, along with a prioritisation
8. The Service Consumer configures the most critical and urgent
security controls with the assistance of the CG CA
9. The Service Consumer repeats steps 2 — 5 in order to update the
EnergyTracker graph with the additional security controls and verify
the effectiveness of applied remediation actions
CyberSuite Assets Used & CG Toolbox and CA, BCBCTI (for CTI sharing)
Controls Applied Security Controls:
- Threat Modelling and Risk Assessment — as a preventive control
- Secure Configuration Management — as a preventive control
CyberSuite Features Evaluated F CGTools 01 - F CGTools 05
F CGTools 07 -F CGTools 08
F BCBCTI 01 - F BCBCTI 03
F Dashboard 05.Information on Cyber Threats
F Dashboard 12.Dashboard Reports
F Dashboard 13.Access other CyberSuite Tools
Relevant CyberSuite User US D.02
Stories US D.05
US _0.04
US M.04
Expected Secure Outcome The EnergyTracker has employed additional security controls and its
CG Score (reflecting EnergyTracker’s threat exposure) is improved
Variants (optional) Manual registration of assets (v1), Test improvement of user experience
and scan results due to integration of information from other CyberSuite
Assets (v2), Integration in CI/CD pipelines for threat scanning
automation after new deployments (v2)
Planning Some variants planned for V1 and some for V2
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4.2.1.4 UCI.2 - C: EnergyTracker Risk Assessment and Mitigation

This scenario validates the risk of the deployment of the EnergyTracker application, using PUZZLE (and the
OLISTIC tool from UBITECH).

Table 4-7 - EnergyTracker Reference Scenario UC1.2 - C

Scenario ID (Mapped to UC UC-12-C
with ID)
Scenario Title EnergyTracker Risk Assessment and Mitigation
Description The purpose of this scenario is to identify risks in the EnergyTracker
deployment and take the appropriate mitigation actions based on
prioritisation, such as updating or implementing additional security
controls. As a result, the EnergyTracker will be hardened against risks,
and a sustainable patching routine will be established, while S5
personnel’s situational awareness about the EnergyTracker security
status will be enhanced.
Actors and Roles Service Consumer (S5 Developers, S5 DevOps)
Preconditions PUZZLE is available through the CyberSuite Framework deployment
for the EnergyTracker;
Trigger Events The Service Consumer wants to perform an ad-hoc or a regular risk
assessment of the EnergyTracker;
Workflow 1. The Service Consumer enters the CyberSuite Framework and goes
to the PUZZLE Asset
2A (manual asset registration):
a. The Service Consumer manually registers information about the
EnergyTracker assets through the PUZZLE Ul
2B (use of information from other Assets through the CyberSuite
Framework)
a. The Service Consumer provides the required information for the
PUZZLE to collect any deployment information about the
EnergyTracker that has already been registered via other tools (e.g.,
through the CG Toolbox) using the CyberSuite Framework’s
Service Management backend
b. The Service Consumer inspects the collected information, makes
any required corrections and fills in any missing information
3. Once ready, the Service Consumer finalises the configuration
4. PUZZLE initiates a risk assessment and standards control mapping
scan
5. Once completed, the Service Consumer can view the results in the
Dashboard
6. The Service Consumer implements the most urgent security controls
based on the risk assessment results.
7. The Service Consumer enters the BCBCTI configuration through
the Dashboard and defines the sharing policies for the identified
threats. The CTI becomes available to other participants in the
CyberSuite blockchain and the Service Consumer can track its usage.
8. The Service Consumer repeats steps 2 — 5 in order to verify the
effectiveness of the remediation actions, as reflected in the updated
risk scan findings
CyberSuite Assets Used & PUZZLE, Dashboard, CyberSuite Integration Layer (for data
Controls Applied provision), BCBCTI (for CTI sharing)
Security Controls:
- Risk Assessment: to prevent various attacks/threats Secure
configuration management: to prevent various attacks/threats
CyberSuite Features Evaluated F PUZ 01.PUZZLE API
F PUZ 06.Risk Assessment
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F PUZ 07.Standards Control Mapping
F PUZ 10.SBOM Generation

F PUZ 11.Docker Compliance Check
F Dashboard 06.Risk Dimensions

F BCBCTI 01 - F BCBCTI 03

Relevant CyberSuite User US P.04
Stories US B.02
US B.06
Expected Secure Outcome Additional security controls (e.g., updates, patches, re-configurations)

are applied. The PUZZLE Risk score, reflecting the active risk of the
EnergyTracker, is improved

Variants (optional) Manual risk assessment trigger (v1), Scheduled or event-triggered risk
assessment (v2), Test improvement in scan results due to the integration
of information from other CyberSuite Assets (v2)

Planning Some variants planned for V1 and some for V2

4.2.1.5 UCIL.2 - D: EnergyTracker Vulnerabilities Identification and Management
This scenario focuses on the continuous identification and remediation of vulnerabilities within the
EnergyTracker environment to proactively minimize security risks.

Table 4-8 - EnergyTracker Reference Scenario UC1.2 - D

Scenario ID (Mapped to UC UC-12-D

with ID)

Scenario Title EnergyTracker Vulnerabilities Identification and Management
Description The purpose of this scenario is to streamline the vulnerability
management process and ensure that exploitable weaknesses in the
EnergyTracker system are minimized or eliminated. Given the constant
emergence of new vulnerabilities — including those exploited in zero-
day attacks — the vulnerability management strategy should include
regular scanning of the EnergyTracker. Additionally, the underlying
vulnerability identification tools must be continuously fed with the
latest CVEs and threat intelligence to maintain the security of the
EnergyTracker at all times.

Actors and Roles Service Consumer (S5 Developers, S5 DevOps)

Preconditions PUZZLE and KARTOS are available through the CyberSuite
Framework deployment for the EnergyTracker; The Service Consumer
has already registered the EnergyTracker assets in PUZZLE

Trigger Events The Service Consumer wants regular (e.g., daily or once per week)
vulnerability scans to be performed over the EnergyTracker;

Workflow 1. The Service Consumer enters the CyberSuite Framework and

navigates to the PUZZLE Asset

2. The Service Consumer checks the stored EnergyTracker
information and graph that is already available in PUZZLE and makes
any required updates

3. Once ready, the Service Consumer finalises the configuration and
triggers a vulnerability scan

4. PUZZLE initiates a vulnerability scan

5. In the meantime, the Service Consumer goes to the KARTOS Asset,
enters any required information and triggers a holistic check on CVE
status

6. KARTOS initiates the scan

7. Once completed, the Service Consumer can view the identified
vulnerabilities, assessment and suggested actions from both scans in
the Dashboard
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8. The Service Consumer configures the most urgent security controls
(e.g., patching, updates, re-configurations, changing leaked
credentials, quarantining specific assets) to mitigate the identified
vulnerabilities

9. The Service Consumer repeats steps 1 — 7 in order to verify the

effectiveness of the applied changes

CyberSuite Assets Used & KARTOS, PUZZLE, Dashboard, CyberSuite Integration Layer (for

Controls Applied data provision)

Security Controls:

- Threat Modelling and Risk Assessment: to prevent various
attacks/threats (depending on availability of network logs and other
information) such as: SM2 Tampering, SM4 Information
disclosure, O3 Injection, SM5 Denial of service

- Secure configuration management: to prevent various
attacks/threats (depending on availability of network logs and other
information) such as: O5 Security Misconfiguration

CyberSuite Features Evaluated F PUZ 08.Vulnerability Scanning

F PUZ 09.K8s Scanning

F Kartos 07
Relevant CyberSuite User US D.01
Stories US _0.07

US M.02
Expected Secure Outcome Improved patch management resulting in improved preparedness;
Variants (optional) Manual scan trigger (v1), Scheduled vulnerability scans (v2)
Planning Some variants planned for V1 and some for V2

4.2.1.6 UCL.2 - E: Pentesting on the EnergyTracker
Scenario related to the performing of pretesting for potential threat events.

Table 4-9 - EnergyTracker Reference Scenario UC1.2 - E

Scenario ID (Mapped to UC UC-1.2-E

with ID)

Scenario Title Pentesting on the EnergyTracker

Description The purpose of this scenario is to perform simulated attacks against the
EnergyTracker in order to identify uncaught vulnerabilities, test
defences and evaluate the impact of a breach.

Actors and Roles Service Consumer (S5 Developers, S5 DevOps)

Preconditions The Pentesting tool is available through the CyberSuite Framework
deployment for the EnergyTracker; The Service Consumer has made
the appropriate planning to avoid application disruption during
pentesting

Trigger Events The Service Consumer wants to perform pentesting on the
EnergyTracker after a new deployment; A new pentesting attack type is
available in the Pentesting tool

Workflow 1. The Service Consumer enters the CyberSuite Framework and goes
to the Pentesting asset

2. The Service Consumer enters any required information about the
EnergyTracker (if not already stored from previous usage of the tool),
selects and configures the attacks they want to be performed

3. Once ready, the Service Consumer finalises the configuration and
triggers the pentesting session

4. The Pentesting tool initiates the session

5. Once completed, the Service Consumer can view the results in the
Dashboard
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CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

Variants (optional)
Planning
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8. The Service Consumer takes the appropriate remediation actions
and implements the relevant security controls

9. The Service Consumer repeats steps 1 — 5 in order to verify the
effectiveness of the applied changes

Pentesting, Dashboard
Security Controls:
- Penetration Testing as Detective Control

F Pentesting Ol - F_Pentesting 03
F Pentesting 05 - F_Pentesting 11
F DEPLOY 02.K8s Deployment

US_T.01 - US_T.03

Decrease in successful penetration testing attacks after the

implementation of the appropriate security controls

Test with new available attacks through the Pentesting tool (v1 and v2)

Some variants planned for V1 and some for V2

4.2.1.7 UCL.2 - F: Hardening against Threats outside EnergyTracker’s Perimeter

Scenario related to issues with data exposition to dark web, such as data leaks and leaked credentials.

Table 4-10 — EnergyTracker Reference Scenario UC1.2 — F

Scenario ID (Mapped to UC
with ID)

Scenario Title

Description

Actors and Roles
Preconditions

Trigger Events

Workflow

CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated

Relevant CyberSuite User
Stories

UC-12-F

Hardening against Threats outside EnergyTracker’s Perimeter

The purpose of this scenario is to evaluate the EnergyTracker’s external
attack surface utilising threat intelligence tools, in order to identify and
address threats coming from leaked data and leaked critical information
or from third-party vulnerabilities.

Service Consumer (S5 Developers, S5 DevOps)

The KARTOS tool is available through the CyberSuite Framework
deployment for the EnergyTracker;

The Service Consumer wants ad-hoc or regular external exposure
checks to be performed over the EnergyTracker

1. The Service Consumer enters the CyberSuite Framework and goes
to the KARTOS asset

2. The Service Consumer enters any required information (if not
already stored from previous usage of the tool)

3. Once ready, the Service Consumer finalises the configuration and
triggers the external exposure check

4. The KARTOS tool initiates the session

5. Once completed, the Service Consumer can view the results in the
Dashboard and in the reports generated by KARTOS

8. The Service Consumer takes the appropriate remediation actions
and implements the relevant security controls

9. The Service Consumer repeats steps 1 — 5 in order to verify the
effectiveness of the applied changes

KARTOS, Dashboard
Security Controls:
- Threat Intelligence as a Preventive Control

F Kartos 01 - F Kartos 07
F Kartos 09 - F Kartos 10

US_P.02
US M.02

Grant Agreement: 101145861 -46-



“dyber

D4.1: Use cases analysis, evaluation framework and planning S UIteZ
Expected Secure Outcome Improved external exposure indicators and IP scoring; Decreased
unaddressed vulnerabilities; Addressed leaked credentials issues;
Variants (optional) Manual trigger of external exposure checks (v1); Scheduled or event-
triggered execution of exposure checks (v2)
Planning Some variants planned for V1 and some for V2

4.2.1.8 UCIL.3 — A: ML-based Anomalous Traffic Detection and Rule-triggered Response with ACAS
This scenario focuses on enhancing runtime security by leveraging machine learning-based traffic analysis and
automated rule-triggered responses to detect and mitigate anomalous network activities targeting the
EnergyTracker.

Table 4-11 - EnergyTracker Reference Scenario UCL.3 - A

Scenario ID (Mapped to UC UC-1.3-A

with ID)

Scenario Title ML-based Anomalous Traffic Detection and Rule-triggered Response
with ACAS

Description The purpose of this scenario is to utilise the capabilities of the ACAS

tool and its plugin-like services in order to identify suspicious or
anomalous behaviours over the EnergyTracker, inspect the relevant
information and respond to them with the help of rules.

Actors and Roles Service Consumer (S5 Developers, S5 DevOps)

Preconditions The core ACAS and Pentesting tools are available through the
CyberSuite Framework deployment for the EnergyTracker; ACAS
‘plugins’ are available in the Marketplace; The Service Consumer is
registered and logged in the Marketplace as a Customer/Consumer;

Trigger Events The Service Consumer wants to implement network analytics as a
security control
Workflow 1. The Service Consumer selects the ACAS plugins they want to

use directly in their CyberSuite Framework deployment.

2. The Service Consumer enters the CyberSuite Framework and
configures the ACAS tool and its plugins

3. The Service Consumer defines the ACAS rule-based reaction
scripts (e.g., block suspicious IP)

4. The ACAS tool starts monitoring the EnergyTracker and
creating benign behaviour profiles through its ML-training
modules

5. The Service Consumer regularly checks the Dashboard and the
ACAS visualisations to inspect the network activity of the
EnergyTracker

6. An attack is performed against the EnergyTracker (with the
help of the Pentesting tool)

7. The ACAS tool identifies the attack, enacts the relevant
reaction script (with the collaboration of the CyberSuite
Framework) and raises an alert for the Service Consumer

8. The Service Consumer receives the alert, enters the Dashboard
to check the details about the identified incident and any applied
reaction

9. The Service Consumer makes any additional remediation
actions needed and creates additional reaction scripts for future
use

10. The Service Consumer can find the incident in a log, for future
reference and reporting purposes

CyberSuite Assets Used & ACAS, Dashboard, CyberSuite Framework (for additional data

Controls Applied provision and rules enactment), Pentesting
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Security Controls:
- Network analytics and attack detection as detective security control
- Rule-based cybersecurity incident response as reactive security
control

CyberSuite Features Evaluated F ACAS 01 -F ACAS 17
F Pentesting 01 - F Pentesting 11
Relevant CyberSuite User US P.02

Stories US B.04
US B.05
US B.07
US 0.02
US M.05
Expected Secure Outcome The EnergyTracker network traffic is continuously monitored; in the
background the ACAS tool is trained to differentiate normal from
suspicious behaviour; The Service Consumer can see the monitored
activity in visualisations
Expected Secure Outcome The attack is detected, and the relevant reactions are applied (if the
appropriate scripts have been already available).
Variants (optional) Check the response of ACAS to various available network attacks (v1
and v2); Use of data from other CyberSuite assets for improved
analytics (v2); Manual ACAS plugins deployment from Marketplace
(vl); Direct use from Marketplace to CyberSuite Framework
Deployment (v2)

Planning Some variants planned for V1 and some for V2

4.2.1.9 UCIL.3 - B: Policy-based K8S Protection with PUZZLE and MAESTRO
Scenario for runtime monitoring, detection and response on top of K8s deployments using PUZZLE.

Table 4-12 - EnergyTracker Reference Scenario UC1.3 - B

Scenario ID (Mapped to UC UC-13-B
with ID)
Scenario Title Policy-based K8S Protection with PUZZLE and MAESTRO
Description The purpose of this scenario is to utilise the runtime monitoring,
detection and response capabilities of the PUZZLE tool in tandem with
MAESTRO for rules enactment in order to protect the EnergyTracker
deployment against specific attacks.
Actors and Roles Service Consumer (S5 Developers, S5 DevOps)
Preconditions The PUZZLE, MAESTRO and Pentesting tools are available through
the CyberSuite Framework deployment for the EnergyTracker;
PUZZLE policies are available in the Marketplace; The Service
Consumer is registered and logged in the Marketplace as a
Customer/Consumer;
Trigger Events The Service Consumer wants to implement Kubernetes protection as a
security control
Workflow 1. The Service Consumer enters the Marketplace and searches for
services that are compatible with the PUZZLE tool
2A (manual use):
a. The Service Consumer downloads the available policies and edits
them locally
b. The Service Consumer uploads the edited policies on the
CyberSuite Framework
2B (direct usage from the Marketplace to the CyberSuite Framework):
a. The Service Consumer selects the policies they want to use
directly in their CyberSuite Framework deployment.
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b. The Service Consumer enters the CyberSuite Framework Ul and
configures the draft policies
3. The Service Consumer can see the added policies in the Dashboard
4. The Service Consumer enters the PUZZLE UI makes the
appropriate configurations and activates the policies
5. The PUZZLE tool starts monitoring the EnergyTracker and checks
in the background if any of the policies response rules should be
enacted
6. The Service Consumer regularly checks the Dashboard and the
PUZZLE visualisations to inspect the cluster activity of the
EnergyTracker
7. An attack that is in scope of the defined PUZZLE policies is
performed against the EnergyTracker (with the help of the Pentesting
tool)
8. The PUZZLE tool identifies the attempt, enacts the relevant
reaction (with the collaboration of the CyberSuite Framework and
MAESTRO) and raises an alert for the Service Consumer
9. The Service Consumer receives the alert, enters the Dashboard to
check the details about the identified incident and any applied reaction
CyberSuite Assets Used & PUZZLE, MAESTRO, Pentesting
Controls Applied Security Controls:
- Unintended Traffic and suspicious activity detection and
blocking as preventive, detective and reactive security control

CyberSuite Features Evaluated F DEPLOY 01.MAESTRO API
F DEPLOY_ 04.MAESTRO-enabled Monitoring and Scalability
F DEPLOY_08.CyberSuite Protected Deployment
F PUZ 02-F PUZ 05
F PUZ 09.K8s Scanning
F Pentesting 01 - F Pentesting 11
Relevant CyberSuite User US B.05,US B.07,US 0.01
Stories
Expected Secure Outcome The EnergyTracker cluster is continuously monitored; In the
background the PUZZLE tool is performing eBPF-based checks; The
Service Consumer can see the monitored activity in visualisations The
attack attempt is detected and the relevant reactions are applied based
on active policies.
Variants (optional) Check the response of PUZZLE to various available attacks (v1 and v2);
Use of data from other CyberSuite assets for improved incident
detection (v2) Manual policies deployment from Marketplace (v1);
Direct use from Marketplace to CyberSuite Framework Deployment
(v2); ICMP, DoS and Block traffic policies (v1); Additional policies
available in (v2)
Planning Some variants planned for V1 and some for V2

4.2.1.10 UCL.3 — C: Web Application Protection with SeerBox
This scenario covers threats such as Broken Access Control, Identification and Authentication Failures, and
Injection attacks using SeerBox.

Table 4-13 - EnergyTracker Reference Scenario UC1.3 - C

Scenario ID (Mapped to UC

with ID)

Scenario Title Web Application Protection with SeerBox
Description The purpose of this scenario is to utilise the runtime monitoring and
protection capabilities of SeerBox in order to protect the Energy Tracker
against common attacks for web applications.
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Actors and Roles
Preconditions

Trigger Events

Workflow

Relevant Cybersecurity

Technologies (for scenario)
CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated
Relevant CyberSuite User

Stories
Expected Secure Outcome

Variants (optional)

Planning

“dyber
Suttes

Service Consumer (S5 Developers, S5 DevOps)

The SeerBox and Pentesting tools are available through the CyberSuite
Framework deployment for the EnergyTracker;

The Service Consumer wants to implement web application protection
as a security control

1. The Service Consumer enters the CyberSuite Framework and goes
to the SeerBox tool

2. The Service Consumer selects and configures the detection modules
they want to use

3. Once ready, SeerBox starts monitoring data from components like
servers, load balancers, reverse proxies, and application delivery
controllers.

4. The Service Consumer regularly checks the Dashboard and the
SeerBox visualisations to inspect the cluster activity of the
EnergyTracker

5. An attack that is within the scope of the used SeerBox detection
modules is performed against the EnergyTracker (from an external
attacker or with the help of the Pentesting tool)

6. The SeerBox tool identifies the attempt and raises an alert for the
Service Consumer

7. The Service Consumer receives the alert, enters the Dashboard to
check the details about the identified incident and any created rules
that could be used for blocking traffic

8. The Service Consumer can find the incident in a log, for future
reference and reporting purposes

Web Application and API Protection
Cybersecurity Monitoring Dashboards;

Management Tools;

SeerBox, Dashboard, Pentesting
Security Controls:
- Detection of Broken Access Control, Identification and
Authentication Failures, Injection - as a detective security
control

F Seer Box 01 - F_Seer Box 04
F Pentesting 01 - F Pentesting 11

US_B.05, US_B.07

The EnergyTracker cluster is continuously monitored; In the
background, the SeerBox tool is performing traffic analysis checks; The
Service Consumer can see the monitored activity and analysis results in
visualisations. The attack attempt is detected, and the relevant alerts,
visualisations and logs are generated by SeerBox

Check response of SeerBox to various available attacks (vl and v2);
Use of data from other CyberSuite assets for improved incident
detection (v2); Directly use the rules and blacklist feed created by
SeerBox (F_Seer Box 05 - F_Seer Box 07) for reactive security (e.g.,
consumed by a 3™ party WAF or by another CyberSuite Asset to block
the traffic) (v2)

Some variants planned for V1 and some for V2

4.2.1.11 UCI1.4 - B: S5 Personnel Practical Cybersecurity Awareness Raising
This scenario assesses and improves security awareness.

Table 4-14 - EnergyTracker Reference Scenario UC1.4 - B

Scenario ID (Mapped to UC
with ID)

UC-14-B
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Scenario Title
Description

Actors and Roles
Preconditions

Trigger Events

Workflow (Normal Operation)

CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated
Relevant CyberSuite User

Stories
Expected Secure Outcome

Variants (optional)
Planning
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S5 Personnel Practical Cybersecurity Awareness Raising

The purpose of this scenario is to raise the cybersecurity awareness of
the S5 Personnel utilising the training and education-related features of
CyberSuite assets.

Service Consumer (S5 Developers, S5 DevOps, S5 Managers),

The Anti-phishing Game and CG Conversational Agent are available
through the CyberSuite Framework

S5 wants to perform a short practical cybersecurity training session
among the S5 Personnel involved in the EnergyTracker development
and maintenance;

1. The Service Consumer enters the CyberSuite Framework and goes
to the CG Conversational Agent

2. The Service Consumer initiates a practical cybersecurity
educational session

3. After the completion of the session, the Service Consumer reports
learning achievements through the CG CA

4. The Service Consumer returns to the Dashboard and enters the Anti-
phishing Game

5. The Service Consumer installs the game locally, selects to proceed
as a registered or unregistered user, and initiates an anti-phishing
training session, selecting the difficulty level(s) that match their
current knowledge

6. After the completion of the session, the Service Consumer gets a
report with their ranking and scores

CG CA, Anti-phishing Game, Dashboard
Security Controls:
- Security awareness as a preventive security control

F_CGTools 06, F_CGTools 09
F Phishing 01 - F_Phishing 07

US_P.03, US_D.05, US_0.06

The cybersecurity awareness of the Service Consumer is improved, thus
leading to decreased risk from unintended insider threats

Increasing difficulty levels from v1 to v2

Some variants planned for V1 and some for V2

4.2.2 Railway monitoring use case Reference Scenarios (STROWL)
In this section we collect the reference scenarios for the STROWL use case.

4.2.2.1

UC2.1 — Secure the railway infrastructure solution with CyberSuite assets against cybersecurity

attacks — CyberSuite assets deployment and management
This scenario covers attacks targeting access control and authorisation of the STROWL solution, attacks that
affect the performance of the application, and attacks that affect data integrity.

Table 4-15 - STROWL Reference Scenario UC2.1 - Reference Scenario 1

Scenario ID (Mapped to UC

with ID)
Scenario Title

Description

UC-2.1 —-RS01

Secure the railway infrastructure solution with CyberSuite assets
against cybersecurity attacks — CyberSuite assets deployment and
management

This scenario illustrates the deployment and lifecycle management of
CyberSuite assets within a railway infrastructure monitoring
environment. It focuses on the secure installation, configuration, and
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Actors and Roles
Preconditions
Trigger Events

Workflow

CyberSuite Assets Used &
Controls Applied
CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

Variants (optional)
Planning
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integration of components such as access control, intrusion detection,
and security monitoring. The scenario also covers how updates and
patches are managed to maintain protection against evolving threats. It
demonstrates how CyberSuite enables a proactive, centralized approach
to defending critical systems against cyberattacks.

Service operators, STROWL developers

CyberSuite Assets and Framework are provided in containerised form

The STROWL developers want to configure one or more of the
CyberSuite Assets to enhance the security of the STROWL solution.

1. The developer logs into the CyberSuite Framework to locate the
desired Assets.

2. The developer selects the desired Assets and provides the required
configuration to the CyberSuite Framework.

3. The developer enters the CyberSuite Framework’s Service
Management Ul to get an overview of which CyberSuite Assets
have been deployed and are actively protecting the STROWL
solution.

CyberSuite Framework Deployment with: ACAS, SeerBox,

F HZ 01.CyberSuite User Login

F HZ 02.CyberSuite Single Entry Point

F HZ 03.CyberSuite Services Interoperability
F HZ 05.CyberSuite Configuration

F Dashboard 01.Log-In

F Dashboard 13.Access other CyberSuite Tools

US_M.05, U M.01, US_0.02, US_0.03

Seamless and secure deployment and management of the STROWL
solution integrated with the CyberSuite components.

N/A

Phase 1: Selection of Assets from CyberSuite Dashboard

Phase 2: Deployment of Assets for service protection

Phase 3: Management of CyberSuite Assets (update, removal, re-
installation, etc).

4.2.2.2 UC2.2 — Secure access control and protect against malicious attacks from unauthorised people
This section covers attacks targeting access control and authorisation of the STROWL solution, man-in-the-
middle attacks and brute force attacks.

Table 4-16 - STROWL Reference Scenario UC2.2 - Reference Scenario 2

Scenario ID (Mapped to UC

with ID)
Scenario Title

Description

Actors and Roles

Preconditions

UC-2.1 - RS02

Secure access control and protect against malicious attacks from
unauthorised people.

This scenario illustrates the deployment of CyberSuite assets with a
focus on securing access control and enabling access only to authorised
people. It refers to protecting the remote access request to either the
drone’s onboard device or to the cloud-hosted services. In this scenario,
malicious attacks from unauthorised people will be tested in terms of
incident reporting.

Service operators, STROWL developers

CyberSuite Assets and Framework are provided in a containerised form
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Trigger Events

Workflow

CyberSuite Assets Used &
Controls Applied
CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

Variants (optional)
Planning
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An unauthorised person performs a malicious attack to gain remote
access either to the drone’s onboard device or to the cloud-hosted
services.

1. Anunauthorised user performs a malicious attack for remote access
to the drone’s onboard device or to the cloud hosted services.

a) The CyberSuite assets detect the attack and report the
incident.

b) The user gains (unauthorised) access to the STROWL’s
services but the CyberSuite assets detect the malicious
attack and block the user.

2. Administrators of STROWL services receive notifications through
the dashboard about the attack and a detailed reporting of trails.

SeerBox — Detects malicious attacks
ACAS — Performs vulnerability scanning of login endpoint

Log monitoring and real-time alerting

Malicious attack detection

US_0.01, US_0.02, US_ M.01, US_M.02

Malicious attack is blocked.
No remote access is permitted to unauthorised people.
Incident is reported to service administrators.

N/A

Phase 1: Selection of Assets from CyberSuite Dashboard and
deployment

Phase 2: Emulation of malicious attacks for unauthorised remote access.
Phase 3: Evaluation of intrusion detection, attack blocking, and
performance evaluation against baseline.

4.2.2.3 UC2.3 — Malicious injection event in cloud-hosted database
This section covers attacks targeting access control and authorisation of the STROWL solution with man-in-

the-middle or brute force attacks.

Table 4-17 - STROWL Reference Scenario UC2.3 - Reference Scenario 3

Scenario ID (Mapped to UC
with ID)
Scenario Title

Description

Actors and Roles
Preconditions

Trigger Events

Workflow

UC-2.1 - RS03

Malicious injection event in cloud-hosted database

A malicious actor attempts to make an unauthorised malicious attack on
the cloud-hosted database. The attack can be an SQL injection for data
removal/alteration or even an authorised entry retrieval.

Service operators, STROWL developers

CyberSuite Assets and Framework are provided in containerised form
Cloud-hosted database (SQL-based)

An attacker performs an unauthorised attack to read/write data to the
database.

1. An unauthorised user performs a malicious attack for remote SQL
injection (removal, addition, or retrieval.

2. The CyberSuite assets detect the unauthorised access and report the
incident.

3. Administrators of STROWL services receive notifications through
the dashboard about the attack and a detailed reporting of trails.
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CyberSuite Assets Used &
Controls Applied
CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

Variants (optional)

Planning
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SeerBox — Detects malicious attacks
ACAS — Performs vulnerability scanning of login endpoint

Log monitoring and real-time alerting
Malicious SQL attack detection

US M.05,US M.04

Malicious attack is blocked.

No SQL access is permitted to unauthorised people.
Potential non-blocked attempts are detected and reported.
Incident is reported to service administrators.

N/A

Phase 1: Selection of Assets (SeerBox, ACAS) from CyberSuite
Dashboard and deployment.

Phase 2: Emulation of malicious attacks for unauthorised remote access.
Phase 3: Evaluation of intrusion detection, attack blocking, and
performance evaluation against baseline.

4.2.2.4 UC2.4 — Runtime Monitoring and Alerting Using SeerBox
This scenario covers intrusion detection and incident reporting of the solution, with focus on SQL injection

protection.

Table 4-18 - STROWL Reference Scenario UC2.4 - Reference Scenario 4

Scenario ID (Mapped to UC
with ID)
Scenario Title

Description

Actors and Roles
Preconditions

Trigger Events

Workflow

CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

UC-2.1 —-RS03

Runtime Monitoring and Alerting Using SeerBox

CyberSuite assets are deployed for runtime protection of STROWL
services against malicious attacks and suspicious activity.
Unwanted and anomalous behaviour is detected and reported.

Service operators, STROWL developers, end-users

CyberSuite Assets and Framework are provided in a containerised form
Cloud-hosted services (database, backend services, webserver, mobile
app backend).

An attacker performs an unauthorised attack to read/write data to the
database.

An attacker performs attacks on the web-server.

An attacker performs attacks to gain access to the cloud-hosted services.

1. An attacker tries to perform SQL injection, web-server attacks, or
gain unauthorised access to the cloud-hosted services (e.g., mobile app
backend, javascript code for dashboard presentation).

2. The CyberSuite assets detect an anomaly in the operations by
comparing them with a normal pattern.

3. Administrators of STROWL services receive notifications through
the dashboard about the attack and a detailed reporting of trails.

SeerBox — Detects malicious attacks
ACAS — Performs vulnerability scanning of login endpoint
Dashboard & Log Collector — Provide real-time visibility

Log monitoring and real-time alerting
Real-time threat detection accuracy
Malicious SQL attack detection

US_M.03, US_MO.1

Anomalous behaviours are detected early and reported.
Suspicious traffic or actions are blocked.
Incident is reported to service administrators.
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Variants (optional) N/A

Planning Phase 1: Selection of Assets (SeerBox, ACAS) from CyberSuite
Dashboard and deployment.

Phase 2: Emulation of malicious attacks for suspicious actions in the
cloud.

Phase 3: Evaluation of intrusion detection, attack blocking, and
performance evaluation against baseline.

4.2.2.5 UC2.5 — Personnel Cybersecurity Awareness
This scenario targets personnel awareness to avoid unintended insider threats.

Table 4-19 - STROWL Reference Scenario UC2.5 - Scenario 5

Scenario ID (Mapped to UC UC-2.3 - RS05

with ID)

Scenario Title Personnel Cybersecurity Awareness

Description The purpose of this scenario is to raise the cybersecurity awareness of
the personnel deploying the STROWL services for railway monitoring.

Actors and Roles Anti-phishing Game, CG Conversational Agent

Preconditions The Anti-phishing Game and CG Conversational Agent are available
through the CyberSuite Framework

Trigger Events There is no specific trigger in this use case reference scenario. The

cybersecurity awareness of the STROWL personnel and the

maintenance team shall be measured via questionnaires and forms. The

awareness shall be raised through specific training via the CyberSuite
tools.

1. The STROWL personnel or the ground maintenance team enters the

CyberSuite Framework and goes to the CG Conversational Agent

2. The Service Consumer initiates a practical cybersecurity

educational session

3. After the completion of the session, the Service Consumer reports

learning achievements through the CG CA

4. The Service Consumer returns to the Dashboard and enters the Anti-

phishing Game

5. The Service Consumer installs the game locally, selects to proceed

as a registered or unregistered user, and initiates an anti-phishing

training session, selecting the difficulty level(s) that match their

current knowledge

6. After the completion of the session, the Service Consumer gets a

report with their ranking and scores

CyberSuite Assets Used & CG CA, Anti-phishing game, Dashboard

Controls Applied Security Controls:

- Security awareness as a preventive security control

CyberSuite Features Evaluated F CGTools 06, F CGTools 09

F Phishing 01 - F_Phishing 07

Relevant CyberSuite User 1

NI e

Expected Secure Outcome The cybersecurity awareness of the personnel is improved, thus leading
to decreased risk from unintended insider threats

Variants (optional) Increasing difficulty levels from v1 to v2

Planning Awareness sessions will be executed twice, between M24 and M36.
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4.2.3 Digital health use case Reference Scenarios (DCCG)
In this section we collect the reference scenarios for the DCCG demonstrator.

4.2.3.1

UC3.1-A: Rule based attack detection with ACAS

This scenario focuses on enhancing runtime security by leveraging machine learning-based traffic analysis and
automated rule-triggered responses to detect and mitigate anomalous network activities.

Table 4-20 — DCCG Reference Scenario UC3.1-A

Scenario ID (Mapped to UC
with ID)

Scenario Title

Description

Actors and Roles
Preconditions

Trigger Events
Workflow

CyberSuite Assets Used &
Controls Applied
CyberSuite Features Evaluated

Relevant CyberSuite User
Stories

Expected Secure Outcome

Variants (optional)

Planning

UC-13-A

Rule based attack detection with ACAS

The purpose of this scenario is to utilise the capabilities of the ACAS
tool and to identify suspicious or anomalous behaviour.

IT personnel

CyberSuite Framework installed and ACAS tool used to protect the
telecare and telehealth services deployment for network attacks.

Initiation of network attack

1. The personnel enters the CyberSuite Framework and configures the
appropriate tool and its policies

2. CyberSuite starts monitoring the deployed application

3. An attack is performed against the application (by external attacker
or with the help of the Pentesting tool)

4. Attack identified, and IT personnel receives the alert

5. IT personnel enter the Dashboard to check the details about the
identified incident

6. IT personnel receive suggestions for the mitigation actions to be
taken and any applied reaction

ACAS, CyberSuite Framework (for additional data provision and rules
enactment), Pentesting

F ACAS 01 -F ACAS 17
F Pentesting 01 - F Pentesting 11

US_P.02
US B.04
US B.05

Network traffic is continuously monitored, and proper mitigation
actions can be applied based on suggestions.

Scenario to be executed for telecare and telehealth use cases. More than
one type of attack might be executed

Telehealth application planned for V1 and telecare for V2

4.2.3.2 UC3.1-B: Web Application Protection with SeerBox
Scenario for the DCCG for monitoring application using SeerBox.

Table 4-21 — DCCG Reference Scenario UC3.1 - B

Scenario ID (Mapped to UC

with ID)
Scenario Title
Description

Actors and Roles
Preconditions

Web Application Protection with SeerBox

Use the runtime monitoring and protection capabilities of SeerBox
through CyberSuite to protect the applications against common attacks
on web applications.

IT personnel

CyberSuite Framework installed and SeerBox used to protect the
telecare and telehealth services deployment for network attacks.
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Trigger Events

Workflow

Relevant Cybersecurity

Technologies (for scenario)
CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated
Relevant CyberSuite User

Stories
Expected Secure Outcome

Variants (optional)

Planning
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IT personnel want to implement web application protection as a security
control

1. The IT personnel enters CyberSuite Framework and enables the
SeerBox tool

2. The IT personnel selects and configures the detection modules they
want to use

3. SeerBox starts monitoring data.

4. The IT personnel regularly checks the Dashboard and the SeerBox
visualisations to inspect activity

5. An attack is performed against the application (from an external
attacker or with the help of the Pentesting tool)

6. SeerBox identifies the attempt and raises an alert

7. 1T personnel receives the alert through the Cybersuite Dashboard
8. They check the details about the identified incident and any created
rules that could be used for blocking traffic

Web Application Management Tools; Cybersecurity Monitoring
Dashboards;

SeerBox, Dashboard, Pentesting
Security Controls:
- Detection of Broken Access Control, Identification and
Authentication Failures, Injection - as a detective security
control

F Seer Box 01 - F_Seer Box 04
F Pentesting 01 - F Pentesting 11

US_B.05, US_B.07

SeerBox tool is performing traffic analysis checks and IT personnel can
see the monitored activity and analysis results in visualisations. The
attack attempt is detected, and the relevant alerts and suggestions are
provided.

Scenario to be executed for telecare and telehealth use cases. More than
one type of attack might be executed

Telehealth application planned for V1 and telecare for V2

4.2.3.3 UC3.3—A: DCCG Personnel Cybersecurity Awareness Raising
This scenario assesses and improves security awareness of relevant personnel.

Table 4-22 - DCCG Reference Scenario UC3.3 - A

Scenario ID (Mapped to UC
with ID)

Scenario Title

Description

Actors and Roles
Preconditions

Trigger Events
Workflow (Normal Operation)

UC-33-A

DCCG Personnel Cybersecurity Awareness Raising

The purpose of this scenario is to raise the cybersecurity awareness of
the personnel among DCCG entities utilising the training and
education-related features of CyberSuite.

IT personnel, municipal personnel (end-users)

The Anti-phishing Game and CG Conversational Agent are available
through the CyberSuite Framework

N/A

1. The End-users are provided with the anti-phishing game

2. The end-users install the game locally, select to proceed as a
user, and initiates an anti-phishing training session, selecting
the difficulty level(s) that match their current knowledge

3. After the completion of the session, the Service Consumer
gets a report with their ranking and scores

4. Reports are collected and results are aggregated and analysed.
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CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated

Relevant CyberSuite User

Stories
Expected Secure Outcome

Variants (optional)

Planning

(V2) the effects of the training can be assessed.
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5. Complete scoring is provided

Anti-phishing Game
Security Controls:
- Security awareness as a preventive security control

F Phishing 01 - F_Phishing 07

US_P.03, US_D.05, US_0.06

The cybersecurity awareness of the organization is improved, thus
leading to decreased risk from unintended insider threats

Training sessions with material provided by CyberSuite academy can
be used to increase awareness

Initial tests can be done to untrained personnel (for V1) and afterwards

4.2.3.4 UC3.3 — B: Assessing organization exposition to dark web

Scenario related to issues with data exposition to dark web, such as data leaks and leaked credentials.

Table 4-23 — DCCG Reference Scenario UC3.3 — B

Scenario ID (Mapped to UC
with ID)

Scenario Title

Description

Actors and Roles
Preconditions
Trigger Events
Workflow

CyberSuite Assets Used &
Controls Applied
CyberSuite Features Evaluated

Relevant CyberSuite User
Stories

Expected Secure Outcome

Variants (optional)

Planning

UC33-B

Assessing organization exposition to dark web

The purpose of this scenario is to evaluate the leaked data and leaked
critical information from the organization.

IT personnel, municipal personnel (end-users)

The KARTOS tool is available through the CyberSuite Framework

IT personnel order dark web analysis from KARTOS

1. IT personnel enter the CyberSuite Framework and goes to the
KARTOS asset

2. IT personnel enter any required information and triggers the
external exposure check

3. KARTOS tool initiates the session and works for results

4. Once completed, the IT personnel can view the results in the
Dashboard and in the reports generated by KARTOS

5. The Service Consumer takes the appropriate remediation actions
and implements the relevant security controls

6. Ifneeded, they inform end-users of possible remediations (such as
changing passwords etc)

KARTOS

F Kartos 01 - F Kartos 07
F Kartos 09 - F Kartos 10

US_P.02
US M.02

Addressed leaked credentials issues;

Due to DCCG nature, more than one organizations/domains might need
to be checked

For V1 at least one domain to be assessed. For V2 more domains can be
checked and also re-checking for the domains of V1 will be done.
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4.2.4 Agrifood use case (COMPELLIO)
This section presents the reference scenarios for the COMPELLIO use case.

4.2.4.1

UC4.1 — Scenario 1: Detect OAuth-Based Attacks

This scenario has been developed to assess the capabilities of CyberSuite in attacks related to identity

management systems.

Table 4-24 - COMPELLIO Reference Scenario UC4.1 - Scenario 1

Scenario ID (Mapped to UC
with ID)
Scenario Title

Description

Actors and Roles

Preconditions

Trigger Events

Workflow

CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

UC-4.1 — Scenario 1

Detect OAuth-Based Attacks

An attacker attempts to intercept the OAuth 2.0 authorization code by
exploiting an improperly configured redirect URI. The platform must
prevent the interception and misuse of the authorization code by
enforcing strict URI validation and implementing Proof Key for Code
Exchange (PKCE).

e Attacker — Attempts to intercept the authorization code via
manipulated redirect URI

e COMPELLIO SaaS OAuth Server — Issues tokens and enforces

security in the authorization flow

User Agent (Browser) — Facilitates redirection and token exchange

Security Engineer — Audits OAuth configurations and monitors logs

for suspicious activity

OAuth 2.0 authorization code grant flow is implemented
Redirect URI validation is not strict or uses wildcards
PKCE is not enforced for public clients

CyberSuite Token Monitor is not yet active in production

Attacker initiates OAuth login with a crafted redirect URI pointing to a
malicious domain under their control

1. User initiates OAuth login with a trusted client
Attacker intercepts the authorization request and replaces the
redirect URI

3. OAuth server processes the request with the attacker-controlled
URI (due to weak validation)

4. Authorization code is sent to the attacker’s domain

5. Mitigation: Server-side checks detect mismatched redirect URI —
request is blocked

6. Mitigation: PKCE validation fails on code exchange due to
missing/invalid code challenge

7. Security logs record the mismatch and notify the Security Engineer

8. Configuration is updated to remove wildcard URIs and enforce
PKCE

SeerBox — Detects input vulnerability pre-deployment
ACAS — Performs vulnerability scanning of login endpoint

Enforced PKCE and secure redirect validation
OAuth request/response logging and analysis
Role-based alerts on authorization failures

US M.03, US_0.03, US_0.03

e Authorization code is not delivered to a malicious domain
e Attempt is blocked by redirect URI mismatch and PKCE validation
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No tokens are issued; user data remains protected

Event is logged and reviewed for improving detection patterns
Variant A: Attacker uses mobile malware to capture code

Variant B: Authorization server misconfigured to allow multiple
wildcard domains

Phase 1: Review redirect URI configurations with CyberSuite [AM
Phase 2: Implement and test PKCE enforcement

Phase 3: Simulate OAuth interception via red team exercise

Phase 4: Enable Token Monitor and review alerts

Variants (optional)

Planning

4.2.4.2 UC4.2 — Scenario 1: SQL Injection Attempt on Login Endpoint
Scenario focusing on prevention and detection of SQL attacks.

Table 4-25 - COMPELLIO Reference Scenario UC4.2 - Scenario 1

Scenario ID (Mapped to UC UC-4.2 — Scenario 1

with ID)

Scenario Title

SQL Injection Attempt on Login Endpoint

Description A malicious actor attempts to access user accounts by injecting SQL
code into a login form input field. The platform must detect and block
the attack, preventing unauthorized access and maintaining system
integrity.

Actors and Roles e Attacker — Attempts SQL injection via login field
e WAF / Application Firewall — Detects and blocks the malicious
request
e COMPELLIO SaaS Backend — Processes input using secure query
execution

Security Analyst — Monitors logs and investigates anomalies
Legacy login endpoint without parameterized queries is active
No recent security patches have been applied

SeerBox static code analysis has flagged the login field as a risk

Preconditions

Trigger Events
Attacker submits a payload into the username field

Workflow Attacker submits a form with SQL payload

Input reaches WAF, which inspects for known patterns

WAF blocks the request or flags it

Backend input handler uses prepared statements to neutralize SQL
input

Security dashboard logs the incident and alerts the admin
COMPELLIO team reviews the event and adjusts firewall or
validation logic if needed

CyberSuite Assets Used & e SeerBox, ACAS

Controls Applied

CyberSuite Features Evaluated

PN

en &

e Vulnerability flagging via code inspection
e Log monitoring and real-time alerting
Workflow from scan to fix deployment

Relevant CyberSuite User
Stories
Expected Secure Outcome

US_M.03, US_0.03, US_0.03, US_T.02

e  SQL injection attempt is blocked before it reaches application logic

Grant Agreement: 101145861 -60-



D4.1: Use cases analysis, evaluation framework and planning

Variants (optional)

Planning

“dyber
Suttes

e No data breach or unauthorized access occurs
e Attempt is logged and reviewed to improve rule sets

N/A

Phase 1: SeerBox detection

Phase 2: Fix using ORM

Phase 3: Penetration test simulation
Phase 4: Log review and WAF tuning

4.2.4.3 UC4.2 — Scenario 2: Malicious File Upload or Download Attempt
The idea and goal behind this scenario is to be able to use CyberSuite assets to avoid file uploading or

downloading.

Table 4-26 - COMPELLIO Reference Scenario UC4.2 - Scenario 2

Scenario ID (Mapped to UC
with ID)
Scenario Title

Description

Actors and Roles

Preconditions

Trigger Events

Workflow

CyberSuite Assets Used &
Controls Applied

CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

Variants (optional)
Planning

UC-4.2 — Scenario 2

Malicious File Upload or Download Attempt

An end user uploads a file embedded with a macro-based payload or
disguised executable. The system must scan the file, block the upload if
malicious, and log the attempt. An alternative scenario could track if
files from the server are sent to other entities.

End User (malicious or unaware) — Uploads a dangerous file
COMPELLIO File Upload Handler — Validates type, size, content
Security Admin — Receives alert and reviews incident

Upload interface accepts PDFs and Word documents
Anti-malware integration is active
File size and type checks are in place but may be bypassed

File upload with .docx extension, containing embedded JavaScript
macro

File is uploaded by the user

Backend extracts MIME type and scans with an AV engine
If flagged, file is blocked and the incident is logged

User receives a sanitized error message

Admin is notified through a dashboard alert

ACAS — Identifies upload endpoint risks
SeerBox — Scans server-side file handling logic
(Future) SASTER — Evaluates custom upload parser code

Malware scan integration success rate
Real-time logging and alert generation

R N RS

US M.02, US_0.01, US 0.03

e Malicious upload is blocked
e No file is stored or executed
e Audit trail allows future security analysis

N/A
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4.2.4.4 UC4.3 — Scenario 1: Static Code Analysis

This scenario checks workflows where static code analysis is used to find and resolve security issues at code
level, for example possible leakage of credentials and keys.

Table 4-27 - COMPELLIO Reference Scenario UC4.2 - Scenario 1

Scenario ID (Mapped to UC UC-4.3 Scenario 1
with ID)
Scenario Title Static Code Analysis

Description During a routine static code analysis (SCA) scan, hardcoded credentials
are detected in a backend service configuration file within a shared
repository. The credentials, if leaked, could grant unauthorized access
to internal APIs or databases. The platform must identify, mitigate, and
prevent recurrence through secure coding practices and automated
scanning.

Actors and Roles
DevSecOps Engineer

Preconditions e Code is pushed to a shared Git repository (private)
e Static code analysis is enabled in the CI/CD pipeline
Secret management policies are not consistently enforced across

teams
e SeerBox is configured to scan commits on push
Trigger Events Developer commits a service file containing database username and
password
Workflow 1. Developer pushes code to the repository

2. SeerBox initiates a static code analysis as part of the CI/CD pipeline

3. The scan detects hardcoded credentials using pattern matching and
rule-based detection

4. Mitigation: CI/CD Guard blocks the build and notifies the
developer and DevSecOps

5. DevSecOps confirms the finding, removes secrets, and rotates any
compromised credentials

6. Developer refactors code to use environment variables or a secure
secrets manager

7. Repository policies are updated to enforce pre-commit hooks and
prevent recurrence

CyberSuite Assets Used & e SeerBox

Controls Applied

CyberSuite Features Evaluated

Rule accuracy and detection of secret patterns

Blocking capabilities in CI/CD for high-severity issues

Integration of findings with developer IDEs or GitHub pull requests
Real-time alerts and audit trail for compliance reporting

US_B.01, US H.01, US H.02

Relevant CyberSuite User

Stories
Expected Secure Outcome e Hardcoded credentials are detected before code reaches production
o Affected credentials are rotated and usage is secured via secrets
management
e Policies are strengthened to prevent similar future incidents
Variants e Variant A: Hardcoded API key to a third-party payment gateway is
discovered

e Variant B: Credentials embedded in compiled frontend code are
flagged after build
Planning e Phase 1: Implement and baseline SeerBox scanning rules
e Phase 2: Train developers on secure coding practices
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e Phase 3: Enforce Git pre-commit hooks for secrets detection
e Phase 4: Integrate secrets management tools into deployment
pipelines

4.2.4.5 UC4.3— Scenario 2: Vulnerability Scanning
This scenario covers how CyberSuite can be used to detect vulnerabilities to COMPLELIO application prior
to deployment.

Table 4-28 - COMPELLIO Reference Scenario UC4.3 - Scenario 2

Scenario ID (Mapped to UC UC-4.3 Scenario 2
with ID)
Scenario Title Vulnerability Scanning

Description

A scheduled vulnerability scan targets the main COMPELLIO SaaS
web application and reveals several critical and high-severity
vulnerabilities including outdated third-party libraries, missing HTTP
security headers, and exposed administrative interfaces. The scanning
results drive remediation and hardening actions to enhance overall
platform security.

Actors and Roles e DevOps Engineer — Remediates findings and applies configuration
changes
e Security Engineer — Validates and prioritizes vulnerabilities
Preconditions e  Weekly vulnerability scans are scheduled against the production-

like staging environment
e Web application is built with a standard MVC framework and uses
several third-party plugins
e [Logging and monitoring are enabled, but no Web Application
Firewall (WAF) is yet active
e Security headers and patch levels are inconsistently applied
Trigger Events The vulnerability scan starts and identifies multiple known issues in the
web application stack
Workflow 1. Initiate Scan: Vulnerability scanning tool launches a scan on the
application
2. Issue Detection: Scanner finds vulnerable components and
misconfigurations
3. Report Delivery: Results are categorized by severity (Critical, High,
Medium, Low)
Review & Validation:
Security Engineer filters false positives
Cross-checks with CVE database
Remediation Actions:
Update outdated third-party libraries and dependencies
Configure missing HTTP headers in the server
. Restrict or disable exposed endpoints
. Verification Scan: Run second scan to ensure vulnerabilities are
resolved
12. Hardening: Add static checks and vulnerability scanning into the
CI/CD pipeline
CyberSuite Assets Used & e ACAS - Executes automated scans on the SaaS frontend and
Controls Applied backend
e SeerBox — Performs static code analysis and flags risky code
components

— = 00N U e

—_— O
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e PUZZLE (OLISTIC) — for vulnerability detection

CyberSuite Features Evaluated e Detection of outdated software packages and insecure
configurations

e Automated alerts and compliance scoring

e Integration with DevOps ticketing to assign remediation tasks

e Scan-to-fix traceability

Relevant CyberSuite User US B.02, US B.08

Stories

Expected Secure Outcome e All critical vulnerabilities are remediated before production
deployment

e The SaaS application meets OWASP Top 10 compliance thresholds

e Future code and configuration changes are automatically scanned
and flagged

Variants (optional) N/A

Planning

Phase 1: Schedule baseline vulnerability scan in staging
Phase 2: Perform remediation and code fixes

Phase 3: Rerun scan and confirm security posture
Phase 4: Integrate scanning tools into CI/CD pipeline

4.2.4.6 UC4.4-Scenario 1: Runtime Monitoring and Behavioural Alerting Using SeerBox
With this scenario we focus on assessing the usage of SeerBox for runtime monitoring.

Table 4-29 - COMPELLIO Reference Scenario UC4.4 - Scenario 1

Scenario ID (Mapped to UC UC-4.4— Scenario 1
with ID)

Scenario Title

Runtime Monitoring and Behavioural Alerting Using SeerBox

Description

SeerBox is deployed in runtime to monitor live application behavior,
alerting security teams in real-time when anomalous SQL execution
patterns or suspicious file activity are detected, indicating potential
injection or malicious input bypass.

Actors and Roles e App User — Interacts with live SaaS platform (could be benign or
malicious)

Security Analyst — Reviews alerts and initiates incident response
SaaS platform is live with SeerBox agents deployed

Input validation and WAF are already implemented

Monitoring rules and thresholds are defined

A user triggers multiple unusual SQL queries via search input

A user uploads a file, but an unexpected /O write occurs outside
the expected directory

Preconditions

Trigger Events

Workflow

User submits unusual input to a form/search field
Backend processes input, and query execution is logged
SeerBox compares behavior to normal query pattern

An alert is raised for an SQL structure anomaly

Security team receives real-time alert and inspects logs
If confirmed, user is blocked and incident is documented

o P gm W=

CyberSuite Assets Used & SeerBox — Detects unusual SQL syntax or file system access
Controls Applied e Alert Rules Engine — Classifies events as high/medium/low
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CyberSuite Features Evaluated

Relevant CyberSuite User
Stories
Expected Secure Outcome

Variants (optional)

Planning

e Dashboard & Log Collector — Provides real-time visibility

e Real-time threat detection accuracy
e Integration with incident response workflows
e Rule customization and learning behavior

US_0.03, US_M.03, US_T.02

Anomalies are detected and investigated before escalation
e SQL injection attempts during runtime are caught even if validation

fails

e SeerBox logs contribute to improving WAF and input sanitization
policies

N/A

Phase 1: Test SeerBox in QA/staging
Phase 2: Deploy in production
Phase 3: Tune behavioral baselines
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5 Evaluation Planning and Expected Results

In this section we aggregate the expected results from the execution of the reference scenarios that compose
our use cases. For this reason, we update and expand further the work presented in D2.2 for the KPIs (the KPIs
are presented in the Annex of this document, only a few minor updates have been provided in comparison to
D2.2) of the demonstrators by providing more information about the overall planning, the setup of the testbed
environment and the baselining process, as well as the way we proceed with the measurements of values.

5.1 Evaluation Activities Planning

The implementation of the CyberSuite demonstrators follows a phased approach, anchored around key
milestones that structure the progression from planning to full deployment and evaluation. These main
milestones span from Month 18 (M18) to Month 36 (M36) of the project.

*Planning: eTestbeds ready ¢ Updated eTesting finalized
eUse cases eBasic scenario §cenarios ) ¢ All use cases
eReference execution (V1) implementati and references

scenarios for all use cases on scenarios
*KPIs eBaselining and ePreliminary implemented
e D4.1 Early results *D6.2:
submission performance documented Demonstrators
assesment Implementation
eMilestone 4 report
N\ J N\ J N\ J N\ J

Figure 5-1 - Timeline of the evaluation activities

At Month 18 (M18), the formal definition of the demonstrator implementation plan was established. This
milestone consolidates all preparatory activities, including the assessment of the current situation,
identification of technical requirements, and definition of use cases and scenarios.

By Month 24 (M24), the first internal checkpoint is reached. This informal milestone marks the completion
of the initial integration phase, where early versions of the scenarios are deployed in test environments. This
phase also includes refining, if necessary, KPIs or use case definitions, while gathering feedback to validate
assumptions and inform technical adjustments.

At Month 30 (M30), a second internal milestone is observed. At this stage, demonstrators should be
operational at a functional level, with most technical components integrated and tested in near-final
configurations. Evaluation activities are underway, with data being collected for both performance validation
and impact assessment. This checkpoint allows for adjustments prior to the final reporting phase.

Finally, by Month 36 (M36), the formal Demonstrators Implementation Report is delivered. This final
report will summarise the full deployment and evaluation of the CyberSuite demonstrators. It includes the full
set of use cases and scenarios, presenting system effectiveness based on the defined KPIs.

Co-funded b Co-Funded by the European Union. Views and opinions expressed are however those of the author(s)
o-funde y only and do not necessarily reflect those of the European Union or Digital Europe Programme.

- the European Union  Neither the European Union nor Digital Europe Programme can be held responsible for them.
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5.2 Demonstrators’ status and plans

5.2.1 EnergyTracker Demonstrator

5.2.1.1 Evaluation activities

As part of the baselining process, Version 1 of the EnergyTracker will be evaluated as a standalone system,
without the support of any CyberSuite cybersecurity services. During this phase, the system will undergo a
series of tests—such as risk assessments, vulnerability scans and penetration testing— in order to assess its
initial cybersecurity state without the use of CyberSuite Assets for protection. During the baselining phase,
selected CyberSuite Assets will be used as facilitators for the execution of tests and measurement of KPI
baselines (the Pentesting tool for the execution of attacks, the OLISTIC Risk Assessment for the calculation
of current risk and exposure), but without actually applying them for the protection of the system. These
activities aim to establish a clear picture of the EnergyTracker’s initial cybersecurity status. In parallel, S5
personnel involved in the demonstrator will complete the questionnaire focused on cybersecurity status and
application situational awareness, helping to capture their initial level of preparedness and familiarity with
cyber risks. Once this baseline has been set, the CyberSuite Assets defined in the reference scenarios will be
deployed. Their impact will then be measured by comparing post-deployment results against the initial
baseline, both in terms of technical improvements and increased user awareness.

5.2.1.2 Demonstration Setup
The following Figure 5-2 illustrates the setup and architecture of the EnergyTracker environment that will be
used for the CyberSuite demonstration activities.
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Figure 5-2 - High-level Architecture of the EnergyTracker Deployment for CyberSuite

The EnergyTracker Hub is deployed on lightweight devices within households. It collects data continuously
from smart-home sensors through secure, API-based communication. The gathered data are then exposed
securely through controlled APIs for further processing by the upper layers of the EnergyTracker system. This
layer is outside the security perimeter of the CyberSuite Framework.
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The Personal EnergyTracker (PET) is a lightweight analytics and visualisation layer for individual users
operating within its own dedicated namespace in a Kubernetes cluster. It receives data from the EnergyTracker
Hub and provides an interactive web interface that allows users to explore their personal energy consumption
patterns. The PET includes clearly separated frontend and backend components, as well as secure, structured
storage. Specifically, the frontend is built using Nuxt.js' version 3.17, the backend is developed with Nest.js*
version 11.0.17, and PostgreSQL? version 17.5 is used for data storage. PET services are containerised using
Docker and routed securely via a Traefik proxy. The PET is available for the first iteration of the
EnergyTracker Demonstrator.

The Cloud-based EnergyTracker (CET) serves as the centralised data access point for external authorized
third-parties that want to use household energy data for their own operations. It will be deployed as a separate
Docker container within its own dedicated namespace in the Kubernetes cluster. This separation enables
flexible deployment and facilitates enhanced logging and traffic monitoring for cybersecurity purposes. The
CET internal architecture will include a frontend, backend, storage and proxy component developed using the
same technology stack with the PET. The CET will be available in the second iteration of the
EnergyTracker Demonstrator.

Finally, the Kubernetes cluster hosting the EnergyTracker system is integrated with the local instance of the
CyberSuite Framework, which resides on a separate virtual machine. Monitoring agents, such as those from
ACAS or SeerBox, will be deployed on the EnergyTracker nodes to continuously monitor network traffic.
These agents will replicate relevant traffic and application data back to the local CyberSuite Framework
deployment, enabling security monitoring and analytics. Additionally, the CyberSuite Framework will be able
to enforce mitigation actions directly on the cluster when required, such as blocking IPs based on defined
security policies.

5.2.2 Railway Monitoring Demonstrator

5.2.2.1 Evaluation activities

The baselining process aims to establish the initial cybersecurity status of the railway infrastructure monitoring
system before the integration of CyberSuite tools. This involves a thorough assessment of the existing
architecture, including identification of critical assets, communication flows, access points, and currently
applied security controls. To complement this analysis, penetration testing and vulnerability scanning will be
conducted to uncover potential weaknesses and exploitable entry points. The results of these activities will
define the reference security baseline, which will later be used to measure the effectiveness and added value
of the CyberSuite solutions during the evaluation phase. Specifically, this process will provide the baseline
values for the KPIs to enable the quantification of improvements after the deployment of the CyberSuite
Assets. This phase also includes the evaluation of the cybersecurity awareness of the relevant users, prior to
the training and the anti-phishing games, to capture the initial awareness status.

In the next phase, CyberSuite assets will be deployed and integrated into the railway infrastructure monitoring
environment to enhance its cybersecurity posture. This phase includes the configuration and activation of key
components such as access control mechanisms, intrusion detection systems, logging and alerting services,
and data integrity verification tools. The deployment will follow a controlled, step-by-step approach to ensure
compatibility with the existing system. Once operational, the same penetration and vulnerability tests used in
the baselining phase will be repeated to evaluate improvements in threat detection, system hardening, and
incident response capabilities. The outcomes will be compared against the initial baseline to assess the
effectiveness and measurable impact of the CyberSuite assets and the KPIs will be computed.

5.2.2.2 Demonstration Setup
The following Figure 6 illustrates the setup and architecture of the railway infrastructure monitoring
environment that will be used for the CyberSuite demonstration activities.
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Figure 5-3 - Overview of the CyberSuite Demonstration setup for the railway infrastructure use case.

The drone operator logs into the on-board computer (typically an NVIDIA Jetson Nano or Orin) of the drone
to setup the mission for the railway infrastructure monitoring. After the drone flight, an anomaly detection
algorithm based on Computer Vision and Artificial Intelligence detects anomalies in vegetation and the railway
status and uploads the “anomaly events” to the cloud.

The backend services in the cloud perform post-processing tasks, such as data filtering, classification,
annotation, and data preparation for storage in the data storage system (running in a MongoDB service). The
frontend prepares the dashboard which provides a GUI for the visualisation of the anomaly events along with
other relevant information, e.g., GPS coordinates, timestamps, criticality level, etc. The dashboard is available
to the members of the ground maintenance team (i.e. the railway workers who need to be notified and made
aware of the anomalies so that they can remove unwanted vegetation or fix the defects in the railway lines) via
a webpage or through a push notification to their mobile phones via Viber services.

To facilitate integration with the CyberSuite Assets and ensure consistency across environments, the frontend,
backend, and storage components of the monitoring solution will be provided in a Dockerised format. This
container-based approach simplifies deployment, supports modular updates, and enables reproducible testing
across various stages of the evaluation.

5.2.3 Digital Health Demonstrator

5.2.3.1 Evaluation activities

The evaluation of the digital health demonstrator will begin with a baselining phase to establish the initial
cybersecurity posture of the system and the cyber awareness level of the municipal personnel involved in
health-related services. During this phase, the system will be evaluated without the deployment of any active
CyberSuite protection tools, focusing on its current vulnerabilities and exposure to common threats. The
assessment will include vulnerability scanning, a review of data access practices, and an audit of account
management procedures, tailored to reflect the operating environment of non-technical users in public health
roles.

To support this process, the OLISTIC Risk Assessment will help quantify the existing risk and exposure
levels. Additionally, a structured awareness survey will be distributed to participating personnel to capture
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their initial understanding of cybersecurity risks, including topics such as phishing, password handling, and
incident reporting.

5.2.3.2 Demonstration Setup
Following the initial assessment, the relevant CyberSuite Assets, as defined in the reference scenarios, will
be deployed and configured in the operational environment.

5.2.4 Agrifood Demonstrator

5.2.4.1 Evaluation activities

The evaluation of the agrifood demonstrator will begin with a baselining phase aimed at understanding the
current cybersecurity posture of COMPELLIO’s Digital Delivery SaaS platform prior to the integration of
CyberSuite solutions. This phase involves technical assessment of the platform’s architecture, identifying key
components such as data exchange points, user access controls, and interfaces. Tools such as penetration
testing, vulnerability scanning, and risk assessment will be used to identify potential threats and system
weaknesses that may affect the secure handling of sensitive business and regulatory information.

During this initial phase, selected CyberSuite tools (e.g., the Pentesting tool and the OLISTIC Risk Assessment
module) will be employed in a supporting role to simulate potential attack vectors and to assess exposure,
but without being used to actively protect the system yet. The objective is to establish a security baseline and
gather data to inform the effectiveness of CyberSuite solutions once deployed. In parallel, relevant
COMPELLIO personnel, including platform administrators and support teams, will complete a cybersecurity
awareness questionnaire to measure their baseline understanding of digital threats and good security practices
within a SaaS and multi-tenant environment.

5.2.4.2 Demonstration Setup

In the second phase, the CyberSuite tools will be deployed and integrated into the operational environment of
the SaaS platform. This includes modules for access control reinforcement, logging and anomaly detection,
and incident alerting across various user layers (e.g., business owners, clients, and external verifiers). The
deployment will follow a controlled and modular integration strategy, ensuring alignment with the platform’s
service continuity requirements and business logic.

Following deployment, repeat testing—including penetration attempts, threat simulations, and platform
behavior monitoring—will be conducted to assess technical improvements and risk reduction. The awareness
levels of key staff will also be reassessed to measure knowledge improvement and behavioral change. The
comparison of pre- and post-deployment results will enable the quantification of CyberSuite’s impact, based
on defined KPIs such as vulnerability closure rate, incident response time, and user awareness growth.
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6 Conclusions

In this document we presented the evaluation methodology for the CyberSuite project results based on the four
distinct demonstrators. For each demonstrator we defined use cases and reference scenarios. These scenarios
will be executed based on the defined plan to reach our goals for the target KPIs. Our work will be presented
in the upcoming deliverable D4.2.

Deliverable D4.1 establishes the foundational framework for the demonstration and validation activities of the
CyberSuite platform, ensuring a structured, realistic, and sector-driven approach to evaluating its effectiveness.
Through the definition of reference scenarios, the identification of business and technical requirements, and
the development of a unified evaluation methodology, this document enables a consistent and measurable
validation process across multiple domains.

By capturing sector-specific needs—ranging from energy and transportation to healthcare and agrifood—this
deliverable ensures that the demonstrators are not only technically aligned with the CyberSuite capabilities,
but also grounded in real-world challenges faced by SMEs. The methodology detailed herein supports iterative
validation, partner coordination, and the definition of KPIs that will guide the performance assessment of each
use case.

The work conducted under WP4, and particularly in the context of this deliverable, plays a central role in
connecting the research and development outputs of WP2 and WP3 with their intended application
environments. It ensures that CyberSuite is tested under representative conditions and evaluated against criteria
that reflect both operational constraints and expected benefits.

This deliverable will serve as a reference for the subsequent phases of WP4, particularly the demonstrator
execution and evaluation activities culminating in D4.2. It provides the necessary structure and guidance to
ensure that the validation of the CyberSuite platform is robust, reproducible, and capable of informing future
scaling across sectors and regions.
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Annex IV: Detailed KPIs per CyberSuite Demonstrator/Use Case

EnergyTracker Use Case - KPIs

List of KPIs of the EnergyTracker Demonstrator
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Subcategor Measure ne Value
t Value
y
Cybersecurity Application/ |% of (# assets protected
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