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Executive Summary

This deliverable presents the comprehensive integration, development, and validation activities carried out
within the CyberSuite framework, a collaborative initiative aimed at designing a fully integrated DevSecOps
ecosystem to address modern cybersecurity challenges. The document consolidates the contributions of
multiple partners (PLUR, UBT, S5, IQB, ENTHEC, COMPELLIO, eBOS, CG and others) to ensure seamless in-
teroperability, robust integration, and extensive validation across the entire DevSecOps lifecycle.

The report begins by outlining the scope, objectives, and alignment of the deliverable with the overall work
plan and relevant work packages (WP2 and WP4). It emphasizes the necessity for a unified, integrated cyber-
security toolchain to support secure, efficient software development pipelines that align with industry best
practices.

The CyberSuite Framework section details the architecture, key components, and dashboard functionalities
that serve as the backbone of the ecosystem. Special attention is given to the interoperability scenarios and
the assessment of DevSecOps tools, highlighting synergies among partner solutions and addressing identified
gaps and KPIs.

Subsequent sections focus on the extensive integration efforts, including:

- The establishment of interoperability requirements and integration points.
- The development of a Common Data Model to standardize data exchange across components.

Further, the deliverable addresses how CyberSuite solutions comprehensively cover the entire DevSecOps
lifecycle by integrating open-source tools, resolving identified gaps, supporting reference use cases, and val-
idating functionality through end-user scenarios.

Integration with existing DevSecOps practices ensures native compatibility with widely used tools, facilitating
adoption and deployment. This is followed by a detailed testing and refinement phase that includes defined
methodologies, performance evaluation metrics, demonstration environments, and an iterative feedback
loop to fine-tune solutions.

Finally, the document summarizes the challenges encountered during development, the solutions applied,
and recommendations for future development to ensure ongoing improvement and relevance of the Cyber-
Suite platform. The deliverable concludes with a roadmap for continued advancement, aligning outcomes
with broader project objectives and end-user needs.

This work contributes significant advancements toward a holistic, interoperable DevSecOps ecosystem that
bridges technical gaps, streamlines secure development processes, and fosters broad adoption across diverse
environments.
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1 Introduction

1.1 Overview of the Deliverable

This deliverable provides a comprehensive overview and documentation of the CyberSuite framework within
the context of a broader DevSecOps ecosystem. It reflects on the collaborative integration efforts among
various technical partners, outlining the design, development, and testing of cybersecurity tools and their
alignment with the project’s work packages. Emphasis is placed on interoperability, functional validation, and
alignment with use-case scenarios.

1.1.1 Brief description of the scope and purpose of this document.
The purpose of this document is to:

- Detail the structure and components of the CyberSuite framework;

- Highlight integration and interoperability challenges and solutions;

- Document development activities and methodologies for tool synergy;
- Establish a roadmap for future enhancements;

- Ensure alignment with the objectives defined in WP2 and WP4.

The document serves as a reference for both technical and non-technical stakeholders and provides trans-
parency into the architecture, implementation, and validation processes involved.

1.2 Objectives and Scope
The primary objectives of this deliverable are:

- To define and validate the initial integrated CyberSuite solution;

- To describe the architecture and implementation of the CyberSuite DevSecOps framework;

- Toensure all developed tools are interoperable and effectively contribute to secure software devel-
opment lifecycle stages;

- To provide a structured overview of testing, refinement, and integration activities;

- To identify gaps and formulate requirements for future toolchain interoperability and DevSecOps
best practices;

- Toidentify key goals of CyberSuite’s integration and testing activities.

The scope encompasses the full development lifecycle: design, integration, testing, and validation of cyber-
security tools, covering both internal synergy and external interoperability.

1.3 Structure of the Document

This document is structured to progressively guide the reader from a high-level introduction into specific
implementation and integration details:

- Section 1 introduces the deliverable, outlining objectives and its relevance to the overall project.

- Section 2 elaborates on the CyberSuite framework architecture and its components.

- Section 3 focuses on integration strategies, tool interoperability, and development activities.

- Section 4 addresses coverage across the DevSecOps lifecycle and validates functional alignment
with WP2/WP4,

- Section 5 examines compatibility with existing DevSecOps tools and best practices.

- Section 6 presents the testing and refinement methodologies used.

- Section 7 discusses challenges encountered and solutions applied.

- Section 8 provides conclusions and future directions.

- Section 9 lists referenced documents, tools, and standards.

Grant Agreement: 101145861 -11-
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1.4 Relation to other Work Packages and Work Plan

1.4.1 Work plan and development/integration phase
The development and integration phase followed a structured work plan that synchronized with the broader
project schedule. Key activities included:

- Establishing a baseline for tool interoperability and shared development goals;

- Conducting periodic reviews and technical syncs to align with WP2 and WP4 outcomes;

- Applying agile methodologies for iterative integration and testing;

- Documenting each integration phase to ensure traceability and reproducibility;

- Aligning feature development with KPIs and end-user requirements as outlined in WP4 demonstra-
tions.

1.4.2 Links to WP2 and WP4

1.4.2.1 How this deliverable builds on findings from WP2

Building on the outcomes of WP2 (Deliverables D2.1 and D2.2), D3.1, the first deliverable of WP3, translates
the CyberSuite portfolio findings into concrete integration planning, specification and implementation. The
user stories and consolidated feature list from the Minimum Viable Product (MVP) in D2.2 are used directly
to define the “must-have” workflows in Section 3 —Integration of the CyberSuite solutions, prioritising shared
sign-in, common data model and the unified dashboard that support the horizontal layer of CyberSuite. The
KPI framework established in WP2 (e.g., detection time, false-positive rate, onboarding time) determines the
performance targets and required logging mechanisms detailed in Section 6 — Testing and refinement pro-
cess. Likewise, the DevSecOps mapping provided in D2.2 gives this document its structure: each chapter
aligns to Plan, Build, Test, Deploy, Operate, and Monitor phases, clarifying where every tool sits in the end-
to-end flow. The gap scenario in Section 4.1 stems directly from the gap- and threat-coverage analysis devel-
oped in D2.2, which highlighted missing controls such as stronger audit-trail integrity, repudiation safeguards,
and lateral-movement detection. Section 4.2 then translates those very findings into concrete remediation
steps for WP3, while Section 6.2 turns them into targeted integration tasks and test cases. In summary, WP2
has set the priorities, metrics, and remediation points, while D3.1 turns them into an actionable integration
and testing plan for WP3.

1.4.2.2 How this contributes to WP4 (use case demonstrations and validation).

Deliverable D3.1 directly supports and enables the activities planned in WP4 by providing the integrated
CyberSuite framework, which forms the technical foundation for use case implementation, demonstrations,
and validation activities. Specifically, the work conducted in WP3 and captured in this deliverable ensures
that all the tools and services comprising the CyberSuite platform are ready for deployment, orchestrated
operation, and real-time evaluation in realistic demonstration environments led by WP4 partners.

The integration strategies, common data model (CDM), and interoperability framework developed in WP3
(Section 3) ensure that the individual cybersecurity assets can be composed into coherent, end-to-end work-
flows aligned with the DevSecOps lifecycle phases. This capability is essential for WP4 tasks such as T4.1 (Use
case planning and early piloting) and T4.2 (Demonstration and Evaluation), where the solutions will be ap-
plied in real-world or simulated settings to address representative SME scenarios.

Moreover, the validation methodology and performance metrics outlined in Section 6 of this deliverable are
aligned with the needs of WP4. The test cases and KPls (e.g., false positive rate, detection latency, onboarding
time) directly inform how the CyberSuite components will be evaluated under operational conditions. These
KPIs were derived from WP2 and are measured in the contexts designed for WP4, ensuring a traceable feed-
back loop from requirements to implementation and then to validation.

CyberSuite’s modular integration, as described in this document, supports the composability of tools to
match the specific needs of different use cases. For example, one use case may focus on static code analysis
and runtime protection, while another emphasizes threat intelligence sharing and orchestration. The archi-
tecture presented in Section 2 and integration flow in Section 3 enable such tailored configurations, which
will be instantiated and evaluated in WP4.
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Additionally, the CyberSuite Marketplace, which publishes available add-on services and configurations com-
patible with the CyberSuite Framework and Assets, will facilitate the selection and use of these add-ons in
the demonstration setups in WP4. It ensures that SMEs and other stakeholders can easily extend the default
capabilities of the CyberSuite services in line with the project's pilot goals.

In summary, this deliverable provides the technical backbone, integration enablers, and validation approach
required for WP4 to execute meaningful, measurable, and replicable demonstrations. It ensures that the use
case evaluations planned in WP4 are grounded in a mature, tested, and interoperable platform.
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2 CyberSuite framework

2.1 Overview of CyberSuite as a DevSecOps ecosystem

Recent literature views DevSecOps as a continuous security loop rather than a single handoff point. A recent
study® reviews more than 40 primary papers and builds on three earlier works to synthesise phases for
DevSecOps flows. These phases start with high-level planning and coding activities (Create, Plan, Adapt), pass
through build-time assurance (Verify, Pre-production, Release) and continue into run-time protection and
hardening (Configure, Detect, Predict, Respond) while closing the loop with ongoing operations and feed-
back. Beyond defining the lifecycle, the study goes a step further by matching specific security practices to
each phase of the DevSecOps loop. This practice-to-phase catalogue is particularly useful for CyberSuite as it
mirrors many of the project’s own security controls and therefore provides an external benchmark against
which our integrated solution can be validated and expanded. Overall, this broader perspective emphasizes
a critical principle: effective security controls must accompany software from inception to day-to-day oper-
ation, not simply during deployment.

Within CyberSuite the DevSecOps flow is broken down into seven practical phases (represented in the Figure
1 below): Plan, Build, Test, Deploy, Operate and supported by a cross-cutting Horizontal layer that supplies
shared services throughout. In “Plan” the required controls and threat models are defined before any code
is written. “Build” embeds those controls into the development phase, while “Test” subjects each artefact to
focused verification to confirm it is production-ready. “Deploy” then transfers the hardened packages into
the target environment with secure configuration guidance, after which “Operate” maintains continuous risk
assessment and adaptive protection. “Monitor” runs alongside these steps, gathering telemetry, issuing
alerts and feeding back insights to ensure early detection of emerging security gaps. Spanning them all, the
Horizontal layer offers common service configuration, extensions available through the Marketplace and
Dashboard functions that keep the experience coherent end-to-end. This seven-phase model, formalised in
D2.2, provides the structural backbone for CyberSuite integration and ensures security remains present from
first idea to daily operation.

BUILD
Secure coding practices for

PLAN vulnerabilities minimisation

DEPLOY
Early identification of Ensuring security upon
security threats and application/service

requirements deployment

Cross-cutting security
management

T HORIZONTAL
g

Continuous monitoring Testing methods for
for early incident identification and
identification and management of threats

response OPERATE

Continuous security
assessment and maintainance
during operation

MONITOR ‘ TEST

Figure 1 - The CyberSuite DevSecOps Lifecycle

! Prates, L., & Pereira, R. (2025). DevSecOps practices and tools. International Journal of Information Security, 24(1), 1-
25.
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2.2 The need for an integrated cybersecurity toolchain.

The concept of an integrated cybersecurity toolchain offers substantial benefits at various levels, both for
individual users and for the interoperating services. From the end-user perspective, one of the top priorities
is simplicity and automation, especially when considering organisations like SMEs that may have limited ac-
cess to cybersecurity expertise or insufficient budget to allocate to various cybersecurity services. Users need
cybersecurity services that can be configured, deployed, and operated easily, demanding minimal time and
effort, so they can concentrate more on their primary tasks rather than managing multiple security tools. It
is crucial for users to effortlessly combine results from different services without manual effort. Additionally,
users need centralized management and monitoring capabilities through a unified interface, providing a
clear, holistic view and eliminating the complexity of handling separate tools. Flexibility is also a vital aspect
in the rapidly changing cyberthreat landscape; users should be able to easily add or remove cybersecurity
services as their infrastructure or requirements evolve. Finally, users expect robust controls ensuring that
only legitimate users and applications can access deployed services and data, thus keeping their infrastruc-
ture secure against unauthorized use.

Furthermore, an integrated cybersecurity toolchain will improve the quality and effectiveness of the services
provided by the individual Assets themselves. Tools that independently provide limited outputs, such as sim-
ple alerts or basic monitoring data, can significantly enhance their value when integrated into a broader sys-
tem and exchange data and CTI. For example, alerts or monitoring outputs from one service can be automat-
ically made available to other tools, improving their responsiveness and creating a dynamic, adaptive security
environment instead of static, isolated functions. This approach helps to minimize the risk of critical security
information being overlooked or lost. Additionally, centralized identity management, unified access points,
and extensive administrative control improve security management, simplifying updates, policy distribution,
and overall integration.

2.3 CyberSuite Framework Architecture

The CyberSuite architectural framework is designed to offer a modular, extensible, and interoperable envi-
ronment for integrating and executing DevSecOps tools across both local and cloud-based infrastructures. Its
main objective is to facilitate the selection, deployment, and orchestration of heterogeneous tools through
a shared infrastructure, enabling the aggregation of results and the generation of value-added insights across
the software lifecycle.

The Figure 2 below presents the first draft of the high-level architecture of the CyberSuite framework, it is
depicted in more detail in the following Figure 3 elaborated through several iterations with the partners in
the WP. The key elements include:

e End User (technical, not business end user): Interacts with the platform primarily through the Wizard,
a guided configuration module that collects user requirements and helps in the configuration of the
CyberSuite tools.

e Wizard: Based on user input, it proposes the most suitable set of tools to be deployed in the target
environment.

e Integration Engine: Receives and aggregates outputs from different tools using heuristics or intelli-
gent analysis mechanisms and prepares integrated and actionable results.

e Dashboard: Displays aggregated data and relevant insights to the end user, enabling a centralized
and holistic view of the DevSecOps security posture.

e Data Flow: Communication between components is facilitated by APls and/or data scraping mecha-
nisms, enabling indirect interaction between tools when needed.
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Figure 2 - Initial proposed Architecture

The high-level architecture diagram provides a conceptual overview of the CyberSuite framework, illustrating
the main functional components and their logical interactions from the end-user perspective. At this abstrac-
tion level, the focus is placed on how users interact with the system through the Wizard, and how the Inte-
gration Engine and Dashboard enable decision-making through aggregated outputs. This level of abstraction
is particularly useful for understanding the overall flow of operations and the user journey.

To provide a deeper understanding of how CyberSuite implements this flow, the detailed architecture dia-
gram of Figure 3 offers a more granular view of the internal components and their technical interconnections.
It expands on the elements introduced at the high level by mapping them to concrete services and infrastruc-
ture:

- The Wizard maps to the Integrated Dashboard with configuration capabilities.

- The Integration Engine is implemented as a backend component that interfaces with a message
gueue (i.e., Kafka) and interacts with both internal and external services.

- The Dashboard is extended into a full visualization and orchestration layer, leveraging the Search and
Analytics Engine (i.e., ElasticSearch) to collect and render the outputs from tools.

- Each tool in the ecosystem (e.g., SeerBox, ACAS, PUZZLE) is shown with its data ingestion and com-
munication flows, connected either directly or through message queues and ElasticSearch.

The transition between these diagrams reflects a move from a user-centric logical flow to a system-level
technical implementation. It helps highlight how the conceptual operations of CyberSuite are grounded in a
scalable, distributed architecture that ensures interoperability, extensibility, and real-time insight genera-
tion.
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This multi-level representation enables stakeholders to understand both the strategic vision and the con-
crete implementation, making it easier to assess the technological viability and integration potential within
complex cybersecurity environments.
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Figure 3 - CyberSuite drill-down architecture diagram

The drill-down architecture diagram highlights the main components of the CyberSuite ecosystem and their
interconnections. The structure is organized into several logical layers:

- CyberSuite Cloud Services: Includes services that are deployed in a managed cloud service.
- CyberSuite Core: Represents the central part of the architecture and includes:
- Integrated Dashboard: A unified interface for configuration and visualization.
- Integration Engine: Backend component that handles data aggregation.
- 1AM (Keycloak), Message Queue (Kafka), and Common Database: Handle identity management,
asynchronous communication, and persistent storage, respectively.
- Search and Analytics Engine (ElasticSearch): Acts as the core interoperability layer, collecting
structured outputs from tools such as ACAS, PUZZLE, and SeerBox.
- Infrastructure to Protect: Contains the actual assets under test or protection, such as VMs and Ku-

bernetes pods.

- CyberSuite Academy: Educational component that includes learning tools

Integration across these layers is primarily mediated by the Search and Analytics Engine, which enables both
horizontal interoperability (across tools and services) and vertical interoperability (from infrastructure to
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user-facing interfaces). Initial setup and orchestration are facilitated by the Dashboard and Marketplace (for
the selection of add-ons), while dynamic integration is ensured through API interfaces and message queues.

Description of each tool

- Seer Box is an ADR (Application Detection and Response) system designed for monitoring and pro-
tecting Web applications and APIs, while providing a broader view of the security of monitored ser-
vices compared to traditional WAF (Web Application Firewall) solutions. Seer Box is designed to in-
tegrate seamlessly with existing infrastructures. It can be placed next to production servers and prox-
ies to analyze incoming traffic. Attacks are also handled using infrastructure components with block-
ing capabilities: Seer Box can control them through malicious IP feeds or specially created applica-
tion-level rules. Real-time monitoring and automated protection for web services are available for
on-premise, cloud and hybrid environments. Seer Box provides a graphical user interface that allows
users to easily manage and keep track of their web assets, providing statistics and trends on moni-
tored traffic as well as detected alerts, enabling proactive oversight. Extensive notification options
and interfaces allow Seer Box to interact with SIEMs, SOAR systems and log collectors, and a rich set
of APIs allows full interoperability with all the features available through the graphical user interface.
The information collected through passive monitoring of web services and APIs can be easily used to
support and enrich the information available to security assessment tools.

- ACAS (Advanced Cybersecurity Analytics Service) is composed by Analytics tool and service based on
a machine learning module for the analysis of encrypted traffic, and network behaviour for the de-
tection of anomalies and zero-day attacks.

- PUZZLE (Security Orchestrator & Risk Assessment) is an integrated toolset (Security Orchestration &
Risk Assessment) for applying dynamic defensive mechanisms for cloud native applications and im-
proving cybersecurity stance of SMEs. The Security Orchestrator designed and developed in PUZZLE
H2020 project has been integrated with the OLISTIC Risk Assessment platform of UBITECH in the
scope of PUZZLE H2020.

- SASTer is a robust static code analysis tool, that seamlessly integrates open-source tools, leveraging
their outputs to illuminate potential threats lurking within the codebase, accommodating an array of
technologies including C/C++, Java, Python, and JavaScript. It is extensible through collaboration with
other open-source endeavours, while following the rationale of the DevSecOps.

- Pentesting: Different techniques are provided for performing penetration, scalability, and robustness
testing. They allow configuring, generating and executing pentesting techniques, generating network
traffic (e.g., 5G, loT and Internet protocols) and performing fuzz testing, performing scalability testing
and injecting cyber threats for testing the resilience of the network and application security. The
techniques are regrouped in a platform that can be used with the ACAS framework to carry out cyber
range exercises involving the generation, detection, and reaction to cyber-attacks. Both own and
publicly available open-source solutions are integrated in the platform.

- MAESTRO is a secure orchestration framework that enables DevOps to use a graphical user interface
to prepare their applications as directed acyclic graph (DAG), deploy their applications over Kuber-
netes resources, manage their scalability aspect and enable CyberSuite provided security services.

- CG Toolbox: in CyberSuite allows SME end-users without ICT expertise to create an organisational
model, determine cyber threat exposure, and stepwise improve the cybersecurity of their SME.

- CG CA (Conversational Agent) allows SME end-users without ICT expertise to learn about cyber
threats and configure recommended controls in their devices and applications.

- BCBTI (BlockChain-Based Collective Threat Intelligence) Service and Agent will enable secure infor-
mation exchange about cyber incidents, and detected vulnerabilities, which can be shared among
different stakeholders, end users, and SME. The CTI data can be exchanged with flexible and exten-
sible platforms for efficient communication between collaborated organizations or interested par-
ties.

- KARTOS emulates the behaviour of Cybercriminals when they are planning to launch an attack. They
research for information in every possible public repository on the Internet, Deep Web, Dark Web
and social media and use that information to overcome the protection systems of companies. Kartos
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does the same research and provides companies with all the information found so they can foresee
attacks and better protect themselves.

- Anti-phishing game is a game type cyber-range mobile application for training individuals for dealing
with phishing email cyber-threats. Its objectives include: (1) raising the awareness about phishing
email cyber-threats and the impact on organizations; (2) learning the warning signs that reveal phish-
ing attempts; and (3) help train the users to rapidly identify legitimate and phishing emails.

- CyberSuite Marketplace allows end-users find and deploy mix-and —match services that will extend
the capabilities of their CyberSuite Framework deployment. More details about the first version of
the CyberSuite Marketplace can be found in D6.1 - CyberSuite Ecosystem Building Plan and Business
Model Strategy — Initial Report.

- CyberSuite Dashboard (It will be further explored in the dedicated Section 2.3.1) is a personalized
monitoring interface for SMEs, presenting analytics and interpreting results in an actionable format.
It provides information on cyber threats with geo-spatial representation of network traffic and facil-
itates real-time communication of risks to various user groups.

2.3.1 CyberSuite Dashboard overview

The CyberSuite Dashboard will be the central visualisation interface through which users monitor the infor-
mation coming from the tools of the CyberSuite ecosystem. While its role is primarily visualising data, its
utility extends to being a unified environment for situational awareness, decision-making, and tool orches-
tration. Emphasising usability and clarity, information and metrics will be presented in a coherent and acces-
sible format.

As presented in Section 2.3, threat intelligence, security analytics, behavioural anomalies and risk assess-
ments are processed in the integration engine. and surfaced through intuitive visual elements. This ensures
that users can quickly interpret emerging threats and respond accordingly without navigating multiple tools
or interfaces. The dashboard also supports the integration of outputs from various CyberSuite services, rein-
forcing the project’s principle of interoperability.

2.3.1.1 CyberSuite Dashboard development process
The development of the CyberSuite Dashboard follows a structured three-phase process to ensure both tech-
nical coherence with the CyberSuite framework and alignment with the needs identified throughout the pro-
ject. This process consists of:

1. Requirements Gathering

2.  Mock-up Design

3. Development and Deployment

2.3.1.2 Requirements Gathering

The foundation of the CyberSuite Dashboard’s design was laid during WP2, which identified stakeholder
needs, defined technical priorities, and mapped CyberSuite’s solution portfolio. This was elaborated in Deliv-
erable “D2.2: Maturity of the Cybersecurity Solutions Portfolio — Final Version”, where the dashboard was
formally defined as an asset of the CyberSuite ecosystem.

The review of end-user expectations and requirements was gathered under WP2. Specific attention was
given to SMEs’ need for simplicity, real-time awareness, and actionable insights. These criteria steered the
dashboard’s target functionalities. This step also involved compiling a detailed feature list, mapping user sto-
ries, and prioritising essential components for the Minimum Viable Product (MVP). These requirements were
not only collected from project partners but also aligned with the modular structure of the CyberSuite archi-
tecture, ensuring that the dashboard could seamlessly integrate with services such as PUZZLE, ACAS, Kartos,
and others.
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2.3.1.3 Mock-up Design

With the core requirements defined, the design phase began by translating these needs into a visual inter-
face. Given the clear functional expectations, existing architectural context, and a shared understanding of
how the dashboard would operate, the mock-up design phase commenced and is currently in progress.

This phase involves brainstorming sessions to explore effective layouts, data visualisation approaches, and
user navigation flows. Emphasis was placed on clarity, minimalism, and modularity, supporting both the MVP
and potential future expansions. Preliminary mock-ups were created as a starting point for the dashboard,
which are being reviewed collaboratively and iterated accordingly.

Figure 4 presents a preliminary mockup set of the sign-in screen of the CyberSuite dashboard, along with
the “Wrong Login” error message and the screens for requesting a password reset (“Forgot Password”).

dyber
2

Welcome to CyberSuite Dashboard

dyber
2

Forgot Password

Email Sent!

Figure 4 - Preliminary Mock-ups of the CyberSuite Dashboard sign-in screen (top left), “Wrong Login” warning mes-
sage (top right), “Forgot Password” email entry screen (bottom left) and “Forgot Password: Email Sent” screen (bot-
tom right).

Oyber

Forgot Password

Figure 5 - Preliminary Mock-ups of the CyberSuite Dashboard “Reset Password” (left) and “Password Changed” screen
(right).
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Figure 6 presents the mock-up of the home screen. The home screen presents a chronological graph showing
the alert count over time, along with a table of alerts and a Cyber Security Risk Assessment summary with a
gauge graphic. Figure 6 also illustrates the static elements of the interface, specifically the top menu bar and
side menu bar. The top menu bar provides symbol buttons for the “Account”, “Settings” (which in Figure 7 is
displayed, as if it got clicked) and “Alerts”, “Information” menus, along with a cart button to launch the Cy-
berSuite Marketplace web application and a globe button to launch the CyberSuite Website. The side menu
bar provides navigation links to the dashboard, including an expandable link labelled “Tool Visualisation”,
which reveals the available tools for visualisation upon clicking. Clicking the “Tool Visualisation” link takes
the user to the “Tool Visualisation” main page, which also presents the available tools for visualisation.

.—@yber Serin (o] Admin_User
Sustez
Settings

i M Profils
Welcome back, Admin_User lanage Profile
Change Password

Dashboard Infa

Alerts Timeline Cyber Security Risk Assessment

S A4

Summary of Risk Assessment
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Tool 1 Name 16/06/2025, 18:24
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Lorem ipsum dolor sit amet.. quis vestibulum vel, bibendum a felis.
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§ adipiscing elit.
Lorem ipsum dolor sit amet. Tool 3 Name 10/06/2025, 11:48

2. Lorem ipsum dolor sit amet, consectetur

adipiscing elit.

Lorem ipsum dolorsit amet... Tool 1 Name 10/06/2025, 14:38
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Figure 6 - Preliminary Mock-up of the CyberSuite Dashboard home screen.
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Figure 7 - Preliminary Mock-up of the Dashboard’s Tool Visualisation main screen.

Lastly, Figure 8 presents a preliminary mock-up of the individual screens for tool visualisation. These are
meant to present the information from the individual tools in an appropriate way and can provide tabs for
additional screens relevant to the tool (e.g. alerts, results, compatible tools, etc.). The exact structure and
contents of these screens, along with the visualisation methods, are still under investigation and will be tai-
lored to each individual tool.
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Figure 8 - Preliminary Mock-up of the CyberSuite Dashboard’s individual Tool Visualisation screens.

2.3.1.4 Development and Deployment

The Development and Deployment phase will follow after the design of the dashboard is finalised and will
involve the technical realisation of the dashboard as a fully integrated component within the CyberSuite
framework. Development activities include implementing frontend modules, connecting to backend services
through APIs and setting up secure authentication mechanisms aligned with the CyberSuite IAM system. The
backend services are responsible for delivering processed data, which the dashboard renders via appropriate
visualisation methods, supported by the Search and Analytics Engine (ElasticSearch), while making sure per-
formance, usability, and responsiveness to accommodate real-time monitoring. Deployment will follow a

phased approach, starting with internal testing and evaluation, before being rolled out in operational envi-
ronments for demonstration and validation.
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3 Integration of the CyberSuite solutions

3.1 Interoperability scenario

CyberSuite is designed to support the integration of multiple DevSecOps tools within the user's operational
environment, ensuring that these tools can coexist, interoperate, and share relevant data. The overall in-
teroperability approach is modular and non-intrusive, allowing tools to retain their autonomy while contrib-
uting to a cohesive security and development workflow.

A key feature of the platform is the ability for tools to be executed standalone, directly within the user’s
environment (e.g., Cl/CD pipeline, local development setup, or on-premise infrastructure). This design choice
guarantees compatibility with existing workflows and infrastructure constraints, offering maximum flexibility
to the end user.

At the interoperability level, the CyberSuite architecture facilitates data-level and control-level integration
across tools. This is achieved without enforcing a strict execution order or central orchestration mechanism.
Instead, integration is driven by data flow and shared context, enabling tools to contribute analysis results,
security findings, or metadata into a common understanding of the system under development.

To support this, the Integration Engine plays a central role in collecting and aggregating the outputs gener-
ated by the various tools. Its primary function is to normalize, correlate, and store outputs in a structured
way that enables higher-level processing and visualization.

These collected outputs are then made available through the CyberSuite Dashboard, where they can be in-
terpreted, visualized, and used for decision-making. The dashboard allows users to inspect the status and
results of the tools integrated into their environment, facilitating continuous monitoring and security gov-
ernance.

Finally, all the tools and integration capabilities are discoverable through the CyberSuite Integrated Dash-
board which serves as a central point for selecting and configuring DevSecOps tools that are designed to work
with the CyberSuite integration model, while any add-on services and configurations that can extend the
default capabilities of the CyberSuite Framework and Assets can be discovered through the Marketplace.

The concrete integration scenarios and supported toolchains are further detailed in Section 3.3 Integration
Scenarios.
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3.2 DevSecOps Cycle and tools’ assessment

The CyberSuite platform has been designed to provide full lifecycle support across all phases of the
DevSecOps model—Plan, Build, Test, Deploy, Operate, and Monitor—ensuring that security practices are
embedded from the earliest planning stages through to post-deployment operations and continuous moni-
toring. The current assessment of the integrated tools, as shown in the mapping diagram (D2.2), confirms
that no additional tools were required beyond those initially planned to achieve complete lifecycle coverage.

ACAS SASTer SeerBox MAESTRO GEIGER Toolbox Dashboard
KARTOS BCBCTI Pentesting GEIGER CA PUZZLE
PUZZLE (Risk Tool
Assessment)

Anti-Phishing Game
HORIZONTAL

[ Integrated CyberSuite ] [

Dashboard Marketplace
Framework

Figure 9 - DevSecOps Assessment

This assessment confirms that the CyberSuite toolchain provides a well-distributed and synergistic coverage
of the entire DevSecOps lifecycle, with no phase left unsupported.

Importantly, while no additional tools were necessary to achieve this baseline coverage, the architecture
remains open and extensible by design. Thanks to its modular framework and the standardized interopera-
bility layer—centered on the Integration Engine, Common Data Model (CDM), and CyberSuite Marketplace—
the platform is capable of onboarding external services to enrich or customize security workflows. This flexi-
bility ensures that CyberSuite can evolve alongside partner requirements, use case scenarios, or emerging
threats, while maintaining strong alignment with industry standards and best practices.

In summary, the initial assessment phase validated that CyberSuite’s existing tools are sufficient for full
DevSecOps coverage, while also laying the foundation for future extensibility through external integrations,
thus guaranteeing long-term adaptability and value for end users.

3.3 Synergies between CyberSuite tools

To support DevSecOps process integration in a modular yet coherent way, CyberSuite defines a set of inte-
gration scenarios based on the functional and semantic interoperability between different tools in the plat-
form. These scenarios are not limited to sequential workflows, but include multiple interaction patterns such
as data exchange, mutual triggering, coordinated analysis, and shared visualization.

The interoperability potential across the CyberSuite ecosystem has been mapped and visualized in the fol-
lowing tool synergy diagram (Figure 10). This diagram illustrates the candidate integration paths identified
by the partners, organized along the main DevSecOps phases: Plan, Build, Test, Deploy, Operate, and Moni-
tor. Each arrow represents a potential integration feature between tools, labelled with a unique identifier
(e.g., US_T.01_03, US_M.01_07), which corresponds to a specific interoperability functionality.
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Figure 10 - CyberSuite tool synergy map (integration features under validation)
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The potential integration identifiers are further detailed in the following Synergies Table 1 compiled collabo-
ratively by all technical partners. The table presents each integration identifier (or feature) depicted in Figure
10 detailing:

- Ashort description of the feature,

- The tools involved and their respective providers,

- The added value expected from the integration,

- The DevSecOps phase in which the synergy feature is identified.

This mapping exercise has a dual objective:

1. To guide the development of CyberSuite’s Integration Engine and Dashboard in terms of data model,
visualization needs, and interface requirements;

2. To provide the CyberSuite Framework with metadata that can suggest or validate tool combinations
based on compatibility and previous integration cases.

It is important to note that the diagram of Figure 10 reflects candidate integrations currently under valida-
tion. The actual set of supported interoperability features will be confirmed as part of the implementation
and pilot activities, in alignment with the partner agreements and user requirements.

Table 1 - CyberSuite Synergies table

DevSecOps

DevSecOps

Tool #1 ‘ Tool #2 ‘ phase #1 phase #2 Synergy description Added Value
SYN P Kartos Assets management can help | Automated Seer Box assets domain
01—0 KARTOS Seer Box PLAN OPERATE Seer Box identification of domain | groups creation derived from Kartos
- groups (automatically). External Attack Surface Management.
Increased threat detection coverage by
Integrating the two would allow Seer | combining passive intelligence (Kartos)
SYN P Box to feed its attack detection with | with active monitoring (Seer Box). Re-
02_M KARTOS Seer Box PLAN MONITOR | threat intelligence gathered by Kar- | duced response times to attacks. Im-
- - tos, improving its responsiveness and | proved detection accuracy by correlat-
proactively blocking malicious traffic. | ing events with external threat data-
bases.
Automation of responses to new
Integrating the two would allow PUZ- | threats detected by Kartos. Reduced
SYN_P ZLE to adjust its security and mitiga- | exposure to attacks through real-time
- KART PUZZLE PLAN PERATE
030 0s v © tion policies based on Kartos' find- | security adjustments. Improved threat
ings. prioritization through integration with
PUZZLE.
M hensi i -
The output of the SASTer can be used ore ~compre en.swe securlt'y ap
SYN_B . X : proach, through this collaboration the
SASter PenTesting | BUILD TEST as input to the pentesting tool to con- - L
01T firm exploitabilit security risks can be detected and miti-
P ¥ gated efficiently.
SYN_T_ Pentesting SeerBox TEST TEST Can proflt. from the pentesting gener- | Allows assessmg and |.n?;?rovmg the
01T ated traffic and results SeerBox detection capabilities
SYN_T . Can profit from the pentesting gener- | Allows assessing and improving the
— ~ | Pentest ACAS TEST TEST
02_T entesting ated traffic and results ACAS detection capabilities
Pentesting help determine if the
SYN_T_ Pentesting SASter TEST BUILD SASter detected threats have been Improved coverage of development
03_8B S and tests
eliminated
SYN_T_ Pentesting GEIGER TEST DEPLOY Pentesterg. 'DFOVIdES information on Improve SME awareness
04D vulnerabilities
SYN_D CG Toolbox may recommend Seer | . .
010 GEIGER Seer Box DEPLOY OPERATE Box if relevant to the SME improve SME protection
SYN_D CG Toolbox may recommend PUZZLE | . .
- EIGE ZZLE DEPL! E E E
020 GEIGER PU PLOY OPERAT if relevant to the SME improve SME protection
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L

SYND | riGer ACAS DEPLOY MoNiTor | S Toolbox receives information |\ - o cpe awareness
_03_M™m about ongoing attacks
SYN_D .
04—0 MAESTRO PUZZLE DEPLOY OPERATE Protection of the deployed assets
SYN_D .
OS_M MAESTRO PUZZLE DEPLOY MONITOR | Protection of the deployed assets
SYN O Provide ebpf based information or
01—0 PUZZLE Seer Box OPERATE OPERATE | events (Tetragon based) to enhance | More in-depth analysis
- = their analysis if they want
SYN_O ) .
02—0 PUZZLE Seer Box OPERATE OPERATE provides alerts as input to OLISTIC
SYN O Graph based approach can help Seer | Automated Seer Box assets domain
03—0 PUZZLE Seer Box OPERATE OPERATE Box identification of domain groups | groups creation derived from PUZZLE
- (automatically). graph-based approach output.
SYN_O SeerBox Sentinel can be integrated as | Seer Box Sentinel logs collection and
04 0 PUZZLE Seer Box OPERATE OPERATE an eBPF agent analysis provided to PUZZLE.
SYN O Provide ebpf based information or
05—0 PUZZLE ACAS OPERATE OPERATE | events (Tetragon based) to enhance | More in-depth analysis
- their analysis if they want
SYN_O ) .
06_0 PUZZLE ACAS OPERATE OPERATE provides alerts as input to OLISTIC
SeerBox and Acas analyze traffic at
different network layers, the result of L )
SYN_O Seer Box ACAS OPERATE MONITOR | the two analysis tools can be cross Increased rellal?lllty ofalgrts and confi-
_07_0 . dence on security analysis.
checked (compare time ranges/as-
sets evidence of the two tools)
SYN_O ¢ er Box ACAS OPERATE | MONITOR | Cross-layer correlation Improve detection. Reduce false posi-
_08_0 tives and true negatives.
Customer defined rules on Seer Box re-
SYN_O Seer Box generated rules can be an | flects tool usage, can be analyzed and
- Seer B SASt OPERATE BUILD
_09_B eer box er input to extend SASTer rules. used as input for SASTer prior phase
analysis.
Th ill h ific guide-
o o o gt s cold b |07 v e e
- Seer Box SASter OPERATE BUILD used as recommendations to the | .. K . 8 8
_10_B ities, while going through the SASTer
user of SASTer
results.
SYN_O Results of ACAS analysis can be | Improve sharing and tracing of attack
_11 B ACAS BCBCTI OPERATE BUILD stored in BCBCTI information
SINM pcas GEIGER | MONITOR | MONITOR |ACAS provides information on ongo- |\ e s\E awareness
01 ™M ing attacks
SYN_M ACAS PUZZLE MONITOR OPERATE AII.ows triggering of defensive mech- | Mitigation and response to cyber-at-
_02.0 anisms when attacks are detected tacks
SYN_M .
03 D MAESTRO PUZZLE MONITOR DEPLOY Testing of deployment
SYN_M GEIGER Antl Phish- MONITOR PLAN Anti-phishing game helps train users Improve user awareness on phishing
04_P ing Game attacks
R . Improve collaboration and competition
SYN_M GEIGER Antl Phish- MONITOR PLAN GEIGER can use the scores provided of users, assess the improved skills of
05 P ing Game by the game

users in detecting phishing attacks
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Integrating it with Kartos would allow | More accurate detection of threats in
SYN M correlating suspicious traffic alerts | the network. Reduced false positives by
06_0 ACAS KARTOS MONITOR OPERATE | with IP reputation and data leaks, im- | contextualizing alerts with threat intel-
- - proving the accuracy of attack detec- | ligence. Faster response to potential
tion. security breaches.
SYN_T_ . Geperated tr?fflc might be used to Continuously improved and tested de-
05T Seer Box PenTesting | TEST TEST v.all.date an.d improve Seer Box heu- tection algorithm of both solutions.
ristic and vice versa.
identification of compatible/relevant
addon services: The CyberSuite Frame-
CyberSuite work can suggest Marketplace services
SYN_H Frame- Get Catalogue and metadata of ser- | for use in the CyberSuite Framework
_01_H | Marketplace | work Horizontal Horizontal | vices published in the Marketplace Local Installation of the user
Direct use of services from the Market-
place to the Framework: The Cyber-
Suite Framework can create the rele-
vant configuration Ul and setup the
Marketplace service that has been se-
CyberSuite Get selected Service and configura- | lected by the User for addition to their
SYN_H Frame- tion parameters from the Market- | CyberSuite Framework Local Installa-
_02_H | Marketplace | work Horizontal Horizontal | place tion

3.4 Addressing Identified Functionality Gaps and KPIs

A critical objective of CyberSuite project (in the context of Work package 3) has been to identify and close
functionality gaps observed during previous phases of the project (particularly those identified in WP2 with
deliverables D2.1 and D2.2), and to validate that the integrated CyberSuite components meet defined Key
Performance Indicators (KPIs). This section outlines how specific shortcomings identified in the initial tool
assessments and DevSecOps coverage analyses were addressed through targeted integration, enhancement,

and validation activities.

3.4.1 Addressing Identified Gaps

The gap analysis carried out in D2.1 and D2.2, revealed several functional and architectural limitations across
the original portfolio of cybersecurity tools. These gaps included, but were not limited to:

Lack of centralized audit trail and log correlation across tools;

Absence of mechanisms to detect lateral movement and complex attack patterns;
Redundant or isolated identity and access control mechanisms;

Limited support for composable workflows spanning multiple DevSecOps phases;
Difficulty in onboarding new tools due to format and interface incompatibilities.

To address these gaps, the CyberSuite consortium adopted a multi-pronged strategy:

Common Data Model (CDM): A unified semantic and syntactic framework was established to stand-
ardize how tools describe assets, alerts, and configurations. This eliminated data inconsistencies and
enabled true interoperability (see Section 3.7).

ElasticSearch Integration Engine: All tool outputs were mapped to a shared logging and search
backend, allowing aggregation, correlation, and real-time analytics of security events and behaviors
across the toolchain.

Single Sign-On (SSO) with IAM: A centralized identity and access management system (Keycloak)
was introduced to unify user management across all CyberSuite components, improving usability and
enforcing consistent access control.
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- Composable Dashboards and Tool Orchestration: The CyberSuite dashboard was enhanced to inte-
grate with diverse tool outputs and to enable modular orchestration of workflows, ensuring security
controls span the full DevSecOps lifecycle.

3.4.2 Tracking and Meeting KPIs

Each technical enhancement was aligned with the set of KPIs defined in WP2 and refined throughout WP3.
These KPIs serve as measurable targets to evaluate the effectiveness, integration quality, and real-world
applicability of the CyberSuite platform. Key KPls include:

- Tool Onboarding Time — The time required to integrate a new tool into the platform, targeted un-
der 2 days for CDM-compliant services.

- Detection Accuracy & False Positive Rate — Measured using controlled test environments with
known threat patterns and baseline datasets.

- Latency of Alerts — Time between an event occurrence and corresponding alert visualization on the
dashboard.

- User Configuration Effort — Evaluated by SME feedback during pilot preparation, aiming to mini-
mize manual setup steps.

All CyberSuite tools have been evaluated against these KPlIs through the integration and testing methodolo-
gies outlined in Section 6. Where performance did not initially meet thresholds, specific tuning, refactoring,
or additional documentation was introduced by tool providers to close the gaps.

3.4.3 Ongoing Gap Monitoring

The CyberSuite architecture remains extensible by design. Any remaining or future gaps—whether in func-
tionality, usability, or compliance—can be systematically addressed through:

- The Marketplace onboarding and feedback loop;
- Revisions to the CDM;
- Continuous integration/testing pipelines embedded within WP4 demonstrations.

By addressing these gaps systematically and tracking resolution through quantifiable KPIs, WP3 ensures
that the CyberSuite platform evolves into a fully operational and user-ready DevSecOps framework.

3.5 Establishing Interoperability Requirements

To establish interoperability among CyberSuite tools and services within the DevSecOps framework, a com-
mon set of requirements must be defined. These requirements will define how tools exchange information
and operate as a unified system, even though they were originally developed as standalone solutions. The
purpose of these efforts is to facilitate the exchange of data, the automation of workflows, and the correla-
tion of events, enabling a seamless integration of the entire cybersecurity toolchain with minimal integration
overhead and maximum operational efficiency.

The Common Data Model is at the centre of the standardization work. The CDM defines a common semantic
and syntactic model used to store and share assets, vulnerabilities, logs, alerts, and configuration information
among all CyberSuite components. This ensures that data that will be exported by the tools adheres to a
consistent structure, enabling each component to correctly interpret information. The CDM also forms the
basis of the interoperability requirements, positioning it as the structural and conceptual backbone of the
entire solution.
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3.5.1 Definition and scope

The interoperability requirements defined within the CyberSuite framework aim to ensure that all constitu-
ent tools, services, and platform components can seamlessly communicate, exchange data, and contribute
to unified cybersecurity workflows across the DevSecOps lifecycle. These requirements are essential for
transforming a diverse set of independently developed security solutions into a cohesive, modular, and ex-
tensible ecosystem.

In the context of CyberSuite, interoperability refers to the capacity of heterogeneous tools to:

- Share information using a common data structure and format;

- Execute coordinated actions within a defined workflow or trigger-based chain;

- Visualize and aggregate outputs through shared interfaces such as the CyberSuite Dashboard;

- Operate under a unified identity, access, and configuration model, providing a consistent user ex-
perience across tools.

3.5.2 Identification of Integration Points

The identification of integration points across the CyberSuite ecosystem was carried out in close alignment
with the DevSecOps lifecycle and the tool roles defined in WP2 (Deliverables D21. And D2.2). Each CyberSuite
asset interacts with the central Framework either directly or through a shared middleware and must align
with the CDM to ensure interoperability. These integration points represent the common interfaces or shared
points during which different components can interoperate.

A central identity management service will authenticate and authorize all CyberSuite tools users. Hence, the
users will log in once and gain access to all CyberSuite services without the need for any other user credentials
or a single sign-on (SSO). Moreover, a centralized user directory with token-based authentication is needed
to sustain this service. Every service should trust the same user identities, as this measure is based on a
common shared identity service ensures consistent access control across the suite. This integration point
establishes user-level interoperability, allowing tools to recognize and enforce the same user permissions
and roles throughout the ecosystem.

A dashboard that acts as a single-entry point to all functionalities and tools in the platform will be provided.
This Dashboard shall allow users to seamlessly access all CyberSuite services and features from a single-entry
point. In this way, the users will interact with one coherent portal where all tools will be aggregated. This is
very important for a consistent user experience. The dashboard brokers communication, dispatching user
requests to the appropriate back-end services and then presenting results in a unified manner. This front-
end integration point ensures that the look-and-feel and navigation are harmonized and that cross-tool work-
flows can happen without the user leaving the platform.

Perhaps the most critical integration point lies in how tools exchange data and findings with one another.
Each cybersecurity tool in the suite produces valuable output. In the current CyberSuite implementation,
each tool operates in isolation with its own data formats and semantics, and there is no working interopera-
bility framework to allow tools to share data or findings. To facilitate this, CyberSuite is defining standardized
data formats and a Common Data Model (CDM) (see Section 3.7) that all components will use to represent
key values. In essence, while tools may continue to produce outputs in their native formats internally, they
will conform to the CDM when generating any content meant for cross-tool consumption or centralized anal-
ysis. All tools are expected to interface with a centralized log and alert collection backend built on Elas-
ticSearch/OpenSearch. This centralized storage layer acts as a unified logging repository, providing powerful
full-text search, filtering, aggregation, and real-time analytics over data from the entire suite of tools. This
architecture is a key enabler for centralized analytics and auditing, from which the users can retrieve records
from different tools regardless of their origin, using a single query interface. Consequently, the interopera-
bility framework will also specify common output requirements that each tool must adhere to.
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3.5.3 Considerations

In defining the interoperability requirements of the CyberSuite framework, two foundational challenges must
be considered. The first one occurs from the heterogeneity among the tools. Each CyberSuite tool was de-
veloped independently, using its internal data structures and formats, so that no shared vocabulary or
schema could facilitate interoperability. Without a "common language", the tools cannot align on the seman-
tic meaning of basic terms (like “assets”, “vulnerabilities”, “alerts”, etc.), which is needed to perform the
integration of processing and performing a meaningful correlation between events. The second major chal-
lenge is the absence of cross-tool communication. Although there is value in the output generated by each
tool in the CyberSuite, there is no mechanism for other tools to consume or react to it. This isolation prevents
the development of a composite workflow or direct collaboration between CyberSuite’s tools. To overcome
these limitations, the CyberSuite interoperability strategy does not depend on direct communication be-
tween tools, but instead it adopts a centralized data alignment model, where each tool exports its output
using a shared Common Data Model (CDM), structured in JSON and indexed within a central Elas-
ticSearch/OpenSearch backend. This approach simplifies integration by decoupling tool dependencies and
enables all tools to contribute to and retrieve from a unified knowledge base, thus supporting integrated
monitoring, analytics, and coordination across the full DevSecOps cycle.

3.6 Development Activities for Integration

This section describes the methodological and technical steps adopted to enable integration across Cyber-
Suite components and with external systems. The integration activities are designed to ensure seamless in-
teroperability, foster reusability, and facilitate the replication of integration patterns in the CyberSuite
Framework.

The process relies on a common integration infrastructure—centered around an ElasticSearch-based aggre-
gation layer—and a structured collaboration framework between partners to identify and implement syner-
gies in a traceable, standardized manner.

3.6.1 Summary of the integration process for CyberSuite components.

The integration process among CyberSuite components is designed to be systematic, modular, and reusable,
supporting the platform’s goals of interoperability and composability. It follows a structured workflow that
allows integrations to be replicated through the CyberSuite Framework or an automated pipeline engine.

3.6.1.1 Summary of the integration process for CyberSuite components.

All potential synergies between tools have already been mapped and documented through joint analysis
among partners. These synergies encompass the data sharing and cross-tool enrichment as well as sequential
orchestration and DevSecOps phases involved.

Each synergy will be validated and refined through dedicated 1-to-1 meetings between the relevant partners
to confirm mutual understanding, scope, and integration value.

3.6.1.2 Feature Confirmation and Configuration
Given that all tools have confirmed compatibility with the shared ElasticSearch-based integration engine,
integration tasks can directly proceed to feature confirmation and tool configuration. This step includes:

- Final agreement on integration logic, scope, and data exchanged,;
- Configuration of exporters/adapters to send tool output to ElasticSearch in the required format

- Optional readers, dashboards, or frontend components to display or consume data from Elas-
ticSearch;

- Definition of parameters and options.

3.6.1.3 Integration Documentation and Reusability
To ensure traceability and facilitate reuse across pilots, each integration task will be fully documented, in-
cluding:

- Description and rationale of the integration,

Grant Agreement: 101145861 -31-



Ayber

D3.1: CyberSuite Integrated solution, Testing and Refinement - Initial version s

- Tool versions and involved partners,

- Data schema and field naming conventions (Common Data Model),

- APl endpoints, message formats, and access details.
This documentation serves as the basis for publishing the integration as a reusable component or triggering
it via orchestration tools.

3.6.1.4 Communication with the ElasticSearch Integration Engine
All tools interface with the ElasticSearch backend through RESTful APIs using JSON payloads, in line with Cy-
berSuite’s integration model. Key characteristics include:

- Structured indexing of data, following shared schemas and naming policies
- Bidirectional interaction, allowing tools to both push new analysis results and query existing data
- Access control and identity management handled via the Keycloak-based IAM module

This structured process ensures that each confirmed integration becomes a reusable asset within the plat-
form, enabling a growing set of value-added tool combinations, while preserving flexibility and user control.

3.6.2 Ensuring interoperability between tools.

The cornerstone of interoperability in CyberSuite is the use of ElasticSearch as a central aggregator of struc-
tured information. Rather than tightly coupling tool logic, CyberSuite leverages loose coupling via a shared
data infrastructure, which provides several benefits:

- Scalability: Each tool can operate independently while contributing to a shared view of the system
through ElasticSearch.

- Asynchronous Interaction: Tools do not need to be aware of each other’s runtime; they interact
through shared indices and APlIs.

- Extensibility: New tools can be added by implementing standard read/write interfaces to Elas-
ticSearch without requiring modifications to existing components.

- Observability and Analysis: By aggregating all security and operational data, ElasticSearch enables
advanced queries, visual dashboards, and correlation across tools.

In addition to ElasticSearch, direct tool-to-tool communication via REST APIs and JSON payloads is considered
where required. This mechanism may be used for triggering actions in other tools (e.g., notification, scan
request) as well as sharing enriched results or actionable intelligence.

This hybrid approach ensures robust interoperability, balancing central coordination with direct communica-
tion when needed.

3.6.3 Interoperability with External Environments

Beyond internal integrations, CyberSuite is also designed to interface with external cybersecurity and IT sys-
tems, supporting broader ecosystem interoperability. This is enabled through:

ElasticSearch Exposure: External tools can be granted controlled access to query or insert data into

CyberSuite’s ElasticSearch instance, enabling:

- Data import/export,

- Correlation with external threat intelligence sources,

- Synchronization with CMDBs, SIEMs, or vulnerability management systems.

- Standard APIs: CyberSuite tools expose APIs (REST + JSON) for external systems to interact with spe-
cific functionalities (e.g., launching a scan, retrieving results, submitting logs).

- Event Forwarding and Log Sharing:

- CyberSuite tools may send selected logs, alerts, or results to third-party systems such as SIEM plat-
forms, via standard protocols (e.g., Syslog, HTTP POST).

- This supports inclusion in enterprise security monitoring pipelines.

- Custom Connectors or Adapters: Where required, dedicated connectors may be developed to inte-

grate with specific systems (e.g., Microsoft Defender, Tenable, Jira).
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This openness ensures that CyberSuite can be integrated into existing environments without lock-in, sup-
porting cybersecurity automation, incident response, and compliance monitoring.

3.7 Development of a Common Data Model

In the context of the CyberSuite platform, maintaining semantic and structural alignment among the suite's
several heterogenous cybersecurity tools is a key factor toward achieving interoperability and integration.
The “Common Data Model” (CDM), initiated under Task 3.2, is the structural core which allows for stand-
ardised representation of the different parts of the CyberSuite toolchain.

3.7.1 Asset Representation and Toolchain Diagram

A fundamental issue in a multi-tool cybersecurity ecosystem is the dispersed context of digital assets. Each
tool has its own internal format, structure and namingin many cases. Such heterogeneity hampers seamless
integration, leads to costly data transformations, and ultimately undermines the effectiveness of security
workflows. The Common Data Model applies to this issue by creating a common model for assets, that in-
volves both the syntactic structures (e.g., names of fields, data types), and semantic understanding (e.g.,
what is a vulnerability, how is a component related to a threat) of assets.

In CyberSuite, “digital asset” is defined as the digital entity that needs to be tracked, secured, monitored, or
evaluated by the platform. This includes, but is not limited to, software components (such as source code
files or containers), vulnerabilities (such as CVEs identified during scans), security configurations, operational
logs, and threat intelligence indicators.

In the current implementation of the CyberSuite platform, there is no working interoperability framework.
Tools do not exchange data or communicate with each other, whether dynamically, automatically, or manu-
ally. The various tools remain separate, with their schemes and semantics. Nevertheless, it is both feasible
and essential to define a Common Data Model (CDM) as an initial step to the future integration and unified
operation. The Common Data Model (CDM) functions as a shared language, a unifying layer that abstracts
the native dialects of each tool. Tools may still produce outputs through their internal interfaces, but they
comply to the CDM when generating content that is meant for cross-tool consumption, centralized analysis
or integration with external systems. This method allows for semantic interoperability without organizations
being tied to special architectural couplings between tools. A shared schema for a common language to be
understood across the toolchain will be provided by the CDM. Since all core assets are represented in the
same way, the CDM will make it possible to trace and correlate entities together in the CyberSuite Dash-
board, as well as support integration with third-party plugins and platforms.

3.7.2 Data Format

The Common Data Model (CDM) uses JSON as its default data format. JSON has been chosen for its simplic-
ity, readability (from human point of view), native support in web technologies and its widespread use in
the cybersecurity and DevOps tools. This standardized format provides a seamless flow of data between
tools and easy integration into analytics backends. All tool outputs in CyberSuite are assumed to be format-
ted in JSON which are indexed and stored in ElasticSearch/OpenSearch. This centralized storage layer pro-
vides powerful full text search, rich filtering, aggregation and real-time analytics of the entire toolchain used
in DevSecOps. The decision to centralize output in ElasticSearch/OpenSearch aligns with the platform’s ob-
jective to offer unified monitoring, auditing, and threat intelligence correlation capabilities. However, it is
important to emphasize that the specific structure of the JSON format is not rigidly predefined across all
tools. Instead, it remains flexible and adaptive, tailored to the needs of project integrations and the semantic
richness of each asset type. Although it is flexible to the core, certain core fields such as timestamps, asset
identifiers, tool metadata, and severity levels are recommended to be consistent across all tool outputs to
ensure minimum schema alignment for analytics and correlation purposes. A sample generic JSON alert for-
mat (ElasticSearch or OpenSearch compatible) is shown below:
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Table 2 - Sample of generic JSON alert format

"timestamp": "2025-05-13T08:45:00z2",

"tool": "SASTer",

"asset_id": "asset 123",

"alert type": "vulnerability",

"severity": "high",

"description": "Potential SQL injection vulnerability in login function",
"cve_id": "CVE-2024-12345",

"status": "open",

The above format is indicative of how different tools can output data that is ready for ingestion and indexing
in ElasticSearch/OpenSearch. The fields such as tool, asset_id, severity, and description provide a minimal
viable structure for unified alert processing and dashboarding. Additional fields, such as correlation IDs,
source metadata, or enrichment tags, may be appended depending on the needs of the integration.
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3.8 Public Accessibility

3.8.1 Through the CyberSuite Marketplace

Interoperability is essential for enabling smooth and accurate information exchange, especially when sche-
mas are publicly accessible and intended for broad adoption. As highlighted by Munk?, achieving this requires
standardized intermediary representations capable of meaning-preserving transformations across diverse
systems. Moreover, adopting a layered interoperability model—addressing technical, semantic, and syntactic
aspects as recommended by Rantos et al.? further ensures clarity and effective integration. By adopting rec-
ognised standards, the CyberSuite Marketplace aligns with these established best practices. This approach
ensures minimal friction in service adoption and integration with other systems, systematises the onboarding
of third-party solutions, and enhances overall system interoperability. To practically implement these princi-
ples, the CyberSuite Marketplace Services schema organizes the onboarded cybersecurity service metadata
information into four main categories: Core Metadata, Service Access & Interface, Security Capabilities, and
Pricing & SLA, ensuring consistency and transparency across cybersecurity service descriptions.

While designing the cybersecurity service description schema, presented in Table 2, each data field was care-
fully connected to a recognized standard: DCAT? covers core catalogue details, Schema.org® captures pro-
vider and commercial information, SPDX® manages licensing descriptions, OpenAP/” links to complete inter-
face specifications, and STIX3/TAXIF for the representation of threat-intelligence-related information. Finally,
the security capabilities of the service are described through common threat and attack taxonomies that
were also utilised in D2.2, including the MITRE ATT&CK? Techniques Matrix, the STRIDE! thread model and
the OWASP Top 10%? security risks. Anchoring these categories to established standards makes the schema
easily understandable and consistent for third parties and external applications, facilitating straightforward
integration without additional customization.

Table 3 - CyberSuite Marketplace Cybersecurity Service Description

Category ‘ Standard Field Type Description

Core Metadata DCAT id string (UUID) Unique identifier for the service
Core Metadata DCAT title string Human-readable name of the service
Core Metadata DCAT shortDescription string Description of what the service does
Core Metadata Schema.org | keywords array[string] Tags describing service capabilities
Core Metadata Schema.org | provider.name string Provider organization name

2 Munk, S. (2018). Interoperability services supporting information exchange between cybersecurity organisations.
Academic and Applied Research in Military and Public Management Science, 17(3), 131-148.
https://doi.org/10.32565/aarms.2018.3.9

3 Rantos, K., Spyros, A., Papanikolaou, A., Kritsas, A., llioudis, C., & Katos, V. (2020). Interoperability challenges in the
cybersecurity information sharing ecosystem. Computers, 9(1), 18. https://doi.org/10.3390/computers3010018

4 https://www.w3.org/TR/vocab-dcat-3/ (Last Accessed: 3™ June 2025)

5 https://schema.org/docs/schemas.html (Last Accessed: 3™ June 2025)

6 https://spdx.dev/use/specifications/ (Last Accessed: 3" June 2025)

7 https://swagger.io/specification/ (Last Accessed: 3™ June 2025)

8 https://oasis-open.github.io/cti-documentation/resourceststix-21-specification (Last Accessed: 3" June 2025)

% https://oasis-open.github.io/cti-documentation/resources#taxii-21-specification (Last Accessed: 3™ June 2025)

10 https://attack.mitre.org (Last Accessed: 3" June 2025)
https://learn.microsoft.com/en-us/previous-versions/commerce-server/ee823878(v=cs.20)?redirectedfrom=MSDN
(Last Accessed: 3™ June 2025)

12 https://owasp.org/www-project-top-ten/ (Last Accessed: 3™ June 2025)
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Core Metadata Schema.org | provider.url string (URL) Link to provider’s website
Core Metadata Schema.org provider.contactPoint string (email) Contact email for support or sales
Core Metadata Schema.org | version string Current version of the service
. tri SPDX . . -
Core Metadata SPDX / DCAT | license IsDr)lng ( SPDX license identifier (e.g. Apache-2.0)
Core Metadata SPDX / DCAT | licenseUrl string (url) Link to official licence page
Core Metadata DCAT created datetime Creation date of the service entry
Core Metadata DCAT modified datetime Last modification date
Core Metadata Schema.org | documentationUrl string (URL) Link to full-service documentation
. Functional category (e.g., “SIEM”, “Threat
string (con- . ,, A .
Core Metadata Schema.org | category trolled vocab) Intelligence”) from various cybersecurity
standards (SO 270001, ENISA, NIST)
Service A & . . . .
ervice Access Schema.org | serviceType string (enum) | Type of service: API, Cloud, OnPremise
Interface
Service Access & . . . .
DCAT endpointUrl string (URL) Service endpoint or access URL
Interface
Service Access & .
OpenAPI openAPISpecUrl string (URL) URL to OpenAPI or Swagger spec
Interface
Service Access & - . Type of authentication (e.g., API key,
Interface OpenAPI authentication string OAuth2)
Service Access & Schema.or compliance array{string] Compliance frameworks (e.g., ISO 27001,
Interface ore P ¥ g GDPR)
Security Capabili- . Input/output data types (e.g., Logs, STIX,
. urity ~apabit Custom/STIX | supportedDataTypes array(string] put/outpu ypes (e-g g
ties PCAP)
S.ecurlty Capabili- Custom/STIX threatintelligenceCompati- boolean !nd|c§tes whether service supports threat
ties ble intelligence
S ity Capabili- . . . .
t:;;un y L-apabili STIX stixFeedUrl string (URL) URL to STIX threat intelligence feed
Security Capabili- . . . . . .
ties TAXII taxiiEndpointUrl string (URL) TAXIlI-compliant feed delivery endpoint
Pricing & SLA Schema.org pricingModel string (enum) | Subscription, Pay-as-you-go, Free Trial
Pricing & SLA Schema.org | serviceLevelAgreement string Service Level Agreement
Pricing & SLA custom serviceLevelAgreementUrl string (URL) Link to Service Level Agreement
. I ) Availabili i .8., 24/7, busi
Pricing & SLA Schema.org | availability string vailability window (e.g /7, business
hours)
. . . Regions where the service is available (e.g.,
Pricing & SLA Schema.org | regions array[string] EU, US, Global)
CyberSuite-spe- L . _— .
ci\;ic utte-sp custom description string Long description of the service
i ili- ite A ible with th
S.ecurlty Capabili custom relevantCybersuiteService array([string] CybgrSu!te sset(s) compatible with the
ties service (if any)
Security Capabili- custom devsecopsStens array{string] The relevant DevSecOps step(s) — base don
ties P P ¥ g CyberSuite DevSecOps lifecycle
C‘y.berSwte-spe- custom demoUrl string (URL) Use.r-prowded url to ava!llab!e external
cific online demo of the service (if any)
Si\;il:;erSwte—spe— custom instructions string Instructions for service usage
CyberSuite-spe- . . The pointer to the service file within the
e custom actualServiceld string .
cific Marketplace or to the service link
CyberSuite-spe-
ci¥icer urte-spe custom providerVersion string User provided version of this service
S.ecurlty Capabili- stride relevantSTRIDEThreats string (enum) Threat categories from the.STRIDI.E taxon-
ties omy that are relevant to this service
S ity Capabili- . . Risk cat ies f the OWASP t
.ecurl y -apabil owasp relevantOWASPRisks string (enum) sk categories from .e . axonomy
ties that are relevant to this service
Security Capabili- Attack techniques categories from the Ml-
ties y&ap mitre relevantMITRETechniques string (enum) | TRE ATT&CK taxonomy that are relevant to

this service
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. key-type-de- .
Service Access & . . Parameters needed as input from the ser-
custom serviceParameters faultvalue tri- L.
Interface plets vice in order to be executed

The status of the service within the Cyber-
custom status string(enum) Suite Marketplace (live/sandboxed, ac-
cepted/rejected/pending review)

The average of user ratings for the specific
service

CyberSuite-spe-
cific

CyberSuite-spe-

. custom rating float
cific

The schema structure was deliberately kept simple and balanced. Under Core Metadata the essential identi-
fying fields were prioritized to uniquely define each service clearly, while supplementary information can be
optionally added when relevant. Within Service Access & Interface, detailed technical specifics are provided
through direct references to OpenAPI files, thus avoiding redundancy. The Security Capabilities category fo-
cuses on concise, standardized indicators, such as threat intelligence compatibility and standard threat-feed
formats, ensuring clarity without sacrificing usefulness. Meanwhile, fields required for the integration with
the CyberSuite Framework or defined in the context of the CyberSuite-specific requirements—such as the
supported DevSecOps phases —are also included as flexible custom fields. Overall, this approach ensures the
schema remains lightweight for service providers yet rich enough for effective automated service discovery,
comparison, consumption and integration. Furthermore, to ensure easy maintenance and alignment with
the latest updates in taxonomies (e.g., OWASP Top 10, NIST, ENISA Threats), the relevant fields have been
implemented using standards-based enumerations and controlled vocabularies, which can be centrally man-
aged and updated as needed.

The Marketplace aims to provide visibility to the capabilities of the CyberSuite Framework and its library of
onboarded services by:

1. Exposing OpenAPlIs that list and describe available extension services, using a curated subset of
metadata fields to ensure security and privacy. This enables external systems to efficiently discover
CyberSuite services.

2. Establishing integration endpoints with the CyberSuite Framework, allowing seamless onboarding of
add-on services to support the configuration and extension of deployed CyberSuite assets, as well as
enabling tailored service recommendations. This functionality is planned for inclusion in the second
release of the CyberSuite Framework (M33).

3. Offering service onboarding pages based on the standardized metadata schema described above,
ensuring consistency and ease of contribution.

4. Exploring the provision of compatible policy and service development guidelines for external cyber-
security service providers interested in extending CyberSuite Assets. This feature is planned for in-
clusion in Marketplace v2, to be delivered as part of D6.2 [M36].

3.8.2 Blockchain requirements

As part of ensuring transparency and verifiability in the CyberSuite Framework, blockchain technology is con-
sidered for secure data traceability and audit logging. Key requirements include:

- Immutability: Selected transactions related to tool integration, updates, and deployments must be
stored in an immutable ledger.

- On/off-chain data synchronisation: An approach that bridges the gap between decentralised tech-
nologies (Web3) and centralised/traditional systems (Web2) is preferred to ensure trust across mul-
tiple stakeholders.

- Scalability: The solution must support high transaction throughput without compromising security.

- Interoperability: The blockchain layer must be adaptable and compatible with existing DevSecOps
toolchains and data formats.

Blockchain enhances trust in the CyberSuite ecosystem and supports regulatory and security requirements
for software development pipelines.
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4 Coverage of the Entire DevSecOps Lifecycle

The CyberSuite project aims to offer a comprehensive suite of cyber security services tailored to SMEs. The
CyberSuite vision is closely linked to the DevSecOps paradigm, and the project is designed to cover the com-
plete DevSecOps lifecycle. This cycle includes the phases of Plan, Build, Test, Deploy, Operate and Monitor.
The various individual CyberSuite assets are mapped to these phases, demonstrating the comprehensive
coverage sought by the framework.

4.1 GAPs Scenario

Gap analysis is a fundamental component in the development of CyberSuite. From the work done in WP2 we
are presented with a detailed gap analysis at the market level and at the level of individual CyberSuite assets.
This analysis identifies critical areas where current solutions are deficient, highlighting unmet needs and
emerging threats.

The gaps identified are categorised into several areas:

- Functional: Need for improved analysis of encrypted traffic and detection of unknown attacks (APT,
zero-day), and integration of advanced capabilities such as Root Cause Analysis and machine learn-
ing-based analysis.

- Service-related: Need for better customer support, managed cybersecurity services and compliance
assistance tailored to SMEs.

- Geographic: Underserved regions or countries.

- User Specific: Users, especially in SMEs, with limited cybersecurity knowledge or ability to adopt.

- In addition to the general and market level analysis, we have conducted a gap analysis specifically
identified for several of the assets that make up CyberSuite.

Tool Owner mi

Relevant GAPs - G.ACAS.01: Analysis of encrypted traffic and detection of unknown attacks (i.e., APT and zero-
day attacks).

- G.ACAS.03: Applicable in different environments (Fixed/4G/5G/IoT networks, V2X...)

- G.ACAS.04: Can be easily extended and adapted (dashboards, protocol plug-ins, rules and algo-
rithms, embedded functions)

- G.ACAS.WO01: Lack of quality operator network traffic datasets for testing analysis and training Al
models.

Table 4 - ACAS relevant GAPs

Tool Owner PLUR

Relevant GAPs - G.SeerBox.02: Demonstrate and benchmark Seer Box’s performance in high-traffic scenarios to
validate its scalability claims.

- G.SeerBox.03a: Continuously expand the feature set to include advanced threat intelligence and
real-time protection mechanisms to stay competitive.

- G.SeerBox.03d: Although it allows the WAF to be emulated, it is not strictly speaking because it
requires third-party components to block.

- G.SeerBox.WO01: Steep learning curve for SMEs with less mature cybersecurity practices.

- G.SeerBox.TO1: Rapid technological changes and evolving cyber threats.

Table 5 - SeerBox relevant GAPs
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Puzzle
Tool Owner UBITECH

Relevant GAPs - G.PUZZLE.O1: Advanced SIEM- and XDR-type solution for Kubernetes that integrates enhanced
and efficient security defence techniques, edge analytics, risk assessment services.

- G.PUZZLE.O2: Protective actions based on efficient eBPF programs, allowing fine-grained filtering
and intrusion detection.

- G.PUZZLE.O03: Provide SMEs end-users the ability to easily manage threats, risks and attacks, as
well as increase their situational awareness.

- G.PUZZLE.TO2: Concerns on eBPF security can limit its adoption.

Table 6 - Puzzle relevant GAPs
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Tool Owner InQbit

Relevant GAPs - G.SASTer.01: Supported multi-language recognition.

- G.SASTer.02: Legible and understandable results to be presented and downloaded through
standard formats.

- G.SASTer.TO1: Appearance of new vulnerabilities that cannot be detected by current SAST tools.

Table 7 - Saster relevant GAPs

Pentestin
Tool Owner mi

Relevant GAPs - G.Pentesting.01: Easy to use tools for performing cyber-range exercises.

- G.Pentesting.02: Generation of realistic traffic for 5G networks.

- G.Pentesting.TO1: Increased complexity of attacks on 5G networks that may not be adequately
addressed by current pentesting techniques.

Table 8 - Pentesting relevant GAPs

i

Maestro
Tool Owner UBITECH

Relevant GAPs - G.MAESTRO.01: Advanced policy-based scalability for Kubernetes.

- G.MAESTRO.WO01: Limited interoperability with other security tools outside the Kubernetes eco-
system.

- G.MAESTRO.TO1: Rapid changes to Kubernetes security policies that may require constant up-
dates in MAESTRO.

Table 9 - Maestro relevant GAPs

Tool Owner CG

Relevant GAPs - G.GEIGER.TO1: Rapid evolution of cyber threats and technologies.
- G.GEIGER.WO01: Integration challenges with existing SME tools.
Table 10 - GEIGER relevant GAPs
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Cybersuite BCBCTI
Tool Owner COMPELLIO

Relevant GAPs - G.BCBCTI.01: Asset profile definition for internal CTl system-to-system exchanges.

- G.BCBCTI.02: API connectivity with internal CTI systems.

- G.BCBCTI.TO1: Ecosystem fragmentation within/across existing DLTs creates interoperability
gaps.

Table 11 - BCBCTI relevant GAPs
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Kartos
Tool Owner ENTHEC

Relevant GAPs - G.KARTOS.01: Lack of technical specific resources and knowledge in SMEs regarding Cybersecu-
rity.

- G.KARTOS.02: Lack of budget to afford external SOC and specific services.

- G.KARTOS.03: Need of cost-effective tools, easy to use that help IT Managers with limited specific
knowledge focus in the important and urgent actions to protect their companies, people, and
information.

- G.KARTOS.WO01: No remediation or mitigation actions available in the platform.

Table 12 - Kartos relevant GAPs

Anti-Phishing Game
Tool Owner mi

Relevant GAPs - G.PhishingGame.01: Sharing of phishing attack information.

- G.PhishingGame.02: Relatively fun and competitive game to learn how to detect attacks.

- G.PhishingGame.WO01: Constantly evolving phishing techniques that may not be covered by the
game.

- G.PhishingGame.W02: Requires a large set of legitimate and phishing emails.

- G.PhishingGame.T01: Difficult to convince users and organisations due to the lack of time and
efforts for cyber training.

Table 13 - Anti-Phising Game relevant GAPs

CyberSuite Dashboard
Tool Owner eBOS
Relevant GAPs - G.Dashboard.WO01: No 3rd Party Integration Support.

- G.Dashboard.WO02: Potentially Resource Intensive.
- G.Dashboard.T01: Rapidly Evolving Cyber Threats.

CyberSuite Marketplace
Tool Owner S5

Relevant GAPs - G.Marketplace.04: Enhanced service maintenance and integrations between Marketplace and
CyberSuite Framework flows.

- G.Marketplace.06: Provision of cloud-agnostic and CSP-independent security solutions.

Table 14 - CyberSuite Marketplace relevant GAPs
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Table 15 - Critical Gaps That Will Not Be Solved and Affect the DevSecOps Cycle

GAP ID Tool ‘Affected Phases Description Can It Be Comment
Solved?

G.ACAS.WO01 IACAS Build, Test No real datasets available[No Prevents validation and
to train Al models improvement of Al mod-

els. Critical for detection.

G.PUZZLE.TO2 PUZZLE Deploy, Operate |eBPF security concerns|Not directly [Although mitigated with
limit its adoption other tools, it limits mod-|

ern deployments in Kuber-
netes.

G.Pentesting.TO1 Pentesting Test Complexity of 5G attacksNo Breaks effectiveness of]
exceeds current capabili- pentesting in modern envi-
ties ronments.

G.MAESTRO.W01 MAESTRO Horizontal No interoperability out-No Isolates the solution,
side of Kubernetes breaking flow between

phases in mixed environ-
ments.

Table 16 - High-Impact Gaps — In Progress or Partially Covered

Tool Affected Phases Status Does Interoperability Observation
Help?

G.KARTOS.WO01 KARTOS Operate Designed Yes No direct remediation;
connection with PUZZLE
land SeerBox is being con-

sidered.

G.SeerBox.TO1 Seer Box Operate, Monitor |Will  not  beUnclear IConstant technological

solved directly change without a clear up-

date mechanism.

G.SASTer.TO1 SASTer Horizontal Partially covered |No Structural gap: new vulner-
abilities constantly ap-
pear.

G.GEIGER.WO01 GEIGER Operate, Deploy |In progress Yes IAdoption risk for SMEs;

mitigable with onboarding|
support and a conversa-
tional agent.
G.PhishingGame.T01 Anti-Phishing Plan, Operate In progress Yes Social gap: insufficient
training; gamification and
community  approaches
lare in development.
G.Marketplace.06 Marketplace Horizontal In progress Not relevant Due to the Marketplace’s
role (explained in D6.1) it
will offer mainly services
that are compatible with
ICyberSuite Framework and
Assets.
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4.2 Combined use of open-source solutions and interoperability

In the GAP Analysis performed in the context of WP3 we can see which GAPs are covered in this interopera-
bility scenario.

The vast majority of the gaps are partially covered or in progress, which indicates good overall progress, but
also that many aspects still require action or follow-up, especially to get out of the ‘partial’ status.

1. G.ACAS.Wo01

Gap: Lack of realistic traffic datasets to train Al models.

Open-Source Proposal:

- Use datasets such as CICIDS2017*3, UNSW-NB15%, or TON_IoT? for initial training.

- Simulate traffic using tools like 5greplay'®, Network Fuzzer?’, tcpreplay, Mausezahn, or Scapy to enrich
datasets.

- Create a controlled environment with Open5GS + UERANSIM (or other opensource RAN and 5Gcores) to
generate realistic mobile traffic.

2. G.PUZZLE.TO2

Gap: Limitations in adopting eBPF due to security risks.

Open-Source Proposal:

- Complement eBPF with detection tools like Falco (CNCF) for environments where eBPF is not feasible.
- Use AuditD and Sysmon for Linux as additional telemetry layers.

- Provide AppArmor or SELinux security profiles integrated with alerts from Tetragon/Falco.

3. G.MAESTRO.WO01
Gap: Limited interoperability outside the Kubernetes ecosystem.

Open-Source Proposal:

- Integrate Maestro with external systems using Open Policy Agent (OPA) and OPA Gatekeeper.

- Establish connectors to tools like Wazuh, Graylog, or TheHive.

- Adopt an event bus such as Kafka for interoperability between containers and external systems.

4. G.Pentesting.TO1
Gap: Current pentesting lacks coverage for complex attacks in 4G/5G networks.

Open-Source Proposal:

- Generate and inject attacks using 5greplay or Network Fuzzer

- Use Open5GS and UERANSIM to emulate realistic 5G networks.

- Integrate with srsRAN or GNU Radio for low-level testing in RAN/PHY layers.

- Include frameworks like Boofuzz, Metasploit, and ZAP with modules adapted to 5G protocols (S1AP,
NGAP, etc.).

13 https://github.com/noushinpervez/Intrusion-Detection-CICIDS2017

14 https://github.com/naviprem/ids-deep-learning/blob/master/datasets/UNSW-NB15.md
15 https://github.com/Nour-Moustafa/TON loT-Network-dataset

16 https://5greplay.org and https://github.com/Montimage/5Greplay

17 https://github.com/Montimage/NetworkFuzzer
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5. G.BCBCTLTO1

Gap: Fragmentation of DLTs and challenges in interoperability.

Open-Source Proposal:

- Implement EVM-compatible gateway components to enable maximum coverage and adoption .

- Normalize CTIl exchange using MISP (Malware Information Sharing Platform) + STIX/TAXII adapted to the
DLT environment.

6. G.PhishingGame.W01/W02/T01
Gaps: Lack of real datasets and low adoption due to lack of time.

Open-Source Proposal:

- Motivate users to share and anonymise received phishing emails

- Use public datasets like PhishTank, OpenPhish, or the SpamAssassin corpus as a base for training
emails.

- Generate phishing and legitimate emails using GoPhish, curated with tools like Mailgen or faker.js.

- Gamify with daily micro-challenges integrated into tools like Mattermost, Rocket.Chat, or browser ex-
tensions.

7. G.Dashboard.W01/W02
Gaps: Does not support third-party integration and may require high resources.

Open-Source Proposal:

- Enable integration with RESTful APIs of tools like Wazuh, TheHive, MISP, or Elastic Stack.

- Use lightweight tools like Grafana + Loki or Prometheus instead of full stacks in resource-constrained
environments.

4.3 Enhancements to Support Reference Use Cases

The integration activities described in WP3 and documented in this deliverable (D3.1) have been guided not
only by technical feasibility but also by the operational requirements of the reference use cases defined in
WPA4, specifically Task T4.1. These use cases represent real-world SME DevSecOps scenarios and serve as
validation contexts for demonstrating CyberSuite’s impact. As such, enhancements to the CyberSuite plat-
form have been implemented with the goal of maximizing applicability and effectiveness in these target
scenarios.

Several improvements were prioritized to support these use cases:

- Streamlined onboarding workflows via the CyberSuite Wizard and Dashboard, ensuring that SMEs
with limited technical resources can configure and deploy toolchains suited to their environment.

- Fine-grained interoperability mechanisms using the Common Data Model (CDM) and ElasticSearch
backend, which allow data to flow seamlessly across tools during Plan—Build—Test—Deploy—Oper-
ate—Monitor phases.

- Support for dynamic tool combinations, enabling flexible composition of security services based on
use case needs (e.g., combining static analysis, runtime protection, and threat intelligence).

- Predefined integration templates for high-impact combinations (e.g., SeerBox + PUZZLE for
runtime protection and orchestration; ACAS + Pentesting for network analysis), accelerating de-
ployment in pilot environments.

- Lightweight orchestration via MAESTRO, allowing DevOps teams to set up workflows and pipelines
without requiring deep security or platform expertise.
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- Use case-centric KPI monitoring, allowing end-users and evaluators to measure security gains in
terms that matter to their specific workflows (e.g., onboarding time, detection time, rate of action-
able alerts).

These enhancements ensure that the CyberSuite framework is not a purely abstract or generic solution but
a context-aware ecosystem tailored to meet the real security and usability demands of SMEs as reflected in
WP4. The close alignment with T4.1 allows the use case teams to quickly instantiate validated toolchains
and evaluate them against real operational goals.

4.4 End-User Functionality Validation

A core aspect of the CyberSuite project is the validation of end-user value: ensuring that the integrated
tools do not merely function in isolation but provide measurable benefit when applied to actual SME secu-
rity scenarios. This validation takes place primarily in WP4 (T4.2) but is enabled and structured by the inte-
gration and testing methodology set out in this deliverable.

Validation of end-user functionality is supported in the following ways:

- Integrated feedback loops: Tools embedded in user pipelines (via Cl/CD, dashboards, or MAESTRO
orchestration) generate usage and performance data that is fed back into the refinement loop (see
Section 6.4), allowing continuous improvement based on real operational outcomes.

- KPI-driven evaluation: CyberSuite components are monitored based on KPIs that reflect end-user
needs, such as false positive rates, coverage of security threats, ease of deployment, and time-to-
value. These KPIs were defined in WP2 and are instantiated in WP4 demonstrations.

- User-centric dashboard views: The CyberSuite Dashboard includes visualization and alerting fea-
tures designed around typical SME operator workflows, including traffic trends, asset exposure, and
real-time incident updates. The CIDV (Collective Interactive Data Visualizer) further helps SMEs cor-
relate threats and identify vulnerabilities.

- Conversational agents and onboarding support: Tools like the CG Conversational Agent and the
Wizard interface assist users in deploying appropriate configurations and understanding system
feedback—key aspects for usability validation.

- Use-case traceability: Each feature or integration described in this deliverable is tagged to one or
more WP4 reference use cases, ensuring traceability between implementation and validation goals.

By linking the integrated capabilities of CyberSuite directly to user needs in real operational environments,
the project ensures that functionality is not only technically robust but also relevant, adoptable, and im-
pactful for SMEs.
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5 Integration with Existing DevSecOps Best Practices and Tools

5.1 Analysis of Existing DevSecOps Environments

Modern DevSecOps environments aim to integrate security into every phase of the software development
lifecycle (SDLC), shifting security “left” in the development pipeline and enabling continuous risk identifica-
tion and mitigation. This is achieved through a combination of technical practices, automation, and special-
ized tools, integrated into agile workflows and CI/CD pipelines.

To guide the development and integration strategy of CyberSuite, a comprehensive analysis of existing
DevSecOps environments was conducted. This analysis focused on identifying best practices, common archi-
tectural patterns, integration mechanisms, and typical toolchains in current industry-standard DevSecOps
ecosystems. The goal was to understand how established environments address security, automation, and
scalability—and to adapt those lessons to enhance the design and added value of CyberSuite.

Modern DevSecOps environments are built around Continuous Integration/Continuous Deployment (CI/CD)
pipelines, infrastructure-as-code, microservice architectures, and security automation at every stage of the
software development lifecycle (SDLC). Platforms such as GitLab, Jenkins, GitHub Actions, and Azure DevOps
provide automation backbones, while security tooling is integrated at multiple stages via plugins or sidecar
services.

The integration of lessons from existing DevSecOps environments into CyberSuite provides an added value
through several critical advantages:

- Increased Interoperability and Familiarity, by aligning with tools and workflows commonly used in
the industry, CyberSuite minimizes adoption friction for SMEs and developers. Support for standard
interfaces (e.g., REST APIs, JSON, YAML), integration points (e.g., Git repositories, Cl/CD pipelines),
and widely-used tools ensures that users can plug CyberSuite into their environments without steep
learning curves or heavy reconfiguration.

- Security-as-Code Automation, Borrowing from successful DevSecOps practices, CyberSuite enables
"security-as-code" through repeatable, automated security checks embedded in build, test, and de-
ploy stages. This ensures consistent enforcement of security policies, reducing the risk of human
error and making compliance more traceable.

- Shift-Left Security, leading environments emphasize early detection of security issues. CyberSuite
mirrors this through tools like SASTer (static analysis), which integrates with version control and CI
systems. This approach reduces remediation costs and increases developer productivity by catching
vulnerabilities early in the lifecycle.

- Observability and Feedback Loops, drawing from observability models in tools like Prometheus and
ELK stack, CyberSuite incorporates centralized telemetry and logging via ElasticSearch, enabling users
to visualize threats, measure KPls, and adapt their pipelines accordingly. This observability underpins
continuous improvement and helps enforce DevSecOps principles.

- Modularity and Extensibility, Tools can be onboarded or removed independently, and policies can
be tailored per project or environment. This flexibility supports use case diversity while keeping the
system manageable.

By incorporating the best practices of existing DevSecOps environments and aligning with their toolchains,
CyberSuite enhances its value proposition. It becomes more usable, scalable, and integrable across various
domains—especially for SMEs looking to adopt DevSecOps without the complexity of large-scale enterprise
platforms. This strategic alignment also ensures that CyberSuite remains future-proof, compliant with evolv-
ing standards, and attractive for both internal pilots and external marketplace adoption.
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Core DevSecOps Processes and Best Practices
Widely adopted DevSecOps environments follow several established practices:

Static Application Security Testing (SAST)
Performs code analysis (source, bytecode, or binary) to detect vulnerabilities such as insecure data
handling or improper authentication logic. SAST is integrated early in the pipeline, during coding or
build phases.

- SonarQube®®

- Checkmarx SAST®

- Semgrep®
Dynamic Application Security Testing (DAST)
Tests running applications in staging or test environments to identify runtime issues such as injec-
tion flaws, insecure session management, or misconfigurations, simulating external attacker behav-
ior.

- OWASP zAP*

- Burp Suite??
Penetration Testing (PenTesting)
Complements automated testing by simulating real-world attacks, often involving manual or semi-
automated techniques to explore business logic flaws, chained vulnerabilities, or privilege escala-
tion paths.

- Metasploit®

- Kali Linux*

- Cobalt Strike®
Software Composition Analysis (SCA)
Detects known vulnerabilities in third-party libraries and open-source dependencies, ensuring
compliance with security advisories and license requirements.

- OWASP Dependency-Check?®

- Snyk¥

- Syft®®
Infrastructure and Container Security
Tools scan infrastructure-as-code (laC), container images, and Kubernetes deployments to detect
misconfigurations and enforce compliance with best practices.

- Trivy®

- Kube-bench*®
Continuous Monitoring
Real-time logging and telemetry from applications, infrastructure, and security tools are collected
and analyzed for threat detection and operational insights.

18 htps://www.sonarsource.com/products/sonarqube/

19 https://checkmarx.com/cxsast-source-code-scanning/

20 https://semgrep.dev/

2! https://www.zaproxy.org/

22 https://portswigger.net/burp/

23 https://www.metasploit.com/

24 https://www.kali.org/

25 https://www.cobaltstrike.com/

26 https://owasp.org/www-project-dependency-check/

27 https://snyk.io/product/open-source-security-management/

28 https://github.com/anchore/syft

29 https://trivy.dev/latest/

30 https://github.com/aquasecurity/kube-bench
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e Security Information and Event Management (SIEM)
Aggregates logs and events from across the ecosystem, correlates them, and enables centralized
analysis for anomaly detection, alerting, and compliance auditing.
- ELK Stack®
- Wazuh*
- Splunk®
- Graylog*
e Security Orchestration, Automation and Response (SOAR)
Coordinates incident response by integrating various security tools and automating reaction work-
flows (e.g., containment, enrichment, ticketing).
- TheHive®
- Cortex®®
- IBM Resilient®’
- Swimlane®®
e Security-as-Code and Governance
Embeds security policies and rules into version-controlled artifacts, enabling consistent enforce-
ment and auditability across deployments.

CyberSuite need to expose APIs (webHook) to control its flow.

5.2 Ensuring Native Integration with Commonly Used Tools

To ensure broad adoption and usability across diverse environments, CyberSuite places a strong emphasis
on native integration with widely used DevSecOps tools and platforms. The platform is designed to interop-
erate seamlessly with existing ecosystems, allowing organizations to incorporate CyberSuite capabilities
without disrupting their established workflows.

Compatibility with CI/CD Pipelines
Continuous Integration and Continuous Deployment (CI/CD) pipelines are at the heart of modern software
delivery. CyberSuite ensures compatibility with major CI/CD orchestrators by offering:

- Predefined connectors and integration templates for popular CI/CD systems such as:

- Container-native deployment options to support Kubernetes environments, including:

- Support for Infrastructure-as-Code (laC) provisioning tools such as Terraform and Ansible to
automate the deployment of CyberSuite modules alongside other infrastructure and security
components.

- Integration with version control systems (VCS) including Git (GitHub, GitLab, Bitbucket) for
monitoring code changes and triggering tool actions based on defined policies or push
events.

CyberSuite Integration Engine as a Bridge
The CyberSuite Integration Engine acts as a central broker to standardize interactions between tools. It sup-
ports:

31 https://www.elastic.co/elastic-stack/

32 https://wazuh.com/

33 https://www.splunk.com/

34 https://graylog.org/

35 https://strangebee.com/thehive/

36 https://www.paloaltonetworks.com/cortex/cortex-xsoar
37 https://www.ibm.com/products/gradar-soar

38 https://swimlane.com/solutions/soar/
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- RESTful APIs with JSON payloads, enabling tools in the pipeline to communicate results, trig-
ger analyses, or query findings.

- Publish-subscribe and webhook-based architectures, allowing event-driven interaction with
Cl/CD systems.

- Flexible data ingestion from tools into the shared ElasticSearch backend, where all security
insights are normalized and indexed.

Design Principles Supporting Compatibility
To ensure maximum portability and ease of integration, CyberSuite follows key principles:

- Modularity: Components are loosely coupled and exposed via APIs or standard interfaces.

- Standardization: Empshasis on open formats (JSON) and protocols
(HTTP/HTTPS/webhooks).

This approach enables CyberSuite to serve as a powerful addition to existing DevSecOps pipelines, rather
than requiring a complete restructuring of established toolchains. The result is faster onboarding, minimal
disruption, and increased adoption in both enterprise and research contexts.

The proposed approach and compatibility towards commonly used tools in this context are theoretically pos-
sible according to the architectural choices made.
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6 Testing and refinement process

This section outlines the procedures and methodologies that will be employed to test the platform in realistic
operational environments, identify inconsistencies or gaps, and apply iterative refinements based on the re-
sults. By grounding the testing activities in both automated evaluation and scenario-driven experimentation,
the process will support continuous quality assurance and align with the project’s principles. Additionally,
the refinement process integrates insights derived from the evaluation of performance metrics, in accord-
ance with the project’s defined Key Performance Indicators (KPls). It further includes the systematic incorpo-
ration of testing activities within use-case driven demonstration environments, ensuring validation under
realistic operational conditions. This process is complemented by a structured feedback and refinement strat-
egy that facilitates the continuous enhancement of system performance, functional interoperability, and
overall alignment with user and tool owner requirements.

6.1 Methodology for Testing Integrated Solutions

The CyberSuite project employs a comprehensive testing framework to validate its integrated cybersecurity
solutions. This framework encompasses multiple layers of testing to ensure that all components function
cohesively. Each tool or service in the CyberSuite platform will be tested not only in isolation but also as part
of the whole system.

The testing framework comprises two complementary pillars:

1. API-Level Functional Testing (Micro-level)

2. Integration Scenario Testing (Macro-level, end-to-end)
Both layers align with the CyberSuite DevSecOps lifecycle model, ensuring continuous validation across de-
velopment, integration, deployment, and operation phases.

6.1.1 API-Level Functional Testing

REST API testing focuses on each asset integrated into CyberSuite. These assets expose RESTful APIs, and the
correctness, reliability, and security of these interfaces are crucial to the overall integrity of the platform. For
each API, testing is conducted to verify compliance with its design specification, typically defined via OpenAPI
or Swagger documentation. Using automated test suites (possibly with frameworks like Postman/Newman,
REST Assured, or custom scripts), CyberSuite validates that each REST endpoint behaves according to its spec-
ification. This includes verifying correct request/response formats, status codes, and data integrity for all
CRUD (Create, Read, Update, Delete) operations. Test cases cover typical usage as well as edge cases, ensur-
ing that integrated services can handle unexpected or invalid inputs gracefully.

6.1.2 Integration Scenario Testing

Beyond individual APlIs, it is crucial to evaluate how CyberSuite assets integrate within real operational con-
texts. For this purpose, integration scenario testing is performed. These scenarios will be provided from the
user stories identified during the MVP definition stage, and they depict typical end-to-end use cases involving
multiple tools. This kind of integrated solution testing is broken down into a sequence of moves: three
phases, each devoted to its own different goal in validating functionality, interoperability, and overall system
assurance.

Scenario Description

In this first step, the testing methodology begins with the precise definition of an integration scenario. This
involves specifying the components involved, the interactions between them, and the sequence of opera-
tions that are expected to occur. The scenario should be as realistic as possible, taking into account what the
whole system will actually do. The aim is to simulate a multi-component workflow. As a result, any commu-
nication, interoperability, and behaviour exhibited under defined conditions can be observed. This provides
a structured basis for evaluating how well the CyberSuite’s tools can operate together and respond to pre-
defined events.
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Testing the Workflow

The second step, after the definition of the scenario, is to execute and validate the end-to-end workflow. This
involves triggering the whole story, through test scripts or emulated inputs and then monitoring each step in
the integration chain. The goal is, to ensure that the data is transmitted correctly, the APIs respond as ex-
pected, and all modules perform their designated tasks. Each transition point between components will be-
come a checkpoint for validation, ensuring through this way that data structures, formats, and messages are
compliant and correctly interpreted. Errors, mismatches, or delays will be captured to assess the reliability
of interservice interactions.

Holistic Verification

The last phase moves beyond functional testing, and looking at the non-functional part of the system. Here,
the testing procedure is assessing performance aspects like response times, system throughput and load
handling capabilities. This also keeps an eye on the system for signs of instability, security breaches or mis-
configurations that a simple functional test might not highlight. Integration of metrics and logs from the full
pipeline the holistic verification gives the complete insight of system behaviour which is aligned with
DevSecOps philosophy to maintain not only correctness, but also reliability, security, and compliance of in-
tegrated solution. By incorporating metrics and logs from the entire pipeline, holistic verification provides a
comprehensive view of the system’s behaviour, aligning with DevSecOps principles to ensure not only cor-
rectness but also reliability, security, and compliance of the integrated solution.

-~

Outline the integration Verify the end-to-end Assess non-functional
scenario, detailing workflow through | aspects and monitor
interactions between automated tests and overall system
components checkpoints. performance.
- J \ J \ &

Figure 11 - Structured Phases of Integrated Solution Testing

Integration testing will be performed in a testbed environment consisting of dedicated servers designed to
be deployed with containerized versions of the CyberSuite assets. These instances are launched with orches-
tration platforms such as Docker or Kubernetes, providing flexibility and reproducibility in configurations
used for testing. Testing will occur in a sandboxed environment to separate it from production, but have real-
world interaction flows with the tools. An Integration testing pipeline (using Jenkins or GitLab Cl) can orches-
trate the execution of test scenarios over the integrated components. Real-time logging and monitoring ca-
pabilities (integrated with centralized logging platforms like ELK stack, Grafana Loki etc.) to be made available
to continuously monitor the behaviour of the system regarding various performance KPls.

6.2 Performance Evaluation Metrics Evaluation Methodology

Within CyberSuite, technical evaluation will be monitored and assessed utilising the comprehensive KPls
Framework and metrics detailed in D2.2. These metrics have been designed on complementary levels: the
individual Asset level and the overarching Framework level. At the asset level, each Asset has clearly defined
KPIs tailored to its specific functionalities and value. These metrics include technical measures, such as false-
positive rates, detection delays, and scalability, as well as business-oriented aspects like ease of integration,
user acceptance, and interpretability of results. For instance, some assets like ACAS emphasize precision of
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threat detection, while others such as SASTer focus on vulnerability coverage and efficiency of analysis. Ad-
ditionally, usability and adoption aspects—like the ease of deploying updates or user awareness improve-
ments—are tracked, ensuring each tool delivers meaningful benefits to end-users. These asset-level KPIs col-
lectively ensure that every CyberSuite component individually meets high standards, providing reliable and
effective cybersecurity services within the integrated solution.

At the Framework level, CyberSuite will be evaluated as a unified, integrated platform. Technical quality is
assessed through measurements of code cleanliness, test coverage, APl robustness, and ongoing security
reviews. The extent to which requirements are delivered is determined by counting user stories or features
already available and by confirming compliance with GDPR and ALTAI guidelines for Al-based services. Day-
to-day performance is monitored via service-uptime statistics and error-handling rates to ensure minimal
disruption. On the business side, the value added by the framework is recorded by mapping coverage across
the full DevSecOps cycle. A broad set of adoption and user-acceptance KPls is also foreseen, including: overall
satisfaction and usability scores, ease of installation and customisation, interpretability of results, automa-
tion levels, trust factors, and the likelihood of recommendation. These framework-level indicators will con-
firm that CyberSuite’s vision of a unified dashboard for modern cybersecurity operations is adequately ful-
filled.

The baselining and measurement methodology for the defined KPls is organised into four stages. Initially, in
Phase 0, all preparatory work will be completed: automated and manual tests will be defined at both the
asset and framework levels, user feedback surveys and usability questionnaires will be designed, representa-
tive attack scenarios will be selected, vulnerability and threat-feed lists will be compiled, and standardized
policy templates for simulated attacks will be put in place. Following this preparation, the setup of the re-
quired test environment as defined in the CyberSuite Architecture (Section 2.3), including the local Cyber-
Suite backbone services (e.g. IAM, Integration Engine etc.) and local CyberSuite Assets, registering the web-
hosted CyberSuite services, deploying a representative business application, and ensuring that all Assets re-
spond as expected through an initial end-to-end test. In Phase 2, technical performance is evaluated and
technical KPIs are measured, through the execution of penetration tests and vulnerability and risk scans, in
order to measure automated system responses, assess the improvement in human-operator responses (for
metrics where this is applicable), continuous tracking of long-term performance metrics tracking, software
quality checks, and additional asset-specific metrics, alongside monitoring the delivery of planned features.
Finally, Phase 3 focuses on measuring added-value and business-oriented KPlIs by collecting user-interface
and acceptance feedback, capturing baseline figures for static asset characteristics, and tracking any other
required dynamic usage data. This Methodology is visualised in the following Error! Reference source not
found.. It is worth noting, that due to the diversity of the metrics defined at Asset or Framework level span
(a result of the different focus points and offerings of each CyberSuite Asset), this methodology stays at more
high level and doesn’t go down to metric level. Instead, it provides the holistic strategy for baselining and
assessment that will drive the evaluation activities, while the measurement of each metric is defined in the
‘Way to Measure’ field of each KPI description (for more information see D2.2).
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Figure 12 - CyberSuite Assets & Framework KPIs Baselining & Measurement Methodology
Each step of the KPIs baselining and measurement methodology is explained in more detail below.
Phase 0: Pre-deployment and testing preparations

a) Create tests at asset and framework level: Define the required unit, end-to-end, and endpoint tests
at asset or/and Framework level.

b) Design questionnaires for UAT and UI/UX: Create framework-wide survey and asset-specific ques-
tions to capture user feedback and usability data in Phase 3.

c) Select pentesting attack scenarios: A representative set of attacks must be chosen to exercise detec-
tion and response in Phase 2.

d) Compile a CVE and open-source list: Compile a list of utilised CVEs and public threat feeds for use by
the risk and vulnerability detection tools in Phase 2.

e) Provide policy templates for test attacks: Standardized rules for the identification and response be-
fore any simulated attack is executed in Phase 2.

Phase 1 — Infrastructure Setup — Vanilla Test Deployment

a) Deploy local assets: All CyberSuite assets requiring local deployment must be onboarded (without
any integration) in their default state.

b) Register web-hosted assets: Services available online must be connected to the test environment for
centralized access.

c) Install a sample business application: A lightweight, representative app should be deployed to serve
as a baseline workload.

d) Execute a post-deployment end-to-end test: A quick validation must be run to confirm that each
asset and the business app respond as expected before attack injections.

e) Configure service prerequisites: Policies, rule-sets, blacklists and application connections should be
activated to prepare for subsequent testing.

Phase 2 — Technical KPI Baselining

a) Conduct penetration tests for incident detection: Execute Phase 0-selected attack scenarios and rec-
ord each asset’s ability to detect and correctly identify the incidents based on the asset owner’s
measurement method.

b) Run vulnerability and risk scans: Trigger vulnerabilities and risks scans. Use the CVE resources com-
piled in Phase 0 as a baseline to gauge detection accuracy of each asset’s vulnerability, risk and code
analysis results.
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c) Measure response actions: Record how quickly and effectively the system responds to the pentesting
and vulnerability/risk assessment results, in comparison to expectations set by rules and policies de-
fined in Phase le.

d) Evaluate operator—driven responses (optional): After an incident is detected, record how long it takes
a human operator to investigate and restore service. Because this action depends on the organisa-
tion’s security protocols, it should be evaluated during demo phases rather than in the technical
baselining/assessment.

e) Assess performance characteristics: Track scan durations, service throughput, uptime and resource
usage under load to establish baseline speed, availability and scalability figures.

f) Check software quality metrics: Collect unit, end-to-end and integration test results—such as pass
rates and code coverage with unit tests—to confirm internal reliability independent of attack scenar-
ios.

g) Capture additional asset-level metrics: Follow each asset’s defined “way to measure”, e.g. for Dash-
board updates, visualization refresh rates or other bespoke capabilities.

h) Track delivery of requirements: Count the number of implemented features or user stories at each
milestone—e.g. prior to CyberSuite Integrated Framework Release v1, following CyberSuite Inte-
grated Framework Release v1, and after the CyberSuite Integrated Framework Release v2 release.

Phase 3 — Added-value & Business KPI Baselining

a) Gather Ul/UX and UAT feedback: Distribute Phase 0-designed questionnaires to internal consortium
testers to establish baseline usability and acceptance scores, then gather additional feedback during
demo phases and Hackathons.

b) Record static asset metrics: Note current values for fixed attributes—such as supported languages or
attack types—against which future enhancements will be measured.

c) Track dynamic KPls: Use the built-in logging mechanisms to baseline figures like total registered us-

’ "

ers, service subscriptions and engagement rates, following each metric’s “way to measure”.
6.3 Feedback Loop and Refinement Strategy

To ensure that the CyberSuite framework evolves in alignment with end-user needs and technical require-
ments, a continuous feedback loop was established involving all tool providers and integration stakehold-

ers. This feedback-driven refinement process was implemented at multiple levels of the integration lifecy-
cle—spanning initial tool assessment, interoperability testing, demonstration setup, and performance vali-
dation.

The refinement loop operates on three main pillars:

1. Iterative Testing and Partner Collaboration
All tool integrations undergo iterative testing phases that involve direct collaboration between the
responsible partners. Results from each integration test cycle are documented and discussed in
partner meetings. Feedback includes observations on API alignment, data formatting mismatches,
and semantic interpretation issues. This iterative cycle ensures that integration barriers are identi-
fied early and that all tools align with the Common Data Model and interoperability framework.

2. End-User and Demonstration Input
As tools and components are integrated into demonstration environments (coordinated under
WP4), feedback is collected from testbed users and SME stakeholders. This feedback is especially
critical in identifying usability issues, configuration bottlenecks, and monitoring/reporting gaps.
Tool providers incorporate this feedback into subsequent development sprints, focusing on improv-
ing user experience and contextual data relevance.

3. Monitoring of KPIs and Validation Results
Each tool's effectiveness is measured against KPIs defined in WP2. Performance evaluation reports
from WP3 and WP4 feed into the refinement cycle, helping providers optimize their tools’
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behaviour under real-world conditions. Where KPIs fall short of thresholds, targeted improvements
are initiated.

Overall, this refinement strategy ensures that CyberSuite’s integrated solution is not static but responsive—
continuously evolving through real-world feedback and measurable performance data. This loop not only
enhances technical quality but also boosts trust and usability for SME stakeholders relying on the platform.
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7 Challenges and Lessons Learned

7.1 Technical Challenges Encountered

Integrating various mature cybersecurity tools in a DevSecOps environment presents unique challenges, par-
ticularly due to their heterogeneity, lack of cross-tool communication, and differing interfaces and API spec-
ifications. These are the main difficulties encountered while designing the integration layer for the project:

- Mature cybersecurity tools often come with their own unique user interfaces and operational meth-
odologies. This diversity can make it cumbersome for users to integrate and access multiple tools effi-
ciently. The overhead associated with understanding each tool can slow down the integration process.

- While APIs are crucial for automation and integration, mature tools typically have different APl speci-
fications that have evolved independently. These inconsistencies include varying data formats (e.g.,
JSON, XML), authentication mechanisms (e.g., OAuth, API keys), and endpoint structures. Bridging
these differences typically requires additional effort to create custom scripts or middleware.

- Each tool has been designed and implemented with its own internal data structures and formats. This
heterogeneity means that data from one tool cannot be directly ingested or understood by another.
In order to make tools able to directly understand these data structures, the system should implement
logic for custom data transformation and mappings, adding complexity to the integration process.

- Since these tools are not designed to communicate with each other directly, there is no built-in mech-
anism for one tool to ingest another tool’s output. This lack of interoperability necessitates the devel-
opment of custom integration layers or middleware to facilitate data exchange and workflow automa-
tion.

Addressing these challenges involves developing an integration layer while minimizing the impact on the
development of each specific tool and possibly avoiding the overhead which would be introduced by complex
translation and transformation functions. Leveraging tools like ElasticSearch for centralized logging and data
analysis can facilitate integration and provide a unified view and monitoring platform for the DevSecOps
pipeline.

7.2 Solutions and Adjustments

ElasticSearch was chosen as a centralized platform to play a pivotal role in facilitating the integration of the
diverse cybersecurity tools in the CyberSuite DevSecOps ecosystem. A common data model is introduced as
the basis of an efficient DevSecOps environment in order to provide a unified data representation layer.

Serving as a centralized logging platform, ElasticSearch can aggregate incoming logs from each tool into a
single repository. This centralization simplifies log management and analysis, providing a unified view of the
entire DevSecOps pipeline and enabling monitoring and troubleshooting.

The common data model-based helps standardize the format and structure of log data across different tools.
This common model limits the need for extensive data transformation logic, as all tools will easily adapt to
the same syntax and semantics, greatly reducing the impact required for each tool’s integration. Where fea-
sible, tools will be configured to output logs in the desired format, otherwise a minimal translation layer will
be introduced. Apart from achieving consistency and interoperability, this design choice also enables the
DevSecOps process to be immediately observable using dashboards and analytics provided by the Elas-
ticSearch platform.
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7.3 Recommendations for Future Development

The design choices made for integrating diverse cybersecurity tools in a DevSecOps environment highlight
the necessity of aiming for an abstract and unified solution rather than attempting to achieve direct interop-
erability between each pair of individual tools.

In a complex and heterogeneous environment with multiple mature cybersecurity tools, each tool has its
own unique interfaces, data structures, and API specifications. Trying to achieve direct interoperability would
be a daunting task, requiring extensive custom development and continuous maintenance to handle the in-
tricacies of each tool. Each point-to-point integration would come with its own set of potential issues and
failures. This approach is inherently error-prone, as changes in one tool could break its integration with oth-
ers, leading to a fragile and unstable system with a high risk of errors and inconsistencies.

Furthermore, a system designed with direct interoperability in mind would be challenging to extend to new
tools in the future. Each new tool would require custom integration, adding to the complexity and mainte-
nance burden. This lack of extensibility would limit the system's ability to adapt to evolving needs and tech-
nologies.

Choosing an abstract and unified solution ensures that the system is easier to maintain. Changes to individual
tools can be managed within the context of the common data model, minimizing the impact on the overall
system. This maintainability is crucial for ensuring the long-term reliability and usability of the DevSecOps
environment provided by the CyberSuite system, which will be able to evolve and adapt. The chosen ap-
proach went beyond addressing immediate complexities and challenges, by trying to build a robust and fu-
ture-proof system.
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8 Conclusions and Next Steps

8.1 Summary of Achievements

The project successfully proposed an engineered solution for the integration of diverse cybersecurity tools
in a DevSecOps environment by leveraging ElasticSearch as a centralized logging and data analysis platform.
Key achievements include the aggregation of logs from various tools into a single repository, and the intro-
duction of a common data model to standardize data formats, reducing the need for extensive data trans-
formation and ensuring consistency across the system. The solution enabled real-time monitoring and anal-
ysis of the DevSecOps pipeline, facilitating prompt detection and resolution of issues.

8.2 Alignment with WP2 and WP4 Outcomes

This deliverable is tightly aligned with the goals and outputs of WP2 and WP4, serving as the technical bridge
that translates strategic planning into operational deployment.

From WP2, the work capitalizes on the requirements, tool maturity evaluations, and KPI definitions captured
in Deliverables D2.1 and D2.2. The Minimum Viable Product (MVP) features outlined in WP2 were used to
define priority integration paths, data formats, and interoperability criteria across CyberSuite components.
Specifically:

- The DevSecOps lifecycle structure defined in WP2 forms the backbone of the architectural mapping
presented in Section 2;

- The identified functional gaps were translated into development tasks and testing priorities in WP3;

- The KPI framework from WP2 is directly used to evaluate integration success and system readiness,
feeding into Section 6’s testing methodology.

From WP4, this deliverable provides the necessary integrated infrastructure and validated toolchain that
enables real-world piloting and demonstration activities. The composable architecture described in Sections
3 and 5 supports WP4's use-case-driven deployment model, while the testing methodologies and data flow
mechanisms serve as the foundation for performance validation under WP4 scenarios.

In summary, the outcomes of WP2 shaped the strategic direction and technical foundation for integration,
while WP4 benefits from the operational readiness and interoperability realized through WP3 and docu-
mented here in D3.1. This tight coupling ensures consistency and traceability across planning, implementa-
tion, and validation stages of the project.

8.3 Roadmap for Further Development
Looking forward, the roadmap focuses on the following:

- Enhanced interoperability: Continue refining APls and data models to facilitate seamless integration
with third-party tools.

- Automation: Expand automation coverage within the DevSecOps pipeline for faster and more relia-
ble deployments.

- User feedback loops: Integrate continuous user feedback mechanisms to improve usability and func-
tionality.

- Standardization: Align the framework with emerging standards in cybersecurity and software engi-
neering to ensure long-term sustainability and scalability.

- Al-driven analytics: Explore integration of Al/ML for predictive security, anomaly detection, and au-
tomated incident response within the framework.
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These initiatives will drive continuous improvement and align CyberSuite with future technological and op-
erational needs.
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9 References

9.1 Documents and Standards Referenced

This deliverable has drawn upon a range of foundational documents, frameworks, and international stand-
ards to guide the development, integration, and testing of the CyberSuite platform. These references have
informed the architectural principles, interoperability strategies, and performance metrics adopted in the
project.

- ENISA Guidelines and Reports — European Union Agency for Cybersecurity publications on threat
landscapes, security frameworks, and SME cybersecurity.

- MITRE ATT&CK Framework — A knowledge base of adversary tactics and techniques used as a ref-
erence for threat modelling and security feature mapping.

- OWASP Top 10 — Industry standard for identifying the most critical web application security risks.

- ISO/IEC 27001 — International standard for information security management systems, referenced
for compliance and capability modelling.

- NIST SP 800-53 & SP 800-207 — U.S. National Institute of Standards and Technology security and
zero-trust architecture guidelines.

- DCAT (Data Catalog Vocabulary) — Standard used in the CyberSuite Marketplace schema for
metadata structuring.

- SPDX (Software Package Data Exchange) — Referenced for licensing data formatting in the service
registry.

- Schema.org — Utilized for metadata standardization within service descriptions.

- OpenAPI Specification (Swagger) — Adopted to describe APl capabilities of CyberSuite components.

- STIX & TAXII — Standards for threat intelligence sharing, used in structuring interoperability for CTI
(Cyber Threat Intelligence).

Are also to be considered the public Deliverables provided By CybeSuite project:

- D2.1 Maturity of the Cybersecurity solutions Portfolio-Initial version: The deliverable aims to ac-
complish the following: a) Identify existing gaps and limitations in the solutions integrated into Cy-
berSuite, ensuring they are prepared and effective to address the project's reference context. b)
Define Key Performance Indicators (KPls) for both the technology providers and end users. These
KPIs will serve as a basis for generating performance measures for all the tools within the Cyber-
Suite portfolio.

- D2.2 Maturity of the Cybersecurity solutions Portfolio-Final version: The deliverable provides up-
dates on the maturity level of the services/tools offered by Cybersuite, defined in D2.1

9.2 Tools and Technologies Used

The CyberSuite platform integrates a diverse set of tools and technologies, each contributing to different
phases of the DevSecOps lifecycle. These tools have been customized and connected via a standardized in-
tegration framework to enable seamless operation.

Core CyberSuite Tools and Services:

- Seer Box — Application Detection and Response (ADR) system for web services.

- ACAS — Analytics service with ML-based detection of encrypted traffic anomalies.

- PUZZLE — Risk assessment and security orchestration platform.

- SASTer — Static application security testing tool supporting multiple programming languages.
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- MAESTRO — DAG-based orchestration engine for secure application deployment on Kubernetes.

- PenTesting Tools — Fuzzing, vulnerability injection, and cyber range simulation services.

- GEIGER Toolbox & Conversational Agent (CG CA) — SME-focused guidance and configuration inter-
face for cybersecurity enhancement.

- KARTOS — Threat intelligence tool emulating attacker reconnaissance behaviour.

- BCBCTI — Blockchain-based cyber threat intelligence sharing system.

- Anti-Phishing Game — Awareness training mobile application for phishing attack scenarios.

- CyberSuite Dashboard — Visualization layer aggregating outputs from the ecosystem.

- CyberSuite Marketplace — Public-facing interface for discovering, onboarding, and managing add-
on security services and configurations.

Supporting Technologies:

- ElasticSearch/OpenSearch — Central data aggregation and search engine for tool output normaliza-
tion and analysis.

- Kafka — Messaging queue supporting asynchronous data communication between tools.

- Keycloak — Identity and Access Management (IAM) system enabling single sign-on and centralized
access control.

- Docker — A platform that allows developers to build, ship, and run applications in containers.

- JSON - Standard data interchange format used across tools for logs, alerts, and configurations.

- REST APIs — Communication protocol enabling tool-to-tool and tool-to-platform interoperability.

These tools and technologies collectively contribute to the modular, extensible, and standards-aligned ar-
chitecture of the CyberSuite framework.
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