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Executive Summary

As part of Work Package 2 (WP2): CyberSuite Portfolio, D2.2 is crucial for ensuring the services' readiness in
terms of features, capabilities, functionalities, and commercial propositions, in alignment with the project's
overall objectives by considering the market status and competitor offerings.

The deliverable D2.2: Maturity of the Cybersecurity Solutions Portfolio - Final Version, constitutes an update
of the predecessor deliverable D2.1: Maturity of the Cybersecurity Solutions Portfolio - Initial Version. It aims
to evaluate and document the readiness of CyberSuite's services and tools. Furthermore, it presents the
latest state of the targeted market, analyzes key competitors' offerings, determines the commercial maturity
of the innovative CyberSuite services and comments on existing gaps. In terms of positioning of the
CyberSuite Portfolio in the cybersecurity landscape, D2.2 introduces a threat analysis per CyberSuite asset,
based on the OWASP, STRIDE and MITRE ATTACK threat taxonomies, for the identification of threat coverage
by the envisioned solutions. The deliverable also presents the updated, detailed key performance indicators
(KPIs) of the CyberSuite Assets and the CyberSuite Framework that will serve as a basis for the upcoming
verification and validation of all tools within the CyberSuite portfolio, while it also introduces the KPls that
will be incorporated in the evaluation frameworks of the 4 CyberSuite demonstrator use cases in WP4. Finally,
D2.2 establishes the second and final version of the CyberSuite minimum viable product (MVP), that has been
updated based on thorough work performed in the context of technical (WP3) and demonstration planning
(WP4) activities and feedback on the initial features list presented in D2.1 and the execution of a second
round of feature voting and prioritisation.

Starting with the definition of a solid methodological framework for all the aspects analysed in D2.2 (i.e
methodologies for market and gap analysis, MVP consolidation, KPIs definition framework and threat
analysis) and a detailed description of the CyberSuite services, the reader is led to the CyberSuite Portfolio.
The portfolio section presents the compilation of the findings regarding commercial maturity, gap analysis,
the cyber-threat landscape, and KPls. Finally, it concludes with features assessment and the updated
CyberSuite MVP.

D2.2 constitutes the roadmap for the development of the CyberSuite solution, designed to address key gaps
in current cybersecurity offerings. Our comprehensive market and gap analysis identified significant
opportunities for innovation, particularly in creating an integrated cybersecurity suite. We analysed 13
distinct assets, ensuring each contributes effectively to the overall solution. We then compiled the CyberSuite
portfolio, incorporating these insights and defining user stories across various DevSecOps phases. This
process led to the extraction of 151 essential features, covering both individual assets and integration
aspects. A value/complexity voting process with technical and business partners prioritized these features
using the value-complexity matrix and MoSCoW method. The prioritized list forms the basis of the final
version of the CyberSuite Minimum Viable Product (MVP), focusing on high-value, high-impact features. This
MVP demonstrates the core capabilities of CyberSuite, laying the groundwork for future enhancements and
ensuring it meets market needs effectively, while it sets the foundation for the technical development and
integration activities of WP3 and the validation activities of WP4.
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1 Introduction

1.1 Scope of Deliverable

Deliverable D2.2: Maturity of the Cybersecurity Solutions Portfolio - Final Version, provides the updated and
final version of the CyberSuite Portfolio, the CyberSuite Minimum Viable Product (MVP) and the Key
Performance Indicators (KPIs), that were initially defined in D2.1. As part of WP2 - CyberSuite Portfolio, D2.2
sets the foundations that will ensure the readiness of the CyberSuite Solution delivered in the context of
WP3, in terms of features, capabilities, functionalities, and commercial propositions, considering the status
of the targeted market, the offerings of key competitors, as well as the emerging threat landscape.

In particular, D2.2 assesses the maturity of the CyberSuite's assets that comprise the CyberSuite Portfolio of
cybersecurity services, by evaluating the latest state of each asset’s targeted market and key competitors.
Comparative analysis leads to the identification of gaps and limitations in the existing CyberSuite assets, to
be addressed within the project’s context in order to offer valuable and competitive services under the
umbrella of the CyberSuite Framework. Furthermore, the definition of KPIs for CyberSuite assets and
demonstrators will serve at a later stage, as a basis for the validation and evaluation of the delivered services,
providing the means for measuring progress and added value. Additionally, the deliverable positions the
CyberSuite Framework in comparison to other open-source and commercially available solutions, through
the identification of KPls, while the analysis of threats and attacks that are in scope of the CyberSuite services
highlights the added value and holistic approach of the Framework. Finally, D2.2 defines the second and final
version of the CyberSuite MVP that will guide the upcoming technical activities of CyberSuite.

D2.2 constitutes the follow up of the preceding deliverable D2.1: Maturity of the Cybersecurity Solutions
Portfolio - Initial Version delivered in M6. D2.2 is compiled as a self-standing document that encapsulates the
complete results of work performed under T2.1 - Commercial Maturity of the innovative cybersecurity
service and tools and T2.2 - Key Performance Measures and MVP definition, but it highlights updates from
D2.1in a cohesive manner in order to facilitate the reader easily identify the progress since the first iteration
of the deliverable. Building on the initial outcomes of that work performed at an early stage of the project,
D2.2 includes the updated version of results, as it encapsulates insights from technical design (WP3) and
demonstration planning activities (WP4), while it also contains a cohesive threat landscape analysis
introduced in the second iteration of WP2 activities. All these are reflected in the updated CyberSuite User
Stories, features and MVP. Furthermore, the current document contains the complete CyberSuite KPIs that
will feed WP3 and WP4, as defined after the execution of the respective methodology constructed in D2.1.
Finally, the brief market and competitor landscaping of D2.1 has been updated wherever needed in order to
encapsulate any emerging trends that have occurred in the period between the two deliverables, and is
reflected also in the identified gaps wherever applicable.

1.1.1 Main Updates Compared to D2.1

This final version of the deliverable (D2.2) builds upon the foundations established in D2.1, offering refined
content and enhanced granularity across key WP2 outputs. The following updates represent the most
significant advancements:

e Asset Descriptions Update: The asset description templates have been updated in order to reflect
the latest information about the assets’ scope, relevant market analysis and the refined KPls,
following the KPlI Methodology. Furthermore, each asset includes a mapping to relevant threats and
attack techniques in scope, utilizing the threat analysis framework introduced in D2.2.

e Threat Analysis Frameworks: A more comprehensive threat analysis is introduced using
standardized models such as OWASP, STRIDE, and MITRE ATTACK to align KPIs and features with real-
world threat vectors.

Grant Agreement: 101145861 -12-
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¢ KPI Refinement: The Assets’ and Framework’s Key Performance Indicators (KPIs) introduced in D2.1
have been updated for clarity, actionability, and alignment with the demonstrators’ needs, based on
the KPI Methodology that was devised in D2.1 and utilizing the detailed KPI specification templates
for the definition of measurable metrics and target/acceptance values. Additionally, D2.2 introduces
the KPIs of the four CyberSuite demonstrators, that will be further refined in the context of WP4
activities.

e Updated User Stories and Asset Features: User Personas have been introduced as an enhancement
in D2.2 that will facilitate user-centered design and development in the context of the WP3 technical
activities. Additionally, the user stories mapped to DevSecOps phases have been validated and
updated, while the feature backlog of the Assets and the Framework has been updated wherever
needed in order to reflect these changes. These updates informed the feature prioritization logic
used for the MVP consolidation.

¢ Interoperability and Framework View: Additional insights are included on the CyberSuite
Framework as a unifying layer across assets, focusing on integration logic, interfaces, and modularity.

e Finalised MVP: The Minimum Viable Product (MVP) has been consolidated based on updated
value/complexity voting, stakeholder feedback, and demonstrator alignment. MVP v2 supersedes
the initial draft presented in D2.1 and will drive the technical (WP3) and the demonstration (WP4)
activities planning.

These updates serve to finalize the preparatory work for WP3 and WP4 activities and guide technical
implementation, validation, and commercial pathway design in the upcoming project phases.

1.2 Relation to other Work Packages and Work Plan
CyberSuite’s work plan is organised into seven work packages (WPs) with strong interconnections.

D2.2 has used as input the outcomes of work performed in WP3 - CyberSuite DevSecOps process, WP4 -
CyberSuite Use Cases Demonstration and WP6 - Building CyberSuite Market Ecosystem. In particular, the
possible interoperability synergies and CyberSuite Framework architecture design from WP3, and the AS-IS
and TO-BE scenarios of WP4, have been analysed and led to the alignment of the envisioned CyberSuite
Framework user stories, features and MVP, ensuring that all needs will be covered by the enlisted
functionalities and release planning. Additionally, the Marketplace design and market analysis of WP6 have
been studied in order to update accordingly the marketplace features and the assets’ market and
competitors analysis respectively.

On the other hand, D2.2 is a foundational deliverable providing inputs to other WPs and tasks. In particular,
WP3 that is focused on the delivery of the CyberSuite Framework, will build on the gaps and MVP presented
in D2.2. The description of each asset will also be the basis for WP4 that will demonstrate CyberSuite’s
offerings under real-world use case scenarios. The KPIs defined in D2.2 will be utilised in WP3 and WP4 for
the technical verification and the user evaluation activities respectively, while WP6 will utilise the defined
KPIs framework in order to structure the collection of feedback and metrics from the Hackathons (T6.2) and
the Marketplace features for the development of the CyberSuite Marketplace (T6.1). Finally, WP7 will provide
guidance for the evolution of results from WP2-WP6 towards marketplace sustainability and resilience.
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Ayber

D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version s

Table 1.1 - Adherence to CyberSuite GA Deliverable and Tasks descriptions

Respective
CyberSuite Task document Justification
chapter(s)
T2.1: Commercial Detai!ed dgscription of ea'1ch asset i‘n.cluding TRL, main
Maturity of the ‘ functionalities, comme.rual prop05|t|on.s, targeted market,
innovative D2.2 Section | market status, competitors, gap analysis, KPIs and MVP features.
cvbersecurity service 3 It also includes a SWOT analysis of each asset. Threat landscape
yd | Uty analysis signifies the coverage and applicability of the CyberSuite
and tools assets and Framework to a wide span of attacks and techniques.
T2.2: Key . o
. Presentation of the methodology and definition of the updated
Performance D2.2 Sections . . .
Measures and MVP 2 and 4 CyberSuite MVP, KPIs, market and gap analysis. A detailed
definition description of the different features offered by the assets.
NIt

1.3 Deliverable Structure
The remaining deliverable is structured as follows:

Section 2 presents the methodology followed towards the definition and positioning of the CyberSuite
portfolio. It includes the market and gap analysis methodology, while it also elaborates on the role of MVP
in CyberSuite, as well as the KPI methodology and framework. Finally, it introduces the methodology for
threat analysis.

Following this, Section 3 provides a detailed description of the tools (referred to as assets that are to be part
of the CyberSuite Framework), starting with the identification of the 13 CyberSuite assets, followed by the
individual presentation of each asset using the asset description template and SWOT analysis. Additionally,
the CyberSuite Framework, as the integrated solution bringing the individual assets together is also
presented using the same tools.

The CyberSuite portfolio in Section 4 includes the compiled results of commercial maturity, gaps analysis, the
cyberthreat landscape and KPlIs. Additionally, it presents the results of the execution of the MVP definition
steps, including the definition of the CyberSuite actors and User Stories backlog, a summary of the outcomes
of the features extraction process (complete features list per asset is available in Annex Il), and finally the
feature assessment process. The section concludes with the presentation of the prioritised feature lists that
comprise the CyberSuite MVP.

Section 5 provides the overall conclusions for this deliverable.

Finally, the Annexes include the templates used for describing the assets (Annex 1), the description of the
features for each asset and the horizontal features to be implemented by the Framework (Annex ll), the
detailed KPIs of the individual assets and the CyberSuite Framework (Annex Ill) and the detailed KPIs of each
demonstrator use case (Annex IV).
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2 Methodology

2.1 Updates from First Iteration

The methodology constructed in the context of D2.1 has also been followed in the second iteration of WP2
activities, with the introduction of a new research axis, namely the Threat Analysis. This axis has been added
in order to facilitate the systematic identification of threat landscape coverage by the offerings of the
CyberSuite Framework; the results of this work will be useful in a multi-faceted manner: the technical design,
the informed design of the demonstration scenarios and activities, but also for the validation of added value
and the promotion of the CyberSuite Framework. Additionally, the KPI categories of the KPI methodology
have been adapted with the addition of subcategories that emerged and the removal of categories that were
not used by any asset or demonstrator, to reflect the outcomes of the KPIs identification work.

2.2 Introduction

This report presents a comprehensive analysis and strategic development plan for the CyberSuite solution,
aimed at addressing identified market gaps and enhancing cybersecurity through an integrated suite of
assets. The methodology followed has as its main goal to find the best way to address critical cybersecurity
challenges and enable the development of a powerful, integrated cybersecurity suite that is both technically
robust and market-ready.

For this, we considered the following:

Market and Gap Analysis (Sections 2.4 and 4.3): We initiated our study with a detailed market analysis,
identifying key gaps in current cybersecurity solutions. This included examining existing tools and services,
pinpointing deficiencies, and understanding the evolving needs of the market. This analysis revealed
significant opportunities for innovation, particularly in creating a cohesive, all-encompassing cybersecurity
suite.

CyberSuite Assets Analysis (Section 3): Our CyberSuite solution is comprised of 13 distinct assets, each
addressing specific aspects of cybersecurity. These assets were carefully analysed for their individual
capabilities, integration potential, and overall contribution to the suite's objectives. This analysis ensured
that each asset aligns with market needs and complements the others within the suite.

CyberSuite Portfolio Development (Section 4): Building on the market and gap analysis, we compiled a
robust CyberSuite portfolio. This portfolio encapsulates the insights gained from our initial analyses,
providing a structured approach to developing a comprehensive cybersecurity solution.

User Stories and Features Extraction (Section 4.5.2): In collaboration with development and security
operations (DevSecOps) teams and the demonstrators playing the role of end-users, we defined user stories
across various phases of the DevSecOps lifecycle. This process resulted in the creation of numerous user
stories, which were meticulously analysed to extract 151 essential features (146 at Asset level and 5 at
Framework/Horizontal level). These features not only cover the individual assets but also emphasise
integration aspects crucial for the cohesive operation of the CyberSuite framework.

Value/Complexity Voting and Feature Prioritization (Section 4.5.3): To ensure a balanced consideration of
technical feasibility and business impact, we conducted a value/complexity voting with the participation of
both technical and demonstrator partners. This approach captured critical technical and business
perspectives, leading to a prioritised list of features. The prioritisation was based on a combination of the
value-complexity matrix and the application of the MoSCoW method (Must have, Should have, Could have,
Won’t have).
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Minimum Viable Product (MVP) Development (Sections 2.5 and 4.5): The outcome of the second
prioritisation process is the final version of the CyberSuite MVP. This MVP focuses on high-value, high-impact
features that are essential for demonstrating the core capabilities of the CyberSuite solution. It lays the
foundation for subsequent development phases, ensuring that our solution meets market needs effectively
while allowing for future enhancements.

Threat Analysis (Sections 2.7 and 4.3): During the second iteration of the WP2 activities (between M7 — M15)
threat analysis research has been performed, initially at asset level. For each CyberSuite asset the relevant
STRIDE! and OWASP? threat/risk modelling categories have been identified, along with the attack techniques
(based on the MITRE ATTACK Matrix for Enterprises®) against which each asset is capable of mitigating or
protecting. The results of each asset have been compiled in order to formulate the threat coverage
capabilities of the complete CyberSuite Framework.

The methodical approach presented in this section has been executed in two iterations following the
project’s timeplan. The results of the first iteration that was conducted between M1-M6 are encapsulated in
deliverable D2.1. The second iteration has been active in the period M7-M15, and featured: (a) the second
round of market and gap analysis to include any new competitors and market insights in the asset profiles;
(b) the complete outline of asset and demonstrator KPIs going beyond the preliminary list presented in D2.1;
(c) the update of the CyberSuite Portfolio (updated features, user stories and actors) according to the
updated market and gap analysis, as well as based on technical and user insights from WP3 and WP4; (d) the
final CyberSuite MVP as emerging from the second round of the updated feature list voting and prioritisation;
(e) finally, the second iteration includes the results of the cohesive threat analysis.

2.3 CyberSuite Scope and DevSecOps Lifecycle

The CyberSuite project aims to deliver a comprehensive suite of cybersecurity services tailored for small and
medium-sized enterprises (SMEs). This innovative platform integrates tools from nine different vendors to
create a unified solution (the CyberSuite Framework) that enhances security, privacy, and data protection in
daily operations. CyberSuite provides a range of plug-and-play services that SMEs can readily deploy, as well
as open-source provisions and Open APIs that will allow users to adopt and improve these services actively,
through an integrated approach. The framework will support a broad spectrum of cybersecurity needs,
including risk assessment, network security, advanced analytics, response and mitigation of cyber-attacks,
and blockchain-enabled collective threat intelligence.

The CyberSuite project will undertake various measures to stimulate both the supply and demand for
cybersecurity services, security awareness and training. On the supply side, the project focuses on certifying
the seamless integration of security testing and protection throughout the software development lifecycle,
ensuring technical maturity by addressing gaps, and establishing key performance indicators. It also
emphasizes interoperability features and validates its efficacy through extensive testing in sectors like
energy, eHealth, mobility, transport, and agrifood. On the demand side, CyberSuite includes marketing
activities designed to enhance market uptake, targeting SMEs across Europe through multilingual campaigns
and supporting commercial expansion. Additionally, the project incorporates training and educational tools,
such as gamified exercises and the CyberSuite Academy, to continuously improve cybersecurity knowledge
and practices among SMEs, thereby helping them to effectively manage emerging threats and safeguard their
digital assets.

1 https://learn.microsoft.com/en-us/previous-versions/commerce-server/ee823878(v=cs.20)?redirectedfrom=MSDN (last accessed
14/04/2025)

2 https://owasp.org/www-project-top-ten/ (last accessed 14/04/2025)

3 https://attack.mitre.org/matrices/enterprise/ (last accessed 14/04/2025)
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The CyberSuite vision is closely knit across the DevSecOps paradigm. The steps that constitute the CyberSuite
DevSecOps lifecycle are briefly presented below.

BUILD
Secure coding practices for
. . PLAN vulnerabilities minimisation DEPLQY .
Early identification of Ensuring security upon
security threats and application/service
requirements deployment
HORIZONTAL
Cross-cutting security
> management

Continuous monitoring Testing methods for
’for ef':\_rly incident identification and
identification and management of threats

response OPERATE
Continuous security
assessment and maintainance
during operation

MONITOR ‘ TEST

Figure 2-1 - The CyberSuite DevSecOps Lifecycle

Plan, i.e., Plan, Requirements & Design

Security considerations need to be integrated from the start. This phase involves identifying security
requirements and potential threats early in the development process. Threat modelling is used to anticipate
and mitigate security risks before they can be exploited. Security policies and standards need to be defined
to ensure that the system developed follows a clear set of guidelines aligning development goals with security
needs.

Build, i.e., Development, Code & Build/Package

During this phase, secure coding practices are followed to minimize vulnerabilities in the code. Static code
analysis tools need to be employed to automatically scan and identify security flaws in the code, e.g., using
Static Application Security Testing (SAST). Developers should be trained in security best practices to ensure
they are aware of potential risks and know how to avoid them. Secure sharing of Cyber Threat Intelligence
will help in this. The focus is on considering security from the very beginning and embedding security into
the code.

The building and packaging involve creating a secure build environment to ensure that the software is
compiled and assembled in a secure manner. Automated builds should be used, integrating security checks
to catch issues early. Dependency management practices are put in place to verify the security of third-party
components, ensuring that any external libraries or frameworks used do not introduce vulnerabilities.

Test, i.e., Stage & Testing

In the testing phase, various security testing methods need to be employed to identify and address
vulnerabilities. As indicated before, SAST analyses the source code for potential security issues, while
Dynamic Application Security Testing (DAST) evaluates the running application to find vulnerabilities.
Interactive Application Security Testing (IAST) combines both approaches to provide a more complete
security assessment. Automated security testing should be integrated into the Continuous Integration and
Development processes. Testing the resiliency of the systems and modules needs to be done using
penetration and scalability testing.
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Deploy, i.e., Release, Deployment & Continuous Delivery

The release and deployment phase ensures that security measures are maintained when deploying
applications and services, as well as when deploying security functions. Deployment automation includes
security checks and risk assessment to verify that the application and infrastructure are securely configured.
Vulnerability assessments are conducted to ensure that the deployed application does not expose any
security risks. Users should be able to understand the risks involved and the security functions needed to
protect their systems.

Operate, i.e., Protection / Runtime Operation

Besides supporting secure deployment, security needs to be continuously assessed and managed during the
operation of the systems. Security functions need to be configured dynamically and adapt to changes in the
threat landscape. Proactive and automated management of security is needed to quickly respond to security
breaches. In some cases, this might require intervention by human operators and users.

Monitor, i.e., Monitor and Management

Continuous monitoring is necessary to detect and respond to security incidents in real time. This phase
involves setting up logging and monitoring systems to track activities (i.e., in the networks, applications and
operating systems) and identify suspicious behaviour and known and unknown attacks. Logs and
communications need to be analysed to detect potential security breaches and manage incident response.
Automated loops, with human intervention as required, facilitate the management of security measures.

Horizontal

Security management and configuration needs to be facilitated across the entire lifecycle. Thus, an integrated
framework of tools and services with a centralized access point is needed. Feedback from users will help
improve the security stance by continuously learning from security incidents and integrating this knowledge
back into the development and operation processes. Security policies and practices need to be regularly
updated based on new threats and vulnerabilities.
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2.4 Market and Gap Analysis

In this section we describe the different aspects that need to be studied for performing a market and gap
analysis for cybersecurity solutions and services. Our methodology follows roughly the approach for market
analysis outlined by Kittlaus and Fricker (2017) [1]. It involves assessing the current market landscape,
identifying existing gaps, and uncovering potential opportunities for marketing by stressing innovation as
well as defining future improvements.

2.4.1 Scope, CyberSuite’s Focus and Targeted Market Segment

First, it is necessary to define the scope of the analysis and determine the intended focus on specific types of
cybersecurity solutions (such as firewalls, antivirus software, intrusion detection systems) or a broader range
of services (like managed security services, compliance, and risk assessments), and the targeted market
segment and users. Clear objectives allow guiding the research and analysis. The objectives of CyberSuite
include identifying emerging market trends, understanding customer needs and pain points, and identifying
technologies or features that are not well addressed by current solutions.

As indicated in the Grant Agreement, CyberSuite is addressing “the digital transformation-oriented needs of
SMEs” by offering a “holistic cybersecurity Framework to simplify the design, dimensioning, configuration,
deployment and management of diverse cybersecurity services, providing advanced levels of security, privacy
and trustworthiness for SMEs, into a single platform, directly targeted to fill the existing gap in the market” .
This will be achieved by the setup of the cybersecurity services Marketplace with “easy-to-onboard” and
“easy-to-deploy” advanced cybersecurity services. This “Security-as-a-Service” solution will include
personalized cybersecurity recommendation functions, advanced network-based intrusion detection
mechanisms, and incorporate innovative attestation and verification techniques to ensure assurance and
facilitate trusted interoperability with tools providing cyber range functionalities and sophisticated
cybersecurity analytics services.

CyberSuite will also “include both supply and demand support measures, implementing a maturity and
integration phase of the solutions (supply) and featuring a massive demonstration plan with 4 end-users each
from a different sector along with a hybrid online in-presence strategy to reach commercial partners and
customers (demand)”.

To summarise, CyberSuite focuses on providing easy to adopt services for improving the cybersecurity stance
of SMEs and the public sector. The CyberSuite Marketplace and Framework will cover the complete
DevSecOps cycle for managing the proposed solutions, i.e., planning, building, testing, deploying, operating,
and monitoring. The primary sectors targeted by the CyberSuite use cases include Energy, eHealth, Mobility
& Transport, and Agrifood; however, CyberSuite's applications extend beyond these domains.

This deliverable, D2.2, provides a description of the technological assets that are considered in CyberSuite.
For each asset, an initial gap and market analysis is provided along with a description of the main features
and user stories, the maturity level, the high level KPIs, and a definition of the MVPs. With regards to maturity
aspects, each asset clearly defines its commercial offering, while the Technology Readiness Level (TRL)*
system is used in order to assess the current technological maturity level of each asset as well as set the
target maturity level by the end of the project.

2.4.2 Conducting Market Analysis

For conducting the market analysis, continuous market analysis is carried out under the scope of WP2 and
T6.3 activities. This involves estimating the overall size and projected growth rate of the cybersecurity
solutions market. To this end, CyberSuite leverages a wide range of sources, including industry reports,

4 https://www.nasa.gov/directorates/somd/space-communications-navigation-program/technology-readiness-levels/ (last accessed
14/04/2025)
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market forecasts, and financial analyses. The analysis aims to identify key market players, and their
respective shares, assess their product offerings, and evaluate their competitive strategies, strengths, and
weaknesses. It is also necessary to keep abreast of the latest technological advancements in cybersecurity,
such as the use of Al/ML, distributed ledger, etc., to ensure alignment with the evolving cybersecurity
landscape.

Ongoing market and customer feedback monitoring is essential to adapt the exploitation strategy and
maintain a competitive edge amidst changing conditions.

In addition to evaluating the overall market, it is critical to define and understand the different customer
segments and determine their specific needs. Many sectors, such as finance, eHealth, and government
agencies have specialized security needs and requirements, while users within those sectors may vary
significantly in terms of technical expertise and available resources.

Furthermore, CyberSuite’s market analysis also considers the regulatory environment. Both regional and
international regulations (e.g., GDPR, HIPAA) should be considered since they will affect the market dynamics
and introduce the needs for specific solutions or capabilities.

2.4.3 Competitive Analysis and Gap Identification

Once the main competitors are identified, a thorough analysis of their products, services, pricing, sales
strategies, and market presence is conducted. This enables the identification of what works well in the
current landscape, as well as areas where existing offerings fall short in addressing user needs. In other
words, based on the market and competitive analysis, it is possible to pinpoint deficiencies or gaps in the
existing offerings and specifically highlight unmet needs, user pain points, and security threats that are not
adequately addressed. Also, detecting any technology gaps, such as underutilized or emerging technologies,
is highly important to define further developments and innovative features that will strengthen the
competitive advantages of the CyberSuite Marketplace.

Besides functional and technological gaps, the analysis extends to service-level deficiencies, including
customer support, managed services, compliance assistance, and licensing models (e.g., open source vs.
subscription-based). It also examines geographic coverage gaps (underserved regions or countries) and
targeted user gaps, especially among SMEs with limited cybersecurity knowledge or adoption capacity..

To validate findings and better understand user needs, CyberSuite will organize hackathons (in the context
of WP6) and outreach (under WP6 and WP7) activities. These activities will attract prospective end-users and
will maximize the impact of the knowledge dissemination efforts through the CyberSuite Academy
(developed in WP5). Feedback gathered during these events will allow validating the solutions and
Marketplace and further determine user needs and pain points, providing insights into what potential
customers are looking for, their budget constraints, and their satisfaction with the solutions proposed. The
analysis of the feedback obtained will allow identifying potential opportunities for new or improved
cybersecurity solutions.
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2.5 CyberSuite MVP Methodology

2.5.1 The Role of MVP in CyberSuite

The Minimum Viable Product (MVP) is a development strategy and process first articulated by Frank Robinson
[2] and widely popularized as a concept of the Lean Startup methodology by Eric Ries [3]. It aims to find the
sweet spot of maximized value-versus-risk in the product development and delivery process. This is achieved
by carefully planning and delivering a minimum version of the product, with enough value-creation to attract
and keep early-adopters satisfied, while allowing maximum early learning from validation. As implied from
this definition, the notion of the MVP acts as the vehicle within a synchronous product and customer
development process, fostering early validation of assumptions and planning, towards the final robust
version of the product. It is a user-centric approach with a market orientation, which frames the overall work
within a well-defined and clear vision based on business objectives and targets. This is opposed to other user-
centric approaches such as the ‘release early, release often” mantra that could lead to losing focus through
an infinite ‘testing — feedback - integration of new features’ circle.

Besides the benefits of expediting time to market and saving team effort from developing features with low
added value, the definition of the MVP can be a challenging process. One of the most usual drawbacks of the
application of the MVP approach, comes from the misunderstanding of the ‘minimum’ aspect at the expense
of overall viability. Development teams may eliminate any non-basic features from their MVP, thus entering
the early adopters base with a product of low added value and differentiation from competitors. Additionally,
for an MVP to fulfil its learning role within the development process, the relevant criteria must be carefully
designed to collect valuable feedback.

The role of the CyberSuite MVP is to set the ground for the CyberSuite technical activities and validate the
envisioned solution early enough, against market trends and user needs. Thus, it will not be limited to
planning and delivering just enough features to acquire feedback from end-users. On the contrary, its scope
is to maximize value for end-users, in direct association to the DevSecOps lifecycle. It covers the vision of the
complete CyberSuite solution, in alignment with the CyberSuite iterative approach of delivery in two
iterations, and explicitly addresses time, technological and other constraints. The MVP will ensure that
features offered by the individual tools and the integrated solutions are relevant to the market and end-
users, address emerging trends and threats from the evolving cybersecurity landscape, and create a
competitive advantage against alternative solutions. Furthermore, the definition of the MVP in conjunction
with the cohesive KPI framework presented in Section 2.6, and its update based on the outcomes from the
user needs identification processes of WP4, will facilitate the process of validated learning and adaptation of
the envisioned product design based on a factual basis.

2.5.2 CyberSuite MVP Definition Methodology

The CyberSuite MVP definition methodology ensures that both releases of the CyberSuite Integrated solution
(at M18 and M33 for the first and second release respectively) will be composed of the features that
collectively deliver a compelling and valuable cybersecurity solution to end-users. Yet both releases will be
built based on a wise feature engineering process that will reduce unnecessary development and effort
overhead.

The CyberSuite MVP definition is delivered in two iterations (at M6 and M15 respectively). The first version
of the MVP presented in D2.1 (at M6) has set an initial frame of envisioned features and planning based on
the results of the preliminary market and gap analysis. It constituted the basis for the parallel technical work
under WP3 and provided the first tangible definition of the envisioned CyberSuite Integrated solution to
facilitate the identification of user requirements under WP4. The second and final version of the MVP
included in D2.2 (at M15) represents an evolution of the preliminary MVP, based on findings and outcomes
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from the end-user side (WP4), new insights from extended and updated market and gap analysis (T2.1) and
technical advancements achieved in the meantime (WP3 and T6.1).
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Figure 2-2 -The CyberSuite MVP Definition Methodology

MVP version 1 Methodology:

The CyberSuite Integrated solution takes advantage of existing background knowledge and technological
assets brought by the consortium partners. As such, the first version of the MVP definition is heavily based
on the analysis of the status of these existing tools, but also their positioning against existing commercial and
open-source competitive solutions through the preliminary gap and market analysis. The outcomes of this
work (existing high-level functionalities per tool, gaps and market analysis) shed light on the opportunities
for CyberSuite and are further analysed to shape the offerings of the CyberSuite solution. These insights were
subsequently translated into the MVP with user stories and feature engineering techniques. Using user-
centred definition approaches, was preferred over strictly technical language and system-centric
engineering, in order to facilitate easy comprehension of the proposed offerings.

User stories in the frame of the CyberSuite MVP aim to capture the overall CyberSuite DevSecOps vision from
the perspective of the end-user, providing a user-centered, non-technical view of the envisioned CyberSuite
solution offerings. They comprise an initial high-level set of requirements for the overall framework. The
process of user stories definition involves both technical and demonstrator partners (playing the role of end-
user), to ensure completeness and solidness. Afterwards, these user stories are broken into features per tool
that identify and describe in a homogenized format the little ‘bricks’ of value-creating capabilities that,
combined will formulate the CyberSuite Integrated Framework. The final step of this process is the planning
of the complete features list with a voting and prioritisation procedure that covers, on the one hand, the
aspect of expected business value (from the aspect of pilot partners), and, on the other hand the technical
value and complexity (from the side of technical partners), highlighting the features that bring added value
as well as indicating prerequisites, technical constraints, and other limitations. The combination of these two
led to the definition of the initial CyberSuite MVP and an outline of its future enhancements, that drove the
requirements engineering, development, and integration activities of WP3 and guided the use case scenario
definition activities of WP4.

The MVP version 1 has been documented in deliverable D2.1.

MVP version 2 Methodology:

The second version of the MVP constitutes the update of the initial version, based on the progress and
outcomes from other activities across the project. Taking as input the early feedback on the MVP - even at a
concept level - from the end-user point of view and any emerging user requirements not already addressed
through envisioned features (inputs from WP4) or the results of analysis and technical work (inputs from
WP3), new features arose, while some existing ones were better described (e.g., with the addition of
examples). Following this dynamic approach, the complete MVP features list has been updated accordingly
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and a new prioritisation process followed in order to validate and re-adjust the original planning of features
per release.

The MVP version 2 is available in the current deliverable D2.2 in Section 4.5.

2.6 KPI Methodology and Framework

Key Performance Indicators (KPIs) are quantifiable measures that can help gauge effectiveness and
performance. In the context of software development, KPIs help measure success across both technical
targets (e.g., test coverage, validation against defined requirements) and business objectives (e.g., customer
satisfaction, market adoption). Evaluation of KPIs is supported by Verification and Validation (V&V) processes
[4], which systematically assess whether a system meets defined goals and identify areas requiring
improvement or adjustment.

In the context of CyberSuite, KPIs serve a dual purpose. On the one hand, they are an input for the
requirements engineering process, both from a technical aspect (under WP3) and from the user perspective
(under WPA4), by defining key metrics that need to be achieved by the CyberSuite assets and Framework per-
se. On the other hand, they provide measurable criteria for evaluating performance during demonstration
activities, tailored to each demonstrator’s business case.

Due to the versatility of the services comprising the CyberSuite Framework, covering the complete span of
the DevSecOps lifecycle, as well as the specificities of the demonstrators, it might not be feasible to define a
unique list of metrics applicable to every individual asset or every demonstrator. Thus, each asset and
demonstrator followed the high-level KPI Framework but defined their own metrics applicable to their case.
Additionally, since the CyberSuite Framework has a broader scope that expands on integration, deployment
and orchestration aspects that go beyond an individual tool’s offerings, specific metrics have also been
devised for the CyberSuite Framework as a whole.

From a high-level perspective, the procedure towards the definition of the KPIs is the following:

1. Purpose analysis process is the first step: This step aims to define the purpose of the target
tool/demonstrator/CyberSuite Framework. This analysis can happen based on the Gap and SWOT
analysis for the technological assets in order to landscape the current status of the tools and
Framework. For the demonstrators, the analysis can be based on use case analysis, in order to
identify usage scenarios, relevant attacks and cybersecurity needs.

2. Afterwards, each responsible partner ((i) tool owners for specific CyberSuite tools, (ii) demonstrators,
(iii) the consortium for the CyberSuite Framework) transforms the results of this analysis into
objectives and key results of their tool/demonstrator/CyberSuite Framework.

3. The key results are then mapped to the Key Performance Areas of the
tool/demonstrator/CyberSuite Framework. As Key Performance Areas, we define the broader
categories of metrics (e.g. Technical and Business KPAs), and their subcategories (e.g. Quality,
Delivery of requirements). Each tool/demonstrator may define additional KPA subcategories if they
are not covered by the ones foreseen in the original framework.

4. Finally, each responsible partner defines the list of specific metrics (KPIs) for their
tool/demonstrator/ CyberSuite Framework under each of the selected Key Performance Areas.

Key Key
Objectives & Perfromance
Results Areas

KPIs
Definition

Purpose

Analysis

Figure 2-3 - The CyberSuite KPls Definition Methodology
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Software V&YV is considered essential component of software engineering best practices, as defined in
international standards such as the ISO/IEC 12207:2017 [5] and methodological models like the V-model
[6]). These standards propose comprehensive processes spanning from quality control to final user
acceptance. Within CyberSuite, the definition of KPIs is informed by a combination of general software
service quality categories, derived from the 1SO 25000° series and core evaluations axes specific to
cybersecurity systems assessment. These categories include Functional Suitability, Maintainability,
Usability, Security, and Performance Efficiency, while cybersecurity-specific evaluation focuses on
aspects such as preparedness levels, security incidents, compliance with security policies and standards,
and asset coverage. Based on this foundation, three tailored KPI Frameworks have been established to
address: i) the individual CyberSuite tools, ii) the CyberSuite Framework as a whole and iii) the
demonstrators respectively. As discussed, each tool and demonstrator instantiates the framework with
their own targeted metrics, while for the CyberSuite Framework a separate evaluation framework is
defined with its own metrics and targets. The tool-specific metrics can focus on the technical offerings of
the tool versus their individually recognised gaps and competitors, while user acceptance related aspects
will be evaluated through the integrated CyberSuite Framework that will be the main offering towards
the demonstrators.

For the individual CyberSuite Assets and the Framework, the two main identified KPAs are: (a) the
technical for the verification part, ensuring the quality and success of the developed services, and (b) the
business for the validation of the provided solution in terms of user acceptance and fulfilment.

Table 2.1 - KPI Framework for Individual CyberSuite Tools

KPA KPA - SubCategory Indicative Metrics
| Ti-qualty | eg codequality, code coverage |

T.2 - Delivery of requirements e.g. percentage of implemented requirements

Technical T.3 - Performance e.g. availability, reliability, latency
T.4 - Deployment and Update e.g. time to deploy, time to configure
T.5 - Monitoring e.g. continuous monitoring
B.1 - Added Value tool-specific KPIs (e.g. number of attack types

that can be addressed through the tool)

Business B.2 - Adoption & User Acceptance e.g. User Experience metrics

B.3 - Market Aspects e.g. Market penetration rate

Table 2.2 - KPI Framework for the CyberSuite Framework

KPA KPA - SubCategory Indicative Metrics
T.1- Quality e.g. code quality, code coverage
T.2 - Delivery of requirements e.g. percentage of implemented requirements
Technical — —
T.3 - Performance e.g. availability, reliability, latency
T.4 - Deployment and Update e.g. time to deploy, time to configure

B.1 - Added Value e.g. DevSocOps steps covered, attacks covered,
Business ) integration with open source CVEs etc

B.2 - Adoption & User Acceptance e.g. User Experience metrics

5 https://is025000.com/index.php/en/iso-25000-standards (last accessed 14/04/2025)
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For the demonstrators, two main KPAs have been identified, under which the relevant KPIs will be tracked
both to assess the effectiveness of the CyberSuite Framework and of the tools in helping pilots succeed with
their use cases. Specifically, the two main KPAs of the demonstrator KPIs are: (a) the Cybersecurity KPA, which
assesses the technical effectiveness of the tools in supporting pilot goals and (b) the Business & Adoption
KPA, which focuses on user engagement and perceived business value.

Table 2.3 - KPI Framework for the CyberSuite Demonstrators

KPA KPA - SubCategory

C.1 - Preparedness

Indicative Metrics

(e.g. asset coverage, % relevant attacks
addressed etc.)

C.2 — Mean-time metrics

e.g. MTBF, MTTD

Cybersecurity C.3 — Patching Cadence

e.g. Percentage of Systems Patched,
regularity of patching

C.4 — Security Incidents
Intrusion Attempts & Response

/

e.g. number of security incidents per month

C.5 — Awareness

e.g. personnel cybersecurity awareness
measurement through questionnaires

B.1 - Framework UX & Usage
Business &

e.g. number of CyberSuite tools used, UX
guestionnaire)

Adoption
P B.2 — Business KPIs per demo

demonstrator-specific KPls, e.g. increase in
trust of customers due to adoption of
cybersecurity services

The specific KPI metrics defined per case (per tool, per demonstrator, for the CyberSuite Framework as a
whole) combine the results of the first step of the analysis (e.g., competitors and gap analysis) with industry
baselines. The metrics should be defined following the S.M.A.R.T criteria for effective goal-setting [7]. The

acronym S.M.A.R.T stands for metrics that are:

® oo T

To achieve this, each KPI should be defined as follows:

Specific: Targeting a particular area for improvement.

Measurable: Quantifying, or at least suggesting, an indicator of progress.
Assignable: Defining responsibility clearly.

Realistic: Outlining attainable results with available resources.
Time-related: Including a timeline for expected results
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Table 2.4 - CyberSuite KPIs Template

Identifier KPI Identifier to be monitored across the CyberSuite project lifecycle
Key Performance Area The broader metric category/subcategory, for example Technical — Quality,
& Subcategory Technical — Delivery of Requirements, Business — Added Value
Metric High-level description of the KPI to be measured and evaluated
Linked Use Associate the KPI with a particular context (Use Case / User Story /
Case/Requirement Requirement)
Where to measure Points of measurement e.g., Application Server, etc

A high-level description of the measurement methodology and calculation

How to Measure
formula

The original value of the metric before any further developments/adoption
Baseline* of the CyberSuite solutions. This field is only applicable to Demonstrator
KPIs.

The targeted value / The value that would be reached optimally, based on

Target Val oo . i i
arget value individual business targets and/or gap/competitor analysis

The limit value that should be aimed to be reached as a minimum, based on

Acceptance Value s . ) .
P individual business targets and/or gap/competitor analysis

Actual Value in
M[x]/version
[x]/Milestone [x]

Actual value of the metric measured at a specific timepoint during the course
of the project (e.g. after the first demonstration phase, after the first release)

(M)andatory/ (G)ood
to have/ (O)ptional M/G/0
Type Qualitative / Quantitative

2.7 Threat Analysis Methodology

The CyberSuite’s threat analysis methodology involves leveraging established security frameworks and
guidelines, specifically the STRIDE® threat model, OWASP” Top Risks and the MITRE attack techniques, to
comprehensively evaluate the coverage provided by the tools and techniques available in the CyberSuite
Framework. STRIDE and OWASP serve as foundational taxonomies to identify the potential security threats
and vulnerabilities addressed by the CyberSuite security tools, ensuring a thorough assessment of how the
protected system's exposure to risks can be covered. The MITRE ATT&CK Enterprise Matrix® is then employed
to map these identified threats to specific adversarial tactics and techniques, enabling a detailed analysis of
each solution's defensive capabilities.

By systematically cross-referencing the features and functionalities of the CyberSuite tools with these
frameworks, the methodology identifies gaps and redundancies in the coverage of threats. This mapping
provides insights into the effectiveness of the tools both individually and collectively as a cohesive security

6 https://en.wikipedia.org/wiki/STRIDE _model (last accessed 14/04/2025)
7 https://owasp.org/Top10/ (last accessed 14/04/2025)
8 https://attack.mitre.org/matrices/enterprise/ (last accessed 14/04/2025)
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solution, ensuring that the system is equipped to address a wide range of security challenges. The result is a

robust evaluation of the solution's overall alignment with industry-standard threat detection, mitigation and
security assurance practices.
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3 CyberSuite Assets

3.1 Updates from First Iteration

A major update since D2.1 pertains to the re-positioning of some CyberSuite assets under the DevSecOps
phases, to reflect more accurately the architecture and design of WP3. In particular this affects the following
assets:

e The CyberSuite Dashboard has been moved from the Monitor to the Horizontal phase
e The GEIGER Toolbox has been moved from the Deploy to the Operate & Monitor phases
e The Geiger CA has been moved from the Operate to the Deploy phase

Additionally, the template for the asset description has been extended to include a dedicated threat analysis
section, where the relevant threats from the OWASP, STRIDE and MITRE ATTACK Matrix are declared at asset
level. Finally, the descriptions of the assets have been updated in order to incorporate recent insights from
market and competitor analyses, while the KPIs section now contains the complete list of KPIs prescribed for
each component following the methodology described in Section 2.6.

3.2 Identification of CyberSuite Assets

In the following section, each asset brought by the CyberSuite partners is described using the standardized
template (available in Annex 1) to better focus on the different aspects that need to be considered and
facilitate the reading and subsequent use of the provided information. The following assets are included,
covering different phases of the DevSecOps cycle (i.e., Plan, Build, Test, Deploy, Operate, Monitor,
Horizontal):

e ACAS (Advanced Cybersecurity Analytics Service)

e Seer Box

o PUZZLE

e SASTer (Static Application Security Testing tool)

e Pentesting Tool

e MAESTRO

e GEIGER Toolbox

e CyberSuite Blockchain-based Cyber Threat Intelligence (BCBCTI)
e KARTOS

e  GEIGER Conversational Agent (CA)

e Phishing Identification Training Game (Anti-phishing)
e  CyberSuite Dashboard

e CyberSuite Marketplace

To clearly identify the strengths and limitations of the CyberSuite Marketplace and Framework, an initial
SWOT analysis (Strengths, Weaknesses, Opportunities, Threats) is also proposed serving as input for the
definition of the best exploitation strategy for each asset and for both the Marketplace and Framework as a
whole.

These different assets of CyberSuite cover various phases of the DevSecOps lifecycle, ensuring
comprehensive cybersecurity throughout the development and operational stages.
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ACAS SASTer SeerBox MAESTRO GEIGER Toolbox
KARTOS BCBCTI Pentesting GEIGER CA PUZZLE Various

TR Tool (MAESTRO,

Antl(—gPhlshlng ACAS, etc.)
ame
HORIZONTAL
Integrated CyberSuite Dashboard Marketplace
Framework

Figure 3-1 - CyberSuite Assets to DevSecOps Phases (based on main role)

In the Plan phase, assets like ACAS and KARTOS provide crucial functionalities since they allow to specify
what security controls are needed. ACAS assists in parsing new network protocols, adding rules and
algorithms for detecting anomalies, and extending the monitoring framework. KARTOS offers tools to identify
information leaks outside the IT perimeter, such as personal data, employee credentials, and sensitive
corporate information, thereby enabling proactive threat detection and mitigation. Furthermore, the
Phishing identification game supports user awareness by addressing one of the most common vectors for
cyber-attacks.

During the Build phase, the SASTer tool plays a pivotal role by identifying security vulnerabilities in the source
code through static application security testing (SAST). This phase also benefits from the Blockchain-based
services (BCBCTI), which ensures secure and privacy-preserving exchange of cybersecurity information.

In the Test phase, Seer Box is instrumental in implementing detection modules for various vulnerabilities,
including injection attacks and authentication failures. The Pentesting tool allows for comprehensive testing
of the application’s and network's resilience to cyber-attacks.

The Deploy phase leverages tools like the Geiger Conversational Agent (CA) and MAESTRO. The Geiger CA
provides step-by-step user instructions for configuring security controls, responding to practical
cybersecurity questions. MAESTRO is an orchestration framework for deploying security applications.

For the Operate phase, PUZZLE will allow risk assessment and orchestrating security applications to adapt to
changing requirements and threats. Geiger Toolbox allows to add, edit, or remove an asset, employee or
cybersecurity tool, continuously determine the most critical threats the SME is confronted with, and planning
how to use CyberSuite and its tools for effective protection.

The Monitor phase is supported by several tools, including ACAS for continuous network traffic monitoring
and root cause analysis, and Seer Box for uploading application and network rules to firewalls and notifying
SIEM or other tools about security alerts. The Geiger Toolbox allows tracking the work done to implement
planned protection and assessing the impact of that work on the SMEs exposure to cyber threats, including
the identification of new gaps. MAESTRO allows monitoring and managing the deployed security applications,
and KARTOS allows searching the Web for information on cybercriminals and their activities.

Finally, from a Horizontal perspective, that spans across all DevSecOps stages, the CyberSuite Framework
provides features for easy cybersecurity service configuration. The CyberSuite Marketplace facilitates the
extension of cybersecurity capabilities to meet emerging infrastructure needs. Finally, the Dashboard
provides updates on risks security status by aggregating information on network status and statistics,
notifications and alarms, and providing an entry point for managing reactions and mitigations. This phase
ensures that the integration and management of cybersecurity tools and services are streamlined and
effective across the entire lifecycle.
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These assets collectively ensure that CyberSuite provides a robust, end-to-end cybersecurity solution that
addresses planning, building, testing, deploying, operating, and monitoring within the DevSecOps
framework.

Besides the different assets that will be part of the framework and marketplace, CyberSuite is organizing the
CyberSuite Academy (in WP5: CyberSuite Raising Knowledge and Awareness Academy) and Hackathons (in
WP6: Building CyberSuite Market Ecosystem) to engage users, improving their awareness, validating the
CyberSuite solutions, and obtaining their feedback. These initiatives aim to create a community around
CyberSuite, fostering a culture of continuous learning and innovation in cybersecurity.

CyberSuite is also building a dedicated website (in WP7: Dissemination, Communication, and Market Uptake)
that will provide a unique entry point for organizations interested in or willing to adopt CyberSuite’s
solutions. This website will serve as a comprehensive resource hub, featuring detailed documentation, user
guides, and success stories to help organizations seamlessly integrate CyberSuite into their operations.
Additionally, the website will host forums and support channels to facilitate community interaction and
provide real-time assistance.

Furthermore, the development of the CyberSuite DevSecOps concept (in WP3: CyberSuite DevSecOps
process) will establish better integration between Development, Security, and Operations activities. This
integrated approach aims to embed security practices into every stage of the software development lifecycle,
ensuring that security is not an afterthought but a core component of the development process. By
promoting collaboration between development, security, and operations, CyberSuite DevSecOps will
enhance the agility and efficiency of security management, as well as the protection of SMEs’ assets and
activities.

3.3 Description of Assets

This section provides a comprehensive description of each asset following the common template provided in
the Annex I. It encompasses the cybersecurity services and tools to be delivered by the project, as well as the
CyberSuite Framework and Marketplace. Each asset entry includes an initial market analysis, identifying key
trends, opportunities, and potential gaps within the current landscape. For each asset, the section outlines
specific Key Performance Indicators (KPIs) that are crucial for evaluating their effectiveness and success, and
the Threats addressed by each security solution. Additionally, the Minimum Viable Product (MVP) for each
asset is defined, highlighting the essential features and functionalities required to meet user needs and
market demands.

Furthermore, a thorough SWOT analysis is conducted for each asset, assessing their strengths, weaknesses,
opportunities, and threats. This analysis offers valuable insights into the competitive positioning and strategic
potential of each cybersecurity service and tool. To support the evaluation of KPIs, this section also includes
an initial specification of the metrics that can be employed. These metrics provide a quantifiable means to
measure and track the performance and impact of each asset over time.

Overall, this section aims to provide a clear understanding of each cybersecurity asset, their maturity level,
the unique selling points and gaps that are being or can be addressed, the MVP required, and the KPI and
metrics that can be used to evaluate the solutions.

3.3.1 ACAS

Partner name Mi

Organisation type SMEs technology provider
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Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name

Asset type

TRL - before

TRL- expected

Description

Network security and performance

e Adding innovations to Ml’s security monitoring framework (i.e.,
advanced analytics, interoperability with other solutions, improved
prevention based on actionable real-time CTI)

e Demonstrating the results in the testbeds

e Offering additional services through the CyberSuite Marketplace

e Collaborating with other stakeholders in the project

Advanced Cybersecurity Analytics Service

Software solution and service

TRL 7: system prototype demonstration in operational environment

TRL 9: actual system proven in operational environment

Analytics tool and service based on a machine learning module for the analysis
of encrypted traffic, and network behaviour for the detection of zero-day

attacks.

Main functions

Commercial
proposition

MF.ACAS.01: Probes and web frontend for monitoring and analysing network
communications (e.g., Internet, 4G, 5G, loT, V2X) for measuring performance
and detecting anomalies.

MF.ACAS.02: RCA module for determining the cause and origin of anomalies
(Root Cause Analysis), e.g., cyberattack, network element malfunction.
MF.ACAS.03: Providing dashboards for visualization on network status and
statistics, notifications and alarms, and managing reactions and mitigations.
MF.ACAS.04: ACAS-MAIP (Montimage Al platform) for management of Al-
based workflows (i.e., training, testing and operating Al models).

Open-source framework with commercial support service offers, such as,
training, customisations, maintenance, integrations, optimisations,
deployments, configuration, extensions (new protocols, rules and algorithms),
ML training and tuning, proof of concept setups, etc.

Equipment manufacturers, network operators and administrators, industry

Targeted market and
status of the market

Key competitors

and SMEs.

The market for cybersecurity analytics services is experiencing robust growth,
driven by the increasing frequency and sophistication of cyber threats, the
expanding digital transformation across various sectors, and the growing
regulatory requirements for data protection and privacy.

Commercial solutions:

SolarWinds Network Performance Monitor (NPM) and Security Event Manager
(SEM), Cisco Stealthwatch and Cisco Tetration, Cisco ThousandEyes, Splunk
Enterprise Security (ES) and Splunk IT Service Intelligence (ITSI), Darktrace
Enterprise Immune System, Palo Alto Networks Cortex XDR and Panorama,
IBM QRadar SIEM, Fortinet FortiSIEM and FortiAnalyzer.

Open-source solutions:
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Zabbix monitoring tool that provides enterprise-grade network monitoring
and performance analysis, Nagios monitoring system, Prometheus monitoring
and alerting toolkit, Suricata, Bro and Snort intrusion detection and
prevention systems (IDS/IPS)

Types: IDS/IPS, SIEM, NDR (Network Detection and Response), Network
Behaviour Analysis,

G.ACAS.01: Analysis of encrypted traffic and detection of unknown attacks
(i.e., APT and zero-day attacks)

G.ACAS.02: Open-source solution that integrates different functions (Root
Cause Analysis, rule-based analysis, ML-based analysis)

G.ACAS.03: Applicable in different environments (Fixed/4G/5G/loT networks,
V2X...)

G.ACAS.04: Can be easily extended and adapted (dashboards, protocol plug-
ins, rules and algorithms, embedded functions)

G.ACAS.05: Sovereign solution and code

Gap analysis and
Unique selling points

Quality of service (False positive rate, True negative rate, Dropped packet rate

Service Performance (Precision of metrics, Scalability, Detection delay,

Key Performance Mitigation delay)

Indicators Service Update (Time to restore service)

Added Value (ML-based behaviour analysis, Explainability of results,
Interoperability)

Provided that the corresponding detection rule or algorithm (e.g. using Al or
statistic-based analysis) is specified and deployed, ACAS can detect all STRIDE
threats, OWASP risks and MITRE attacks that concern telecommunication
protocols.

Threat analysis

Minimum Viable Network probes that capture and analyse network traffic, and trigger
Product reactions

SWOT analysis - ACAS

Strengths Weaknesses

e Open-source solution e  SME with small commercial and support team

e Framework integrating different solutions: IDS/IPS, | e Lack of quality operator network traffic datasets for
RCA, fine-grained metrics; environments 4G/5G, loT, testing analysis and training Al models
Internet e Scalability of large rule-based analysis

e Custom adaptations, extensions and integrations
e Use of different analysis techniques (e.g., Al, rules,
similarity learning)

e Sovering and verifiable code

Opportunities Threats

e  Growing needs and market e High competition from big players

e lack of transparent and extensible solutions |e Keeping up with changing cyber threat landscape
(protocols, dashboards, rules, algorithms)

e Probes offering targeted detections and dynamic
deployments, control and remediation strategies at
local and central levels
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3.3.2 Seer Box

Partner name

Organisation type

Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type

TRL - before
TRL - expected

Description

Main functions

PLUR

SME - Technology Provider

Cybersecurity Services

e Offering tool in CyberSuite’s Marketplace / Framework.

e Collaborating with other stakeholders in the project.

e Opportunity on experimenting with the integration of cybersecurity
tools and services.

e Become aware of the SMEs security related needs.

Seer Box

Web Application Security manager

TRL 8: System complete and qualified

TRL 9: actual system proven in operational environment

Seer Box is a product for the monitoring and protection of Web applications
and APIs that, when compared against traditional Web Application Firewalls,
aims to offer a broader perspective on the security of the monitored services.
Whilst it enables "Web Application Firewall - like" functionalities, it acts as a
Web Application Security Manager since it is designed to be the cornerstone of
a defensive end-to-end strategy for protecting Web Applications and Services.
Seer Box can complement DAST scanners extending the verification surface and
providing virtual patches to ensure end-to-end vulnerability management. All
of this makes Seer Box able to complement WAFs already in the infrastructure
representing the last line of security in the protection of Web Applications and
APlIs. Unlike traditional WAFs Seer Box is designed to be non-invasive during
deployment, integrating natively with the devices/solutions already present
and enhancing their capabilities (both in the cloud and on-premise) for the
observation of traffic in transit and the application of monitoring and traffic-
blocking policies.

MF.SeerBox.01: The web traffic of the monitored solution is gathered live and
parsed for analysis by the following supported traffic sources: NGINX, HAProxy,
Apache HTTP Server, Oplon ADC, and any traffic processing component with
logging capabilities;

MF.SeerBox.02: Seer Box implements the following detection modules for the
Broken Access Control category: Drupal Probing, Path Traversal, WordPress
Probing;

MF.SeerBox.03: Seer Box implements the following detection modules for the
Identification and Authentication Failures category: Botnet, Brute Force, Fake
Bot, Malicious Scanner;

MF.SeerBox.04: Seer Box implements the following detection modules for the
Injection category: Code Injection, Command Injection, Cross-Site Scripting
(XSS), INDI Injection, SQL Injection, XML External Entity (XXE);

Grant Agreement: 101145861 -34-




Ayber

D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version s

Commercial
proposition

Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

MF.SeerBox.05: The generated network rules can be used to update a blacklist
in a generic format or in a format suited for the configuration of NGINX;
MF.SeerBox.06: Application rules can be used to update a feed for
ModSecurity;

MF.SeerBox.07: All feeds are published through an HTTP service and
downloadable using any client or firewall with a rule feed import feature;
MF.SeerBox.08: WAF solutions exposing dedicated APls can be integrated with
dedicated plugins for the direct activation of protection rules;

MF.SeerBox.09: Newly detected alerts can be notified automatically to SIEM or
other log aggregation systems over TCP or UDP in LEEF, CEF and JSON formats.

Comprehensive Web Security for SMEs

Seer Box offers an unparalleled security solution tailored to meet the specific
needs of SMEs. In an era where cyber threats are increasingly sophisticated and
frequent, Seer Box provides comprehensive protection for web applications
and APIs. Its unique combination of advanced features ensures SMEs can
defend against a wide range of cyber threats, making it an essential tool for any
business aiming to safeguard its digital assets.

SMEs, Managed Security Service Providers, Public Sector and Government
Agencies.

The targeted market for Seer Box is primarily SMEs across various industries
that rely heavily on web applications and APls, with an initial focus on the EU
market. The growing demand for cybersecurity solutions driven by increased
cyber threats, regulatory requirements, and digital transformation efforts
presents a significant opportunity for Seer Box. Despite the competitive
landscape, Seer Box’s comprehensive feature set, ease of integration, and
scalability position it well to capture market share among resource-constrained
SMEs seeking robust and manageable security solutions.

Seer Box faces competition from well-established and emerging players in the
web application and API security market. To differentiate itself, Seer Box should
empbhasize its unique features, such as non-invasive deployment, cloud-
provider independence, comprehensive end-to-end security, and seamless
integration with existing infrastructure. Additionally, positioning Seer Box as a
cost-effective and scalable solution tailored specifically for SMEs can help
capture market share in this competitive landscape.

Gap Analysis:
1. Integration and Deployment

Competitor Strengths: Many competitors offer seamless integration with cloud

services and on-premise infrastructure, often coupled with robust customer
support and extensive documentation.
Seer Box Advantage: Seer Box emphasizes non-invasive deployment and

compatibility with a wide range of existing solutions, both commercial and
open-source, which may not be as flexible in some competitors.

e G.SheerBox.01: Ensure that Seer Box provides extensive
documentation, customer support, and possibly automated integration
tools to streamline the deployment process further.

2. Scalability and Performance
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Competitor Strengths: Competitors like Cloudflare and Akamai offer highly

scalable solutions due to their extensive CDN networks and cloud
infrastructure.
Seer Box Advantage: Built using Elixir and Rust, Seer Box promises high

concurrency, scalability, and performance, which are key for handling large
volumes of web traffic.

e G.SheerBox.02: Demonstrate and benchmark Seer Box’s performance
in high-traffic scenarios to validate its scalability claims. Filter can now
be achieved only with automatic network rules.

3. Comprehensive Security Features
Competitor Strengths: Competitors provide a wide range of security features,

including DDoS protection, bot mitigation, and threat intelligence.
Seer Box Advantage: Offers a holistic security approach with end-to-end
protection, vulnerability management, and Security Orchestration, Automation,

and Response (SOAR) capabilities.

e G.SheerBox.03a: Continuously expand the feature set to include
advanced threat intelligence and real-time protection mechanisms to
stay competitive.

e G.SeerBox.03b: Without real / generated traffic Seer Box is unable to
trigger security alerts.

e G.SeerBox.03c: Filter can now be achieved only with automatic
network rules.

e G.SeerBox.03d: although it allows the WAF to be emulated, it is not
strictly speaking because it requires third-party components to block

4. Pricing and Affordability
Competitor Strengths: Some competitors offer competitive pricing models and

freemium options that are attractive to SMEs.
Seer Box Advantage: The ability to offer flexible subscription-based pricing and
possibly a freemium model to lower the entry barrier for SMEs.

e G.SheerBox.04: Ensure that the pricing model is competitive and
clearly communicated, highlighting the cost-effectiveness and value
provided by Seer Box.

5. Market Presence and Brand Recognition
Competitor Strengths: Established competitors have strong brand recognition

and a large customer base.
Seer Box Advantage: Certification by NGINX and a focus on SME-specific needs

can help build credibility.

o G.SheerBox.05: Increase marketing efforts, participate in industry
events, and develop partnerships to boost brand recognition and
market presence.

6. User Experience and Ease of Use

Competitor Strengths: Competitors like Sucuri and Cloudflare are known for
their user-friendly interfaces and ease of use.

Seer Box Advantage: Designed to be non-invasive and easy to integrate with
existing systems, with features like wizards for constructing traffic-blocking
policies.

Grant Agreement: 101145861 -36-



Ayber

D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version s

Key Performance

Indicators

G.SheerBox.06: Focus on improving the user interface and user experience to
ensure that even non-technical users can effectively utilize Seer Box’s features.
Unique Selling Points:

1. Non-Invasive Deployment

Seer Box is designed to integrate seamlessly with existing infrastructure, both

on-premise and in the cloud, without disrupting current operations. This
minimizes downtime and simplifies the deployment process.

2. Comprehensive End-to-End Security

Unlike traditional WAFs, Seer Box offers a broader perspective on web security,
combining monitoring, protection, and vulnerability management. This makes it
a versatile tool for complete web application and API protection.

3. Cloud-Provider Independence

Seer Box can be deployed in any environment, providing high visibility and
control over web services and applications regardless of their location. This
flexibility is particularly beneficial for SMEs with hybrid or multi-cloud
environments.

4. High Scalability and Performance

Built using Elixir and Rust, Seer Box ensures high concurrency, scalability, and
robust security. This makes it capable of handling the needs of growing
businesses and high-traffic scenarios.

5. Extensive Compatibility and Integration

Certified by NGINX and compatible with widely used solutions like Web Servers,
Reverse Proxies, Load Balancers, and SIEMs. This ensures smooth integration
and enhances existing security architectures.

6. Advanced Automation and SOAR Capabilities

Features an extended set of APIs to support Security Orchestration,
Automation, and Response (SOAR), enabling automated and efficient security
operations.

7. Focus on SMEs

Tailored specifically for SMEs, offering cost-effective solutions and flexible
pricing models to meet the budget constraints and specific security needs of
smaller businesses.

8. Robust Architecture and Technology Stack

Leveraging the strengths of Elixir and Rust, Seer Box provides a resilient and
fail-safe system, ensuring secure handling of sensitive data and high availability.
9. Certification and Credibility

Certification by NGINX enhances its credibility and assures compatibility with
the world's most widely used web server and reverse proxy.

e Analyse Web Traffic

¢ Detection of Broken Access

¢ Detection of Injection

e Publish a Black List Feed

e Publish a ModSecurity Rules Feed

¢ Detection of Security Alerts

¢ Automatic Network Rules Definition
e Time to restore service
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Minimum Viable
Product

SWOT analysis — Seer Box

e Mean time between scans

Databases

and Outdated Components

MITRE ATTACK Techniques:

Software Supply Chain

STRIDE model: SM6_Elevation of privilege

OWASP: 04 _Insecure Design, O5_Security Misconfiguration, 06_Vulnerable

e T1595.001 Reconnaissance - Active Scanning - Scanning IP Blocks
Threat analysis e T1595.002Reconnaissance - Active Scanning - Vulnerability Scanning
e T1595.003Reconnaissance - Active Scanning - Wordlist Scanning

e T1596.005Reconnaissance - Search Open Technical Databases - Scan

e T1190 Initial Access - Exploit Public Facing Applications
e T1195.002 Initial Access - Supply Chain Compromise - Compromise

A version of the tool, with all features described in this document is available,
with free trial license: https://Seer Box.it/en/licensing/

Strengths Weaknesses

Comprehensive Security Features: Seer Box offers a
broad perspective on security for web applications
and APIs, surpassing traditional Web Application
Firewalls (WAFs). It combines monitoring, protection,
and vulnerability management, making it a versatile
tool for end-to-end security.

Non-Invasive Deployment: Its design ensures
seamless integration with existing infrastructure,
whether on-premise or in the cloud, without
disrupting current operations.

Compatibility and Certification: Seer Box is
compatible with widely used solutions like Web
Servers, Reverse Proxies, Load Balancers, and SIEMs.
The certification by NGINX enhances its credibility
and ensures smooth integration with the NGINX+
module.

Cloud-Provider Independence: Unlike many solutions
tied to specific cloud providers, Seer Box can be
deployed in any environment, providing flexibility for
SMEs with diverse infrastructure.

Scalability and Resilience: The use of Elixir for
management components and Rust for data
processing ensures a highly concurrent, scalable,
secure, and efficient system.

Extended API Support: Its extensive set of APIs
facilitates Security Orchestration, Automation, and
Response (SOAR), enhancing operational efficiency.

Complexity of Integration: While designed to be non-
invasive, integrating Seer Box with existing systems
might still require significant technical expertise,
potentially challenging for SMEs with limited IT
resources.

Learning Curve: SMEs may face a steep learning
curve in understanding and effectively utilizing the
advanced features of Seer Box, particularly those
with less mature cybersecurity practices.

Resource Intensive: The implementation and
ongoing management of such a robust tool might
require considerable resources, which could be a
constraint for smaller SMEs.

although it allows the WAF to be emulated, it is not
strictly speaking because it requires third-party
components to block

Opportunities Threats

Grant Agreement: 101145861
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Easier deployment modes than a WAF

Increasing Cybersecurity Threats: With the rising
frequency of cyber-attacks, there is a growing
demand for comprehensive security solutions. Seer
Box can position itself as a critical tool for SMEs to
protect their web applications and APIs.

Expansion of Digital Europe Programme: As the
programme funds more projects aimed at enhancing
digital infrastructure and cybersecurity, there is an
opportunity to secure funding and expand market
presence within the EU.

Partnerships and Collaborations: Collaborating with
other cybersecurity firms or digital service providers
can enhance Seer Box’s market reach and improve its
feature set through integrated solutions.

Regulatory Compliance: With increasing regulatory
requirements for data protection and cybersecurity,
Seer Box can help SMEs comply with these
regulations, making it an attractive proposition.
Education and Training: Offering training and support
services can mitigate the complexity and learning
curve issues, making the product more accessible to
SMEs.

Competition: The cybersecurity market is highly
competitive, with many established players offering
comprehensive WAF and API protection solutions.
New entrants and technological advancements can
also pose significant threats.

Technological Changes: Rapid changes in technology
and cyber threats require continuous updates and
innovation. Failure to keep up can render Seer Box
less effective.

Economic Uncertainty: SMEs might prioritize other
areas over cybersecurity investment during
economic downturns, affecting Seer Box’s market
penetration.

Regulatory Changes: New regulations or changes in
existing ones could necessitate frequent updates to
Seer Box, increasing operational costs and
complexity.

Grant Agreement: 101145861
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3.3.3 PUZZLE

Asset name
Asset type
TRL - before

TRL - expected

Description

Main functions

Commercial proposition

Targeted market and

status of the market

Key competitors

Gap analysis and Unique
selling points

PUZZLE (Security Orchestrator & Risk Assessment)

Software solution and service

TRL 7: System prototype demonstration in operational environment.

TRL 9: Actual system proven in operational environment

Integrated toolset (Security Orchestration & Risk Assessment) for applying
dynamic defensive mechanisms for cloud native applications and improving
cybersecurity awareness and stance of SMEs. The Security Orchestrator
designed and developed in PUZZLE H2020 project has been integrated with
the OLISTIC Risk Assessment platform of UBITECH in the scope of PUZZLE
H2020.

MF.PUZZLE.O1: Protection of Kubernetes Clusters

MF.PUZZLE.02: Support for lightweight eBPF agents

MF.PUZZLE.03: Policy based security orchestrator logic for automated or
semi-automated triggering of defensive mechanisms and strategies
MF.PUZZLE.04:Dynamic Security Risk Assessment, compliance to the ISO/IEC
27001 standard and based on CVSS scoring

MF.PUZZLE.05: Uses a graph based approach and that allows to define any
type of asset and the connections between assets.

MF.PUZZLE.O06: Fetches vulnerabilities from online sources (CVE)

Integrates with the PUZZLE Marketplace front end. Software as a Service
model (SaaS), where providers and consumers are able to join for free, and
where services and tools can be provided open-source, freeware or
commercially through subscriptions or licence fees.

DevSecOps, Security Operators

Tehtris’ XDR, IBM Qradar, Microsoft Sentinel, Splunk, Exabeam, Securonix,
Rapid7

Most solutions introduce heavy costs and target Large organizations. It is
difficult for SMEs to manage cybersecurity protection and assess risks in
their organization. PUZZLE target on protection of SMEs owning cloud native
applications hosted in various cloud or edge environments. Main innovations
are:

G.PUZZLE.01: Advanced SIEM- and XDR-type solution for Kubernetes that
integrate enhanced and efficient security defence techniques, edge
analytics, risk assessment services.

G.PUZZLE.02: Protective actions based on efficient eBPF programs, allowing
fine-grained filtering and intrusion detection

G.PUZZLE.03: Provide SMEs end-users the ability to easily manage threats,
risks and attacks, as well as increase their situational awareness regarding
the current threat landscape, and the appearance of new threats,
vulnerabilities and risks.
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G.PUZZLE.04: Extensibility though policies that can be shared provided
through the Marketplace

G.PUZZLE.O05: Extensible risk assessment model allows to define assets and
their connections, and use identified vulnerabilities to calculate risk

e Ability to identify vulnerabilities

e Quarantine

e Adaptability of protection services

Key Performance o L

) e Number of applications using risk assessment
Indicators )
e Usage of controls list

e Ability to detect incidents

e Up-to-date threats information

STRIDE Model: SM5_Denial of service

OWASP: 03 _Injection, O4_Insecure Design, O5_Security Misconfiguration,
06_Vulnerable and Outdated Components, 09_Security Logging and
Monitoring Failures

MITRE ATTACK Techniques:

e T1499 - Endpoint Denial of Service
e T1498 - Network Denial of Service
e TAO0008 - Lateral Movement

e T1195 - Supply Chain Compromise

Threat analysis

e T1195.001 - Compromise Software Dependencies and Development
Tools

e T1195.002 - Compromise Software Supply Chain

e T1195.003 - Compromise Hardware Supply Chain

e T1110 - Brute Force

L. . Integrated PUZZLE security orchestrator as part of the whole CyberSuite
Minimum Viable

Framework, offering it to the users as option for the protection of
Product

Kubernetes deployments.

SWOT analysis - PUZZLE

Strengths Weaknesses

e End-to-end solution for Kubernetes e Integration complexity of the overall solution

e Easy to adopt and use: Plug-and-play for Kubernetes | ¢ Many proprietary APIs for cybersecurity detection
setups and protection not

e Open APIl-based services, Open-Source tools e Limitation to Kubernetes market only

e Transparent policies used, easy to manage and see
what is applied
e Integrated Risk Assessment capabilities

Opportunities Threats
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No equivalent integrated of PUZZLE and its
Marketplace for SMEs

Increasing number of cyber threats

Widespread deployment of open loT/Edge/Network
environments generating huge amounts of data
Increased awareness of risks, protection and
resiliency requirements from SMEs

Business models requiring security-by-design

Difficulties on using vendor managed infrastructure
Lack of established standards for SME security
Emergence of new cyber threats

Emergence of competitive solutions

Concerns on eBPF security can limit its adoption
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3.3.4 SASTer

Partner name
Organisation type
Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type
TRL - before

TRL - expected

Description

Main functions

Commercial
proposition

Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

InQbit - 1QB

SME - Technology Provider

Cybersecurity Services

e Offering tool in CyberSuite’s Marketplace / Framework.

e Collaborating with other stakeholders in the project.

e Opportunity on experimenting with the integration of cybersecurity
tools and services.

e Become aware of the SMEs security related needs.

SASTer

Static Application Security Testing tool

TRL 7: System prototype demonstration in operational environment

TRL 8: System complete and qualified

It is a robust static code analysis tool, that seamlessly integrates open-source
tools, leveraging their outputs to illuminate potential threats lurking within the
codebase, accommodating an array of technologies including C/C++, Java,
Python, and JavaScript. It is extensible through collaboration with other open-
source endeavours, while following the rationale of the DevSecOps.

MF.SASTer.01: Extensive static code analysis to uncover security issues.
MF.SASTer.02: Incorporates open-source tools receiving their output.
MF.SASTer.03: Accessible with graphic interface.

MF.SASTer.04: Extendable through other open-source projects-tools that
perform SAST.

Code inspection solution for security during the DevSecOps lifecycle

Code review analysis and security engineering market.

Comparison with other open source and commercial solutions

Gap Analysis:

G.SASTer.01: Supported multi-language recognition

G.SASTer.02: Legible and understandable results to be presented and
downloaded through standard formats

Unique Selling Points:

G.SASTer.03: A solution that leverages the integration of multiple open-source
SAST tools through GUI and provides holistic code review.
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G.SASTer.04: Comprehensive Static Code Analysis, while supporting multiple
technologies.

G.SASTer.05: Incorporation with various open-source tools receiving their
output, while providing a detailed report of code inspection

e (Target Application’s) Code coverage
¢ Vulnerability Detection Rate

¢ Analysis Time Efficiency

e Time to deploy

¢ Time to configure updates

Key Performance
Indicators

STRIDE Model : SM6_Elevation of privilege
OWASP: 04 _Insecure Design, O5_Security Misconfiguration O6_Vulnerable and
Outdated Components

MITRE ATTACK Techniques:

e T1620 - Reflective Code Loading

e T1059 - Command and Scripting Interpreter

e T1070.004 - Indicator Removal on Host: File Deletion
e T1003 - OS Credential Dumping

e T1037 - Boot or Logon Autostart Execution

Threat analysis

e T1071 - Application Layer Protocol
e T1055 - Process Injection

Minimum Viable
Product

Automated static code analysis pinpointing the most common security flaws of
the provided source code

SWOT analysis - SASTer

Strengths ‘ Weaknesses

Comprehensive Static Code Analysis: SASTer
conducts extensive static code analysis, uncovering
security issues across multiple technologies including
C/C++, Java, Python, and JavaScript.

Integration with Open-Source Tools: The tool
seamlessly integrates with open-source tools,
leveraging their outputs to enhance its effectiveness
in identifying potential threats within the codebase.
Extensibility: SASTer is extensible through
collaboration with other open-source projects,
allowing for continuous improvement and adaptation
to evolving security needs.

The tool follows the principles of DevSecOps,
integrating security seamlessly into the development
lifecycle, thereby promoting a culture of security
awareness and proactive risk mitigation.
User-Friendly Interface: SASTer offers a graphical
interface, making it accessible and user-friendly for
developers and security engineers alike.

Limited TRL: While SASTer is at TRL 7, indicating a
functional prototype, further development may be
required to reach TRL 8, where the system is
complete and qualified.

Market Competition: SASTer faces competition from
both open-source and commercial solutions in the
code review analysis and security engineering
market, necessitating a robust marketing strategy to
differentiate itself.

Grant Agreement:

101145861 -44-



Opportunities

Expansion into New Markets: SASTer can explore
opportunities beyond its current target market,
potentially expanding its offerings to cater to a
broader range of industries and use cases.
Collaboration and Experimentation: InQbit (IQB) can
leverage SASTer's integration capabilities to
collaborate with other stakeholders and experiment
with new cybersecurity tools and services, thereby
enhancing its value proposition and market
relevance.
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Threats
Emerging Technologies and Threats: Rapid
advancements in  technology and evolving

cybersecurity threats pose a threat to SASTer's
relevance and effectiveness, requiring continuous
innovation and adaptation to stay ahead of the curve.
Regulatory Changes: Changes in regulatory
requirements and compliance standards may impact
the demand for SASTer's services, necessitating
agility and flexibility in responding to regulatory
shifts.

Grant Agreement: 101145861
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3.3.5 Pentesting
Partner name

Organisation type

Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type
TRL - before
TRL - expected

Description

Main functions

Commercial
proposition

Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

Mi

SMEs technology provider

Network security and performance

e Adding innovations to Ml’s security monitoring framework (i.e., advanced
analytics, interoperability with other solutions, improved prevention based
on actionable real-time CTI)

e Demonstrating the results in the testbeds

e Offering additional services through the CyberSuite Marketplace

e Collaborating with other stakeholders in the project

Pentesting

Software solution and service

TRL 6: technology demonstrated in relevant environment

TRL 8: system complete and qualified

Different techniques are provided for performing penetration, scalability, and
robustness testing. They allow configuring, generating and executing pentesting
techniques, generating network traffic (e.g., 5G, loT and Internet protocols) and
performing fuzz testing, performing scalability testing and injecting cyber
threats for testing the resilience of the network and application security. The
techniques are regrouped in a platform that can be used with the ACAS
framework to carry out cyber range exercises involving the generation,
detection, and reaction to cyber-attacks. Both own and publicly available open-
source solutions are integrated in the platform.

MF.Pentesting.01: Different pentesting techniques that can be easily deployed
and executed.

MF.Pentesting.02: 5Greplay tool for generating modified 5G mobile network
traffic to test different 5G elements.

Open-source solution and commercial support services for training,
maintenance, extending and customising the solution.

Security practitioners, small and large industries, government agencies.

The market for pentesting and cyber range tools is experiencing significant
growth, driven by the increasing necessity for robust cybersecurity measures
amidst a rising tide of cyber threats and attacks. These tools are essential for
assessing and improving the security posture of organizations and for training
cybersecurity professionals in real and simulated environments.

Examples of companies offering pentesting and cyber range solutions include:
Firekye, IBM, Qualys, Checkmarx, HackerOne, Cobalt.io.

G.Pentesting.01: Easy to use tools for performing cyber-range exercises.
G.Pentesting.02: Unique 5G network traffic generation with injected anomalies
(e.g., cyber threats, fuzz testing)
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Key Performance
Indicators

Threat analysis

¢ Number of attack types

¢ Interpretability of results

¢ Integration of pentesting tools

force attacks.

Different network-based attacks can be performed to test the resiliency of the
system or service, such as DoS attacks, vulnerabilities, malicious scanning, brute

Minimum Viable

Product

Selection of techniques covering the most common types of attacks.

SWOT analysis - Pentesting

Strengths

Open-source solution

Sovering and verifiable code

Several different pentesting techniques can be easily
performed in an automated manner

Allows determining the robustness of the systems to
DoS attacks

Opportunities

It is possible to specify new rules and algorithms to
introduce fine-grained and automated fuzz test
generation and attack injection

Can be used for cyber range exercises

Weaknesses

SME with small commercial and support team

Lack of quality operator network traffic datasets for
generating modified network traffic

Difficult to determine the test coverage concerning
zero-day attacks

Threats

Lack of awareness of end-users concerning cyber
threats

Need to keep up with changing threat landscape and
Al-based attacks
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3.3.6 MAESTRO

Partner name UBITECH

Organisation type SMEs technology provider

e LT[R {JIEICEIJM Application Deployment and Orchestration, Cybersecurity

e Adding innovations to MAESTRO orchestrator, enabling it as part of a
secure development lifecycle

Relevance of e Integrating security enablers of CyberSuite in the applications deployed

CyberSuite to partner using MAESTRO

e Offering secure Kubernetes deployment to customers

e Collaborating with other stakeholders in the project

Asset name MAESTRO DevSecOps

Asset type Software solution and service

TRL - before TRL 5: Technology validated in relevant environment

TRL - expected TRL 7: System prototype demonstration in operational environment

A secure orchestration framework that enables DevOps to use a graphical user
interface to prepare their applications as directed acyclic graph (DAG), deploy
their applications over Kubernetes resources, manage their scalability aspect
and enable CyberSuite provided security services

Description

MF.MAESTRO.01: Kubernetes based deployment, provides an easy-to-use
dashboard for the deployment of scalable applications that are protected by
CyberSuite

Main functions MF.MAESTRO.02: Built in monitoring capabilities and policy-based scalability
MF.MAESTRO.03: Providing dashboards for visualization of monitoring data
MF.MAESTRO.04: Components and application templates that can be defined
and be re-used

Open-source framework with commercial support and training available.
Commercial Advanced features under paid license. Customizations, and self-hosted
proposition platform with maintenance contract or SaaS with monthly billing based on
customer needs.

Targeted market and

D
status of the market ev0ps

Key competitors Rancher, OpenShift, Argo CI/CD

G.Maestro.01: Advanced policy-based scalability for Kubernetes
G.Maestro.02: Dashboards for application templates definition and sharing
Gap analysis and G.Maestro.03: Deployed application monitoring and management, through
LTGR4I < dedicated dashboards

G.Maestro.04: Can provide out of the box and continuous protection to K8s
deployments, even when the deployments are updated

¢ Protect K8s deployment

Key Performance ¢ Update deployment
Indicators e Manage application

¢ Monitor application
Threat analysis O5_Security Misconfiguration, O6_Vulnerable and Outdated Components
Minimum Viable Integration of MAESTRO deployments with appropriate CyberSuite security
Product offerings, though the usage of a user interface.
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SWOT analysis - MAESTRO

Strengths

Tested with latest version Kubernetes
Embedded monitoring,
capabilities available
Policies based scalability
Advanced capabilities of MAESTRO can be used to
provide multi-cloud and cloud-edge deployments
though Kubernetes

Can be used with any container runtime

advanced  monitoring

Opportunities

Huge market for orchestration,
containerized applications
Protection of Kubernetes deployments is complex
and challenging (deployments, pods, scalability etc
must be taken into account)

The Kubernetes compatible protection brought by
PUZZLE can be a major boost if integrated properly to
MAESTRO

especially for

Weaknesses

Limited support for Cl/CD pipelines at the moment
GPU support for services only over Docker container
runtime

Threats

Continuously evolving Kubernetes ecosystem

Very challenging market; New players join the market
everyday
Kubernetes
organisations
technologies

adoption is challenging, many
seem to avoid usage of such

Grant Agreement: 101145861
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3.3.7 GEIGER Toolbox & Conversational Agent

Partner name

Organisation type

Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type
TRL - before
TRL - expected

Description

Main functions

Commercial
proposition

Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

Key Performance
Indicators

Threat Analysis

CcG

Technology provider for digitally dependent and digitally based small
businesses that utilize software for their business operations and or offer
software-based services

Security planning and implementation
Employee awareness and skills

CG in CyberSuite allows digital enabler companies, who develop software
products with SecDevOps, to guide and support their end-users in setting up a
secure operational environment.

CG Toolbox

Software solution and service

TRL 7: system prototype demonstration in operational environment

TRL 8: System complete and qualified

The GEIGER Toolbox in CyberSuite allows SME end-users without ICT expertise
to create an organisational model, determine cyber threat exposure, and
stepwise improve the cybersecurity of their SME.

MF.CGtoolbox.01: Creating an organisational model for analysis of
cybersecurity threat exposure of the end-user SME, including staff, devices,
and their cybersecurity status.

MF.CGtoolbox.02: Determining cybersecurity threat exposure (“GEIGER
Score”) by integrating monitoring data of tools connected with the CG Toolbox.
MF.CGtoolbox.03: Prioritising recommended technical and educational
cybersecurity controls, allowing the end-user SME to work first on the most
important controls.

Cybersecurity for the SME for the budget of a small business.

Digitally dependent and digitally based small businesses. More than 300 SMEs
have been involved in TRL 7 testing.
Currently offered to pilot customers.

Microsoft Defender, Security Operations Centre (SOC) services of local Internet
Service Providers, Cybersecurity Insurances

G.CGtoolbox.01: USP: Privacy and confidentiality thanks to decentralised
server-less data management (no external cloud service).
G.CGtoolbox.02: USP: Usability for laypersons without ICT expertise.
G.CGtoolbox.03: USP: Cyber threat diagnostics in the SME.

¢ Average deployment frequency
¢ Lead time for changes

e Mean time for CG scan

o Cossack Labs Mobile Security Score (CL MSS)
e Time to restore service

e Change failure rate

¢ Mean time between scans

* CG Score for active users

¢ Time to address critical threat

e F-score for recommendations

¢ Task success rate

The GEIGER Toolbox is an end-user front-end, able to help a layperson user to
understand threat exposure and pertinence of protection actions. Depending
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Minimum Viable
Product

Asset name

Asset type
Technical Readiness
Level (TRL) before
TRL expected

Description

Main functions

Commercial
proposition

Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

Key Performance
Indicators

on the tools connected to the Toolbox, analysis of the following threats is
possible:

STRIDE Model: SM2_Tampering, SM4_Information disclosure, O3_Injection,
SM5_Denial of service

OWASP: O5_Security Misconfiguration

MITRE ATTACK Techniques:
e T1078 - Valid Accounts
e T1190 - Exploit Public-Facing Application
e T1548 - Abuse Elevation Control Mechanism
e T1562 - Disable or Modify Tools
e T1562 - Impair Defences
e T1110 - Brute Force
e T1552 - Unsecured Credentials
e T1863 — User Execution

SMEs using deployed software products can mitigate cyber threats that result
from the use of these products, respectively can affect these products. These
end-users will primarily be involved in the operations part of the DevSecOps
process.

CG Conversational Agent (CA)

Software solution and service

TRL 7: System prototype demonstration in operational environment

TRL 8

The GEIGER Conversational Agent allows SME end-users without ICT expertise
to learn about cyber threats and configure recommended controls in their
devices and applications.

MF.Cgca.01: Introduction to cybersecurity.

MF.Cgca.02: Step-by-step guidance for how to configure recommended
security controls.

MF.Cgca.03: Answers to end-user questions about cybersecurity.

Cybersecurity for the layperson employee of the SME.

Digitally dependent and digitally based small businesses. More than 300 SMEs
have been involved in TRL 7 testing.
Currently offered to pilot customers.

Layperson training offerings in cybersecurity, platform-specific training
offerings, e.g. Apple end-user training, cybersecurity consultants, cybersecurity
support services offered by ISP.

G.Cgca.01: USP: Personalised step-by-step support in cybersecurity targeting
laypeople.

¢ Average deployment frequency
¢ Lead time for changes
¢ Mean time for CA response
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e Change failure rate

Task success rate

¢ Mean time between scans
¢ CG Score for active users

¢ Time to address critical threat
e F-score for recommendations

e Cossack Labs Mobile Security Score (CL MSS)
¢ Time to restore service

Threat analysis

Minimum Viable
Product

The GEIGER Conversational Agent is an end-user front-end used to implement
security controls. As such, it is a tool that complements threat analysis.

Lay end-users of deployed software products can configure even complex
cybersecurity controls themselves. These end-users will primarily be involved in
the operations part of the DevSecOps process.

Strengths

CG is tailored to the background and needs of end-
users without ICT expertise.

CG draws on validation with >100 SMEs and >300
persons.

CG supports decentralised data management.
Multi-platform and multi-channel support.

Opportunities

Large market.
Competitors struggle in offering viable offerings that
are compatible with needs and constraints.

SWOT analysis CG Toolbox and CG Conversational Agent:

Weaknesses

The CG offering is at TRL7 at the start of the project.

Threats

Rapid evolution of cyber threats, technology, and
offerings.
Cybersecurity is often perceived as unimportant.

Grant Agreement: 101145861
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3.3.8 CyberSuite BCBCTI

Partner name
Organisation type

Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type

TRL — before
TRL - expected

Description

Main functions

Commercial
proposition

COMPELLIO

Technology provider

Traceability and verification capabilities that can be integrated with and extend
the default offerings of the CyberSuite Framework

BCBCTI allows:

Definition of assets (e.g. data, reports) related to cybersecurity analysis
workflows and system-to-system exchanges

Bi-directional synchronisation of on-and-off chain data

Systematic verification of assets and data (privacy-oriented)
Integration opportunities with cybersecurity tools and services.

BlockChain-Based Collective Threat Intelligence (BCBCTI)

Software solution and service

TRL 6: Technology demonstrated in relevant environment

TRL 8: System complete and qualified

The BCBCTI will enable secure information exchange about cyber incidents, and
detected vulnerabilities, which can be shared among different stakeholders,
end users, and SME/Mes. The CTI data can be exchanged with flexible and
extensible platforms for efficient communication between collaborated
organizations or interested parties.

MF.BCBCTI.01: Asset Profiles will be used to describe the semantic definition of
CTl-related assets and data to be shared. The Asset Profile functionality will
enable customisation of JSON files that will be adopted to the needs of the
particular system-to-system exchanges via the BCBCTI API. This functionality
will be provided in an open access format to allow integration pathways by
internal and external ecosystem players.

MF.BCBCTI.02: BCBCTI API will be used to facilitate data transfers following the
semantic structure of Asset Profiles. Calls via the BCBCTI API will enable the
orchestration of smart contracts, the tokenisation of Assets, and the
blockchain-enabled notarisation of data. The API will be connected to processes
related to the discovery and indexing of data. This functionality will be closed-
sourced and will make use of COMPELLIO’s patented technology (aka
COMPELLIO Gateway API).

MF.BCBCTI.03: Smart Contracts will be used to facilitate business logic and
workflows around the lifecycle management of Assets. They will be EVM
compatible in order to allow for multi-chain approaches where appropriate.
The smart contracts are open-source in nature; hence transparency to technical
users will be facilitated with regards to the computing capabilities of smart
contracts, thus delivering a “chain-of-trust” across systemic processes.

The Cybersecurity market worldwide is projected to grow by 10.48% (2023-
2028) resulting in a market volume of US$273.60bn in 2028. Biden recently
called for better software traceability in USA’s National Cybersecurity Strategy
Implementation Plan. The module intends to fill this new requirement space
that is strategic to both public administrators and SMEs.
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Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

The BCBCTI module is intended to be used internally as the core traceability
component of the CyberSuite platform, while additional market opportunities
will be explored with independent software vendors (ISVs) that can integrate
and customise the module in a pay-per-use API pricing model.

Target market characteristics:

e SMEs are companies with a technological focus or companies with a validated
interest in blockchain technology

* SMEs could be approached either directly by COMPELLIO or in collaboration
with a partner VAR

e SMEs with technological focus are ISVs with software solutions that may
embed the COMPELLIO Gateway in their offering

e SMEs with validated interest in blockchain technology could be niche market
leaders and can generate revenues from extended use of COMPELLIO’s
products by their existing customer base

e Complementary to the above, collaboration with ISVs that commercialise
software products may lead to joint VAR/OEM agreements

Key points vis-a-vis competition:

e Competitors offer siloed tech for web3 community only, difficult path to
adoption by the enterprise

» Except for pure crypto cases, pure decentralised web3 play doesn’t exist in
the enterprise

* The closer to pure web3 platforms the more complex the integrations with
traditional enterprise systems

* Pure web3 platforms require web3 skills for solution building and exclude
traditional software engineers

¢ Enterprise IT teams are specialised in specific markets therefore purely
technical (market agnostic) platforms: more difficult to map business
knowledge to web3 concepts; difficult to avoid vendor lock-in

Gaps:
G.BCBCTI.01: Asset profile definition for internal CTl system-to-system

exchanges
G.BCBCTI.02: API connectivity with internal CTI systems
G.BCBCTI.03: Smart contract logic for CTI processes

Challenges:
e Blockchain is still a complex technology

* The lack of web3 technical resources & skills increases TCO and limits capacity
to quickly benefit from emerging market opportunities

¢ Simplifying the integration with existing IT systems is still a challenge for
traditional companies

e Ecosystem fragmentation within/across existing DLTs creates interoperability
gaps

Value propositions:

e Manage the lifecycle of digital, physical or hybrid assets

¢ Have choices & flexibility, without lock-in
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e Start easily with a simple integration (REST API)

¢ Avoid investing in costly new infrastructures & skills

e Comply with security policies & privacy regulations (e.g. EU GDPR)
e Leverage DLTs without holding & managing crypto (billing in EURO)
e Scale safely with a predictable TCO

Unique selling points:

¢ Our focus is blockchain for the SME and the enterprise

e We avoid lock-in by providing integration with public & private blockchains
(not only private “blockchain as a service” as most cloud providers)

¢ We absorb the complexity of blockchain integration for non-blockchain
developers working in SMEs and enterprises

¢ We work with renowned institutions like MIT to define global standards for
asset interoperability (IETF SATP working group)

Key Performance ¢ Frequency of updates
Indicators ¢ Number of system integrations

BCBCTI will enable immutable traceability of outputs related to threat analysis
workflows performed by cybersecurity tools.

STRIDE: SM5_Denial of service

OWASP: O5_Security Misconfiguration, 06_Vulnerable and Outdated
Components

Threat analysis MITRE ATTACK Techniques:

e T1598.001- Spearfishing link

e T1596.003 - Digital certificates

e T1583.008 — Malvertising

e T1587.002 - Code signing certificates
e T1587.003 - Digital certificates

e T1588.003 - Digital certificates

e T1608.003 - Install digital certificate

L. . The MVP will incorporate the abovementioned functionalities and will be used
Minimum Viable

Product .
with partners and end users (SMEs).

to complete and qualify the overall blockchain-based system in collaboration

SWOT analysis BCBCTI

Strengths ‘ Weaknesses

e Enables connectivity between ANY enterprise system |e  Limited penetration of blockchain tech within
and ANY blockchain environment (blockchain- cybersecurity solutions might require strong efforts
agnostic middleware) around awareness and training activities to SMEs

e Developed by COMPELLIO, a trusted vendor by
industry leaders & EU public institutions

e Aligned with cutting-edge research with MIT and
interoperability work as part of the Internet
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Engineering Task Force (IETF) - Secure Asset Transfer
Protocol (SATP) working group

Opportunities

Enterprises are looking for scalable, interoperable,
and cost-efficient gateway solutions to accelerate
their transition to web3

An asset interoperability architecture avoiding lock-in
on specific cryptocurrencies is still missing,
presenting a good opportunity to create a 1st mover
advantage

Threats

B2B sales to SMEs could be project-based and not
recurring around the use of APIs

Lack of auditing and compliance mechanisms in
cybersecurity processes might limit the perceived
added value of immutable traceability enabled by
blockchain

Perception of blockchain is often centered on
cryptocurrency and not the added value that the
underlying tech can unlock
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3.3.9 KARTOS

Ayber
4

Partner name
Organisation type

Strategic focus area(s)

Relevance of

CyberSuite to partner

Asset name
Asset type
TRL - before
TRL - expected

Description

Main functions

Commercial
proposition

Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

ENTHEC

Threat Intelligence Platform Developer

ENTHEC wants to be a main player in the Cyber-Intelligence and Threat
Intelligence Market, and help the EU to achieve technology autonomy in this
critical area.

e CyberSuite allows ENTHEC to access the European Market and provide
Cybersecurity and Threat Intel Services to European Companies. We
think that having Cybersecurity Independence from other countries
Cybersecurity providers (i.e., US or Irael) is something critical for the EU,
their members and their companies and their citizens, and that is one of
the main purposes of ENTHEC as a European Company. CyberSuite is a
perfect way to achieve this purpose.

e Besides, working on an EU environment allows ENTHEC to work with
other players that might be potential partners in business or
development.

KARTOS

SaaS Threat Intel Platform

TRL 9: actual system proven in operational environment

TRL 9: actual system proven in operational environment

KARTOS emulates the behaviour of Cybercriminals when they are planning to
launch an attack. They research for information in every possible public
repository on the Internet, Deep Web, Dark Web and social media and use that
information to overcome the protection systems of companies. Kartos does
the same research and provides companies with all the information found so
they can foresee attacks and better protect themselves.

MF.KARTOS.01: External Attack Surface Management, so companies can
identify points of entry to their infrastructure and assets.

MF.KARTOS.02: Digital Risk Protection Services, so companies can identify the
critical or sensible information that is leaked outside their IT perimeter and
take the remediation actions needed.

MF.KARTOS.03: Third Party Risk Assessment, so companies can monitor their
supply chain and other partners and thus, (if needed) comply with comply with
NIS2 law, that will be mandatory in the EU in October 2024.

A Saa$ Platform cost-affordable for SMEs that is licensed as a yearly
subscription that will monitor a unique domain name in a continuous way and
that allows them to have a clear view of their risks and threats in real time.

Accordingly, to CyberSuite market the functionality and type of license
integrated in the project is specific to meet the need, requirements and budget
of SMEs

In this market segment, DotLake, BlueLiv and some OSINT Opensource tools

G.KARTOS.01: Lack of technical specific resources and knowledge in SMEs
regarding Cybersecurity
G.KARTOS.02: Lack of budget to afford external SOC and specific services
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G.KARTOS.03: Need of cost effective tools, easy to use that help IT Managers
with limited specific knowledge focus in the important and urgent actions to
protect their companies, people and information.

¢ False Positive Rate

¢ Mean time to respond (MTTR)

¢ Average system latency

¢ Average configuration time

¢ Frequency of updates

¢ Continuous monitoring 24/7

e Average time to generate an executive report

¢ Number of critical vulnerabilities identified in third-party systems
¢ Market penetration rate

e Customer retention rate

e Customer retention rate
STRIDE Model: SM1_Spoofing, SM4_Information disclosure

Key Performance
Indicators

OWASP: OS_Securit% Misconfiguration 08 Software and Data Integrity
Failures 06_Vulnerable and Outdated Components

ATTACK MITRE Techniques:

T1592 - Gather Victim Host Information (0.001_Hardware, 0.002_Software,
0.004_Client Configurations)

T1589 - Gather Victim Identity Information (0.001_Credentials, 0.002_Email
Addresses)

T1590 - Gather Victim Network Information (0.001_Domain Properties,
0.002_DNS, 0.005_IP Addresses)

T1597 - Search Closed Sources (0.001_Threat Intel Vendors, 0.002_Purchase
Technical Data)

T1596 - Search Open Technical Databases (0.001_DNS/Passive DNS,
0.002_WHOIS, 0.003_Digital Certificates, 0.004_CDNs, 0.005_Scan Databases)

T1593 - Search Open Websites/Domains (0.001_Social Media, 0.002_Search
Engines, 0.003_Code Repositories)

T1594 - Search Victim-Owned Websites

Threat analysis

Minimum Viable

Full service already on place. No MVP
Product

SWOT analysis - KARTOS
e No setup or configuration e No remediation or mitigation actions
e  Excellent UX/UI o No feeds of global threats integrated
e  Fully Automated
e Unlimited Users
e Very Low learning curve
e  Real Time Alerts
e Continuous & Real Time
e Help on remediation process

Opportunities Threats
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e Huge market with few solutions specific for this
segment.

o Need for a solution that they can afford and manage

e Increasing growth of consciousness in companies

Little knowledge of SMEs about the dangers of the
information external perimeter and how to address
them.

Tight budgets and resources that many times lead
SMEs to a let’s take the risk position.

Still a long way to go to acknowledge Cyber as a
priority issue.
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3.3.10 Anti-phishing Game

Partner name

Organisation type

Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type
TRL - before
TRL - expected

Description

Main functions

Commercial
proposition

Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

Key Performance
Indicators

Threat analysis

Mi

SMEs technology provider

Network security and performance

e Adding innovations to MI’s security monitoring framework (i.e.,
advanced analytics, interoperability with other solutions, improved
prevention based on actionable real-time CTI)

e Demonstrating the results in the testbeds

e Offering additional services through the CyberSuite Marketplace

e Collaborating with other stakeholders in the project

Anti-phishing game

Software solution and service

TRL 6: technology demonstrated in relevant environment

TRL 8: system complete and qualified

Game type cyber-range mobile application for training individuals for dealing
with phishing email cyber-threats. Its objectives include: (1) raising the
awareness about phishing email cyber-threats and the impact on organizations;
(2) understanding how to identify phishing emails; and (3) learning the different
reasons that can help one recognize a phishing email.

MF.Phishing.01: Game that allows viewing phishing and legitimate emails so
that the user can indicate which type they correspond to and what elements
allow identifying them.

MF.Phishing.02: Sharing of scores obtained by users and of new emails.

Free online game for individual mobile phone users, and an extended
subscription-based game for organisations offering a continuously updated
database of emails and sharing capabilities.

All types of organisations and individuals needing to maintain their ability to
recognise phishing emails.

The market for gamified solutions aimed at training users to identify phishing
emails is growing rapidly. These solutions leverage engaging and interactive
methods to educate users about phishing threats, which is critical given the
increasing sophistication of phishing attacks and the growing importance of
cybersecurity awareness.

Examples of companies offering gamified phishing identification training
include: KnowBe4, Cofense, Proofpoint Security Awareness Training, PhishLabs.

G.Phishing.01: Sharing of phishing attack information.
G.Phishing.02: Relatively fun and competitive game to learn how to detect
attacks.

¢ Coverage of attack types
¢ Improved user awareness
¢ Amount of sharing

¢ Interpretability

User training to detect phishing and spoofing attacks (STRIDE Model :
SM1_Spoofing, MITRE Attack: M1017 - User Training)
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Minimum Viable
Product

recognising them.

Game that allows identifying malicious emails and the elements that allow

SWOT analysis — Anti-phishing game

Strengths

Improves the capability of users for identifying
phishing emails
Competitive game that stimulates its use

Opportunities

Can be used for training of employees of large and
small organisations
Increasing number of phishing attacks

Weaknesses

e Needs to be tested and used by a wide community
e Requires a large set of legitimate and phishing emails

Threats

e Need to guarantee sensitive
information

e Can be used by attackers to improve the generation
of phishing mails

e Other solutions exist making it a competitive market

e Difficult to convince users and organisations due to

the lack of time and efforts needed for cyber training

protection of
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3.3.11 CyberSuite Dashboard

Partner name
Organisation type

Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type
TRL - before
TRL - expected

Description

Main functions

Commercial
proposition

eBOS

SMEs technology provider

eBOS has a long history of fostering collaborations in R&D&I projects with EU
partners and is inherently open to new opportunities for collaborations with
interested partners. In particular, eBOS is interested in further developing and
exploiting its Research & Innovation activities over a broad range of horizontal
and vertical sectors, including 5G/6G and beyond wireless technologies,
transport & logistics, freight, sustainable mobility solutions, digital security &
cybersecurity, security of 10T, clean & secure energy, environment, resource
efficiency & biodiversity, smart agriculture, smart cities & buildings, Internet of
Everything, Edge-cloud continuum, border & external security, fight against
crime and terrorism, research infrastructure, defence etc.

e Utilisation of the eBOS dashboard/UX/UI portfolio

CyberSuite Dashboard

Software solution and service

TRL 5: Technology validated in relevant environment

TRL 7: System prototype demonstration in operational environment

The CyberSuite Dashboard is a personalized monitoring interface for SMEs,
presenting analytics and interpreting results in an actionable format. It provides
information on cyber threats with geo-spatial representation of network traffic
and facilitates real-time communication of risks to various user groups.
Additionally, it features a Collective Interactive Data Visualizer (CIDV) service
that promotes security exposure awareness and shared knowledge among
SMEs by visualizing attack vectors and identifying patterns and correlations
between events.

MF.Dashboard.01: Personalized monitoring dashboard with easily
understandable interface that presents the analytics and interpreted results in
an accessible, relevant and actionable form to the various end users. Capable of
providing information on cyber threats that have already been identified with
geo-spatial representation of network traffic (locations, areas, frequency &
duration of attacks).

MF.Dashboard.02: Real-time communication of the dimensions of risks to the
several identified user groups, and aid information in the direction of efficient
security risk management, advanced assurance and decision making.
MF.Dashboard.03: Collective Interactive Data Visualizer (CIDV) provided as a
service that fosters security exposure awareness and exposes shared
knowledge among SMEs in a user-friendly way. Its functionalities include the
visualization of attack vectors identified by the system, real-time log analysis,
threat hunting, patterns and correlations between events and actions taking
place among the infrastructures anonymously. By using CIDV, data that when
examined individually might seem normal, will be combined with shared
knowledge gained by the blockchain-enabled collective threat intelligence and
reveal patterns or correlations between them, which could possibly identify
security threats.

The CyberSuite Dashboard, while an advanced and intuitive front-end interface
designed for seamless integration and user experience, is inherently reliant on
sophisticated back-end modules and interfaces to function effectively. As a
result, the CyberSuite Dashboard cannot be commercially exploited as a
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standalone product. Its true potential is unlocked only when it operates in
conjunction with its complementary back-end systems, which provide the
necessary data processing, security protocols, and operational support.
Therefore, the value of the CyberSuite Dashboard lies in its integration
capabilities within a comprehensive cyber management ecosystem, rather than

as an independent commercial offering.

Targeted market and
status of the market

Key competitors
Gap analysis and
Unique selling points

Key Performance
Indicators

Threat analysis

Minimum Viable
Product

The CyberSuite Dashboard is tailored specifically to meet the cybersecurity
management needs of SMEs, providing them with an accessible and efficient
front-end solution integrated within the robust CyberSuite ecosystem.

Other commercial dashboard-creating tools

Gap analysis not applicable, since the dashboard is not a commercially available
tool and is a tailored solution for CyberSuite.

e Data Visualisation Error Rate
e Page & Charts Loading Time

Same threats as the ones of CyberSuite Assets of which information is
visualised through the Dashboard.

Provide a functional tool for managing cybersecurity, while also allowing for
future enhancements based on user feedback and evolving needs.

SWOT analysis — CyberSuite Dashboard

Strengths

Tailored to CyberSuite tools: Unlike general-purpose
off-the-shelf dashboards, the CyberSuite Dashboard
will be tailored for integration with the CyberSuite
tools and will be specifically designed for
cybersecurity monitoring, offering specialized tools
for threat detection, real-time log analysis, and
geospatial visualization of network traffic.

Collective Threat Intelligence: The integration of the
CIDV for shared knowledge among SMEs is a unique
feature that differentiates it from general analytics
platforms.

Real-time Communication of cybersecurity security
information and risks: CyberSuite's ability to provide
real-time updates on risks and security status is more
advanced than some off-the-shelf solutions, which
may not focus on real-time cybersecurity threats. This
enables users to take time-sensitive mitigation
actions in the face of security-compromising events.

User-friendly
design caters to varying levels of technical expertise.
Geospatial Offers
representations of network traffic and attack metrics.

Interface: Intuitive and accessible

Visualization: detailed visual

Opportunities

Weaknesses

No 3rd Party Integration Support: The CyberSuite
dashboard does not natively support integration with
cybersecurity tools which are not part of CyberSuite.
Potentially Resource Intensive: High real-time
processing demands might require significant
computational resources, unlike more lightweight,
general-purpose tools.

Higher Implementation Costs: Initial setup and
customization might be more expensive compared to
off-the-shelf solutions, which are often designed for
quick deployment.

Limited General Analytics Capabilities: While
CyberSuite Dashboard excels in cybersecurity
monitoring, it may lack the broad data analytics
capabilities and versatility of general-purpose tools
Vendor Lock-In: Due to its specialized nature and
unique features, users might face challenges in
migrating to or integrating with other analytics
platforms if they decide to switch, unlike more
standardised solutions which offer easier migration
paths

Threats
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Market Niche in Cybersecurity: Capitalize on the
increasing need for specialized cybersecurity
monitoring tools, a niche that general-purpose
dashboards do not fully address.

Collaboration with SMEs: Foster partnerships with
SMEs to expand the user base and improve threat
intelligence sharing, leveraging the unique collective
data visualization feature.

Al and Machine Learning Integration: Potential to
incorporate Al and machine learning in the future for
improved monitoring & response, enhancing
capabilities beyond what typical dashboards offer.
Global Expansion: Expand the dashboard's reach
globally, targeting regions with high demand for
advanced cybersecurity solutions, and differentiating
from more generic solutions

Rapidly Evolving Cyber Threats: The constant
evolution of cyber threats could challenge
CyberSuite's ability to stay ahead, whereas general-
purpose dashboards might not face this specific
threat.

Updates and Technical Support: Developing and
integrating a purpose-built dashboard solution will
require updates, for new features which may be
necessary in the future, bugs and security issues.
Competition: Established players like Power BI,
Tableau, and Google Data Studio have strong market
presence and extensive feature sets and integration
potential.

User Adoption Resistance: Potential resistance from
users hesitant to adopt new, specialized systems over
familiar, general-purpose tools.

Economic Downturns: Economic instability could
reduce the budget SMEs allocate for cybersecurity-
specific solutions, potentially favouring cheaper,
general-purpose dashboards.
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3.3.12 CyberSuite Marketplace

Partner name S5

Organisation type Technology provider

Marketplace for cybersecurity tools and services that can be integrated with
and extend the default offerings of the CyberSuite Framework

Strategic focus area(s)

e Creating a Marketplace solution that could be re-used in the future in
other areas beyond cybersecurity

Relevance of e Collaborating with other stakeholders in the project.

CyberSuite to partner e Opportunity on experimenting with the integration of cybersecurity
tools and services.

e Qutreach to a wider prospective customer base

Asset name CyberSuite Marketplace

SecaaS (Security-as-a-Service) Marketplace providing access to cybersecurity
Asset type services (such as configuration files, policy templates etc.) compatible with and
extending the capabilities of the default CyberSuite Framework

TRL - before TRL 7: System prototype demonstration in operational environment

TRL - expected TRL 9: Actual system proven in operational environment

It is a marketplace that allows end-users find and deploy mix-and -match
Description services that will extend the capabilities of their CyberSuite Framework
deployment.

MF.Marketplace.01: Onboarding and managing security services compatible
with the CyberSuite Framework (for service providers)

MF.Marketplace.02: Exploring and acquiring cybersecurity solutions and

Main functions services that extend the default offerings of the CyberSuite Framework (for
service consumers)

MF.Marketplace.03: Integration with the CyberSuite Framework to allow easy
service onboarding and service suggestions based on the target infrastructure.

Allow service consumers that are already using the CyberSuite Framework, to
extend its capabilities and cover emerging needs. Potential new adopters for
the CyberSuite Framework get a better understanding of what they can do
with the CyberSuite Framework through the service profiles available in the
Marketplace

Provide a modern platform for service providers to upload their services and
extend their outreach

Commercial
proposition

Secaa$ Market

Driven by the rising incidents of cyber attacks and the ever evolving
digitisation, as well as the growing awareness on the importance of security,
the global SecaaS market reached USS 16.6 Billion (approx. 15.5 Billion €) in
2023 and is expected to reach USS$ 51.3 Billion (approx. 48 Billion €) by 2032.

Targeted market and
status of the market

Azure Marketplace (plugins, add-ons and other services for infrastructures on
Azure cloud)

AWS Marketplace (plugins, add-ons and other services for infrastructures on
AWS cloud)

OVHCloud Marketplace (plugins, add-ons and other services for infrastructures
on OVH cloud)

Cyberwatching Marketplace (catalogue of services developed by EU funded
projects)

Key competitors
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Gap analysis and
Unique selling points

Key Performance
Indicators

Threat analysis

Minimum Viable
Product

SecurityScorecard Marketplace (extensions and integrations for the
SecurityScorecard risk management solution)

CyberRes by opentext Marketplace (extensions and integrations for the
CyberRes security products)

CrowdStrike Falcon Marketplace (extensions and integrations for the
CrowdStrike Falcon security products)

Sophos Marketplace (extensions and integrations for the Sophos security
products)

Cisco Security Technical Aliance Partners Program (3™— party integrations for
Cisco products)

Gaps from Limitations of predecessor (PUZZLE marketplace)
G.Marketplace.01: Limited service exploration features and Ul could be more
attractive/modern

G.Marketplace.02: Notifications

G.Marketplace.03: Service suggestions to appear on Marketplace side
G.Marketplace.04: Enhanced service maintenance and integrations between
Marketplace and CyberSuite Framework flows (e.g. for version updates)
G.Marketplace.05: Enhanced service provider views

Gaps from Key Competitors analysis

G.Marketplace.06: Provision of cloud-agnostic and CSP-independent security
solutions (vs key competitors 1,2,3)

G.Marketplace.07: Provision of solutions that can be easily onboarded on one
security platform (vs key competitor 4)

G.Marketplace.08: Suggestion of services based on end-user/target
infrastructure (vs all key competitors)

G.Marketplace.09: Go beyond traditional security with the provision of a state-
of-the-art, innovative and performant cybersecurity services (vs all key
competitors)

Unique Selling Points

Attractive pricing / plans / business model both for security service consumers
and providers

High visibility and outreach for service providers through the CyberSuite
Campaign and communication activities

Advanced exploration and features for service providers and consumers

e Page load speed

e Responsiveness

e Registered Users

e Marketplace User acceptance — Service Providers

e Marketplace User acceptance — Service Consumers
e Service download

Same threats as the ones of CyberSuite Assets that are delivering their
‘extension’ services through the Marketplace

Enhanced views for service providers and service consumers, with services
compatible with the CyberSuite Framework already onboarded and available,
time to identify a new service of interest, time to deploy a new service in the
CyberSuite Framework

SWOT analysis CyberSuite Marketplace

Strengths ‘ Weaknesses
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e Advanced service exploration and marketplace
features, combining the best practices in the market.

e Easytoonboard services even by non-technical SMEs
through underlying integration with the CyberSuite
Framework, fostering the DevSecOps paradigm.

e Empowering SMEs in securing and
maintaining/updating their infrastructure without
the need to hire or contract SecaaS companies or
cybersecurity professionals

e Services are easy to onboard and compatible with the
CyberSuite Framework (for service consumers)

e Service provision is accessible even to service
providers outside the consortium (for service
providers).

e Service suggestions can be a game-changer for non-IT
SMEs (note: to be available in CyberSuite
Marketplace)

e High visibility and outreach for service providers
through the CyberSuite campaign and
communication activities (note: applicable in the
context of CyberSuite)

e Services to be available through attractive pricing
plans against competition (note: as part of
exploitation and business model planning)

Opportunities

e Wide outreach through the market ecosystem and
campaign activities of CyberSuite

e Target audience (SMEs) with little or no knowledge of
cybersecurity, with limited offerings, thus facing less
competition.

e Enhance the predecessor PUZZLE Marketplace by
addressing recognised limitations with new features
and improvements on existing features, (e.g.
additional service exploration features, more
attractive and modern U, notifications, Service
suggestions to appear on Marketplace side, Enhanced
service maintenance flows, enhanced service
provider views)

Keeping up with the ever evolving cyber threat
landscape can be challenging

The end-user should adopt the CyberSuite
Framework as a prerequisite to use the CyberSuite
Marketplace services

Threats

CSPs and big cloud providers (such as AWS and Azure)
are among the competitors

The target audience has little or no budget to invest
in cybersecurity services.
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3.4 CyberSuite Framework

The CyberSuite Framework aims to offer a holistic cybersecurity solution, that will cover the complete
DevSecOps cycle by bringing together the individual CyberSuite assets presented in the previous section. It
will allow users easily find, deploy, use and manage diverse cybersecurity solutions to protect their
infrastructures, in a modular manner to cover their specific needs, but at the same time with the appropriate
integration points and management interfaces, that will maximize cross-asset usage of information and
minimize the required configuration, maintenance, management, and monitoring effort.

Partner names MlI, S5, ENTHEC, CG, INQBIT, UBITECH, EBOS, COMPELLIO, PLUR
Organisation types Researchers, technology and service providers, industrial partners.
Strategic focus areas Framework of network security tools and services.

e Offering tools and services for SMEs in CyberSuite’s Framework;
e Integrating different tools and services;

Relevance of e Defining open APIs for integrating complementary solutions from
CyberSuite partners involved or third parties;

e Collaborating with other stakeholders in the project and external;
e Defining a roadmap for exploitation.

Solution name CyberSuite Framework

Cybersecurity Framework integrating different software solutions, hardware
solutions, services, threat intelligence sharing.
TRL before TRL 2: Technology concept formulated.

Solution type

TRL expected TRL 7: System prototype demonstration in operational environment.
Framework of tools provided following the Security as a Service (SecaaS)
Description paradigm making them easier-to-deploy, easier-to-onboard, mix-and-match
services for improving the cybersecurity awareness and stance of SMEs.
MF.Framework.01: Cybersecurity tools and services provided by the CyberSuite
technology partners and 3™ party tool providers.

MF.Framework.02: Collection, visualisation, exchange and analysis of CTI data
among SMEs and cybersecurity providers.

Main functions MF.Framework.03: Automated or semi-automated triggering of defensive
mechanisms and strategies.

MF.Framework.04: Configuration of CyberSuite Tools

MF.Framework.05: Aggregation of monitoring data and incidents
MF.Framework.06: Facilitate integration with the CyberSuite Marketplace
Commercial Mixture of open-source and commercial solutions integrated to provide cyber
proposition security for SMEs with different expertise and requirements

The CyberSuite Framework comprises an extensive set of integrated or loosely
integrated solutions to meet the cybersecurity requirements of SMEs.

The market for these types of frameworks is experiencing significant growth
and evolution, driven by the increasing complexity and frequency of cyber
IET-CECINETUEELMM threats, regulatory requirements, and the expanding digital ecosystem.

status of the market The National Institute of Standards and Technology's (NIST's) Cybersecurity
Framework (CSF) provides guidelines to all types of organisations for reducing
cybersecurity risk, but it does not propose any solutions.
https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-

20/final
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Key competitors

Gap analysis and
Unique selling points

Threat analysis

Key Performance
Indicators
Minimum Viable
Product

e End-to-end solution

Cybersecurity frameworks usually refer to guidelines and certification methods.
Frameworks that actually integrate different solutions are, for instance, SIEM
(Security Information and Event Management) Systems, Unified Threat
Management (UTM) Systems, and Security Orchestration, Automation, and
Response (SOAR) Systems. These are proprietary solutions that do not allow
different stakeholders to integrate their products in a common marketplace.
Existing marketplaces concern security offers provided by large players for their
own platforms, such as AWS, Azure, Google cloud, Splunkbase, and IBM
Security App Exchange. In some cases they allow third-party vendors to
integrate their solutions.

A CyberSecurity Framework that aggregates various cybersecurity products and
services. Some of the main providers (but for their specific platforms) are: AWS,
Azure, Google Cloud, IBM Security App Exchange for QRadar, Cisco for their
ecosystem, Splunkbase for extending Spunk. Main competitors offering generic
Frameworks include: Palo Alto Networks, Fortinet’s Security Fabric, Bitdefender
GravityZone, Check Point Infinity.

Lack of European security framework and marketplace that allow the different
CyberSuite partners to integrate and propose their solutions.

G.HZ.1% Framework needs to be based on a common identity management
service

G.HZ.2: Access to the integrated tools and services through a centralized access
point (i.e. the CyberSuite dashboard)

G.HZ.3: Allow the user to select if need to use local installation or online
services of the provided tools

G.HZ.4: Extensive administration control needed, covering both services and
policies

The CyberSuite Framework will be able to cover the threats and attack
techniques covered by the individual Assets it is comprised of.

Quality (Unit tests, Integration Tests, E2E Tests etc.)
User Experience & Acceptance Metrics

As defined in Section 4.5.4

Strengths

SWOT analysis — CyberSuite Framework

‘ Weaknesses

e Integration complexity of the overall solution

e Easy to adopt and use: Plug-and-play, Open API- |e Many proprietary APIs for cybersecurity detection
based services, Open-Source tools and protection
e Transparent: no backdoors, easy to determine what |e  Established infrastructure management system

is provided

e  Partners expertise and baseline services
e Strategic leading position of partners in targeted

communities

e Secure and privacy-preserving sharing of Cyber
Threat Intelligence (CTI)

vendors

9 HZ = Horizontal Feature
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Opportunities ‘ Threats
e No equivalent integrated Marketplace and |e Third party closed source used by security providers
Framework adapted for SMEs e Lack of established standards for SME security
e Increasing number of cyber threats in all sectors e Emergence of new cyber threats

e Widespread deployment of open loT/Edge/Network [e  Emergence of competitive solutions
environments generating huge amounts of data

e Increased awareness of risks, protection and
resiliency requirements from SMEs

e Business models requiring security-by-design

e Open-source projects are on the rise and are
increasingly used
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4 CyberSuite Portfolio

The CyberSuite Portfolio presents from a market- and user-oriented perspective the current status, vision
and foreseen offerings of the CyberSuite solution, both at the modular level (per asset), but also at the
Integrated CyberSuite Framework level. Under this scope, the individual findings from the commercial
maturity assessment, gap analysis and KPIs definition are compiled to provide a synthetized overview of the
assets’ current standpoint and the Framework as a whole. This highlights opportunities for improvement of
existing solutions and their integration within the project. Afterwards, the section proceeds with the
elaboration on the CyberSuite MVP that sets an initial roadmap for upcoming requirements engineering and
development activities. It begins with the definition of the User Stories as the first step of the feature
extraction process. These illustrate the offerings of the CyberSuite Portfolio to its target audiences. User
Stories are then preceded by the extraction of the complete list of envisioned features and conclude with the
compilation of the CyberSuite MVP in the form of a prioritized feature list from both technical and business
perspectives, based on a value/effort analysis.

4.1 Updates from First Iteration
The main updates performed in this section are outlined below:

Cyberthreat Landscape: Deliverable D2.1 included a high-level identification of the threat landscape relevant
to CyberSuite. In the second iteration of WP2 activities, a structured methodology for the identification of
threats and attack techniques relevant to CyberSuite has been introduced (Section 2.7). The results of this
analysis are compiled in a dedicated subsection (Section 4.3.2) of this deliverable.

Compilation of KPIs: The preliminary KPIs presented in D2.1, have been further elaborated based on insights
gained from technical work and demonstrators planning activities, utilising the KPls Framework introduced
in Section 2.6. The compilation of all KPIs is presented in Section 4.4, while Annex Ill and Annex IV contain
the detailed KPI lists per asset and demonstrator respectively. D2.2 contains not only the complete lists of
KPIs per asset and for the CyberSuite Framework, but also the demonstrators’ KPIs.

Minimum Viable Product (MVP): D2.2 contains the updated version of the MVP initially defined in D2.1. In
order to facilitate a user-centric design for both types of target end-users, CyberSuite Personas have been
introduced under each Actor category. These personas will drive the design decisions at a later stage, by
encapsulating the user background, motivation and difficulties. These Personas have been extracted from
AS-IS and TO-BE interviews with the use case partners, performed in the context of WP4, as well as based on
desk-based research on cybersecurity solutions end-users and their needs [9][10][11]. Furthermore, one of
the key enhancements in the envisioned solution since the initial version of the MVP in D2.1 is the identified
added value from the interplay between services, instead of the more simplistic approach of the initial
version that was foreseeing mainly a deployment of individual services. This enhancement is reflected in the
updated User Stories, and in specific features that have been updated to include these interplay and cross-
asset exchanges. Additionally, the User Stories backlog has been enhanced with user stories that cover
compliance aspects. The detailed features per asset have also been refined with examples and some new
features added to cover emerging needs based on feedback from interviews with the CyberSuite
demonstrators and technical partners. The results presented in the features prioritisation section have been
updated compared to D2.1 to reflect outcomes from the second round of feature voting. The consolidated
CyberSuite MVP presented in D2.2 constitutes the second and final version of the CyberSuite MVP and will
drive the development, integration and demonstration activities of WP3 and WP4.
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4.2 Commercial Maturity

CyberSuite focuses on providing an integrated or loosely integrated cybersecurity framework tailored to the
needs of SMEs and mid-sized enterprises (MEs). The commercial maturity of the assets and framework is
anchored in the expertise and background of the consortium partners leveraging their existing technological
assets to deliver a comprehensive end-to-end cybersecurity solution. The CyberSuite Marketplace simplifies
the adoption of advanced cybersecurity services through a user-friendly and accessible platform that
supports the complete DevSecOps cycle: planning, building, testing, deploying, operating, monitoring, as well
as horizontal aspects.

The sectors targeted include Energy, eHealth, Mobility & Transport, and Agrifood, though the framework is
versatile enough to extend beyond these domains. The market analysis indicates a growing demand for
cybersecurity solutions driven by the increasing frequency of cyber threats and expanding digital
transformation across various sectors. The competitive analysis reveals that CyberSuite's unique selling
propositions including its integrated or semi-integrated architecture, ease of deployment and adoption, and
the expertise and specialized know-how of its consortium partners.

CyberSuite will leverage a mixed open-source and commercial framework complemented by value-added
services, such as training, customizations, maintenance, and optimizations. The framework is designed to
ensure transparency, interoperability, and privacy-preserving capabilities. Key competitors include
established solutions from global players, as well as open-source solutions. However, the global players
mainly provide cybersecurity for their own platforms, and the open-source solutions do not provide a
complete marketplace composed of contributions from multiple stakeholders.

The SWOT analysis conducted for each asset and framework reveals core strengths such as end-to-end
coverage of cybersecurity needs and deep domain partner expertise. While identified weaknesses include
integration complexity and challenges and the presence of proprietary APIs.

The following Table compiles and summarises the commercial maturity level and SWOT analysis for the
different assets described in Section 3.

Table 4.1 - Compilation of Assets Maturity and SWOT Analysis

Asset Name Initial TRL Target TRL | Overall Maturity Level

Summary of SWOT Analysis

High. Needs to be proved | Clear opportunities and strengths
ACAS TRL7 TRL9 in Operational but in a highly competitive
environments market.
Security of web apps surpassing
WAF. Steep learning and
Seer Box TRLS TRLY High. integration cyrves. Establlshgd
players offering comprehensive
WAF and API protection
solutions.
iHn Ifeh'r':fee dd\s/vftohti::]e Adapted for SMEs. Centered on
PUZZLE TRL7 TRL9 8 . Kubernetes. Emergence of
CyberSuite Marketplace competitive solutions
and MAESTRO P '
SASTer TRLY TRLS Good. Neets to expand Ithegrat|on WIFh. other tools but
user base. highly competitive market.
Gon, et beproved | 1 P27 0 e
Pentesting TRL6 TRL8 in Operational . .
. pentesting in particular
environments .
environments (5G networks).
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Medium. Limited support
for continuous integration
and technologies. Needs

Centered on Kubernetes

MAESTR TRL TRL7 tem th tl
STRO > to be integrated with ZEZT\\/{:sem at constantly
PUZZLE for additional
security capabilities
Answers real needs from SMEs
GEIGER Good. Tested by man with little or no cybersecurit
Toolbox TRL7 TRLS ' y many Y Y
SMEs. knowledge, but hard to convince
GEIGER CA
users to adopt.
Medium. Several Difficult to convince that it is
BCBCTI TRL6 TRL8 challenges need to be needed in the cybersecurity
addressed. domain.
Enables connectivity and
KARTOS TRLY TRLY Very high. Ready for addresses a real need. Adopters
market. hard to convince. Huge market
with little competition.
Anti- Good. Needs to be proved | Good opportunities but difficult
phishing TRL6 TRL8 by a large population of to involve large number of users
game users and need to address privacy.
Tailored to CyberSuite and
offering shared CTI. Limited
Low. Needs to address functionalities and dependency
Dashboard TRL5 TRL7 . . . .
ashboar CyberSuite requirements. | on CyberSuite. Established
competitors and reluctant user
adoption.
Marketplace | TRL7 TRLY High. Needs further Dependency VYIth Cyber?wte
developments. Framework. Big competitors.
Offers good coverage of
Low. Tools need to be DevSechs cyberseFurlty needs.
. No equivalent solution. Overall
integrated and L .
Framework | TRL2 TRL7 > . complexity is high Established
configuration and . .
o providers of cybersecurity
deployment not unified.
management systems. Steep
learning curve.
Competitive market but a
comprehensive framework
offering many tools covering
Good maturity level different aspects is innovative.
ALL N/A N/A y Need to assure that the learning

globally

curve is not too steep, and need
to convince potential users
through trainings and dedicated
events.
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4.3 Gaps Analysis and Cyberthreat Landscape

4.3.1 Gaps Analysis

The gap analysis conducted within CyberSuite identifies several critical areas where current solutions fall
short, highlighting unmet needs and emerging threats that are not adequately addressed. These gaps span
across functionalities, technologies, services, geographic regions, and user adoption challenges.

Functional gaps include the need for enhanced analysis of encrypted traffic and detection of unknown
attacks, as well as the integration of advanced capabilities like Root Cause Analysis and machine learning-
based analysis. Service-related gaps involve the necessity for improved customer support, managed
cybersecurity services, and compliance assistance tailored to SMEs. Geographic gaps highlight underserved
regions, and targeted user gaps focus on users struggling with understanding and adopting cybersecurity
solutions.

Furthermore, by organising hackathons and outreach activities, CyberSuite plans to engage prospective end-
users, validate solutions, and gather feedback to refine its offerings. This proactive approach helps in
identifying and mitigating potential cyber threats while adapting to the dynamic cybersecurity landscape.

The following Table compiles and summarises the gap analysis of the different assets described in Section 3.
Table 4.2 - Compilation of Gap Analysis

Asset name ‘ Identified market gaps

Adaptable probes for different network infrastructures. Al-based root cause

ACAS analysis. ML management.

Seer Box Web security tailored for SMEs.

PUZZLE SIEM for Kubernetes. Threat management for SMEs.

SASTer Leverages open-source SAST tools supporting multiple technologies and providing
detailed report.

Pentesting Compilation of different pentesting techniques. Traffic generation for 5G.

MAESTRO Kubernetes security and policy-based scalability.

g::gia Z(:\olbox Cybersecurity assessment and recommendations for laypersons and SMEs.

BCBCTI Smart contracts for CTI for SMEs.

KARTOS Knowledge-based attack prevention for SMEs.

Anti-phishing game Shared anti-phishing identification game.

Personalized monitoring dashboard for security awareness and knowledge
sharing.

Dedicated for CyberSuite and providing recommendations, notifications and
visibility for both server providers and consumers.

Dashboard

Marketplace

Framework European security framework for SMEs.

Each asset addresses existing gaps in the market, targeting SMEs with and
ALL without security expertise, that will be the unique selling points of the CyberSuite
Framework and Marketplace.

4.3.2 Threat Analysis

The cyberthreat landscape is continuously evolving, with increasing sophistication in cyber-attacks such as
zero-day exploits, advanced persistent threats (APTs), and Al-based attacks. CyberSuite aims to address these
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threats through a suite of innovative solutions that deliver the following capabilities: anomaly detection and
root cause analysis; identification of information leaks; improvement of user awareness, identification of
security vulnerabilities, secure and privacy-preserving exchange of cybersecurity information, testing of the
application’s and network's resilience to cyber-attacks, real-time updates on risks and security status,
assessment of SMEs for cyber threat exposure, recommendations and user instructions for configuring
security controls and answering practical cybersecurity questions, orchestration of security applications to
adapt to changing requirements and threats, management of firewalls and notifications with other tools
about security alerts; and, through the Marketplace, facilitate the extension of cybersecurity capabilities to
meet emerging needs and ensure that the integration and management of cybersecurity tools and services
are streamlined and effective across the entire lifecycle.

The threat analysis performed following the methodology described in Section 2.7. The results obtained are
depicted in the following two figures.

Deployment tool, not ACAS N—_ /‘SMLSPOOﬁHQ 3)
related to threats . ) \ "SM2_Tampering (1)
Seer Box NN\ / SM3_Repudiation (0)
PUZZLE \ 'SM4_Information disclosure (2)
Used to help end-users ' SM5_Denial of service (5)
to implement controls N SAST . o
\ &l N SM6_Elevation of privilege (1)
Horizontal applications that AN Featesting ' \ O1_Broken Access Control (1)
i 02_Cryptographic Failures (1
are covering the same MAESTRO \ 92 'yptograp (1)
categories as their underlying \ 03_Injection (3)
CyberSuite segurity services \ GEIGER Toolbox \\04_Insecure Design (2)
BCBCTI %OS_Securlty Misconfiguration (4)
- \06_Vulnerable and Outdated Components (6)
KARTOS g |\ 'O7_ldentification & Authentication Failures (2)
Dashboard "108_Software and Data Integrity Failures (1)
GEIGER Conver. Agent ““‘09 S ity Loaaina & Monitoring Fail 1
Marketplace | O9_Security Logging onitoring Failures (1)

Anti-phishing Game / '010_Server-Side Request Forgery (1)

CyberSuite Framework

Figure 5: STRIDE and OWASP threat/risk to tool mapping

Figure 5 shows what STRIDE threats and OWASP risks are addressed by each CyberSuite security tool
(represented by line segments). Some of the threats and risks are addressed by more than one tool but they
are complementary since they use different techniques and analyse different types of data to detect
anomalies (e.g., network traffic, application logs, web, source code). Only the STRIDE threat
SM3_Repudiation (e.g., lack of proof of the integrity and origin of data) shown in red is not covered by any
tool.
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T1078 Valid Accounts DS0029 Network Traffic Analysis
T1190 Exploit Public-Facing Application ACAS DS0018  Firewall
T1548 Af)use Elevatiorl Control Mechanism Seer Box T1595.001 Reconnaissance - Active Scanning - Scanning IP Blocks
T1562 Dlsal?le or Modify Tools T1595.002 Reconnaissance - Active Scanning - Vulnerability Scanning
T1562 Impair Defences \ PUZZLE . ] T1595.003 Reconnaissance - Active Scanning - Wordlist Scanning
T1110 Brute Force . \ T1596.005 Reconnaissance - Scan Databases
T1552 Unsecured Credentials \ SASTer | T1190 Initial Access - Exploit Public Facing Applications
T1863 User Execution \ \ N\ |T1195.002 Initial Access - Supply Chain Compromise
- Pentestin

T1598.001  Spearfishing link \ g |\ \[T1499  Endpoint Denial of Service

T1596.003  Digital certificates |\ MAESTRO \ '\ [T1498  Network Denial of Service

T1583.008  Malvertising \ |

T1587.002  Code signing certificates \ GEIGER Toolbox \ T1620 Reflective Code Loading

T1587.003  Digital certificates \ | |T1058  Command and Scripting Interpreter

T1588.003  Digital certificates ~ BCBCTI \ 1[T1070.004 Indicator Removal on Host: File Deletion

T1608.003 Install digital certificate \ 1 T1003 0S Credential Dumping
T1592 Gather Victim Host Information / KARTOS T1037 Boot or Logon Autostart Execution
T1589  Gather Victim Identity Information | [T1071 Application Layer Protocol
T1590 Gather Victim Network Information GEIGER Conver. Agent "“.‘_ T1055 Process Injection
11597 Search Closed Sources Anti-phishing Game “ [T1190 Exploit Public-Facing Application
T1696 Search Open Technical Databases IT0871 Execution through API

T1593 Search Open Websites/Domains
T1594 Search Victim-Owned Websites

N

M1017  User Training

Figure 6: MITRE attack techniques to tool mapping

Figure 6 shows which types of attacks are addressed by the CyberSuite security tools (represented by line
segments and rectangles). Some of the techniques are addressed by more than one tool (indicated in bold in
the figure) but they are complementary since they cover different aspects of the threats and, as before, use
different detection mechanisms.

To summarize, the tools address a wide range of cyberthreats across multiple critical areas of SMEs' digital
infrastructure. These tools are designed to monitor, detect, and mitigate risks in network traffic, code,
endpoints, websites, databases, hosts, user errors, and certificates, ensuring robust protection against
evolving threats. For network traffic, the tools analyse and monitor data flows to identify anomalies,
intrusions, and potential data exfiltration attempts, leveraging intrusion detection and prevention to block
malicious activities. With respect to code, they focus on securing software and applications through static
and dynamic code analysis, identifying vulnerabilities such as SQL injection or cross-site scripting (XSS) during
development and in deployed environments. Endpoints, including devices like laptops, desktops, and mobile
devices, can be better protected from various threats through Endpoint related analysis for the calculation
of threat exposure (when the required monitoring data are available) and recommendation of the most
suitable security controls. Websites and web applications are safeguarded against attacks like DDoS, brute
force, and zero-day exploits using web application firewalls (WAFs) and vulnerability scanners. Databases,
which store sensitive information, are secured against unauthorized access, SQL injection attacks, and
misconfigurations through database activity monitoring. Hosts, such as servers and virtual machines, are
protected from vulnerabilities and malware using host-based intrusion detection and security information
and event management. To address user errors, which often lead to data leaks, weak passwords, or phishing
attacks, the tools incorporate security awareness training and data loss prevention mechanisms. Finally,
secure exchange of Collective Theat Intelligence through blockchain mechanisms will facilitate better
response to emerging threats.
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4.4 Compilation of KPIs

A comprehensive framework for the definition and identification of KPIs has been devised in the context of
D2.1 (section 2.6). This framework has been utilized in the frame of technical work (WP3) and use-cases
specification (WP4) in order to extract the list of KPIs per asset, for the CyberSuite Framework, and for the
evaluation of the demonstrators respectively. These KPIs will guide the development and refinement of tools
within the CyberSuite portfolio, ensuring that they deliver tangible benefits to end-users.

The indicative and non-exhaustive list of KPIs collected by the individual assets in D2.1 has been further
enhanced in D2.2 and is presented in the following Table 4.3. The list of the Framework KPls is presented in
Table 4.4. Additionally, D2.2 introduces the KPIs of the four CyberSuite use cases (EnergyTracker, Railway
Monitoring, Digital Health [12], and Agrifood) in Table 4.5. For the purpose of easier readability, the following
lists include only the metric categories and names. The reader can find In Annex Il and Annex IV the detailed
specification of the Assets’, Framework’s and Demonstrators’ KPIs, including the way to measure, where to
measure, target and acceptance values and other information, as defined in the KPI definition Template. It
should be noted that the Demonstrators’ KPIs initially defined here will be further detailed (e.g. definition of
baselines through pentesting to see the testbeds’ reaction to attacks, or questionnaires to measure current
personnel awareness status) in WP4.

Table 4.3 - Compilation of Asset KPIs

Asset name | KPA / KPA — Subcategory KPI - Metric

e False positive rate
Technical/T.1-Quality e True negative rate
e Dropped packet rate
e Precision of metrics

Technical /T.3 - Performance * Scalablnllty
e Detection delay
ACAS e Mitigation delay
Technical/T.4 - Deployment and . .
e Time torestore service
Update

e ML-based behaviour analysis

e Explainability of results

e Interoperability with orchestrator and other
security solutions

Technical/ T.2 - Delivery of e Average deployment frequency

requirements e Lead time for changes

e Analyse Web Traffic

e Detection of Broken Access

e Detection of Injection

Technical /T.3 - Performance e Publish a Black List Feed

Business /B.1 - Added Value

Seer Box e Publish a ModSecurity Rules Feed
e Detection of Security Alerts
e Automatic Network Rules Definition
Technical/T.4 - Deployment and ) .
e Time to restore service
Update
Business /B.1 - Added Value e Mean time between scans
Technical / T.3- Performance e Ability to identify vulnerabilities
PUZZLE Technical / T.4 — Deployment and e Quarantine
Update e Adaptabilty of protection services
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Number of applications using risk assessment
Business /B.1 - Added Value Us"_"?"? of controls !ISt_
Abilitity to detect incidents
Up-to-date threats information
(Target Application’s) Code coverage
Technical / T.3 - Performance Vulnerability Detection Rate
Analysis Time Efficiency
Technical/ T.4 - Deployment and
proy Time to deploy
SASTer Update
Technical/T.4 - Deployment and
Update Time to configure updates
, Business/ Added Value (B.1)
Business/B.1 - Added Value Supported programming languages
Technical/ T.1 -Quality Number of attack types
Pentesting Business / B.1 — Added Value Integration of pentesting tools
Business / B.2 — Adoption & User Interpretability of results
Acceptance
Protect K8s deployment
Technical/ T.2 - Delivery of Undate deplo ?ne\;t
MAESTRO requirements, Business/ B.1 - Mp P I'y i
Added value anége app |‘ca |‘on
Monitor application
Technical/ T.2 - Delivery of Average deployment frequency
requirements Lead time for changes
Mean time for CG scan
Technical/ T.3 - Performance Mean time for CA response
Cossack Labs Mobile Security Score (CL MSS)
Technical/ T.4 - Deployment and Time to restore service
GEIGER Update Ch fail t
Toolbox & p angg ailure rate
CA Mean time between scans
CG Score for active users
Business/ B.1 -Added Value Time to address critical threat
F-score for recommendations
Task success rate
Business/ B.2 - Adoption & User
Net promoter score
Acceptance
Technical/ T.4 - Deployment and
Und proy Frequency of updates
BCBCTI pdate
Business/ B.1 - Added Value Number of system integrations
False Positive Rate
Technical / T.3 - Performance Mean time to respond (MTTR)
Average system latency
Technical/ T.4 - Deployment and Average configuration time
Update Frequency of updates
KARTOS i itori
Technical/ T.5 - Monitoring Contmuoys monitoring 24/7 .
Average time to generate an executive report
Business /B.1 - Added Value Ngmberof critical vulnerabilities identified in
third-party systems
Business / B.3 - Market Aspects Market penetratlt?n rate
Customer retention rate
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Technical/ T.1 - Quality

Coverage of attack types

Anti- e Improved user awareness
ichi Business/ B.1 - Added Value
phishing e Amount of sharing
game Business/ B.2 - Adoption & User .
e Interpretability
Acceptance
Dashboard |Technical / T.3 - Performance * DataVisualisation Error Rate

Page & Charts Loading Time

Marketplace

Technical/ T.3 - Performance

Page load speed
Responsiveness

Business/ B.2 — Adoption & User
Acceptance

Registered Users

Marketplace User acceptance — Service
Providers

Marketplace User acceptance — Service
Consumers

Service download

Table 4.4 - Compilation of Framework KPls

KPI - Metric

Asset name

Framework

KPA / KPA — Subcategory

Technical/T.1 - Quality

Percentage of code coverage

Code quality

Unit tests

Code coverage with unit tests

E2E tests

Integration tests

API Functionality

Framework Vulnerabilities & Risk Assessment

Technical/T.2 - Delivery of
Requirements

Features available
GDPR compliance
ALTAI adequacy for Al-based services

Technical/T.3 - Performance

Availability of Online Services
Error Handling

Business /B.1-Added Value

DevSecOps steps covered

Business / B.2 - Adoption & User

Acceptance

Overall satisfaction (5-pt MOS)

Overall Usability and User Experience (5-pt mean
opinion score MOS)

Customisation of Framework and services
Interpretability of results

Level of automation (zero-touch network and
service management)

Trustworthiness

Ease of CyberSuite solutions installation

Ease of CyberSuite solutions use

Satisfaction with Ul / Look and Feel

Satisfaction with available documentation and/or
user guides

Likelihood for recommendation
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Demonstrator

Table 4.5 - Compilation of Demonstrators KPls

KPI - Metric

name

EnergyTracker

KPA / KPA — Subcategory

Cybersecurity /C.1 - Preparedness

Asset Coverage

Risk Scoring

Attack techniques covered by cybersecurity
services

Critical Code Coverage with SAST Tools
Reduction in successful Penetration Testing
attacks

Cybersecurity/ C.2 - Mean-time
metrics

Mean Time to Detect Cybersecurity Incidents
Mean Time to Achnowledge Cybersecurity
Incidents

Average Time for Risk Assessment

Average Time for Cybersecurity Monitoring
Overview

Cybersecurity/ C.3 - Patching
Cadence

Average time to Patch/Remediate

Cybersecurity/ C.4 — Security
Incidents / Intrusion Attempts &
Response

Percentage of identified cybersecurity incidents
blocked

Cybersecurity/ C.5 Awareness

Acknowledgement of Identified Incidents and
Suspicious Behaviour

Personnel cybersecurity situational awareness
(EnergyTracker cybersecurity status and general
cyberhygiene)

Business/ B.2 - Business KPIs per
demo

Mean Time to Acknowledge Failure is due to
cybersecurity incident

Cybersecurity /C.1 - Preparedness

% of relevant attacks addressed
Asset coverage

Cybersecurity /C.2 Mean time
metrics

% mean time to detect and respond to incident

Cybersecurity /C.3 Patching
Cadence

Frequence of patching
Downtime during patching

Railway
Monitoring Cybersecurity /C.4 - Security Security incidents
Incidents / Intrusion Attempts & Security incidents or system intrusion that
Response require manual intervention
Cybersecurity /C.5 Awareness Awareness
Business / B.2 - Business KPIs per Client trust
demo Cybersecurity compliance in public tenders
Measure Asset Coverage
Risks Identification/Risk score
Cybersecurity / C.1 - Preparedness Successful Vulnerabilities Identification
(Percentage)
Digital Health Measure Exposure to Deep/Dark Web

Cybersecurity / C.2 - Mean-time
metrics

Mean Time to Detect Cybersecurity Incidents

Cybersecurity / C.3 - Patching
Cadence

Percentage of components Patched
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e Percentage of cybersecurity incidents
resolved/blocked

e Number of cybersecurity incidents not blocked
under testing

e Number of citizens provided answers to

C.5 Awareness cybersecurity questionnaires

e Cybersecurity awareness increase

Cybersecurity / C.4 - Security
Incidents / Intrusion Attempts &
Response

Business & Adoption/B.1-
Incident Response & o Number of different CyberSuite services adopted
Communication

e Asset Coverage
e Percentage of Relevant Attacks Addressed
Cybersecurity / C.2 - Mean-time e Mean Time to Detect (MTTD)

Cybersecurity / C.1 - Preparedness

metrics e Mean Time Between Failures (MTBF)
Cybersecurity / C.3 - Patching
Agrifood Cadence e Percentage of components Patched

Cybersecurity / C.4 - Security
Incidents / Intrusion Attempts &
Response

Business & Adoption /B.2 -
Incident Prevention & Reduction

o Number of Security Incidents per Month
e Percentage of Incidents Resolved

e Reduction in Security Incidents Over Time

4.5 Minimum Viable Product (MVP)

4.5.1 CyberSuite Personas and Actors

The CyberSuite Framework aims to provide a holistic and affordable cybersecurity solution to SMEs. The
following Actors are envisioned from the scope of the CyberSuite Framework, based on the nature and
purpose of their interaction with the CyberSuite Framework and its tools:

CyberSuite Service Consumers (primary Actor, target end-user):

The main target stakeholders of the CyberSuite tools and Framework are entities (e.g., SMEs and other
organizations) that want to benefit from the consumption of cybersecurity services. These can be drilled
down into two main categories:

1. entities that consume 3 party IT services for their own business applications and want to safeguard
their infrastructures against cyberthreats (e.g. hospitals that have IT infrastructures, using software
by technology providers). The target system for these service consumers is their own infrastructure
and onboarded services/devices.

2. entities that provide IT-related services to their customers and want to ensure that these services
are secure. The target system for these service consumers is the applications they are developing
and/or the infrastructures they are providing to their customers as a service.

CyberSuite Service Consumer Personas

The individuals expected to interact with the CyberSuite Framework from the side of a Service Consumer
entity could have various roles within their internal organisational structure. We envision that a typical
CyberSuite Service Consumer, would typically have either a business role (e.g. Non-IT Manager) or a technical
role (e.g. Network Administrator, IT Responsible, Operation Manager, DevOps).

Grant Agreement: 101145861 -81-



D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version

Consumer - Business Persona: These users, as illustrated in Figure 4-1, have a managerial role in the SME.

They may not have a technical or cybersecurity background, but want to be able to safeguard and monitor

the cybersecurity aspects of their IT infrastructure with minimal support.

Manager /Executive
in an SME (IT or

Limited or no

The SME operates an
IT Infrastructure

Ayber
4

The SME has
limited rescurces

non=IT} technical (e.g. an online shop) for cybersecurity
expertise in
cybersecurity May not have a
May work in dedicated IT Cyberaiﬁaifs ?if
regulated sector department or GArry nign ris
external linked to market
Gf?en cvbersecurit credibility or
Comfortable using rESpOﬂEL§1E for ¥y tinisiry ¥ customer trust
general-purpose managlmng PP

business risk
and approving
tech investments

software/ \ .
Interested in solutions automated, eas
dashboards g ¥

to adopt and manage internally

Limited
knowledge in
configuring
cybersecurity

tools

The terminclegy and
visualisations in
typical cybersecurity
tools may be hard to
interpret

Protect the SME's

Be facilitated in
infrastructure

being compliant
to cybersecurity
regulations

Protect business
continuity and . :
reputation QLfchu}ty in
discerning the
right choice of
tools for their
needs

Use KPIs or
Set up, monitor, and dashboards to
manage cybersecurity show ongoing
services with minimal | security status
budget and minimal
expert support

Cverwhelmed by
vendor options

Hidden-costs
concern (like
vendor lock=in)

or compliance
progress
Figure 4-1 - CyberSuite Service Consumer - Business User Persona

Consumer - IT/Technical Persona: These users provide IT-related services to an SME and are responsible for
ensuring the security of its IT infrastructure (Figure 4-2).
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Network Admin/IT
Responsible/Ops
Manager/DevOps in
IT on non=IT SME

Comfortable with
cybersecurity and
technical jargon

Protect their SME's

infrastructure
against
cyberattacks

Setup, monitor,
mitigate and
report about
cybersecurity
posture and

incidents

Strong
IT/Technical
Background

Knowledge of the
infrastructure
setup

Minimize reguired
time for
cybersecurity
management

Streamline tool
orchestration

Get centralized
wvisibility of
cybersecurity

status

Ensure the
infrastructure
remains resilient
from cyber
threats

Limited budgetary
resocurces for
cybersecurity

services

Need to combine
different
solutions from
different wvendors
in order to cover
all cybersecurity
aspects
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Responsible for
maintaining and
securing the
SME’s IT-based
infrastructure
(e.g. online
shop}

Has minimal
tooling and
external support
available

There is no
central point for
cybersecurity
monitoring and
management

Security tools
often lack
interoperability
or automation

Figure 4-2 - CyberSuite Service Consumer - IT/Technical User Persona

CyberSuite Service Providers (secondary actor, facilitator):

Entities (organizations or individuals) that develop and provide cybersecurity solutions that become part of
the CyberSuite Framework. These providers can be either external or internal to the consortium, and provide
services available through the Marketplace, extending the default capabilities of the existing tools.

CyberSuite Service Provider Persona

The specific actor is typically a developer of cybersecurity solutions that wants to increase their outreach
through participation in third-party SecaaS Marketplaces. Furthermore, they may be interested in developing
modules and extensions for third-party existing security solutions as part of their promotion strategy. Their
motivation, goals and frustrations are presented in Figure 4-3.
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Developer /
provider f/ wendor
of cybersecurity

solutions
tailored for SMEs

May be an external
technology provider or
an internal consortium

partner contributing
te the CyberSuite

portfolio

Create extensions
for already mature
Ird-party
solutions

Easily monitor
the service usage
performance

Strong
IT/Technical
Background

May be
responsible
for
maintaining
the service
lifecycle

Offer services
through 3rd- party
Marketplaces for
enhanced outreach

Simplify the
integration and
configuration
experience for
end users

Increase outreach
to SMEs that
could become

customers

Cffer services
through wiable
compensation or
exploitation
schemes

Participation in
Marketplaces may
regquire a lot of
effort for
management,
communications,
reaching
agreements on
delivery schemes

Figure 4-3 - CyberSuite Service Provider User Persona

CyberSuite Framework Administrators (secondary actor, facilitator):

Ayber
4

Test solutions
in real setups

Synergies with
other wenders and
existing
cybersecurity
solutions

Standing out in a
crowded Marketplace

Technical adaptations
for service deliwvery
through Marketplaces

Uncertainty about
long-term
incentives,
visibility or
support after
service onboarding

Individuals within the CyberSuite project, that act as the administrators of the CyberSuite Framework and

Marketplace (Figure 4-4).
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Support Service Ensure to the

Knowledge of the TrErtdnes omel extent possible
Technical CyberSuite Consumers in using that Service
partner of the Marketplace and the Marketplace Providers and
Cybersuite Framework go-to- aeffectively their services
project market strategy, meet trust and
conduct of quality
operations, Fnsure the smooth requirements
requirements for operation of the
Service Providers Marketplace and the
Framework

Moderate the Lack of single point

Resolve

Service Provider : of Limited
questions of , {sibilitv int
and service Users management/moderation/ ¥visibilily into
registration o monitoring automation gaps
process
, . Marketplace
Monitor and manage . P
, 3 Service
Track and respond the Framework's and Floods of ‘; o
A 5 moderation
to technical Marketplace's support :
e madl background requests/spam process might be
- i challengin
platform tickets operations - R

Figure 4-4 - CyberSuite Framework Administrator User Persona

4.5.2 CyberSuite User Stories Backlog

User Stories in the context of CyberSuite reflect the needs and expectations of the primary CyberSuite Actor,
i.e. the Service Consumer, who has onboarded the CyberSuite Framework and services to run in conjunction
with their application or infrastructure. Thus, user stories are written from the actor’s perspective, trying to
capture in a tool-agnostic manner the action-benefit pairs. They serve as the high-level functionalities
envisioned in the CyberSuite Framework, that will later attract system adopters and will differentiate
CyberSuite from both competitive and open-source solutions, either provided by individual tools or as the
outcome of tool integration. Although two more categories of Actors exist within the CyberSuite ecosystem
(Service Providers and Administrators), as described above, the majority of the User Stories cover the Service
Consumers side, as the other two groups are not the target end-users but rather facilitators in the creation
of the CyberSuite Framework.

User Stories are divided across the DevSecOps lifecycle (Plan, Build, Test, Deploy, Operate, Monitor). An
additional category has been added for Horizontal User Stories, in order to capture functionalities that span
across the DevSecOps lifecycle (such as interoperability or horizontal service configuration needs) and are
not limited to a single step.

Each user story is described using the standard format: As an <Actor>, | want <Action>, so that <Benefit>. In
the ‘How’ and Relevant Asset columns the user can see how the need expressed through the User Story will
be addressed in the context of CyberSuite and by which asset(s). The purpose of the Relevant Gap column is
to highlight either that this User Story is a means to fulfil an identified market gap, or to note any technical
gaps identified already that will need to be covered through the development and integration work of WP3.
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4.5.2.1 Plan Phase
Table 4.6 - CyberSuite User Stories - PLAN Phase

User Story Description

How it will be

User . Relevant Relevant Update since
addressed in
Story Id As an . so that . Gap(s) Asset(s) D2.1
| want to <Action>, . CyberSuite
<Actor> <Benefit>
i i Marketplace of
CyberSuite easﬂz.ﬁ(_tendfthe it cc?vers ar:jy f . bersecuri e & Marketolace.o1
US_P.01 Service capabili |e§ o n.1y eme'rglng needs o y . y . .Marketplace. Marketplace No update
c cybersecurity suite my infrastructure compatible with -09
onsumer deployment and new threats. CyberSuite
Extend and configure
. . . advanced cybersecurity
CyberSuite find information outside ) analvtics
Y : the IT perimeter that | can proact'lv.ely : ytics. G.ACAS.02 to 05 ACAS No update
USs_P.02 Service could be used b detect and mitigate Researching Internet, G.KARTOS.01 to Kartos
Consumer . v threats and attacks. Deep Web and Dark Web 03
cybercriminals . .
for the information
available to cybercriminals
. ACA
CyberSuite learn how to avoid | better understand Using cyber range Pent(fasfin
USs_P.03 Service the risks and ways to pentesting tools and G.Phishing.01 - 02 L .g No update
cyberthreats Anti-phishing
Consumer prevent them. awareness games
Game
CyberSuite i i
uUs_P.04 yService undlizsaiir;dt:)hr?quSks a l Ilri::triz\:; ::)ybe Using risk assessment G.PUZZLE.03, PUZZLE No update
= > o my PP tools G.PUZZLE.05 P
Consumer applications more secure.
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4.5.2.2 Build Phase

Table 4.7 - CyberSuite User Stories - BUILD Phase

User Story Description

How it will be

Ayber
4

. Relevant EEEL Update since
addressed in
As an | want to \ . Asset(s)
. so that <Benefit> CyberSuite
<Actor> <Action>,
identify any security | can then take the
CyberSuite vulnerabilities in the ) o Static application G.SASTer.01, SASTer Added
] . appropriate remediation . . .
US_B.01 Service source code in my . . security testing (SAST) - G.SASTer.02, CyberSuite Dashboard as
. actions (patching, . .
Consumer (application) code review analysis G.SASTer.04 Dashboard relevant tool
. updates etc.).
infrastructure
understand whether e th
: | can take the appropriate
all appropriate
CyberSuite securit pc’i)ntiols have actions (e.g. re- Through the usage of a PUZZLE Added
US_B.02 Service y configurations, additional control list that | can MF.PUZZLE.04-06 Cybersuite Dashboard as
been implemented . .
Consumer ‘ . cybersecurity services) to evaluate Dashboard relevant tool
or prot_ectling my further enhance it.
application
CyberSuite trg(;e cybirsec.urlty | can ;eglstjr wortkf!ows, Lhrm:jgh blc.)CkChélt:
US_B.03 Service informa |on.|n a .even s, and asse s.m an ase serwces' wi G.BCBCTLO01-03 BCBCTI No Update
secure and privacy- immutable and verifiable on/off chain
Consumer . -
preserving manner manner. synchronisation.
to view the analytics | gain cybersecurity Through an intuitive
CyberSuite and interpreted situational awareness and Dashboard with )
. . . CyberSuite
US_B.04 Service results in an become aware of metrics, graphs and n/a No update
. . . . Dashboard
Consumer accessible, relevant actionable items to other Ul friendly
and actionable form address threats. elements
ow inf -
view information on | gain cybersecurity Through an intuitive
. cyber threats that . . .
CyberSuite situational awareness and Dashboard with .
. have already been . CyberSuite
US_B.05 Service . o . become aware of metrics, graphs and n/a No update
identified with geo- . . . Dashboard
Consumer . . actionable items to other Ul friendly
spatial representation
. address threats. elements
of network traffic
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to view in real-time
the dimensions of
risks to the several A
. . . Through an intuitive
. identified user | can effectively manage .
CyberSuite . . . Dashboard with real .
. groups, and aid risks and take appropriate . . CyberSuite
US_B.06 Service : . . . time metrics, graphs n/a No update
information for decisions and mitigation ; Dashboard
Consumer . L . and other Ul friendly
efficient security risk actions.
elements
management,
advanced assurance
and decision making
visualise identified
attack vectors, real- N
. . . Through an intuitive
. time log analysis, patterns or correlations .
CyberSuite . . . Dashboard with real .
. threat hunting, between identified . . CyberSuite
US_B.07 Service . time metrics, graphs n/a No update
patterns and event security threats are ; Dashboard
Consumer . and other Ul friendly
correlations among revealed.
. elements
the infrastructures
anonymously
. identify any securit I can then take the
CyberSuite vuIneeriIiZies in my appropriate remediation Through the usage of G.5ASTer.01,
US_B.08 Service ritiesinmy - approp . g 8 G.SASTer.02, PUZZLE No update
containerized actions (patching, security scanners
Consumer - G.SASTer.04
application updates etc.).

4.5.2.3 Test Phase
Table 4.8 - CyberSuite User Stories - TEST Phase

User Story Description

How it will be
addressed in
CyberSuite

Relevant
Gap(s)

E RN Update since
| want to Asset(s) D2.1

<Action>,

As an

so that <Benefit>
<Actor>

erform remote
P | can regularly check my

CyberSuite security tests over m Updated(simplified
Y . y . 4 application infrastructure | Automation of vulnerability, MAESTRO P ,( P )
US_T.01 Service (application) . . G.Maestro.04 the ‘way to
. . against attacks even from | penetration and other tests PUZZLE ,
Consumer infrastructure in an address

external environment.
automated manner
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. roactively test m The evolution of DAST test .
CyberSuite P . y y . . G.Pentesting.01- ACAS ,
. (application and | find weak points results allows users to apply . Updated the ‘way
US_T.02 Service . . . . 02 Pentesting )
- network) infrastructure proactively. preemptive protection rules to address
Consumer . G.SeerBox.03b Seer Box
against attack attempts through Seer Box
CyberSuite | can test how it works
deploy my application As an option for G.Maestro.02 Elaborated more
T. rvi roperly and test it for ’ MAESTR
Us_T.03 Service in a test infrastructure prope y_a d. estitto deployment by CyberSuite G.Maestro.04 STRO the “so that” part
Consumer possible issues.

4.5.2.4 Deploy Phase

Table 4.9 - CyberSuite User Stories - DEPLOY Phase

User Story Description

How it will be

User Story . Relevant Relevant Update
addressed in .
Id As an | want to . . Gap(s) Asset(s) since D2.1
. so that <Benefit> CyberSuite
<Actor> <Action>,
. adapt my.pro.ductlon | can mitigate identified Through automated
Cybersuite (application) vulnerabilities (e management of
Us_D.o1 Service infrastructure based & . & G.PUZZLE.02 PUZZLE No Update
[ through quarantining infrastructure based on
Consumer on vulnerabilities scan . . L
high-risk components). vulnerability scans
results
CyberSuite model the SME | become aware of the Decentralised process and
US_D.02 Service organisation, SME’s cybersecurity data aggregation involving G.CGtoolbox.01 GEIGER Toolbox No Update
Consumer including staff and ICT status. staff and ICT
CyberSuite . Though the integration of
. depl licat . . G.Maestro.02, MAESTRO
Us_D.03 Service P <?y my app Ic.a 'on | can easily protect it. MAESTRO for automated aestro No Update
using CyberSuite G.Maestro.04 PUZZLE
Consumer Kubernetes deployments
CyberSuite . | can integrate Though pushing new
. dat licat . . . MAESTRO
UsS_D.04 Service P a.e My app |c.a on CyberSuite as part of my container images to G.Maestro.04 No Update
using CyberSuite . PUZZLE
Consumer Cl/CD workflow. production
CyberSuite Ie:;:f?o:::o | can contribute to Through specialised Moved here
US_D.05 Service & securing my SME £h 5p: G.CGca.01 GEIGER CA from OPERATE
recommended generative Al
Consumer myself. phase
controls
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4.5.2.5 Operate Phase
Table 4.10 - CyberSuite User Stories - OPERATE Phase

User Story Description

JyserStory -/ How it will be addressed Relevant Relevant Updatesince
As an I want to . in CyberSuite Asset(s
. so that <Benefit> y (s)
<Actor> <Action>,
to monitor and adapt
CyberSuite c dbu;:gfcruur?tt”::r\t:;s the\:ncoz/:r tlri]::aa:iii(;s of Through semi-automated re-
Us_0.01 Service y y . v lapp . configuration and re- G.Maestro.04 PUZZLE No Update
deployed on my infrastructure in a
Consumer . . deployment
(application) dynamic manner
infrastructure
verify the integrity,
authenticity and . . .
. | ensure that noillegal or Deep packet inspection, ML
Cybersuite | completeness of data unexpected alterations or redictions, complex event
US_0.02 Service handled by my pected a P 15, COmpIex € G.ACAS.01 to 03 ACAS No update
o manipulations have processing, pentesting,
Consumer application and occurred integrity checks
network infrastructure ' snty
during operation
CyberSuite | create a layer that will Monitoring and
Us_0.03 Service analyse and filter protection of Web Automated traffic filtering G.SeerBox.03c Seer Box No update
Consumer incoming traffic applications and APIs
. get technical and .
CyberSuite . . | can mitigate the most .
| API f I- EIGER
UsS_0.04 Service educational security important cyber threats Open ortoo F.)rOVIded G.CGtoolbox.02 GEIG No Update
controls . recommendations Toolbox
Consumer in the SME.
recommended
i ‘ean-contributeto Through-specialised
Us—o0-05 Service recommended . ; &-E6ea-b GEGERCA DEl\P/II_OOV\((Ed Pﬁ:se
seeuring-my-SME-mysel: generative-Al
Consumer eontrols P
CyberSuite . | improve my awareness -
US_0.06 Service learn about pr:?\ctlcal and understanding of Through sp.eC|aI|sed G.CGca.01 GEIGER CA No Update
cybersecurity . generative Al
Consumer cybersecurity.
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US_0.07

CyberSuite
Service
Consumer

update the CyberSuite
services deployed on
my (application)
infrastructure with
new threats and
attacks

my (application)
infrastructure is always
protected against newly
emerged threats and
attacks.

Through updates to fix
vulnerabilities related to my
infrastructure

G.PUZZLE.O3,
G.PUZZLE.O5

PUZZLE

Updated the
‘way to address’

4.5.2.6 Monitor Phase

User Story

Id

As an
<Actor>

Table 4.11 - CyberSuite User Stories - MONITOR Phase

User Story Description

| want to
<Action>,

so that <Benefit>

How it will be
addressed in
CyberSuite

RE ]
Gap(s)

Relevant
Asset(s)

Update since
D2.1

| i if
access reports about can |dent|. Yy any Reports available through
. the status and health problem with the )
CyberSuite . . dashboard, filters to .
. of the cybersecurity operation of the CyberSuite
US_M.01 Service . . . select what to see, n/a No Update
services deployed cybersecurity services Dashboard
Consumer L . downloadable reports,
over my (application) | and take the appropriate alerts
infrastructure actions.
monitor the exposure Real Time monitoring of
and possible leaks | become aware of exposed information that ACAS Added
Cybersuite reIZvant tom cybersecurity data leaks c:n be used to launch a G.KARTOS.01-03 Kartos CyberSuite
US_M.02 Service . ¥ ybersecurtty ’ G.ACAS.01, . Dashboard as
infrastructure or to in a timely manner and cyberattack or to harm CyberSuite
Consumer . . . . . . G.ACAS.03 relevant asset
confidential or take immediate action the companies in Dashboard
sensitive data different ways.
integrate the | extend bilaterally the Ability to complement
CyberSuite services monitoring capabilities WAFs already in the
CyberSuite with other of the deployed infrastructure Seer Box Updated
uUs_m.o3 Service cybersecurity tools | cybersecurity services representing the last line G.SeerBox.03d GEIGER P .
. . . Relevant tools list
Consumer use in my (CyberSuite and other) of security in the Toolbox
(application) on my (application) protection of Web
infrastructure infrastructure Applications and APIs.
CyberSuite | know whether and .
. assess threat " . GEIGER score algorithm, GEIGER
US_M.04 Service exposure of the SME wherg critical prot.ectlon open GEIGER API, xAP! G.CGtoolbox.03 Toolbox No Update
Consumer actions are required.
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continuously monitor Added
CyberSuite network and | can identify the root Using the monitoring ACAS CvberSuite
US_M.05 Service application cause of any detected framework and rood G.ACAS.01-03 CyberSuiteDas DaZhboard as
Consumer communications and anomaly cause analysis hboard
relevant asset
traces
. I can use a single tool for
CyberSuite manage (start, stop, . .
I K t .Maestro.01
US_M.06 Service scale, etc.) my dep oy||.'1g and Using Kubernetes or G-Maestro.01, MAESTRO No update
. protecting my MAESTRO G.Maestro.03
Consumer deployed application .
application
I h I
Cybersuite to monitor m a Cal?c:;nzwgaeteTgr Using dashboards from
US_M.07 Service m ppiication op & ) G.Maestro.02-03 MAESTRO No update
deployed application to see if there are MAESTRO or CyberSuite
Consumer
problems

4.5.2.7 Horizontal

Table 4.12 - CyberSuite User Stories - HORIZONTAL

User Story Description

How it will be

User Story . Relevant Relevant Update since
Id As an . . addressefi n Gap(s) Asset(s) D2.1
| want to <Action>, so that <Benefit> CyberSuite
<Actor>
. . Through the .
. use CyberSuite services - . . & . CyberSuite Added
CyberSuite . minimum extra effort is integration, .
; in a seamless and as . . . Framework, CyberSuite
US_H.01 Service . needed from my side to interoperation and G.HZ.02 .
automated as possible . . CyberSuite Dashboard as
Consumer combine results. orchestration of
manner . . Dashboard relevant asset
CyberSuite services
only eligible users and
. applications to have | secure my CyberSuite Added
CyberSuite . . .
. access to the CyberSuite (application) Through proper Framework, CyberSuite
US_H.02 Service . . . . . G.Hz.01 .
services deployed over infrastructure against identity management CyberSuite Dashboard as
Consumer .. .
my (application) unauthorized access. Dashboard relevant asset

infrastructure
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to easily manage and | enjoy a holistic . .
. . . . By having access on the CyberSuite
CyberSuite monitor all the deployed experience instead of CvberSuite service Framework
US_H.03 Service CyberSuite services and monitoring and ¥ G.HZ.02 L No update
Consumer their results through a configuring disparate though a common Cybersuite
. . 8 g . g disp dashboard Dashboard
single point security tools.
the deployment and | save time and human .
CyberSuite configuration of the effort required for the Though a dedicated Ul CyberSuite AddEd.
. . . . L Framework, CyberSuite
US_H.04 Service CyberSuite services to security of my for configuring how G.HZ.02-03 .
. S . CyberSuite Dashboard as
Consumer be as straightforward (application) CyberSuite works
. . Dashboard relevant asset
and easy as possible infrastructure.
CyberSuite have the (?ptlon t,o use : p.rotfect my. Through the availability .
. CyberSuite services applications with . . CyberSuite
US_H.05 Service . . . . . . of CyberSuite services G.HZ.03 No update
without installing them minimal intervention Framework
Consumer . as Saa$S
locally from my side.
make the extensions
ublish extensions and service consumers of (devifn?]ecljai:spdlcy
. P ) . the CyberSuite . p - G.Marketplace.0 Marketplace
CyberSuite new configurations for . configuration files etc) .
US_H.06 . . . Framework can easily - . 6 CyberSuite No Update
Service Provider the CyberSuite available to service
update and enhance G.HZ.04 Framework
Framework tools . consumers through the
their setup. .
CyberSuite
Marketplace
. . . | can perform the
. be prowdefﬂ with admin- background Through admin related
CyberSuite related views for the L . . . .
. administrative views that are available CyberSuite
US_H.07 Framework CyberSuite Framework . . G.HZ.04 No update
.. . operations of the to specific users based Framework
Administrator and its tools (wherever . .
. CyberSuite Framework on their role
required) .
and its tools.
Be able to setup my - .
. . | utilise th .
CyberSuite CyberSuite Framework thaL: ;rlzereI:vzirtvtI(C)e; Though a dedicated Ul CvberSuite
US_H.08 Service deployment with a . Y for configuring how G.HZ.02-03 ¥ New User Story
. infrastructure and . Framework
Consumer subset of the available CyberSuite works
. needs.
CyberSuite assets
Be able to add or I utilise the services
CyberSuite remove CyberSuite that are relevant to m Though a dedicated Ul CvberSuite
US_H.09 Service services from my active . ¥ for configuring how G.HZ.02-03 v New User Story
. latest infrastructure . Framework
Consumer CyberSuite Framework CyberSuite works
and needs.
deployment
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US_H.10

CyberSuite
Service
Consumer

Employ cybersecurity
services that help
address various
cybersecurity controls

| am facilitated in being
compliant to the
current legislation and
directives (e.g. NIS2)

Through the
appropriate service
categories and labels.
Through the step-by-
step configuration and
suggestions that
include compliance
aspects

G.HZ.02-03

Marketplace
CyberSuite
Framework

New User Story

US_H.11

CyberSuite
Service
Consumer,Cyber
Suite
Framework
Administrator

Be sure that the
CyberSuite services are
compliant to the current
legislation and directives

| am facilitated in being
compliant to the
current legislation and
directives (e.g. NIS2)

Security and privacy-
by-design in the

CyberSuite Framework.

Evaluation through
related
KPIs/checklists/tests

G.HZ.02-03

CyberSuite
Framework/All
Assets

New User Story
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4.5.3 Features Engineering

4.5.3.1 Features Extraction

Based on the analysis of the individual CyberSuite assets and their high-level functionalities, in tandem with
the vision of the CyberSuite Framework and overall scope as seen through the User Stories that reflect how
CyberSuite will address multifaceted aspects of the overall DevSecOps lifecycle, a list of features has been
devised per asset. This list is accompanied by cross-cutting horizontal features that cover interoperability
aspects coming from the CyberSuite Framework per se.

The scope of these features is to define, in a concrete manner, what will be offered per CyberSuite tool from
a system perspective. These features are more granular compared to the user-oriented and high-level user
stories, yet remain directly linked to them. At the same time, this work highlights how identified market gaps
are addressed either through existing capabilities offered by a feature or through new features that will be
developed and integrated in CyberSuite to cover currently missing functionalities. Finally, the features
extracted here set the ground for the technical work in WP3, capturing information on early foreseen
dependencies with other assets of the CyberSuite Framework.

Features are described from a system-oriented perspective using a common format: [ToolName] shall
[allow/enable/provide] the user do/with [functionality]. The following template has been used for the
definition of each feature, aiming to capture all this information in a unified manner:

Table 4.13 - Feature Description Template
F_AssetName_01.FeatureShortTitle

<Brief description of the feature following the format: [ToolName] shall
[allow/enable/provide] the user with [functionality]>.

Description

DevSecOps Step <Relevant DevSecOps step(s)>

User Story <Relevant User Story/Stories>

<Indication whether it is an existing feature -along with its TRL - or is a new asset

Existing Feature . . .
& feature introduced and developed in the context of CyberSuite>

Relevant Gap - How it will
be addressed

<Relevant identified gap and brief description on how the feature addresses/covers it>

Asset(s) <Relevant asset name>

<Any early identified dependencies, e.g. with other asset features, integration with

Prerequisites .
q other CyberSuite assets etc.>

A set of 146 Asset features has been devised, coming from all assets of the CyberSuite Portfolio (complete
list available in Annex Il) and covering the entire DevSecOps lifecycle. Additionally, 5 horizontal features have
been prescribed focusing on integration and management aspects that represent the unified operation of
the Integrated CyberSuite Framework. These horizontal features are not bound to a specific asset per se. All
User Stories across the DevSecOps phases are covered by at least one feature. A balanced distribution of
features aligned with the distribution of user stories across the phases of the DevSecOps lifecycle has been
achieved as seen in the following Figure 4-5. Some features are relevant to more than one phase of the
DevSecOps lifecycle (intersecting circles), while three of the described features are not bound to a specific
phase per se categorized as ‘OTHER’.
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Figure 4-5 - Distribution of Extracted Features across DevSecOps Phases

4.5.3.2 Features Assessment and Prioritisation

The process of feature prioritization per asset is the instrument towards the assessment of the extracted
CyberSuite features and the definition of the CyberSuite MVP. Features are evaluated from both technical
and business scopes, as assessed by the technical and demonstrator partners respectively, in order to
determine their anticipated pain-gain balance. Thus, the prioritization process highlights the features that
bring most value to the overall solution or constitute nice-to-have low effort additions, even if they are not
considered crucial. Additionally, this process highlights the needs and expectations of the end-users,
represented in CyberSuite by the four project demonstrators, therefore indicating features that should be
included in the integrated framework in order to support their use cases.

Under this prism, value is considered from a multifaceted perspective: the ability to bring competitive
advantage over existing solutions, filling identified market gaps, constituting a prerequisite or building stone
for other features of the asset or the overall CyberSuite Framework, and delivering perceived value to end-
users in terms of expected functionality, usability, and compatibility. Feature complexity at this early stage
of the project is assessed in terms of development and integration effort, considering time constraints for
the delivery of the CyberSuite Framework. Factors include the required finetuning and customization of
existing features in the context of CyberSuite, support of interoperability aspects defined in WP3, required
further developments or enhancements of existing features, and the anticipated complexity associated with
the development of new features.

All these aspects were captured and quantified through a well-defined evaluation process that involved two
parallel and individual voting sub-processes, as explained below.

Technical Voting

From the technical side, all technical partners of CyberSuite were prompted to vote on the technical value of
each feature across the complete list of features. They selected between the options ‘HIGHLY
Valuable’(equals to 1), ‘NOT highly valuable’ (equals to 0). Additionally, each technical partner indicated the
technical complexity for the features of assets they are bringing to the CyberSuite portfolio, by selecting one
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of the options ‘NOT Complex’ =0, ‘Complex’ = 1. Afterwards, each feature has been assigned to one of the
following categories, based on the following mapping:

Table 4.14 - Mapping of Technical Voting Results to Categories

Category Voting Result

Highly Valuable and Not Complex [average technical value] >=0.5 & [technical complexity] =0
Highly Valuable and Complex [average technical value] <0.5 & [technical complexity] = 1

Not Highly Valuable and Not Complex [average technical value] < 0.5 & [technical complexity] =0
Not Highly Valuable and Complex [average technical value] < 0.5 & [technical complexity] = 1

‘Highly Valuable and Not Complex’ features constitute the highest-priority components of the CyberSuite
MVP. These features could be included even in the first version of the Integrated Framework as the core
offerings of the solution, as they bring high value at a low development cost. ‘Highly Valuable and Complex’
features, are most of the times the ones that bring innovative functionalities capable of providing a
competitive advantage for the CyberSuite solution. However, due to their technical complexity, these
features should be road-mapped for inclusion in the second version of the Integrated CyberSuite Framework.
The third category, namely ‘Not Highly Valuable and Not Complex’ are the features that can be considered
as easy gains. Although they might not be core to the Framework they offer additional value that can
differentiate CyberSuite from competitors with minimal development effort. Finally, the ‘Not Highly Valuable
and Complex’ features are the ones that will possibly not be included in the final Integrated solution, unless
time and effort suffice, or they are considered a requirement by the end-users / demonstrators.

The above descriptions provide the rationale behind each technical assessment category. However, each
feature’s final placement and prioritization within the CyberSuite MVP will be jointly evaluated in tandem
with the business scope assessment results, ensuring that the resulting MVP remains aligned with the market
and end-user needs. For example, features assessed as low-value by technical partners, but voted as highly
relevant by demonstrators, should be elevated in priority during development time to cover pilot needs, and
vice versa.

Business Voting

The four CyberSuite demonstrators were invited to vote on the perceived value of each feature from the
complete features list by selecting one of the available options (‘HIGHLY Valuable’ = 1), ‘NOT highly valuable’
= 0.). Afterwards, using the MoSCoW (M - Must have, S - Should have, C - Could have, W - Won’t have)
prioritization technique for the classification of features [8], each feature was assigned a business value label
based on the following mapping:

Table 4.15 - Mapping of Business Voting Results to MoSCoW

Category Voting Result

Must-have [sum business value] = 4
Should-have [sum business value] =3
Could-have [sum business value] = 2
Won’t-have [sum business value] <=1

As in the case of technical categories, the four MoSCoW categories constitute an initial direction towards the
release planning and feature prioritization of the CyberSuite assets, as follows: Must-have features are
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considered essential by end-users and should be as the highest priority in design and development, at least
during the initial work under WP3. Should-have features are also important but may not be a unanimous
requirement across all use cases. Could-haves represent nice-to-have additions that offer added value
without being critical. Features voted as Won’t-haves by end-users are the ones considered as bringing values
only to one use case, or not foreseen to be used directly in any use case. However, since these features were
assessed from a business perspective by end-users, it is possible that they are not aware of the technical
dependencies—for instance, a feature they deprioritised might be a prerequisite for enabling other, more
desirable features. Thus, these features should not be excluded from the release planning without first
assessing their technical implications. This is an important aspect, especially for features where a deviation
between business and technical value assessments has occurred.

The following matrix (Figure 4-6) visualizes at a glance the voting results, combining the technical perspective
(location on matrix, with x-axis representing complexity and y-axis representing technical value) and the
MoSCoW labels derived from the business voting process. As shown in the prioritization matrix, the majority
of features are situated in the ‘not complex’ area of the matrix (left side), as expected, due to the high
technological readiness, even from the beginning of the project, of the majority of solutions comprising the
CyberSuite Portfolio. Additionally, the figure illustrates that for the main corpus of features their assigned
technical value by technical partners is aligned with the business value perceived by demonstrators. Must-
have features are located on the upper part of the matrix (high-value features), where also the majority of
Should-have and Could-have features lie. Some exceptions occur, for example features marked as Won’t
have by end users but considered of high technical value, and vice-versa). These cases will be examined
individually per case during the requirements engineering process (WP3), in order to decide on their optimal
handling and planning.
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4.5.4 Consolidated CyberSuite MVP

The extracted features grouped in the four technical value-complexity categories and accompanied by their
corresponding MoSCoW business value labels, as shown in the tables below, comprise the second and final
version of the consolidated CyberSuite MVP. The features enlisted within each category below, are presented
in descending order of technical value, providing a bases for initial prioritization. As the MVP will drive the
development activities, the plan is to focus from top to bottom across the four categories of features, with
the main focus of development on the ‘Must-have’ and ‘Should-have’ features for the first release of the
Integrated CyberSuite Framework as part of D3.1. Technically complex features might need to be planned
for the second version of the Integrated Framework. Additionally, features voted as ‘Could-have’ will be the
nice-to-have enhancements of the CyberSuite Framework. Finally, “‘Won’t have’ features are not excluded,
but they are lower in the prioritized backlog. Their planning and inclusion in the integrated solution will also
be assessed by technical partners per case, on the basis of technical aspects (e.g. if they are a technical
prerequisite for other features or their inclusion in the solution is considered trivial from a technical
perspective).

The MVP presented below constitutes the final consolidated version of the CyberSuite MVP. Based on the
technical work conducted in WP3 and the interviews with demonstrators under WP4, five new features have
emerged. Additionally, features already identified in D2.1 have been refined or enhanced with more concrete
examples, including the five horizontal features of CyberSuite Framework as a whole which were now part
of the prioritisation process.

Table 4.16 - Highly Valuable and Not Complex Features

e Business
Feature Id Feature Name Feature Description
Value
CyberSuite Marketplace shall provide (service consumer)
F_Marketplace_ Service Catalogue users with a catalogue of the cybersecurity services MUST
01 & available to enhance their CyberSuite Framework HAVE
installation
. . CyberSuite Marketplace shall allow (service consumer) MUST
F_Marketpl 14 |V P
~Marketplace_ lew Service Page users to view a page dedicated to each available service HAVE
Service CyberSuite Marketplace shall allow (service provider) SHOULD
F_Marketpl 1
~Marketplace_18 Registration users register their services HAVE
F_ACAS_05 Network Protocols ACAS shall work with various network protocols. SHOULD
Support HAVE
ACAS shall all loyi icall figuri HOULD
F_ACAS_08 Probe Management C Ss. alla ow.d.ep leng and dYnamlca y configuring SHOU
detection and mitigation mechanisms HAVE
F_ACAS_10 Traffic Prediction ACAS-MAIP shall allow dlfferentlatlng between malicious | MUST
and benign network traffic. HAVE
Network Traffic ACAS shall allow continuously monitoring the network MUST
F_ACAS_12 o ) . .
Monitoring traffic to detect potential anomalies and cyberattacks. HAVE
Pentesting shall allow detecting an attack using ACAS to
. . . . e . MUST
F_Pentesting_04 Attack Detection identify and log attacks, providing insights into the HAVE
system's defenses and potential vulnerabilities
Pentesting shall provide information on the results
: : . . SHOULD
F_Pentesting_11 Inform obtained to assess other tools and share information HAVE
(e.g., SeerBox, Saster, BCBCTI, CGToolBox, ACAS)
F_DEPLOY 01 MAESTRO AP API aﬂlowmg the dlfferen.t comppnents of CYBERSUITE SHOULD
architecture to communicate with the tool. HAVE
F SeerBox 02 Detection of Broken | SeerBox shall provide detection modules to identify alert | SHOULD
- - Access of the Broken Access HAVE
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CyberSuite Dashboard shall allow the users to seamlessly
Access other . MUST
F_Dashboard_13 . access all CyberSuite tools and features as the entry
CyberSuite Tools . . HAVE
point for the CyberSuite framework.
The dashboard shall provide a visualisation of the
F_Dashboard_16 KARTOS Cont.ent KARTOS _content profilc?, i.ncluding key information such MUST
Profile Overview as domains, usage statistics, and other relevant HAVE
metadata in a table format.
Kartos shall provide the leaked information about
- . . . MUST
F_Kartos_01 Network Exposition | network exposition and the potential level of risk posed HAVE
by the organisation's network.
Kartos shall provide the information leaked outside the SHOULD
F_Kartos_02 DNS Issues IT perimeter that might make the organization
. HAVE
vulnerable due to problems with the DNS
Kartos shall provide information leaked outside the IT
. ) . .. MUST
F_Kartos_03 Data Leaks perimeter of personal data or confidential, sensitive HAVE
corporate information.
The CG Toolbox shall provide the employee with the MUST
F_CGTools_05 SME Scanner ability to scan the SME for cyber threat exposure. HAVE
API allowing the different components of CyberSuite to MUST
F_PUZ_01 PUZZLE API
-Puz_0 v provide their outputs as input for Risk assessment. HAVE
. S ) COuULD
F_PUZ_06 Risk Assessment Provide risk assessment of the defined asset graph HAVE
Vulnerability . . I . COULD
F_PUZ_08 Scanning Allow binary packet analysis for vulnerabilities scanning HAVE
ite f k shall all h
CyberSuite Single CyberSuite framework sha a. owt (=j users to MUST
F_Hz_02 Entrv Point seamlessly access all CyberSuite services and features HAVE
¥ from a single-entry point (CyberSuite Dashboard)
Contact Service CyberSuite Marketplace shall enak.)le (serv'lce MUST
F_Marketplace_12 . consumer) users to contact a service provider for more
Provider . . HAVE
information and support
Contact CyberSuite Marketplace shall enable (service consumer
and service provider) users to contact the CyberSuite SHOULD
F_Marketplace_13 | Marketplace . .
Support Marketplace support department for more information HAVE
PP and support
ite Marketpl hall all i i MUST
F_Marketplace_26 | Approve Service CyberSuite Mar etp.ace s. all allow (admln? users review us
and approve the registration of a new service HAVE
User Management | CyberSuite Marketplace shall allow (admin) users MUST
F_Marketplace_28 (Admin) manage (e.g. edit role, delete) registered users HAVE
Model Training for . .
F_ACAS_02 Anomalous Traffic ACAS-MAIP shall allow training the Deep.Learnlng model | COULD
. that will detect anomalous network traffic. HAVE
Detection
Feature Extraction . .
ACAS shall allow extracting various features based on MUST
F_ACAS_09 from Network ) -
- - : the network traffic characteristics. HAVE
Traffic
Results Visualisation | ACAS shall allow visualising network state, statistics, and | MUST
F_ACAS_16 . I
- - and Notifications notifications/alarms. HAVE
Pentesting shall allow configuring attacks, i.e., specifying
. Attack target_ IP addresses, ports, types of vulnerabilities to MUST
F_Pentesting_01 . . exploit, payloads to use, and attack vectors. It ensures
Configuration L . . HAVE
that the attack is tailored to the specific environment or
scenario being tested.
. . Pentesting shall allow selecting an attack, i.e., choosinga | MUST
F_Pentest 02 Attack Select
—rentesting_ ack >election specific attack from a pre-defined set of attacks HAVE
Pentesting shall allow executing an attack, i.e., launching
. . . . . SHOULD
F_Pentesting_03 Attack Execution the attack based on the specified configurations and HAVE
selected attack type
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E DEPLOY 05 l\/'lonlt'orln'g Data Providing dashboards for visualisation of monitoring MUST
- - Visualisation data HAVE
. Seer Box shall allow to gather live and parse for analysis | SHOULD
F B 1 Anal Web Traffi
SeerBox_0 nalyse Web Traffic by the supported traffic sources: HAVE
Detection of SeerBox shall provide detection modules to identify alert | COULD
F_SeerBox_04 . S
- - Injection of the Injection category HAVE
. Seer Box shall allow to notify SIEM or other tools over WON'T
F_SeerBox_08 Security Alerts TCP or UDP by sending newly generated alerts. HAVE
Th h hall all to vi AST. lysi
Hard Copy SASTer e das bo_ard shall allow users to view SASTer analysis MUST
F_Dashboard_15 results. A history of past results shall be stored and
Results . . HAVE
displayed in a table format
The Asset Profiles shall provide users with capabilities to
. . . . CouLD
F_BCBCTI_01 Asset Profiles describe the semantic definition of datasets that would HAVE
be traced via the BCBCTI API.
F_Kartos_04 Leaked Credentials Kartos sha.1ll provide employee credentials leaked outside | SHOULD
the IT perimeter HAVE
Email Security Kartos shall provide information about the security SHOULD
F_Kartos_08 ) . . . .
Configuration configuration of email servers. HAVE
The CG Toolbox shall aggregate cybersecurity data about | SHOULD
F_CGTools_04 SME Model ICT and Staff in the end-user SME. HAVE
. The CG Conversational Agent shall provide the employee | MUST
F Tool |
—CGTools_08 User Instructions with the ability to configure a security control. HAVE
Docker Compliance . . MUST
F_PUZ_11 Check Perform Docker Compliance checking HAVE
CyberSuite Marketplace shall allow (service consumer)
. . . . . MUST
F_Marketplace_15 | Get Free Service users get a service that is provided by the service HAVE
provider as freeware (not paid item)
ite Marketpl hall all MUST
F_Marketplace_23 | User Registration CyberSuite ar- etp acej shall allow users create an us
account as service providers or consumers HAVE
F_Marketplace_24 User Account CyberSuite Marketplace shall allow registered users to SHOULD
- - Management manage their accounts HAVE
. CyberSuite Marketplace shall allow (admin) users MUST
F_Marketpl 2 A P
-Marketplace_25 pprove Provider approve the registration of a new service provider HAVE
. CyberSuite Marketplace shall provide credentials-based MUST
F_Marketpl 1 L
—Marketplace_3 ogin login for registered users HAVE
ACAS shall provide an API allowing the different
components of CYBERSUITE architecture to collect the
calculated metadata and classification results (e.g., to SHOULD
F_ACAS_01 ACAS API .
- - help Security Orchestrator and Expert System automate | HAVE
the decision on the proper actions that needs to be
taken in reaction to a detected cyber-attack.
Manage Al ACAS-MAIP shall allow managing Al training, testingand | WON'T
F_ACAS_04 L
- - workflow prediction phases. HAVE
. Test Results . . SHOULD
F_Pentesting_10 Analysis Pentesting-5greplay shall allow analysing test results HAVE
o Play as Anonymous Anti-phishing gam'e that allqws playlng'game as . MUST
F_Phishing_03 anonymous user, i.e., selecting an email, performing an
User . S e HAVE
analysis, and indicating identifying elements
- Difficulty Level Anti-phishing game that allows changing the level of SHOULD
F_Phishing_05 Selection difficulty HAVE
. . Anti-phishing game that allows getting one’s score and COULD
F_Phishing_07 Score and Ranking ranking (e.g., shared with Geiger) HAVE
N SHOULD
F_DEPLOY_02 K8s Deployment Allow deployment of applications on top of Kubernetes HAVE
F_Dashboard_01 Log-In Cybe'rS.wte Dashboard shall allow users to log in SHOULD
providing a username and a password HAVE

Grant Agreement: 101145861

-102-



Ayber

D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version

s

View PUZZLE The dashboard shall aII'ow us§r§ tq view created and SHOULD
F_Dashboard_14 . . enforced PUZZLE security policies in a structured table
Security Policies HAVE
format.
The CG Toolbox shall provide the employee with the COuULD
F_CGTools_02 Staff Management ability to add, edit, or remove an employee. HAVE
F_Marketplace_02 Serwce_ _ CyberSu_lte Marketpllace.shall prowde_(serwce cc_)nsumer) MUST
Categorisation users with a categorisation of the available services HAVE
CyberSuite Marketplace shall provide (service
I et . - . SHOULD
F_Marketplace_03 | Catalogue Filtering | consumer) users with filtering options to easily identify HAVE
the services that match their needs and preferences
Catalogue Sorting CyberSu'lte Marketplace shall [:.>rOV|de.(serV|ce co.nsumer) MUST
F_Marketplace_05 N users with sorting and pagination options that will
and Pagination . . . HAVE
enhance exploration of available services
Service CyberSuite Marketplace shall allow (admin) users SHOULD
F_Marketplace_27 | Management perform any required edits (e.g. correct typos) on
. . . . HAVE
(Admin) provided information
. . . . SHOULD
F_Pentesting_08 Rule Selection Pentesting-5greplay shall allow selecting rules to apply HAVE
. . . . SHOULD
F_Pentesting_09 Test Execution Pentesting-5greplay shall allow executing test HAVE
. SASTer shall provide the user the option of uploading SHOULD
F_SAST P
—SASTer_03 Create Project(s) his/her application’s source code files as a project. HAVE
Download the Code SASTer shall provide the user the' option to download WON'T
F_SASTer_07 . the outcomes of the code analysis that has been
Analysis Results , - ) HAVE
performed upon the user’s application source code files.
F SeerBox 05 Upload Black List Seer Box shall allow to upload the generated network SHOULD
- - Feed rules to a feed in an nginx blacklist format. HAVE
Seer Box shall allow to upload the application rules to a COULD
F_SeerBox_06 Upload App Feed . .
—>eervox_ pload App ree feed in the ModSecurity format. HAVE
. . COuULD
F_Kartos_09 Kartos Alerts Kartos shall send automated alerts via email HAVE
F_Kartos_10 Kartos Reports !(artos Shall proylde downloadable reports with the SHOULD
information available HAVE
ke g | Cloge T | /PSue Mache h)dlow is e cou
- place_ based Search P & HAVE
search
E ACAS 03 Feature Mapping to | ACAS-MAIP shall map the features into numeric vectors WON'T
- - Vectors that can be processed by the Deep Learning module. HAVE
Reaction Script ACAS shall allow creating reaction scripts for rule-based COULD
F_ACAS_07 . . .
- - Creation triggering HAVE
E ACAS 14 Traffic Statistics ACAS shall allow calculating the statistics concerning the | SHOULD
- - Calculation packets and communication flows. HAVE
E ACAS 15 Results Provision to | ACAS shall allow providing metadata and classification SHOULD
- - other Tools results to other analytic and decision engines. HAVE
_ Network Traffic Pent'estlng-Sgreplay shall éllow conflggrlng the network COULD
F_Pentesting_06 ) . traffic source (e.g., PCAP file, network interface) and
Configuration . HAVE
target (e.g., network function, network element)
- . Anti-phishing game that allows installing the game on a MUST
F_Phish 01 G Installat
~Fnishing_ ame Instafiation laptop or phone (IPhone or Android) HAVE
Anti-phishing game that allows anonymising and sharing ,
I N . . . WON'T
F_Phishing_06 Anonymisation email (legitimate or phishing), e.g., through the game or
. HAVE
using BCBCTI.
CyberSuite Dashboard shall allow the users to generate MUST
D 12 D
F_Dashboard_ ashboard Reports detailed reports on security incidents and trends. HAVE
CMS Protection Kartos shall provide |nformat|on'about the !:)rotectlon SHOULD
F_Kartos_05 status of the CMS, patches, plugins and their
Status . . HAVE
configurations and updates
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F Kartos 06 IP Reputation Kartf)s shall provide information about the IP reputation | SHOULD
- - scoring. HAVE
Kartos shall provide information about the CVE WON'T
F_Kartos_07 CVE Status vulnerabilities status HAVE
The CG Conversational Agent shall provide the employee
. . . . . COULD
F_CGTools_09 User Education with the ability to answer questions about practical HAVE
cybersecurity.
Table 4.17 - Highly Valuable and Complex Features
A Business
Feature Id Feature Name Feature Description
Value
Service
. . . CyberSuite Marketplace shall allow (service provider) | MUST
F_Marketpl 21 D t t
~Marketplace_ iscontinuation/ users remove their service from the Marketplace HAVE
Removal
F_ACAS_11 Root Cause Detection ACAS-RCA shall aI.Iow detecting root cause of MUST
anomaly or security breach HAVE
ACAS shall allow performing correlations with SHOULD
F_ACAS_17 Correlation information from different sources to improve HAVE
detection precision
MAESTRO-enabled _ o _— .
F DEPLOY 04 Monitoring and Built |r? 'monltormg capabilities and policy-based SHOULD
- - . scalability HAVE
Scalability
F_SASTer 05 Code Inspection SASTer shaI.I perform, the ngces.sary code |nspecfc|on COULD
to the provided user’s application source code files. HAVE
Detection of SeerBox shall provide detection modules to identify SHOULD
F_SeerBox_03 . . - .
- - Authentication Failures | alert of Authentication Failures category HAVE
Information on Cyber CyberSuite Dashboard shall allow the users to obtain | MUST
F_Dashboard_05 S . . i
Threats detailed information on identified cyber threats. HAVE
The API shall provide users with capabilities to COULD
F_BCBCTI_02 Traceability API facilitate dataset traceability following the semantic HAVE
structure of Asset Profiles.
The CG Toolbox shall provide the employee with the | MUST
F_CGTools_01 ICTM t . .
- ools_ anhagemen ability to add, edit, or remove an ICT asset. HAVE
F_CGTools_03 Tools Management Th.e.CG Toolbox s.haII provide the employge with the | MUST
ability to add, edit, or remove cybersecurity tools. HAVE
Detecthn Mitigation Allows dynamically configuring detection and MUST
F_PUZ_03 Mechanism . .
mitigation mechanisms HAVE
Management
F_PUZ_04 x:;lgg::ilr?g Action Allows rule-based triggering of mitigation actions h/IAUVSg
F_Marketplace_20 Service Maintenance CyberSuite Markftetplacc.e shall aIIow.(serwcc.e provider) | SHOULD
users update their service and service profile HAVE
E
MAESTRO Provides an easy-to-use dashboard for the MUST
F_DEPLOY_07 Management monitoring and management of the deployment HAVE
Dashboard & & ploy
CyberSuite Protected . SHOULD
DEPL!
F_DEPLOY_08 Deployment Offer deployments protected by CyberSuite HAVE
Presentation of Code SASTer.‘ shall present the outcomes of the code ’ SHOULD
F_SASTer_06 . analysis that has been performed upon the user’s
Analysis Results . . HAVE
application source code files.
F_Dashboard_02 Real-Time Monitoring Cyber'Sulte Dashboard.shall allow th.e users to view SHOULD
real-time updates on risks and security status. HAVE
CyberSuite Dashboard shall allow the users to see
. . . . SHOULD
F_Dashboard_04 Show Analytics analytics and interpreted results in a clear and HAVE
actionable manner.
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CyberSuite Dashboard shall allow the users to utilize MUST
F_Dashboard_08 CIDV the Collective Interactive Data Visualizer (CIDV) for HAVE
security exposure awareness.
CyberSuite Dashboard shall allow the users to MUST
F_Dashboard_09 Threat Log Analysis perform real-time log analysis for swift threat HAVE
detection and response.
o N | ety nonos e e o fe | souo
s Monitoring P ¥ g HAVE
agents.
CyberSuite Services Facnl'ltate integration, |nte'roperat|on of CyberSuite MUST
F_HzZ_03 L services and the aggregation of data that they
Interoperability . HAVE
generated by the services
CyberSuite Users ca.n use a.dedicated ul tc? setup :?\n.d configure MUST
F_HZ_05 ) . CyberSuite services and to retrieve policies from the
Configuration . HAVE
CyberSuite Marketplace
Service CyberSuite Marketplace shall provide (serylce MUST
F_Marketplace_06 . consumer) users with recommended services to
Recommendations . . HAVE
utilise based on their infrastructure needs
CyberSuite Marketplace shall allow (service SHOULD
F_Marketplace_10 Subscribe to Service consumer) users to subscribe to services listings to HAVE
be notified on any updates
CyberSuite Marketplace shall allow (service
User Account . .
. . consumer) users connect their CyberSuite SHOULD
F_Marketplace_30 Integration with . . .
CvberSuite Framework Framework instance with the CyberSuite HAVE
Y Marketplace to facilitate the DevSecOps paradigm
ite Marketpl hall all i
_Marketplace_34 | UseService Directyin | 000 e e e Cypersue | SHOULD
- place_ CyberSuite Framework . 4 y HAVE
Framework a service
ACAS shall work with pre-defined or user defined COULD
F_ACAS_06 Algorithms_and_rules rules, embedded code, and algorithms (e.g., ML, HAVE
Change Point Detection, Statistics, etc.)
F_DEPLOY_03 Continuous Integration AIIO\{V dgployment of updated versions of the SHOULD
applications HAVE
F SeerBox 09 Automatic Network Seer Box shall allow to automatically upload rules to | MUST
- - Rules Uploading a Firewall. HAVE
CyberSuite Dashboard shall allow the users to SHOULD
F_Dashboard_06 Risk Dimensions understand the dimensions of risks tailored to HAVE
different user groups.
CyberSuite Dashboard shall allow the users to MUST
F_Dash 7 A kV
—Dashboard_0 ttack Vectors visualize identified attack vectors comprehensively. HAVE
. CyberSuite Dashboard shall allow the users to WON'T
F_Dashboard_10 Threat Hunting engage in proactive threat hunting. HAVE
Collective Threat .CyberSwte Dashboard shall aI.Iow the users to SHOULD
F_Dashboard_11 . . identify patterns and correlations between events
Intelligence Correlation . . . . HAVE
using collective threat intelligence.
Protection The CG Toolbox shall provide the employee with the | MUST
F_CGTools_07 - o .
Recommender ability to see the most critical protection needs. HAVE
F_Hz_01 CyberSuite User Login CyberSuite shall allow users to log in providing a MUST
username and a password HAVE
Source Code Language SASTer shall perf.o.rm the nece.ssary source code WON'T
F_SASTer_04 , language recognition process in order to proceed to
Recognition . . . HAVE
the respective code inspection.
SASTer Software SASTer shall be able to be updated, if necessary, COULD
F_SASTer_11 once the used open-source tools have been updated
Updates . HAVE
to newer stable software versions.
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The Smart Contracts shall enable users to query the COULD
F_BCBCTI_03 Smart Contracts BCBCTI component to search/discover datasets HAVE
relevant to CyberSuite processes
F_PUZ_10 SBOM Generation Offer SBOM generation Eli\leD
CyberSuite Marketplace shall allow (service
. . . . . . CouLb
F_Marketplace_17 Paid Service Trial consumer) users perform a free trial of a paid service HAVE
(if this option is provided by the service provider)
C ite Marketpl hall notif HOULD
F_Marketplace_29 Notifications 'ybe'zr'Sw ¢ Marketplace shall notily users on SHOU
significant events HAVE
Unregistered Users Cyber'Swte Marketpl'ace shall aII'ow even ' COULD
F_Marketplace_33 . unregistered users view the available services of the
View . . HAVE
Marketplace (limited actions allowed)
Pentesting-5greplay shall allow defining new rules,
. _— S - CcouLb
F_Pentesting_07 Rule Definition e.g., for attack injection, robustness/scalability HAVE
testing, fuzz testing
Seer Box will allow to upload both application and COULD
F_SeerBox_07 Upload Rules to WAF network rules generated via APl to WAF Solution. HAVE
Reaction Scripts Allows creating reaction scripts for rule-based SHOULD
F_PUZ _02 . . .
- - Creation triggering HAVE
. . . WON'T
F_PUZ_09 K8s Scanning Allow K8s scanning for issues HAVE

Feature Id

Table 4.18 — Not Highly Valuable and Not Complex Features

Feature Name

Feature Description

Business

Value

F_Marketplace_08 Service Review CyberSuite Ma'rketpla.ce shall .allow ('serV|ce consumer) | SHOULD
users to submit and view service reviews HAVE
E ACAS 13 Replicated Traffic ACAS shall allow analysing replicated traffic provided COuULD
- - Analysis by the probes and other data sources. HAVE
Pentesting-5greplay shall allow generating 5G network
. 5G Network Traffic traffic and performing fuzz testing, scalability testing COuULD
F_Pentesting_05 . . . -
Generation and injecting cyber threats for testing the resilience of HAVE
the network and application security
. Anti-phishing game that allows playing game as a ,
I Play as Subscribed . . . - . WON'T
F_Phishing_04 subscribed user, i.e., selecting an email, performing an
User . e e . HAVE
analysis, and indicating identifying elements
Standards Control Allow mapping of controls from ISO/IEC 27001 WON'T
F_PUZ_07 .
- - Mapping standard to my assets HAVE
ite Marketpl hall all i HOULD
F_Marketplace_09 Save Service CyberSuite Mar e.tp ac.est all allow (serwce consumer) | SHOU
users to save services listings as favourites HAVE
SASTer shall provide the user the option of creating a SHOULD
F_SASTer_01 User Profile Creation | profile after submitting his/her requested information HAVE
through the Ul.
. SASTer shall provide the user the option of SHOULD
2 L L
F_SASTer_0 User Login/Logout login/logout to his/her profile through the Ul. HAVE
F CGTools 06 Educational The CG Toolbox shall provide the employee with the COULD
- - Reporting ability to report learning achievements. HAVE
F_Phishing_02 Subscription Anti-phishing game that allows subscribing using a WON'T
name HAVE
F DEPLOY 06 Component o Components and application templates that can be WON'T
- - Template Definition defined and be re-used HAVE
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SASTer shall provide the user the option of accessing
F SASTer 09 Access to Existing the projects through the user’s profile via the Ul, WON'T
- - Project(s) where he/she is able to access the inspected source HAVE
code file names and their results.
CyberSuite Marketplace shall allow (service consumer)
. . . . . . . COULD
F_Marketplace_07 Service Rating users to provide and view service ratings (e.g. in a 5- HAVE
star scale)
SASTer shall provide the user the option of secure \
. . . . . . WON'T
F_SASTer_08 Project(s) storing storing the created projects along with their source
) ) HAVE
code and results through the user’s profile.
CyberSuite without Provide the option to use CyberSuite services without COULD
F_HzZ_04 . .
- - Local Deployment installing them locally HAVE

Feature Id

Table 4.19 — Not Highly Valuable and Complex Features

Feature Name

Feature Description

Business

Value

Request Paid CyberSuite Marketp!ace sha!l allow (service consumer) COULD
F_Marketplace_16 . users request a service that is available based on
Service .. . . HAVE
pricing from the service provider
CyberSuite Marketplace shall provide (service provider) SHOULD
F_Marketplace_19 View Service Stats users with stats information about the usage of their HAVE
services
E le th h
xtendable throug SASTer shall be able to be extended, if necessary, .
F_SASTer_10 other Open-source integrating other open-source projects/tools that WON'T
- - Projects-tools that erfirm SgAST P pro) HAVE
perform SAST P '
Geospatial CyberSuite Déshboard s.hall allow Fhe user§ to visualise SHOULD
F_Dashboard_03 . - network traffic geospatially, showing locations, areas,
Visualisation . HAVE
frequency, and duration of attacks.
CyberSuite Marketplace shall allow (service
. . . . SHOULD
F_Marketplace_11 Service Suggestion consumer) users create suggestion for new/additional HAVE
services
Share Service before CyberSuite Marketpléce shall allow (service r.)r.owder) WON'T
F_Marketplace_22 . users share new services that are not yet officially
Review . . . S HAVE
reviewed (with the appropriate indications)
. . CyberSuite Marketplace shall provide third-party login WON'T
F_Marketplace_32 | Third-Party L
—Marketplace_3 ird-Party Login (e.g. via Facebook) HAVE
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5 Conclusions

The CyberSuite project has made significant progress in evaluating and documenting the readiness of its
cybersecurity solutions portfolio. The final version of this portfolio, as presented here in Deliverable D2.2,
serves as a crucial benchmark for assessing the current state and future direction of CyberSuite's offerings.
This document has provided a comprehensive analysis of the market, identified key competitors, and
highlighted the unique selling points of CyberSuite's tools and services.

The following main aspects have been covered:
Market Analysis and Commercial Maturity

The market analysis revealed a growing demand for robust cybersecurity solutions, driven by the increasing
frequency and sophistication of cyber threats. The cybersecurity market, particularly for SMEs, is expanding
rapidly. CyberSuite aims to capture a significant share of this market by offering a comprehensive, integrated
framework that addresses the unique needs of SMEs and mid-sized enterprises (MEs).

The SWOT analysis underscored CyberSuite assets and overall strengths, including its end-to-end solution,
ease of adoption, and the expertise of its partners. However, it also highlighted challenges such as the
complexity of integration and the presence of proprietary APIs. Opportunities abound in the increasing cyber
threats, the deployment of loT/Edge/Network environments, and the rising awareness among SMEs about
the importance of cybersecurity. Furthermore, the threat analysis that was performed based on popular
threat and attack taxonomies (i.e. OWASP, STRIDE and MITRE ATTACK Matrix), showcased the wide span of
attacks and techniques covered by the Assets comprising the CyberSuite Framework. This makes CyberSuite
an attractive solution for SMEs that have diverse infrastructures and thus are exposed to different attack
techniques.

Features and Minimum Viable Product (MVP)

The deliverable outlines the features of the CyberSuite MVP, which is designed to provide a user-friendly,
comprehensive cybersecurity framework. This includes tools for continuous monitoring, risk assessment,
threat intelligence sharing, and automated mitigation actions. The MVP is built on the robust background
knowledge and technological assets provided by the consortium partners, ensuring a solid foundation for
further development and refinement.

The CyberSuite MVP is designed to be adaptable, incorporating feedback from early users and evolving
market requirements. This dynamic approach ensures that CyberSuite remains relevant and effective in
addressing emerging cybersecurity challenges. The features assessment and consolidated MVP section
provide a detailed description of the tools and services, highlighting their commercial maturity and alignment
with the overall project objectives.

Key Performance Indicators (KPls)

The document establishes the refined and detailed set of KPIs to measure the performance and impact of
CyberSuite's tools but also of the CyberSuite Framework as a whole. These indicators are critical for
monitoring progress, identifying areas for improvement as the development will progress, and ensuring that
the solutions deliver tangible benefits to end-users. The KPIs focus on aspects such as quality, user
satisfaction, and the effectiveness and performance of cybersecurity solutions. These metrics will guide the
ongoing development and refinement of the CyberSuite Framework, ensuring that it meets the highest
standards of quality and performance.

Furthermore, D2.2 introduces the CyberSuite Demonstrators KPIs that will be part of the pilot evaluation
frameworks to be established in WP4. The identified metrics aim to measure the added value of adopting
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CyberSuite services in the use cases both in terms of cyber protection and operational preparedness and
from a business scope.

Strategic Focus

CyberSuite's strategic focus is on creating a holistic solution for security tools and services that cater
specifically to SMEs and MEs. The project aims to integrate various tools and services, define open APIs for
third-party solutions, and collaborate with external stakeholders to expand its reach and impact. This
deliverable serves as the roadmap towards the release of the Integrated CyberSuite Solution, with initial and
final pilot validations and market launch phases.

In conclusion, Deliverable D2.2 marks a significant milestone in the CyberSuite project, providing a detailed
evaluation of the maturity of its cybersecurity solutions portfolio. The comprehensive market analysis, and
features assessment, offering a strong foundation for the successful implementation and commercialization
of CyberSuite's tools and services. As the project progresses, the focus will be on the technical activities,
towards the first release of the Integrated CyberSuite Framework in the context of D3.1, addressing identified
gaps, and leveraging opportunities to enhance the cybersecurity posture of SMEs and MEs across Europe.
Furthermore, D2.2 provides a solid base for the design of the use case scenarios and evaluation frameworks
to be included in D4.1.
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Annex |: Asset Description Sheets Template

This Section introduces the template used to describe the assets provided by partners as part of the

CyberSuite Portfolio.

Partner name

Organisation type

Strategic focus area(s)

Relevance of
CyberSuite to partner

Asset name
Asset type

TRL - before

TRL - expected

Description

Main functions
Commercial
proposition
Targeted market and
status of the market

Key competitors

Gap analysis and
Unique selling points

Key Performance
Indicators

Threat analysis

Minimum Viable
Product

<PartnerName>

<e.g. Operators, Integrators, Equipment manufacturers, SMEs, Research and
Academia>

<e.g. Network Security>

<Brief description of how the partner will contribute or be benefitted from their
involvement in CyberSuite, e.g. further improvement of an existing tool,
demonstration in testbeds, collaboration with European partners etc.>

<AssetName>

<e.g. software, hardware, service, knowledge...>

<current TRL of asset, based on definitions of the TRLs in
https://ec.europa.eu/info/funding-
tenders/opportunities/portal/screen/support/faq/2890>

<expected TRL of asset upon project completion, based on definitions of the
TRLs in https://ec.europa.eu/info/funding-
tenders/opportunities/portal/screen/support/faq/2890>

<Brief description of asset>

<The high-level offerings of the asset>

<What the asset is bringing as a commercial proposition >

<Brief presentation of target market and statistics>

<Brief landscaping of existing competitors>

<lIdentification of gaps (in the market or/and in the current version of the asset)
and unique selling points that make it or will make it after further developments
stand out from competitors>

<Preliminary Key Performance Indicators (if available)>

Main threats considered

<The minimum features that comprise the MVP of the specific asset>
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Annex ll: Features Descriptions per CyberSuite Asset

The following subsections present the complete features list and the feature tables per CyberSuite asset. An
additional subsection presents the horizontal features that have been prescribed to cover integration and
management aspects of the Integrated CyberSuite Framework per se, and are not bound to a specific asset.

ACAS - Features

List of features

Feature Id. Name

Relevant
Feature description User

Relevant Update

Asset(s) | since D2.1

F_ACAS_01.ACAS API

ACAS shall provide an APl allowing the

different components of CyberSuite
architecture to collect the calculated
metadata and classification results
(e.g., to help Security Orchestrator | US_P.02 ACAS No Update
and Expert System automate the
decision on the proper actions that
needs to be taken in reaction to a
detected cyber-attack.

F_ACAS_02. Model Training for
Anomalous Traffic Detection

ACAS-MAIP shall allow training the
Deep Learning model that will detect | US_P.02 ACAS No Update
anomalous network traffic.

F_ACAS_03.Feature Mapping to

ACAS-MAIP shall map the features
into numeric vectors that can be

Vectors processed by the Deep Learning Us_p.02 ACAS No Update
module.
ACAS-MAIP shall allow managing Al

F_ACAS_04.Manage Al workflow | training, testing and prediction | US_P.02 ACAS No Update
phases.

F_ACAS_05.Network Protocols | ACAS shall work with various network US_P.02 ACAS No Update

Support protocols.

F_ACAS_06.Algorithms_and_rules

ACAS shall work with pre-defined or | US_P.02
user defined rules, embedded code,

and algorithms (e.g., ML, Change Point ACAS No Update
Detection, Statistics, etc.)
F_ACAS_O7.Reaction Script ACAS shall allow crez.ating. reaction | US_P.02 ACAS No Update
Creation scripts for rule-based triggering

F_ACAS_08.Probe Management

ACAS shall allow deploying and
dynamically configuring detection and | US_D.03 ACAS No Update
mitigation mechanisms

F_ACAS_09.Feature Extraction
from Network Traffic

ACAS shall allow extracting various
features based on the network traffic | US_0.02 ACAS No Update
characteristics.

F_ACAS_10.Traffic Prediction

ACAS-MAIP shall allow differentiating
between malicious and benign | US_0.02 ACAS No Update
network traffic.

ACAS-RCA shall allow detecting root

F_ACAS_11.Root Cause Detection . uUS_0.02 ACAS No Update
cause of anomaly or security breach
ACAS shall allow continuously
12. . L )
F_AC'AS_' Network Traffic | monitoring the' network t.rafflc to US_M.05 ACAS No Update
Monitoring detect potential anomalies and

cyberattacks.
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F_ACAS_13.Replicated Traffic

ACAS shall allow analysing replicated
traffic provided by the probes and | US_M.05 ACAS No Update

Analysi
nalysts other data sources.
. . ACAS shall allow calculating the
F_ACAS_14.Traff tatist
z ST rattic Statistics statistics concerning the packets and | US_M.05 ACAS No Update
Calculation .
communication flows.
ACAS shall allow providing metadata
F_ACAS_15.Results Provision to | and cllassmcatlon. .results.to other US M.05 ACAS Added
other Tools analytic and decision engines (e.g., - examples

SeerBox, BCBCTI, Puzzle, Geiger)

and Notifications

F_ACAS_16.Results Visualisation

ACAS shall allow visualising network
state, statistics, and | US_M.05 ACAS No Update
notifications/alarms.

F_ACAS_17.Correlation

ACAS shall allow performing

correlations with information from New
. . . US_M.05 ACAS

different sources to improve detection Feature

precision

Description of features

F_ACAS_01.ACAS API

Description

DevSecOps Step

User Story

Existing Feature

Relevant Gap - How it will

be addressed
Asset(s)

Prerequisites

APl allowing the different components of CyberSuite architecture to collect the
calculated metadata and classification results (e.g., to help Security Orchestrator and
Expert System automate the decision on the proper actions that needs to be taken in
reaction to a detected cyber-attack.

PLAN

US_P.02

TRL 6

G.ACAS.01

ACAS

Specify integration and develop adaptors when needed.

F_ACAS_02. Model Training for Anomalous Traffic Detection, F_ACAS_03.Feature Mapping to Vectors,

Description

DevSecOps Step
User Story

Existing Feature

Relevant Gap - How it will
be addressed

Asset(s)

Prerequisites

F_ACAS_04.Manage Al workflow

Features that allow:

Training the Deep Learning model that will detect anomalous network traffic.
Mapping the features into numeric vectors that can be processed by the Deep
Learning module.

Managing Al training, testing and prediction phases.

PLAN

US_P.02

TRL6

Add different ML techniques.

Improve explainability and robustness.

Add metrics to assess techniques

Evaluate quality of datasets used for training

ACAS-MAIP

Specify integration and develop adaptors
Define models, train and test them
Define rules and algorithms

Deploy probes,
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F_ACAS_05.Network Protocols Support, F_ACAS_06.Algorithms_and_rules, F_ACAS_07_Reaction Script
Creation

Features that allow extending the monitoring framework to be able to:

Parse new network protocols.

Add pre-defined or user defined rules, embedded code, and algorithms (e.g., ML,
Change Point Detection, Statistics, etc.) for detecting new anomalous network
behaviour and security breaches.

Add new reaction scripts that will be triggered by the rules.

DevSecOps Step PLAN
User Story US_P.02
Existing Feature TRL8

Description

BEEENRTACET NN LIV Continuously add new rules, algorithms and scripts to detect and manage new
be addressed threats.
Asset(s) ACAS

Identify the protocols, rules, algorithms and scripts that are required by the users and
the infrastructure.

Prerequisites

F_ACAS_08.Probe Management

Feature allows deploying and dynamically configuring detection and mitigation
mechanisms.

DevSecOps Step DEPLOY
User Story US_D.03
Existing Feature TRL 8

Description

Relevant Gap - How it will
be addressed

Deploy and test the probes in new environments and infrastructures.

Asset(s) ACAS

Deploy probes and the rules, algorithms and scripts needed for the detection and
reaction.

Prerequisites

F_ACAS_09.Feature Extraction from Network Traffic, F_ACAS_10.Traffic Prediction,
F_ACAS_17.Correlation

Features that allow:

Extracting various features from the network communications, system and
application traces, and any other structured data so that it can be used by ML
techniques. network traffic characteristics.

Differentiating between malicious and benign network traffic.

Correlating information from different sources to improve detection precision.

DevSecOps Step OPERATE
User Story US_0.02

Description

Existing Feature TRL 6

Deploy different ML techniques.
Consider results obtained from the explainability techniques, use the metrics to assess
techniques, and take into account the quality of datasets used for training.

Asset(s) ACAS-MAIP
Training the Deep Learning model.

Prerequisites Mapping the features into numeric vectors so that they can be processed.
Test the ML techniques used to determine their precision.

Relevant Gap - How it will
be addressed

F_ACAS_11.Root Rause Detection
Description Feature that allows detecting root cause of anomaly or security breach.
DevSecOps Step OPERATE
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User Story US_0.02

Existing Feature TRL6

Relevant Gap - How it will
be addressed

Test the techniques used in different infrastructures.

Asset(s) ACAS-RCA
Train the similarity leaning techniques by provoking anomalies and attacks so that the
Prerequisites ACAS-RCA module can benefit from a large data base of anomalies and their caused

that can be used for detecting their reoccurrence.

F_ACAS_12.Network Traffic Monitoring, F_ACAS_13.Replicated Traffic Analysis, F_ACAS_14.Traffic
Statistics Calculation, F_ACAS_15.Results Provision to other Tools, F_ACAS_16.Results Visualisation and
Notifications

Features that allow to:

Continuously monitor the network traffic to detect potential anomalies and
cyberattacks.

Description Analyse network traffic provided by the probes and other sources.

Calculate the statistics concerning the packets and communication flows.

Provide metadata and classification results to other analytic and decision engines.
Visualise network state, statistics, and generated notifications/alarms

DevSecOps Step MONITOR
User Story US_M.05
Existing Feature TRL 8

Interoperate with other elements (e.g., orchestrators, controllers, decision engines).
CEEERTACET SN LIVAY M Extend the web application with new dashboards for visualising information provided

be addressed by different infrastructures, domains and networks, and satisfying different
requirements.

Asset(s) ACAS

Prerequisites Configure and deploy probes.
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Seer Box - Features

List of features

Feature Id. Name

Feature description

Relevant
User Story

Relevant
Asset(s)

Ayber

s

Update

since D2.1

F_Seer

Seer Box shall allow to gather live and parse

Network Rules

Uploading

rules to a Firewall.

Box_01.Analyse Web . . US_T.02 Seer Box No update
. for analysis by the supported traffic sources:
Traffic
F_Seer Seer Box shall provide detection modules to No update
Box_02.Detection of | identify alert of the Broken Access Control [US_T.02 Seer Box P
Broken Access category
F
B:)ie?)r_% Detection of Seer Box shall provide detection modules to
— identify alert of Authentication Failures |US_T.02 Seer Box No update
Authentication catesor
Failures ik
F_Seer Seer Box shall provide detection modules to
Box_04.Detection of | | . B L US_T.02 Seer Box No update
T identify alert of the Injection category
Injection
F_Seer Seer Box shall allow to upload the generated US 0.03
Box_05.Upload Black network rules to a feed in an nginx blacklist - Seer Box No update
. US_M.03
List Feed format. -
F_Seer Seer Box shall allow to upload the
. . US_0.03,
Box_06.Upload App | application rules to a feed in the - Seer Box No update
. US_M.03
Feed ModSecurity format. -
F_Seer Seer Box will allow to upload both
. . |US_0.03,
Box_07.Upload Rules | application and network rules generated via US_M 03 Seer Box No update
to WAF API to WAF Solution. -
F_Seer Seer Box shall allow to notify SIEM or other US 0.03
Box_08.Security tools over TCP or UDP by sending newly - Seer Box No update
US_M.03
Alerts generated alerts. -
F_Seer
Box_09.Aut ti Seer Box shall allow t t ticall load
OX_| utomatic eer Box shall allow to automatically uploa US_0.03 Seer Box No update

Detailed description of features

Description

DevSecOps Step
User Story

Existing Feature

F_Seer Box_01.Analyse Web Traffic

the following supported traffic sources:
Apache

Nginx

Ha Proxy

1N

NCSA Common Log

NCSA Extended Log

Oplon ADC connector

Pluribus One Nginx connector

Custom format log

The web traffic of the monitored solution is gathered live and parsed for analysis by

TEST

US_T.02

TRL 8: System complete and qualified
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Relevant Gap - How it will
be addressed

Asset(s) Seer Box

Prerequisites --

F_Seer Box_02.Detection of Broken Access
Seer Box implements the following detection modules to identify alert of the Broken
Access Control category:
Description Drupal probing
Path traversal
Wordpress probing Custom format log
DevSecOps Step TEST
User Story US_T.02

Existing Feature TRL 8: System complete and qualified

Relevant Gap - How it will
be addressed

Asset(s) Seer Box

Prerequisites --

F_Seer Box_03.Detection of Authentication Failures
Seer Box implements the following detection modules to identify alert of the
Identification and Authentication Failures category:

Description Botnet
Brute Force
Fake Bot
Malicious Scanner
DevSecOps Step TEST
User Story US_T.02
Existing Feature TRL 8: System complete and qualified
Relevant Gap - How it will B
be addressed
Asset(s) Seer Box

Prerequisites -

F_Seer Box_04.Detection of Injection

Seer Box implements the following detection modules to identify alert of the Injection
category:

Code Injection

Command injection

Cross Site Scripting

JNDI Injection

SQL Injection

XML External Entity

DevSecOps Step TEST
User Story US_T.02
Existing Feature TRL 8: System complete and qualified

Description

Relevant Gap - How it will
be addressed

Asset(s) Seer Box

Prerequisites --
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F_Seer Box_05.Upload Black List Feed

The generated network rules can be uploaded to a feed in an nginx blacklist
Description format, as well as in a generic blacklist format. The feed is downloadable via
API.
OPERATE
DevSecOps Step MONITOR
Us_0.03
User Story US_M.03
Existing Feature TRL 8: System complete and qualified
Relevant Gap - How it B
will be addressed
Asset(s) Seer Box
Prerequisites --

F_Seer Box_06.Upload App Feed

.. The application rules can be uploaded to a feed in the ModSecurity format. The feed
Description . .
is downloadable via API.
OPERATE
DevSecOps Step MONITOR
us_0.03
User Story US_M.03
Existing Feature TRL 8: System complete and qualified
Relevant Gap - How it will
be addressed
Asset(s) Seer Box
Prerequisites --

F_Seer Box_07.Upload Rules to WAF
Both application and network rules generated can be uploaded via API to Oplon WAF

D ipti .
el Solution
OPERATE
DevSecOps Step MONITOR
us_0.03
User Story US_M.03
Existing Feature TRL 8: System complete and qualified
Relevant Gap - How it will B
be addressed
Asset(s) Seer Box

Prerequisites -

F_Seer Box_08.Security Alerts

Descrintion Notify SIEM or other tools over TCP or UDP by sending newly generated alerts.
P The alert supported format is JSON, CEF or LEEF
OPERATE
DevSecOps Step MONITOR
US_0.03
User Story US_M.03
Existing Feature TRL 8: System complete and qualified
Relevant Gap - How it will B
be addressed
Asset(s) Seer Box
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Crrrogites B

F_Seer Box_09.Automatic Network Rules Uploading

Description The network rules can be automatically uploaded to a Firewall.

DevSecOps Step OPERATE

User Story US_0.03

Existing Feature TRL 8: System complete and qualified

Relevant Gap - How it will
be addressed

Asset(s) Seer Box

Prerequisites -
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PUZZLE - Features

List of features

Relevant
Asset(s)

Relevant
User Story

Update

Feature Id. Name since D2.1

Feature description

APl allowing the different
components of CyberSuite to

F_PUZ_01.PUZZLE API P.02 PUZZLE N t
-PUZ_01.PU provide their outputs as input for Us_p.0 v o Update
Risk assessment.
F_PUZ _02.Reaction Scripts Allows creating reaction scripts for | US_0.01 PUZZLE
. . . No Update
Creation rule-based triggering
F_ PUZ_03. Detection Allows dynamically configuring
Mitigation Mechanism detection and mitigation | US_D.O1 PUZZLE No Update
Management mechanisms
F_PUZ_04.Mitigation Action Allows rule-based triggering of | US_0.01 PUZZLE
- - e . No Update
Triggering mitigation actions
Continuously monitors the
F_PU.Z_(?S.Network Traffic networl.< traffic to detect poten'FlaI US_0.01 PUZZLE No Update
Monitoring anomalies and cyberattacks using
PUZZLE agents.
F_PUZ_06.Risk Assessment | /rovide risk assessment of the | ;o PUZZLE No Update
defined asset graph
Allow mapping of controls from | US_P.04,
F_PUZ_07.Standards Control -
i andaras ontrol 1 1so/iIec 27001 standard to my | US_0.07, | PUZZLE No Update
pping assets US_B.02
F_PUZ._08.VuInerab|I|ty Allow bllnlary packe.t analysis for US_B.08 PUZZLE No Update
Scanning vulnerabilities scanning
F_PUZ_09.K8s Scanning Allow K8s scanning for issues uUs_D.01 PUZZLE No Update
F_PUZ_10.SBOM Generation Offer SBOM generation US_B.02 PUZZLE No Update
F_PUZ_11.Docker Compliance | Perform Docker = Compliance | US_B.0S,
Check checking US_B.02 PUZZLE No Update

Detailed description of features

F_PUZ_01.PUZZLE API

API allowing the different components of CyberSuite to provide their outputs as input

D A
escription for risk assessment.

DevSecOps Step PLAN, ALL

User Story US_P.02

Existing Feature

TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A
Asset(s) PUZZLE
Prerequisites N/A

F_ PUZ _02.Reaction Scripts Creation

Description Allows creating reaction scripts for rule-based triggering
DevSecOps Step OPERATE
User Story us_0.01

TRL 8: SYSTEM COMPLETE AND QUALIFIED

Existing Feature
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Relevant Gap - How it will
be addressed

Asset(s) PUZZLE

G.PUZZLE.04, G.PUZZLE.O1, G.PUZZLE.02

Prerequisites PUZZLE agents must be installed

F_ PUZ_03.Detection Mitigation Mechanism Management

Description Allows dynamically configuring detection and mitigation mechanisms
DevSecOps Step DEPLOY
User Story uUS_D.01

Existing Feature TRL 8: SYSTEM COMPLETE AND QUALIFIED

Relevant Gap - How it will
be addressed

Asset(s) PUZZLE

G.PUZZLE.O1, G.PUZZLE.O02, G.PUZZLE.04

Prerequisites PUZZLE agents must be installed

F_PUZ_04. Mitigation Action Triggering

Description Allows rule-based triggering of mitigation actions
DevSecOps Step OPERATE

User Story us_0.01

Existing Feature TRL 8: SYSTEM COMPLETE AND QUALIFIED

Relevant Gap - How it will
be addressed

G.PUZZLE.O1, G.PUZZLE.O02

Asset(s) PUZZLE (Security Orchestrator)

Prerequisites PUZZLE agents must be installed

F_PUZ_05. Network Traffic Monitoring
Continuously monitors the network traffic to detect potential anomalies and

Description cyberattacks using PUZZLE agents.

DevSecOps Step OPERATE

User Story us_0.01

Existing Feature TRL 8: SYSTEM COMPLETE AND QUALIFIED

wil be adcressed R

Asset(s) PUZZLE (Security Orchestrator)

Prerequisites PUZZLE agents must be installed
F_PUZ_06.Risk Assessment

Description Provide risk assessment of the defined asset graph

DevSecOps Step PLAN, OPERATE

User Story US_P.04

Existing Feature TRL 9: Commercial stage

Relevant Gap - How it will
be addressed

Asset(s) PUZZLE (Risk Assessment)

G.PUZZLE.03, G.PUZZLE.05

Prerequisites Creation of the asset graph by the user

F_PUZ_07.Standards Control Mapping
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Description Allow mapping of controls from ISO/IEC 27001 standard to my assets
DevSecOps Step PLAN, OPERATE

User Story US_P.04

Existing Feature TRL 6: TECHNOLOGY DEMONSTRATED IN RELEVANT ENVIRONMENT

Relevant Gap - How it will
be addressed

Asset(s) PUZZLE (Risk Assessment)

G.PUZZLE.03, G.PUZZLE.05

Prerequisites Mapping of the available controls must be performed by the user

F_PUZ_08.Vulnerability Scanning
Description Allow binary packet analysis for vulnerabilities scanning
DevSecOps Step BUILD
User Story US_B.02, US_B.08

Existing Feature TRL 8: SYSTEM COMPLETE AND QUALIFIED

Relevant Gap - How it will
be addressed

Asset(s) PUZZLE

G.PUZZLE.O1, G.PUZZLE.O3

Prerequisites Containerized image of the application must be accessible

F_PUZ_09.K8s Scanning

Offering automated scanning of Kubernetes environment for issues based on
common, best practice configuration

DevSecOps Step BUILD, TEST
User Story US_B.02, US_B.08, US_T.01
Existing Feature No

Description

Relevant Gap - How it will
be addressed

Asset(s) PUZZLE

G.PUZZLE.O1, G.PUZZLE.O3, G.PUZZLE.05

Prerequisites Operational Kubernetes environment must be accessible for testing

F_PUZ_10.SBOM Generation
Description Offer SBOM generation
DevSecOps Step PLAN, BUILD
User Story US_B.02, US_B.08, US_P.04

Existing Feature No

Relevant Gap - How it will
be addressed

G.PUZZLE.03, G.PUZZLE.05

Asset(s) PUZZLE

Prerequisites Containerized image of the application must be accessible

F_PUZ_11.Docker Compliance Check
Description Perform Docker Compliance checking
DevSecOps Step PLAN, BUILD
User Story US_B.02, US_B.08, US_P.04
Existing Feature No

Relevant Gap - How it
will be addressed

G.PUZZLE.O03, G.PUZZLE.05
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Asset(s) PUZZLE
Prerequisites Containerized image of the application must be accessible
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SASTer - Features

List of features

Feature Id. Name

Feature description

Relevant
Asset(s)

Relevant
User Story

Update since

SASTer shall provide the user the option
F_SASTer_01.User Profile | of creating a profile after submittin
e . & a prof _ & | us_s.o1 SASTer No Update
Creation his/her requested information through
the Ul.
SASTer shall ide th th ti
F_SASTer 02.User er shail provide the userthe option No Update
. of login/logout to his/her profile | US_B.01 SASTer
Login/Logout
through the UlI.
SASTer shall provide the user the option
F_SASTer_03.Create .p v . ! . p ! R No Update
. of uploading his/her application’s | US_B.01 SASTer
Project(s) . .
source code files as a project.
SASTer shall perform the necessary
F_SASTer_04.S Cod ode | ognitio
_ er_ ou.rc.e ode | source c e language recognition US_B.01 SASTer No Update
Language Recognition process in order to proceed to the
respective code inspection.
E SASTer 05.Code SASTer shall perform the necessary code
In_s ectio; ' inspection to the provided user’s | US_B.01 SASTer No Update
P application source code files.
SASTer shall present the outcomes of
F_SASTer_06.Presentation | the code analysis that has been No Update
. , L US_B.01 SASTer
of Code Analysis Results performed upon the user’s application -
source code files.
SASTer shall provide the user the option
F_SASTer_07.D load tod load th t f th d
. er_ qwn oa o} own oa e outcomes of the code US_B.01 SASTer No Update
the Code Analysis Results | analysis that has been performed upon
the user’s application source code files.
SASTer shall provide the user the option
F_SASTer_08.Project f toring th ted ject
S er_ roject(s) o} secure s or.lng e created projects US_B.01 SASTer No Update
storing along with their source code and results
through the user’s profile.
SASTer shall provide the user the option
E SASTer 09.Access to of accessing the projects through the Undated
- - user’s profile via the Ul, where he/sheis | US_B.01 SASTer P Lo
Existing Project(s) . Description
able to access the inspected source code
file names and their results.
F_SASTer_10.Extendable SASTer shall be able to be extended, if
th h th o - , int ti th -
roug .o er pen- | necessary ‘|n egrating other open US_B.01 SASTer No Update
source Projects-tools that | source projects/tools that perform
perform SAST SAST.
SASTer shall be able to be updated, if
F_SASTer_11.SAST . th d -
_ er_ er necessary, once the used open-source US_B.01 SASTer No Update
Software Updates tools have been updated to newer
stable software versions.
Grant Agreement: 101145861 -124-



Ayber

D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version s

Detailed description of features

F _SASTer_01.User Profile Creation

SASTer shall provide the user the option of creating a profile after submitting

Description his/her requested information through the UL.
DevSecOps Step BUILD

User Story US_B.01

Existing Feature TRL 8: SYSTEM COMPLETE AND QUALIFIED
Relevant Gap - How it will be

addressed N/A

Asset(s) SASTer

Prerequisites N/A

F_SASTer_02.User Login/Logout

SASTer shall provide the user the option of login/logout to his/her profile through

Description the UL

DevSecOps Step BUILD

User Story US_B.01

Existing Feature TRL 8: SYSTEM COMPLETE AND QUALIFIED
::Ler\::::ap How it will be N/A

Asset(s) SASTer

Prerequisites F _SASTer_01.User Profile Creation

F_SASTer_03.Create project(s)

SASTer shall provide the user the option of uploading his/her application’s source

Description code files to the created project.
DevSecOps Step BUILD

User Story us_B.01

Existing Feature TRL 8: SYSTEM COMPLETE AND QUALIFIED
::Li\;as):::ap How it will be N/A

Asset(s) SASTer

Prerequisites F_SASTer_02.User Login/Logout

F_SASTer_04.Source Code Language Recognition
SASTer shall perform the necessary source code language recognition process in
order to proceed to the respective code inspection.

DevSecOps Step BUILD
User Story us_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT

Description

Relevant Gap - How it will be
addressed

G.SASTer.01 — various source code language identification for enhanced inspection

Asset(s) SASTer
Prerequisites F_SASTer_03.Create Project(s)

F_SASTer_05.Code Inspection
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SASTer shall perform the necessary code inspection to the provided user’s
application source code files.

DevSecOps Step BUILD
User Story US_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT

Relevant Gap - How it will be
addressed

Asset(s) SASTer

Description

G.SASTer.01 — various source code language identification for enhanced inspection

Prerequisites F_SASTer_04.Source Code Language Recognition

F_SASTer_06.Presentation of Code Analysis Results
SASTer shall present the outcomes of the code analysis that has been performed
upon the user’s application source code files.

DevSecOps Step BUILD
User Story US_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT

Relevant Gap - How it will be
addressed

Asset(s) SASTer

Description

G.SASTer.02 - clear view of the results coming from the code inspection

Prerequisites F_SASTer_05.Code Inspection

F_SASTer_07.Download the Code Analysis Results
SASTer shall provide the user the option to download the outcomes of the code
analysis that has been performed upon the user’s application source code files.

DevSecOps Step BUILD
User Story US_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT

Description

G.SASTer.02 - feature that provides the capability of downloading and storing the
results coming from the code inspection for future leverage during the DevSecOps
lifecycle

Asset(s) SASTer

Prerequisites F_SASTer_05.Code Inspection

Relevant Gap - How it will be
addressed

F_SASTer_08.Project(s) storing

SASTer shall provide the user the option of secure storing the created projects along
with their source code and results through the user’s profile.

DevSecOps Step BUILD
User Story US_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT

R EVET A CET R LA RV [N T G.SASTer.03 - feature that provides the capability of storing the projects and their
addressed results through GUI

Asset(s) SASTer

F _SASTer_01.User profile Creation
F_SASTer_03.Create project(s)

Description

Prerequisites

F_SASTer_09.Access to Existing Project(s)
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SASTer shall provide the user the option of accessing the projects through the user’s

Description profile via the Ul, where he/she is able to access the inspected source code file
names and their results.
DevSecOps Step BUILD
User Story US_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT
I EVET AT R LI &V [N T G.SASTer.03 - feature that provides the capability of accessing the stored projects
addressed and their results through GUI
Asset(s) SASTer
F _SASTer_01.User profile Creation
Prerequisites F_SASTer_03.Create project(s)

F_SASTer_08.Project(s) storing

F_SASTer_10. Extendable through other Open-source Projects-tools that perform SAST
SASTer shall be able to be extended, if necessary, integrating other open-source
projects/tools that perform SAST.

DevSecOps Step BUILD
User Story US_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT

FEEVEL A CET R LI XY [N T G.SASTer.04 - feature that provides the expansion of the tool aiming to support
addressed multiple technologies.

Asset(s) SASTer

Description

Prerequisites N/A

F_SASTer_11. SASTer Software Updates

SASTer shall be able to be updated, if necessary, once the used open-source tools
have been updated to newer stable software versions.

DevSecOps Step BUILD

User Story US_B.01
Existing Feature TRL 7: SYSTEM PROTOTYPE DEMONSTRATION IN OPERATIONAL ENVIRONMENT

CEEVETNACET I [T AV NI G.SASTer.03 / G.SASTer.04 / G.SASTer.05 — feature that provides the option of
addressed updating the tool for further enhancement.

Asset(s) SASTer

Description

Prerequisites N/A
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Pentesting - Features

List of features

Feature Id. Name

Feature description

Relevant
User Story

Relevant
Asset(s)

Update since

Pentesting shall allow configuring
attacks, i.e., specifying target IP
. addresses, ports, types of
F_Pentest 01.Attack . ’ . .
~ e.n es |!1g_ ac vulnerabilities to exploit, payloads to US_T.02 Pentesting No Update
Configuration
use, and attack vectors. It ensures that
the attack is tailored to the specific
environment or scenario being tested.
. Pentesting shall allow selecting an
F_Pentest 2.Attack
o en. esting_0 ac attack, i.e., choosing a specific attack US_T.02 Pentesting No Update
Selection ]
from a pre-defined set of attacks
Pentesting shall allow executing an
F_Pentesti 03.Attack ttack, i.e., | hing the attack based .
_rentesting_ ac attack, L.e., )aunching thé atiack Hase Us_T.02 Pentesting No Update
Execution on the specified configurations and
selected attack type
Pentesting shall allow detecting an
k using ACA i if |
F_Pentesting_04.Attack attack using C S.to !dentl_ y andlog .
. attacks, providing insights into the US_T.02 Pentesting No Update
Detection , .
system's defences and potential
vulnerabilities
Pentesting-5greplay shall allow
remsing 053 | BT S0 et e
Network Traffic pert § Lz TESHng, Y Us_T.02 Pentesting No Update
. testing and injecting cyber threats for
Generation . -
testing the resilience of the network
and application security
Pentesting-5greplay shall allow
. configuring the network traffic source
F P .N k
- e.ntestln.g_06 . etwor (e.g., PCAP file, network interface) and | US_T.02 Pentesting No Update
Traffic Configuration .
target (e.g., network function, network
element)
Pentesting-5greplay shall allow
F_P.er.mt.estlng_07.RuIe f:le.ﬁnl.ng new rules, e.g., for z.f.ctack US_T.02 Pentesting No Update
Definition injection, robustness/scalability
testing, fuzz testing
F_P i .Rul P ing- lay shall all
| en.testlng_08 ule entgstmg S5greplay shall allow US_T.02 Pentesting No Update
Selection selecting rules to apply
F_P i T P ing- lay shall all
| ent'estlng_09 est entes'tlng S5greplay shall allow US_T.02 Pentesting No Update
Execution executing test
F_Pentestlng_.lo.Test Pentes.tlng-Sgreplay shall allow US_T.02 Pentesting No Update
Results Analysis analysing test results
Pentesting shall provide information
on the results obtained to assess other
F_Pentesting_11.Inform tools and share information (e.g., Us_T.02 Pentesting New Feature
SeerBox, Saster, BCBCTI, CGToolBox,
ACAS)

Description of features

F_Pentesting_01.Attack Configuration, F_Pentesting_02.Attack Selection, F_Pentesting_03.Attack
Execution, F_Pentesting_04.Attack Detection
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Tools and scripts that allow configuring and executing pentesting techniques (e.g.,
open-source and other techniques developed)

DevSecOps Step TEST
User Story US_T.02

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

CEEVEL ACET N YATRNY [ Continue to update with new attacks and facilitate the definition of injected
be addressed anomalies.

Asset(s) Pentesting

Prerequisites Eventually define new types of attacks to inject. Integration with ACAS

F_Pentesting_05.5G Network Traffic Generation, F_Pentesting_06.Network Traffic Configuration,
F_Pentesting_07.Rule Definition, F_Pentesting_08.Rule Selection, F_Pentesting_09.Test Execution,
F_Pentesting_10.Test Results Analysis

Tool that allows generating 5G network traffic and performing fuzz testing, scalability

Description testing and injecting cyber threats for testing the resilience of the network and
application security

DevSecOps Step TEST

User Story US_T.02

Existing Feature TRL 7: System prototype demonstration in operational environment

FEEVEL I ACET N AR [l Continue to update with new attacks and facilitate the definition of injected
be addressed anomalies.

Asset(s) Pentesting-5greplay

Prerequisites Eventually define new types of attacks to inject
F_Pentesting_11.Inform

DevSecOps Step TEST
User Story US_T.02

Existing Feature TRL 2: Technology concept formulated

Relevant Gap - How it will
be addressed

Asset(s) Pentesting

Publish results using a communication bus and/or provide an API

Prerequisites Specify sharing mechanisms
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MAESTRO - Features

List of features

Relevant Relevant Update
User Story Asset(s) since D2.1

Feature Id. Name Feature description

APl allowing the different
components of CyberSuite

F_DEPLOY_01.MAESTRO API architecture to | N/A MAESTRO No Update
communicate with the
tool.
Allow  deployment  of
F_DEPLOY_02.K8s Deployment applications on top of [ US_D.03 MAESTRO No Update
Kubernetes
. Allow  deployment  of
F_DEPLOY .
- 9‘03 Continuous updated versions of the | US_D.03 MAESTRO No Update
Integration s
applications
Built in monitoring | US_0.01
F_DEPLOY_04.MAESTRO- | - !
I\/Tonito(r)in_?an ) Scalsab“c:te"ab ed | apabilities and policy- | US_M.06, MAESTRO No Update
& ¥ based scalability Us_M.07
o Providing dashboards for
F_DEPLOY_05.Monitoring  Data | .. lication of monitoring | US_M.07 MAESTRO No Update
Visualisation
data
Components and
F_D.EF’ITOY_OS.Component Template appllcatlon_templates that N/A MAESTRO No Update
Definition can be defined and be re-
used

Provides an easy-to-use

F_DEPLOY_07.MAESTRO dashboard  for  the

Management Dashboard monitoring and | US_M.06 MAESTRO No Update
management of  the
deployment
F_DEPLOY_08.CyberSuite Protected | Offer deployments MAESTRO,
- - . uUs_D.03 No Updat
Deployment protected by CyberSuite - PUZZLE 0 Update

Detailed description of features

F_DEPLOY_01.MAESTRO API

API allowing the different components of CyberSuite architecture to communicate
with the tool.

DevSecOps Step N/A
User Story N/A

Existing Feature TRL 9: Commercial stage

Description

Relevant Gap - How it will
be addressed

Needed for providing this tools as part of an integrated CyberSuite Framework

Asset(s) MAESTRO
Prerequisites N/A

F_DEPLOY_02.K8s Deployment
Description Allow deployment of applications on top of Kubernetes

DevSecOps Step DEPLOY
User Story US_D.03

Existing Feature TRL 9: Commercial stage
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R EVEL T ACET RN AT RNl Function MF.DEPLOY.01 and Gap G.Maestro.01 - already supported by MAESTRO,
be addressed should be kept up to date and tester further

Asset(s) MAESTRO

Prerequisites N/A

F_DEPLOY_03.Continuous Integration
Description Allow deployment of updated versions of the applications and integrate with CI/CD

DevSecOps Step DEPLOY
User Story us_D.03
Existing Feature NO

G.Maestro.04 — Must extend current application model of MAESTRO to support
versioning and integrate with the Cl/CD process that will be defined in the scope of
the project

Asset(s) MAESTRO
Prerequisites F_DEPLOY_02.K8s Deployment

Relevant Gap - How it will
be addressed

F_DEPLOY_04.MAESTRO-enabled Monitoring and Scalability
Description Built in monitoring capabilities and policy-based scalability
DevSecOps Step OPERATE, MONITOR
User Story US_0.01, US_M.06, US_M.07

Existing Feature TRL 7: System prototype demonstration in operational environment

NG EVEL ACET RN AR |l G.Maestro.03 and G.Maestro.01 — Provide an easy to use way to manage the
be addressed scalability though pods used in a Kubernetes deployment

Asset(s) MAESTRO
Prerequisites F_DEPLOY_02.K8s Deployment

F_DEPLOY_05.Monitoring Data Visualisation
Description Providing dashboards for visualization of monitoring data

DevSecOps Step MONITOR
User Story US_M.07

Existing Feature TRL 2: Needs to be re-designed

LEEETACET N LIVATRY | G.Maestro.03 and G.Maestro.01 — Provide an easy to use way to monitor the pods
be addressed used in a Kubernetes deployment

Asset(s) MAESTRO
Prerequisites F_DEPLOY_02.K8s Deployment

F_DEPLOY_06.Component Template Definition
Description Components and application templates that can be defined and be re-used

DevSecOps Step PLAN
User Story N/A

Existing Feature TRL 7: System prototype demonstration in operational environment

CEEEACET I LAY G.Maestro.02 — Allow to prepare and share containerized applications and/or their
be addressed components

Asset(s) MAESTRO
Prerequisites F_DEPLOY_02.K8s Deployment

F_DEPLOY_07.MAESTRO Management Dashboard
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Provides an easy-to-use dashboard for the monitoring and management of the
deployment

DevSecOps Step MONITOR
User Story US_M.07

Existing Feature TRL 7: System prototype demonstration in operational environment

CEEVEL A CETREN  [YATRNY |l G.Maestro.03 and G.Maestro.01 — Provide an easy to use way to manage and monitor
be addressed a protected Kubernetes deployment

Asset(s) MAESTRO
Prerequisites F_DEPLOY_02.K8s Deployment

Description

F_DEPLOY_08.CyberSuite Protected Deployment
Description Offer deployments protected by CyberSuite

DevSecOps Step DEPLOY
User Story US_D.03
Existing Feature NO

Relevant Gap - How it will
be addressed

G.Maestro.04, G.PUZZLE.O1, G.PUZZLE.02

Asset(s) MAESTRO, PUZZLE

Prerequisites Integrate fully with PUZZLE security orchestrator
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GEIGER Toolbox & Conversational Agent - Features

List of features

Feature Id. Name

Relevant
Asset(s)

Relevant
User Story

Update
since D2.1

Feature description

The CG Toolbox shall provide the
F _CGTools_01.ICT GEIGER
_CGTools_0 employee with the ability to add, | US_D.02 G No Update
Management . Toolbox
edit, or remove an ICT asset.
F_CGTools_02.Staff The CG Toollbox shall -p.rowde the GEIGER
employee with the ability to add, | US_D.02 No Update
Management . Toolbox
edit, or remove an employee.
F_CGTools_03.Tools The CG Toollbox shall _p.rowde the GEIGER
employee with the ability to add, | US_D.02 No Update
Management . . Toolbox
edit, or remove cybersecurity tools.
The CG Toolbox shall aggregate GEIGER
F_CGTools_04.SME Model | cybersecurity data about ICT and | US_D.02 Toolbox No Update
Staff in the end-user SME.
F_CGTools_05.SME The CG Tool'box shall .p.rowde the GEIGER
Scanner employee with the ability to scan | US_M.04 Toolbox No Update
the SME for cyber threat exposure.
F_CGTools_06.Educational | "¢ CG Toolbox shall provide the GEIGER
. employee with the ability to report | US_M.04 No Update
Reporting . . Toolbox
learning achievements.
F CGTools_07. Protection | "¢ CG Toolbox shall provide the GEIGER
employee with the ability to see the | US_0.04 No Update
Recommender . . Toolbox
most critical protection needs.
The F:G Conversational Age.nt shall GEIGER Updated
F_CGTools_08.User provide the employee with the .
. o ) . uUSs_D.05 Conversational relevant
Instructions ability to configure a security
Agent user story
control.
The CG Conversational Agent shall GEIGER
F_CGT(?oIs_OQ.User prgylde the employee. with the US_0.06 Conversational No Update
Educations ability to answer questions about
. . Agent
practical cybersecurity.

Detailed description of features

Description

DevSecOps Step
User Story
Existing Feature

Relevant Gap - How it will

be addressed
Asset(s)

Prerequisites

Description

DevSecOps Step

F_CGTools_02.Staff Management

F_CGTools_01.ICT Management

The CG Toolbox shall provide the employee with the ability to add, edit, or remove an
ICT asset.

DEPLOY
US_D.02
TRL 7: System prototype demonstration in operational environment

G.CGtoolbox.01: Privacy and confidentiality — thanks to decentralised server-less data
management.

CG Toolbox

CG Toolbox installed on employee device and the ICT asset being managed. Both are
located in the same network.

The CG Toolbox shall provide the employee with the ability to add, edit, or remove an
employee.
DEPLOY
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User Story uUs_D.02
Existing Feature TRL 7: System prototype demonstration in operational environment
FEEVEL ACET N AR [l G.CGtoolbox.01: Privacy and confidentiality — thanks to decentralised server-less data
be addressed management.
Asset(s) CG Toolbox

.. CG Toolbox installed on the devices of the employee and the staff being managed.
Prerequisites .

Both are located in the same network.

F_CGTools_03.Tools Management

The CG Toolbox shall provide the employee with the ability to add, edit, or remove
cybersecurity tools.

DevSecOps Step DEPLOY

User Story US_D.02

Existing Feature TRL 7: System prototype demonstration in operational environment

Description

FEEVELACET I VAR [l G.CGtoolbox.01: Privacy and confidentiality — thanks to decentralised server-less data
be addressed management.

Asset(s) CG Toolbox
Prerequisites CG-approved integration of the cybersecurity tools.

F_CGTools_04.SME Model

The CG Toolbox shall aggregate cybersecurity data about ICT and Staff in the end-user
SME.

DevSecOps Step MONITOR
User Story uS_D.02
Existing Feature TRL 7: System prototype demonstration in operational environment

Description

FEEVEL ACET N AWYATRT [l G.CGtoolbox.01: Privacy and confidentiality — thanks to decentralised server-less data
be addressed management.

Asset(s) CG Toolbox
Prerequisites F_CGTools_01.4.Tools Management

F_CGTools_05.SME Scanner

The CG Toolbox shall provide the employee with the ability to scan the SME for cyber
threat exposure.

DevSecOps Step MONITOR

User Story uS_M.04

Existing Feature TRL 7: System prototype demonstration in operational environment
LEEETACET RN VARl G.CGtoolbox.03: Cyber threat diagnostics in the SME — thanks to sensors integrated
be addressed through open API.

Asset(s) CG Toolbox

F_CGTools_02.Sme Model.

All scanned entities are in the same network.

Description

Prerequisites

F_CGTools_06.Educational Reporting
The CG Toolbox shall provide the employee with the ability to report learning
achievements.

DevSecOps Step MONITOR

User Story us_M.o4

Existing Feature TRL 2

Description

VR ACET N WYATRT [l G.CGtoolbox.02: Usability for laypersons without ICT expertise — thanks to co-design
be addressed with end-users and cybersecurity experts.
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Asset(s) CG Toolbox
Prerequisites May take advantage of open GEIGER API or xAPI.

F_CGTools_07.Protection Recommender
The CG Toolbox shall provide the employee with the ability to see the most critical
protection needs.
DevSecOps Step OPERATE
User Story US_0.04
Existing Feature TRL 7: System prototype demonstration in operational environment
FEEVEL ACET N AWATRT [l G.CGtoolbox.02: Usability for laypersons without ICT expertise — thanks to co-design
be addressed with end-users and cybersecurity experts.
Asset(s) CG Toolbox
Prerequisites F_CGTools_01.4.ToolsMgmt

Description

F_CGTools_08.User Instructions

The CG Conversational Agent shall provide the employee with the ability to configure
a security control.

DevSecOps Step OPERATE

User Story US_D.05

Existing Feature TRL 4: technology validated in lab

Description

CEEVEL I ACET N AWVATRT [l G.CGca.02: Step-by-step guidance for cybersecurity implementation — thanks to
be addressed specialised generative Al with focus on learning by problem solving.

Asset(s) CG Conversational Agent

Prerequisites NONE

F_CGTools_09.User Education

The CG Conversational Agent shall provide the employee with the ability to answer
guestions about practical cybersecurity.

DevSecOps Step OPERATE

User Story US_0.06

Existing Feature TRL 4: technology validated in lab

Description

G.CGca.01: Introduction to cybersecurity — thanks to specialised generative Al with
REEENRTACET R CIVAIT R |W focus on ARCS-based user interaction.

be addressed G.CGca.01: Q&A for cybersecurity implementation — thanks to specialised generative
Al.

Asset(s) CG Conversational Agent

Prerequisites NONE
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CyberSuite BCBCTI - Features

List of features

e Relevant Relevant Update
Feature Id. Name Feature description User Story Asset(s) since D2.1
The Asset Profiles shall provide
users with capabilities to describe Suggested
EnglBe(;Tl_Ol.Asset the semantic definition of datasets | US_B.03 BCBCTI frameworks of
that would be traced via the BCBCTI STIX and TAXII
API.
The APl shall provide users with
F_BCBCTI_02.Traceability capabllljcl_es to fz.mlltate datasgt US_B.03 BCBCTI Using JSON
API traceability following the semantic
structure of Asset Profiles.
Smart
contract
The Smart Contracts shall enable complexity
users to verify the BCBCTI abstracted
F_BCBCTI_03.5mart component and search/discover | US_B.03 BCBCTI away by the
Contracts . .
datasets relevant to CyberSuite APlina
processes “Tokenisation-
as-a-Service"
mode

Detailed description of features

F_BCBCTI_01.Asset Profiles

The Asset Profiles shall enable users to describe the profiles of the datasets that will
be traced via the BCBCTI API. Dataset profiles are semantic definitions datasets that
would be described in an open syntax (JSON). Such an open format would facilitate
integration for both CyberSuite asset providers as well as user application providers.
Suggested frameworks of STIX and TAXII.

Description

DevSecOps Step BUILD
User Story US_B.03
TRL 6: TECHNOLOGY DEMONSTRATED IN RELEVANT ENVIRONMENT

Existing Feature

Relevant Gap - How it will
be addressed

Asset(s) BCBCTI

G.BCBCTI.01: Asset profile definition for CTl system-to-system exchanges

Prerequisites Architecture design that will clarify interoperability and data exchange requirements.

F_BCBCTI_02.Traceability API

The BCBCTI API shall enable users to call the BCBCTI API to register and verify data and
assets. The BCBCTI component would perform the orchestration of smart contracts,
Description the tokenisation of Assets, and the off-chain identification of datasets. This
functionality shall be closed-sourced and shall make use of Compellio’s patented
technology (aka Compellio Gateway API).

DevSecOps Step
User Story

Existing Feature

Relevant Gap - How it will
be addressed

BUILD
US_B.03
TRL 6: TECHNOLOGY DEMONSTRATED IN RELEVANT ENVIRONMENT

G.BCBCTI.02: API connectivity with CTI systems
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Asset(s) BCBCTI
Prerequisites F_BCBCTI_01

F_BCBCTI_03.Smart Contracts

The BCBCTI component shall abstract away the complexity of smart contracts and
deliver “Tokenisation-as-a-Service" capabilities that enable users to tokenise and
verify information via the Traceability APIl. Smart contracts are operating in the
background of the API and are not directly managed or maintained by the end user.

Smart contract info can be viewed openly and verified via their respective DLT browser
(e.g. Etherscan).

DevSecOps Step BUILD
User Story US_B.03

Existing Feature TRL 6: TECHNOLOGY DEMONSTRATED IN RELEVANT ENVIRONMENT
Relevant Gap - How it will
be addressed

Asset(s) BCBCTI
Prerequisites F_BCBCTI_01, F_BCBCTI_02

Description

G.BCBCTI.03: Dataset search for CTI systems and users
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KARTOS - Features

List of features

Relevant Relevant Update since
User Story  Asset(s)

Feature Id. Name Feature description

Kartos shall provide the leaked information

F_Kartos_01.Network | about network exposition and the potential | US_P.02,

- - - KART N t

Exposition level of risk posed by the organisation's [ US_M.02 s 0 Update
network.
Kartos shall provide the information leaked

F_Kartos_02.DNS outside the IT perimeter that might make | US_P.02,

- - o - KARTOS No Updat

Issues the organization vulnerable due to | US_M.02 o Vpdate
problems with the DNS
Kartos shall provide information leaked

F_Kartos_03.Data outside the IT perimeter of personal data or | US_P.02,

- - - KART N

Leaks confidential, sensitive corporate | US_M.02 05 0 Update
information.

F_Kartos_04.Leaked Kartos shall provide employee credentials | US_P.02,

Credentials leaked outside the IT perimeter Us_M.02 KARTOS No Update
Kartos shall provide information about the

F_Kartos_05.CMS protection status of the CMS, patches, | US_P.02,

- L . . ) ) - KARTOS No Updat

Protection Status plugins and their configurations and [ US_M.02 o Vpdate
updates

F_Karto§_06.|P Kartos sha.ll prowfje information about the | US_P.02, KARTOS No Update

Reputation IP reputation scoring. US_M.02

F_Kartos_07.CVE Kartos shall provide information about the | US_P.02,

Status CVE vulnerabilities status UsS_M.02 KARTOS No Update

F_Kartos_08.Email . .

. Kartos shall provide information about the | US_P.02,
Security . . . . KARTOS No Update
. . security configuration of email servers. US_M.02

Configuration

F_Kartos_09.Kartos . ., | US_P.02,

Alerts Kartos shall send automated alerts via email US_M.02 KARTOS No Update

F_Kartos_10.Kartos Kartos Shall provide downloadable reports | US_P.02,

— - . . . . - KART N

Reports with the information available US_M.02 s 0 Update

Detailed description of features

F_Kartos_01.Network Exposition

Kartos shall provide the leaked information about network exposition and the
potential level of risk posed by the organization's network.

DevSecOps Step PLAN, MONITOR
User Story US_P.02 US_M.02

Description

Existing Feature TRL 9: Commercial stage

G.KARTOS.01, G.KART0S.02, G.KARTOS.03

Providing a cost affordable, efficient and very easy to understand and manage Threat
Intelligence Tool

Relevant Gap - How it will
be addressed

Asset(s) Kartos

Prerequisites Integration in CyberSuite using APl and User/Pass

F_Kartos_02.DNS Issues

Kartos shall provide the information leaked outside the IT perimeter that might make
the organisation vulnerable due to problems with the DNS
DevSecOps Step PLAN, MONITOR

Description
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User Story US_P.02 US_M.02
Existing Feature TRL 9: Commercial stage
G.KARTOS.01, G.KARTOS.02, G.KARTOS.03
Providing a cost affordable, efficient and very easy to understand and manage Threat
Intelligence Tool
Asset(s) Kartos
Prerequisites Integration in CyberSuite using APl and User/Pass

Relevant Gap - How it will

be addressed

F_Kartos_03.Data Leaks

Kartos shall provide information leaked outside the IT perimeter of personal data or
confidential, sensitive corporate information.

DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02

Description

Existing Feature TRL 9: Commercial stage

G.KARTOS.01, G.KARTOS.02, G.KARTOS.03
Providing a cost affordable, efficient and very easy to understand and manage Threat
Intelligence Tool

Asset(s) Kartos

Relevant Gap - How it will
be addressed

Prerequisites Integration in CyberSuite using APl and User/Pass

F_Kartos_04.Leaked Credentials
Description Kartos shall provide employee credentials leaked outside the IT perimeter
DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02
Existing Feature TRL 9: Commercial stage

G.KARTOS.01, G.KARTOS.02, G.KARTOS.03
Providing a cost affordable, efficient and very easy to understand and manage Threat
Intelligence Tool

Asset(s) Kartos

Relevant Gap - How it will
be addressed

Prerequisites Integration in CyberSuite using APl and User/Pass

F_Kartos_05.CMS Protection Status

Kartos shall provide information about the protection status of the CMS, patches,
plugins and their configurations and updates

DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02

Description

Existing Feature TRL 9: Commercial stage

VR [ ACET R ARl G.KARTOS.01, G.KARTO0S.02, G.KARTOS.03 Providing a cost affordable, efficient and
be addressed very easy to understand and manage Threat Intelligence Tool

Asset(s) Kartos

Prerequisites Integration in CyberSuite using APl and User/Pass

F_Kartos_06.IP Reputation

Description Kartos shall provide information about the IP reputation scoring.
DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02

Existing Feature TRL 9: Commercial stage

Relevant Gap - How it will
be addressed

G.KARTOS.01, G.KARTOS.02, G.KARTOS.03
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Providing a cost affordable, efficient and very easy to understand and manage Threat
Intelligence Tool

Asset(s) Kartos

Prerequisites Integration in Cybersuite using APl and User/Pass

F_Kartos_07.CVE Status
Description Kartos shall provide information about the CVE vulnerabilities status
DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02
Existing Feature TRL 9: Commercial stage

EEVET [ ACET R ARl G.KARTOS.01, G.KARTO0S.02, G.KARTOS.03 Providing a cost affordable, efficient and
be addressed very easy to understand and manage Threat Intelligence Tool

Asset(s) Kartos

Prerequisites Integration in CyberSuite using APl and User/Pass

F_Kartos_08.Email Security Configuration

Description Kartos shall provide information about the security configuration of email servers.
DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02

Existing Feature TRL 9: Commercial stage

G.KARTOS.01, G.KARTOS.02, G.KARTOS.03
Providing a cost affordable, efficient and very easy to understand and manage Threat
Intelligence Tool

Relevant Gap - How it will
be addressed

Asset(s) Kartos

Prerequisites Integration in CyberSuite using APl and User/Password

F_Kartos_09.Kartos Alerts
Description Kartos shall send automated alerts via email
DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02

Existing Feature TRL 9: Commercial stage

VR ACET R AR |l G.KARTOS.01, G.KARTO0S.02, G.KARTOS.03 Providing a cost affordable, efficient and
be addressed very easy to understand and manage Threat Intelligence Tool

Asset(s) Kartos

Prerequisites Integration in CyberSuite using APl and User/Pass

F_Kartos_10.Kartos Reports

Description Kartos shall provide downloadable reports with the information available
DevSecOps Step PLAN MONITOR
User Story US_P.02 US_M.02

Existing Feature TRL 9: Commercial stage

VR ACET R AT ATY [l G.KARTOS.01, G.KARTO0S.02, G.KARTOS.03 Providing a cost affordable, efficient and
be addressed very easy to understand and manage Threat Intelligence Tool

Asset(s) Kartos

Prerequisites Integration in CyberSuite using APl and User/Pass
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Anti-Phishing Game - Features

List of features

Feature Id. Name

Feature description

Relevant
User Story

Relevant
Asset(s)

Ayber
4

Update
since D2.1

F_Phishing_01.Game Anti-phishing game that allows | US_P.03 Anti-phishing
Installation installing the game on a laptop or game No Update
phone (iPhone or Android)
F_Phishing_02.Subscription Anti-phishing game that allows | US_P.03 Anti-phishing
L . No Update
subscribing using a name game
F_Phishing_03.Play as Anti-phishing game that allows | US_P.03 Anti-phishing
Anonymous User playing game as anonymous user, game
i.e., selecting an email, performing No Update
an analysis, and indicating
identifying elements
F_Phishing_04.Play as Anti-phishing game that allows | US_P.03 Anti-phishing
Subscribed User playing game as a subscribed user, game
i.e., selecting an email, performing No Update
an analysis, and indicating
identifying elements
F_Phishing_05.Difficulty Level | Anti-phishing game that allows | US_P.03 Anti-phishing
. . e No Update
Selection changing the level of difficulty game
F_Phishing_06.Anonymisation | Anti-phishing game that allows | US_P.03 Anti-phishing
ano.n.ymlsmg and s.ha.rlng email game Added
(legitimate or phishing), e.g., example
through the game or using
BCBCTI.
F_Phishing_07.Score and Anti-phishing game that allows | US_P.03 Anti-phishing Added
Ranking getting one’s score and ranking game
(e.g., shared with Geiger) example

Description of features

F_Phishing_01.Game Installation, F_Phishing_02.Subscription, F_Phishing_03.Play as Anonymous User,
F_Phishing_04.Play as Subscribed User, F_Phishing_05.Difficulty Level Selection,

F_Phishing_06.Anonymisation, F_Phishing_07.Score and Ranking

Game that allows:

identifying phishing attacks in emails
indicating what elements allow detecting them.
sharing emails with and without phishing attacks

The game has a 4-Level Program so that it develops and reinforces phishing awareness
through a structured learning path. It has multi-device access based on secure cloud
storage that allows access to training materials and progress tracking across various
devices. It offers comprehensive training and covers the fundamentals of phishing attacks,
exploring different email scam tactics in detail. It has multilingual support, and is currently
available in English, French, Dutch, German, and Romanian. It offers optional performance
comparisons with colleagues or a global audience, and can work in an anonymous mode,
with users having the option of playing without revealing their identity.

PLAN
US_P.03

TRL6

Needs to manage privacy (e.g., adding anonymization) and protection (e.g., to not aid
attackers).
Needs to be tested for scalability and ease of use.

Description

DevSecOps Step

User Story

Existing Feature

Relevant Gap - How it
will be addressed
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To share scores or emails, need to define communication mechanisms.

Asset(s) Anti-phishing game

Prerequisites Collection of phishing and normal emails
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CyberSuite Dashboard - Features

List of features

Feature Id. Name

Feature description

Relevant

Relevant

Update
since D2.1

User Story

Asset(s)

CyberSuite Dashboard shall allow CvberSuite
F_Dashboard_01.Log-In users to log in providing a | US_H.02 ¥ No Updates
Dashboard
username and a password
F_Dashboard_02.Real-Time CyberSuite D.ashboard' shall allow | US_B.04, Cybersuite
o the users to view real-time updates | US_M.02, No Updates
Monitoring . . Dashboard
on risks and security status. US_M.05
CyberSuite Dashboard shall allow
. the users to visualise network .
FTDas'hbqard_03.Geospat|aI traffic ~ geospatially, showing | US_B.05 Cybersuite No Updates
Visualisation . Dashboard
locations, areas, frequency, and
duration of attacks.
CyberSuite Dashboard shall allow
F_Dashboard_04.Show the users to see analytics and | US_B.04, CyberSuite No Updates
Analytics interpreted results in a clear and | US_M.01 Dashboard P
actionable manner.
CyberSuite Dashboard shall allow US B.OS
F_Dashboard_05.Information | the wusers to obtain detailed - CyberSuite
. . . i usS_M.o1, No Updates
on Cyber Threats information on identified cyber Dashboard
US_M.02
threats. -
CyberSuite Dashboard shall allow
F_Dashboard_06.Risk the users to understand the | US_B.06, CyberSuite No Updates
Dimensions dimensions of risks tailored to | US_B.04 Dashboard P
different user groups.
CyberSuite Dashboard shall allow .
F_Dashboard_07.Attack the users to visualize identified | US_B.07 Cybersuite No Updates
Vectors . Dashboard
attack vectors comprehensively.
CyberSuite Dashboard shall allow
the users to utilize the Collective | US_B.04, CyberSuite
F_Dashboard_08.CIDV Interactive Data Visualizer (CIDV) | US_H.03 Dashboard No Updates
for security exposure awareness.
CyberSuite Dashboard shall allow
F_Dashboard_09.Threat Log | the users to perform real-time log | US_B.07, CyberSuite No Updates
Analysis analysis for swift threat detection | US_M.05 Dashboard P
and response.
F_Dashboard_10.Threat CyberSuite Dashboard. shall aII(?w CyberSuite
. the users to engage in proactive | US_B.07 No Updates
Hunting . Dashboard
threat hunting.
F_Dashboard_11.Collective CyberSuite D.ashbc.>ard shall allow .
. the users to identify patterns and CyberSuite
Threat Intelligence . . us_B.07 No Updates
. correlations between events using Dashboard
Correlation . . .
collective threat intelligence.
CyberSuite Dashboard shall allow
F_Dashboard_12.Dashboard | the users to ggneratg detailed US_M.01 CyberSuite No Updates
Reports reports on security incidents and Dashboard
trends.
CyberSuite Dashboard shall allow
F_Dashboard_13.Access the user's to seamlessly access all | US_H.01, CyberSuite
other CvberSuite Tools CyberSuite tools and features as | US_H.03, Dashboard No Updates
¥ the entry point for the CyberSuite | US_H.04
framework.
Grant Agreement: 101145861 -143-



Ayber

D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version s
The dashboard shall allow users to
F_Dashboard_14.View view created and enforced PUZZLE US M.01 CyberSuite Added in
PUZZLE Security Policies security policies in a structured - Dashboard D2.2
table format.
The dashboard shall allow users to
F_Dashboard_15.Hard Copy \P/\Iiinl)r SA;j'era;narlgssilsltsress;;t”s. b': US_B.01 CyberSuite Added in
SASTer Results y of pa ; US_B.08 Dashboard D2.2
stored and displayed in a table
format
The dashboard shall provide a
visualisation of the KARTOS
F_Dashboard_16.KARTOS content profile, including key US M.02 CyberSuite Added in
Content Profile Overview information such as domains, - Dashboard D2.2
usage statistics, and other relevant
metadata in a table format.
Detailed description of features
F_Dashboard_01.Log-In
Description CyberSuite Dashboard shall allow users to log in providing a username and a password

DevSecOps Step HORIZONTAL
User Story US_H.02
Existing Feature NO

FEEVEL [ ACET N YATRNY M No applicable gap, will be adapted as per the requirements and means of integration
be addressed of the CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of
integration are available

Prerequisites

F_Dashboard_02.Real-Time Monitoring

CyberSuite Dashboard shall allow the users to view real-time updates on risks and

Description security status.

DevSecOps Step BUILD, MONITOR
US_B.04

User Story US_M.02
US_M.05

Existing Feature NO

FEEVEL ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of
integration are available

Prerequisites

F_Dashboard_03.Geospatial Visualisation

CyberSuite Dashboard shall allow the users to visualise network traffic geospatially,
showing locations, areas, frequency, and duration of attacks.

DevSecOps Step BUILD
User Story US_B.05

Description

Existing Feature NO

FEEVELACET R AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard
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.. All CyberSuite services providing the functionality and/or data and their means of
Prerequisites . . .
integration are available

F_Dashboard_04.Show Analytics
CyberSuite Dashboard shall allow the users to see analytics and interpreted results in

Description a clear and actionable manner.
DevSecOps Step BUILD, MONITOR
US_B.04
User Story US_M.01
Existing Feature NO

FEEVEL ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

. . All CyberSuite services providing the functionality and/or data and their means of
Prerequisites . . .
integration are available

F_Dashboard_05.Information on Cyber Threats

CyberSuite Dashboard shall allow the users to obtain detailed information on

Description identified cyber threats.
DevSecOps Step BUILD, MONITOR
US_B.05
User Story US_M.01
US_M.02
Existing Feature NO

CEEVEL I ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of

Prerequisites . . .
integration are available

F_Dashboard_06.Risk Dimensions
CyberSuite Dashboard shall allow the users to understand the dimensions of risks

D ipti . .
escription tailored to different user groups
DevSecOps Step BUILD
US_B.06
User Story US_B.04
Existing Feature NO

FEEVEL ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of

Prerequisites . . .
integration are available

F_Dashboard_07.Attack Vectors

CyberSuite Dashboard shall allow the users to visualize identified attack vectors
comprehensively.

DevSecOps Step BUILD

Description

User Story US_B.07

Existing Feature NO
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FECEVELTACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of

Prerequisites . . .
9 integration are available

F_Dashboard_08.CIDV

CyberSuite Dashboard shall allow the users to utilize the Collective Interactive Data

Descrioti
escription Visualizer (CIDV) for security exposure awareness.
DevSecOps Step BUILD, HORIZONTAL
US_B.04
User Story US_H.03
Existing Feature NO

R EVELACETREN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

.. All CyberSuite services providing the functionality and/or data and their means of
Prerequisites . . .
integration are available

F_Dashboard_09.Threat Log Analysis

CyberSuite Dashboard shall allow the users to perform real-time log analysis for swift

Description threat detection and response.
DevSecOps Step BUILD, MONITOR
Us_B.07
User Story US_M.05
Existing Feature NO

FEEVEL ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

- All CyberSuite services providing the functionality and/or data and their means of
Prerequisites . . .
integration are available

F_Dashboard_10.Threat Hunting
Description CyberSuite Dashboard shall allow the users to engage in proactive threat hunting.
DevSecOps Step BUILD

User Story us_B.07

Existing Feature NO

FEEVEL ACET N AR [ No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of

Prerequisites . . .
integration are available

F_Dashboard_11.Collective Threat Intelligence Correlation

CyberSuite Dashboard shall allow the users to identify patterns and correlations
between events using collective threat intelligence.

DevSecOps Step BUILD

Description

User Story US_B.07

Existing Feature NO
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CEEVELTACET RN AR M No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of

Prerequisites . . .
9 integration are available

F_Dashboard_12.Dashboard Reports

CyberSuite Dashboard shall allow the users to generate detailed reports on security
incidents and trends.

DevSecOps Step MONITOR

Description

User Story US_M.01

Existing Feature NO

FEEVEL ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of
integration are available

Prerequisites

F_Dashboard_13.Access other CyberSuite Tools
CyberSuite Dashboard shall allow the users to seamlessly access all CyberSuite

Description services and features as the entry point for the CyberSuite framework.
DevSecOps Step HORIZONTAL
US_H.01
User Story US_H.03
US_H.04
Existing Feature NO

FEEVEL ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

All CyberSuite services providing the functionality and/or data and their means of

Prerequisites . . .
q integration are available

F_Dashboard_14.View PUZZLE Security Policies
The dashboard shall allow users to view created and enforced PUZZLE security policies
in a structured table format.

DevSecOps Step BUILD
User Story uS_B.02
Existing Feature NO

Description

VR ACET R AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

Prerequisites PUZZLE

F_Dashboard_15.Hard Copy SASTer Results

The dashboard shall allow users to view SASTer analysis results. A history of past
results shall be stored and displayed in a table format

DevSecOps Step BUILD
User Story US_B.01
Existing Feature NO

Description
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FECEVELACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

Prerequisites SASTer

F_Dashboard_16.KARTOS Content Profile Overview
The dashboard shall provide a visualisation of the KARTOS content profile, including

Description key information such as domains, usage statistics, and other relevant metadata in a
table format.

DevSecOps Step MONITOR

User Story US_M.02

Existing Feature NO

G EVEL ACET RN AR | No applicable gap, will be adapted as per the functions and requirements of the
be addressed relevant CyberSuite tools

Asset(s) CyberSuite Dashboard

Prerequisites KARTOS
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CyberSuite Marketplace - Features

List of features

Feature Id. Name

Feature description

Releva
nt User

Relevant
Asset(s)

CyberSuite Marketplace shall provide (service
F_Marketplace consumer) users with a catalogue of the No
" . - . ) . . P.01 | Marketpl
01.Service Catalogue | cybersecurity services available to enhance their Us_p.0 arketplace Update
CyberSuite Framework installation
C ite Marketpl hall i i
F_Marketplace_02.5 yberSuite Marke E)ace sha pr.ovul:le (service No
. . consumer) users with a categorisation of the US_P.01 | Marketplace
ervice Categorisation . . Update
available services
CyberSuite Marketplace shall provide (service
F_Marketplace_03.C | consumer) users with filtering options to easily No
- - P.01 | Marketpl
atalogue Filtering identify the services that match their needs and us_p.0 arketplace Update
preferences
F_Marketplace_04.C | CyberSuite Marketplace shall allow (service No
atalogue Text-based | consumer) users search for specific services using US_P.01 | Marketplace
Update
Search text-based search
ite Marketpl hall i i
s s | S M el e e .
atalogue Sorting and . . & p & . US_P.01 | Marketplace
L options that will enhance exploration of available Update
Pagination .
services
Updated
. . . G
F_Marketplace_06.S | CyberSuite Marketplace shall provide (service ap .
. ) . Addressi
ervice consumer) users with recommended services to US_P.01 | Marketplace e &
Recommendations utilise based on their infrastructure needs & .
Prerequi
sites
F_Marketplace_07.5 CyberSuite Marketplace §hall alloyv (serwc.e . No
. . consumer) users to provide and view service ratings | US_P.01 | Marketplace
ervice Rating . Update
(e.g. in a 5-star scale)
F_I\(Iarketplace_OS.S CyberSuite Marketplace s.haII allqw (serV|Fe . US_P.01 | Marketplace No
ervice Review consumer) users to submit and view service reviews Update
F_Marke'tplace_09.S CyberSuite Marketplace shaII.aIIov'v ('serV|ce . US_P.01 | Marketplace No
ave Service consumer) users to save services listings as favorites Update
F Marketplace_10.5 CyberSuite Marketplace shall allow (s.ervufe . No
. . consumer) users to subscribe to services listings to US_P.01 | Marketplace
ubscribe to Service . Update
be notified on any updates
F Marketplace_11.5 CyberSuite Marketplace shall aII.ow (service No
. . consumer) users create suggestion for US_P.01 | Marketplace
ervice Suggestion . . Update
new/additional services
F_Marketplace_12.C | CyberSuite Marketplace shall enable (service No
ontact Service consumer) users to contact a service provider for US_P.01 | Marketplace Update
Provider more information and support P
F_ Marketplace_13.C CyberSuite Market[f)lace sh?II enable (service US_P.01
consumer and service provider) users to contact the No
ontact Marketplace . , Marketplace
CyberSuite Marketplace support department for Update
Support . . US_H.06
more information and support
F_Marketplace_14.Vi CyberSuite Marketpléce shall allow (.serV|ce No
. consumer) users to view a page dedicated to each US_P.01 | Marketplace
ew Service Page . . Update
available service
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F Marketplace_15.G CyberSuite Marketplace sh.aII aIIow'(serwc'e No
" .~ consumer) users get a service that is provided by US_P.01 | Marketplace
et Free Service . . Ly Update
the service provider as freeware (not paid item)
F Marketplace_16.R CyberSuite Marketplace shall aI.Iow (serylce ' No
- ) - consumer) users request a service that is available US_P.01 | Marketplace
equest Paid Service . . . Update
based on pricing from the service provider
CyberSuite Marketplace shall allow (service
F_Marketplace_17.P | consumer) users perform a free trial of a paid No
aid Service Trial service (if this option is provided by the service US_P.01 | Marketplace Update
provider)
F_I\_/Iarketp_lace_lls.s Cybe.rSwte Marketplace shaﬂl alloyv (service US_H.06 | Marketplace No
ervice Registration provider) users register their services Update
. | CyberSuite Marketplace shall provide (service
F_Marketpl 19.v N
—Viar (_3 place_19.Vi provider) users with stats information about the US_H.06 | Marketplace °
ew Service Stats . . Update
usage of their services
F_Marketplace_20.5 Cybe.rSwte Marketplace sh.all allqw (service . No
. ) provider) users update their service and service US_H.06 | Marketplace
ervice Maintenance ) Update
profile
EF\II\i/ICaerkethace_Zl.S CyberSuite Marketplace shall allow (service No
. . . provider) users remove their service from the US_H.06 | Marketplace
Discontinuation/ Update
Marketplace
Removal
F_Marketplace_22.5 Cybe.rSU|te Marketplace shall a!low (service
. provider) users share new services that are not yet No
hare Service before - . . . US_H.06 | Marketplace
. officially reviewed (with the appropriate Update
Review s
indications)
F_Mark.etpla.ce_23.U CyberSuite I\/Iar.ketplace' shall allow users create an US_H.02 | Marketplace No
ser Registration account as service providers or consumers Update
F_Marketpl 24.U . .
—Varketplace_ CyberSuite Marketplace shall allow registered users No
ser Account . US_H.02 | Marketplace
to manage their accounts Update
Management
F_Marketpla.ce_ZS.A CyberSuite Marlfetpla.ce shall allow (ac!mln) usgrs US_H.07 | Marketplace No
pprove Provider approve the registration of a new service provider Update
F_ Marketplace_26.A Cyb.erSwte Marketplace sha.II allqw (admin) users No
. review and approve the registration of a new US_H.07 | Marketplace
pprove Service . Update
service
F_Marketplace_27.S | CyberSuite Marketplace shall allow (admin) users No
ervice Management perform any required edits (e.g. correct typos) on US_H.07 | Marketplace
. . . . Update
(Admin) provided information
F_Marketpl 28.U . .
—varketplace_ CyberSuite Marketplace shall allow (admin) users No
ser Management . . US_H.07 | Marketplace
. manage (e.g. edit role, delete) registered users Update
(Admin)
US_P.01
F_.I\{Iark.etplace_ZQ.N C.ybgr.Suite Marketplace shall notify users on 'US_H.06 Marketplace No
otifications significant events Update
US_H.07
F_Marketplace_30.U CyberSuite Marketplace shall allow (service
ser Account . .
. . consumer) users connect their CyberSuite No
Integration with . . . US_P.01 | Marketplace
. Framework instance with the CyberSuite Update
CyberSuite L .
Marketplace to facilitate the DevSecOps paradigm
Framework
F_Marketplace_31.L CyberSmtg Marketplace shall provide credentials- US_H.02 | Marketplace No
ogin based login for registered users Update
7 - - —
F._Marketplacg_S T Cyk?erSwte Marketplace shall provide third-party US_H.02 | Marketplace No
hird-Party Login login (e.g. via Facebook) Update
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F_Marketplace_33.U | CyberSuite Marketplace shall allow even No
nregistered Users unregistered users view the available services of the | US_P.01 | Marketplace Undate
View Marketplace (limited actions allowed) P
F_Marl<.etpla'1ce_34:u CyberSuite Marketplace shall allow (service
se Service Directly in . . . No

. consumer) users directly use in the CyberSuite US_P.01 | Marketplace
CyberSuite ) Update
Framework a service
Framework

Detailed description of features

F_Marketplace_ 01.CyberSuite Services Catalogue

CyberSuite Marketplace shall provide (service consumer) users with a catalogue of the
cybersecurity services available to enhance their CyberSuite Framework installation

DevSecOps Step PLAN
User Story US_P.01

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

G.Marketplace.06, 07, 09 — Gaps are addressed through the provision of easy-to-
deploy cybersecurity services that extend and configure the CyberSuite Framework of
the user (e.g. policy templates, configuration files, etc.)

Relevant Gap - How it will
be addressed

Asset(s) Marketplace

Services (e.g. policy templates, configuration files etc.) that extend / configure the
Prerequisites CyberSuite Framework are provided by the tool owners/service providers, to be
onboarded to the Marketplace and reach the end-users (service consumers)

F_Marketplace_02.Service Categorisation

CyberSuite Marketplace shall provide (service consumer) users with a categorisation
of the available services

DevSecOps Step PLAN
User Story US_P.01

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

CECEVEL TACET R AR |l G.Marketplace.01 — Previous service categorisation to be further improved to follow
be addressed latest common industry standards and taxonomies

Asset(s) Marketplace

Prerequisites N/A

F_Marketplace_03.Catalogue Filtering
CyberSuite Marketplace shall provide (service consumer) users with filtering options
to easily identify the services that match their needs and preferences

DevSecOps Step PLAN
User Story US_P.01
Existing Feature NO

Description

FEEVEL A CET RN ARl G.Marketplace.01 — Additional filtering options to be provided, e.g. based on
be addressed publisher, ratings, etc.

Asset(s) Marketplace

Prerequisites Underlying service metadata schema to support filtering

F_Marketplace_04.Catalogue Text-based Search

.. CyberSuite Marketplace shall allow (service consumer) users search for specific
Description . .
services using text-based search
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DevSecOps Step PLAN
User Story US_P.01

Existing Feature NO

R EVEL TACETRE ARl G.Marketplace.01 —text-based search to be provided, e.g. search on title, description,
be addressed other metadata.

Asset(s) Marketplace

Prerequisites N/A

F_Marketplace_05.Catalogue Sorting and Pagination

CyberSuite Marketplace shall provide (service consumer) users with sorting and
pagination options that will enhance exploration of available services

DevSecOps Step PLAN
User Story usS_pr.01

Description

Existing Feature NO

G.Marketplace.01 — Sorting (e.g. latest updated, latest enlisted, alphabetically, top
rated) and services pagination (e.g. show 10/20/50 services per page) options will be
provided

Asset(s) Marketplace

Relevant Gap - How it will
be addressed

Prerequisites N/A

F_Marketplace_06.Service Recommendations

CyberSuite Marketplace shall provide (service consumer) users with recommended
services to utilise based on their infrastructure needs

DevSecOps Step PLAN
User Story us_pr.01
Existing Feature NO

Description

G.Marketplace.03, 08 —Services will be recommended for the target infrastructure
based on the outcomes of the CyberSuite Framework tools and the assets of the
infrastructure or based on user inputs to a questionnaire

Asset(s) Marketplace

Relevant Gap - How it will
be addressed

The CyberSuite Framework deployment over the infrastructure of the service
consumer is connected to the Marketplace. Integration between the Marketplace and
Prerequisites the CyberSuite Framework. Service suggestions are an output of a CyberSuite
Framework or based on underlying service data schema and user response to
guestionnaire

F_Marketplace_07.Service Rating

CyberSuite Marketplace shall allow (service consumer) users provide and view service
ratings (e.g. in a 5-star scale)

DevSecOps Step PLAN
User Story US_P.01

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

CEEVEL T ACET R AR |l G.Marketplace.01 — Enhanced service exploration; Service ratings are a way of helping
be addressed users select the service they will utilise

Asset(s) Marketplace

Prerequisites The user is registered and logged in as a Service Consumer to be able to rate a service

F_Marketplace_08.Service Review

.. CyberSuite Marketplace shall allow (service consumer) users submit and view
Description . .
service reviews
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DevSecOps Step ‘ PLAN
User Story | us p.o1
Existing Feature ‘ NO
REEENTACET N LIVATRY [N -8 G.Marketplace.01 — Enhanced service exploration; Service reviews are a way of
addressed helping users select the service they will utilise
Asset(s) Marketplace

The user is registered and logged in as a Service Consumer to be able to provide a
Prerequisites service review. Should implement the appropriate accompanying mechanisms (e.g.
CAPTCHA) to protect the Marketplace from bots/spamming

F_Marketplace_09.Save Service
CyberSuite Marketplace shall allow (service consumer) users to save services

Description listings as favourites
DevSecOps Step ‘ PLAN
User Story ‘ US_pr.01

TRL 7: System prototype demonstration in operational environment

CEEAENTACET I AT [N G.Marketplace.01 — Enhanced service exploration; by saving a service (e.g. as
addressed favourite) the user can find it more easily when they visit again the Marketplace

Existing Feature

Asset(s) Marketplace

The user is registered and logged in as a Service Consumer to be able to save a

Prerequisites . . L . . L .
service as favourite and view it in their favourites listing after a new login

F_Marketplace_10.Subscribe to Service
CyberSuite Marketplace shall allow (service consumer) users to subscribe to services
listings to be notified on any updates

DevSecOps Step PLAN
User Story US_P.01
Existing Feature NO

Description

G.Marketplace.02, 04 — Through notifications (e.g. through email, or in-app) the user
can be updated with regards to new versions or other updates of a Marketplace
service, and use the latest versions in the CyberSuite Framework. Could examine also
automated flows of using the latest service version directly in the connected
CyberSuite Framework

Relevant Gap - How it will
be addressed

Asset(s) Marketplace

The user is registered and logged in as a Service Consumer to be able to subscribe and
receive notifications for service updates. For automated use of latest services in the
CyberSuite Framework, required integration and orchestration mechanisms should be
implemented

Prerequisites

F_Marketplace_11.Service Suggestion
CyberSuite Marketplace shall allow (service consumer) users create suggestions for
new/additional services

DevSecOps Step PLAN
User Story US_P.01

Existing Feature TRL 7: System prototype demonstration in operational environment

Description

LEEVET A CET N VAR | G.Marketplace.09 — The service consumer can actively request services based on their
be addressed needs

Asset(s) Marketplace

Should implement the appropriate accompanying mechanisms (e.g. CAPTCHA) to
protect the Marketplace from bots/spamming

Prerequisites
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F_Marketplace_12.Contact Service Provider

CyberSuite Marketplace shall enable (service consumer) users to contact a service
Description provider for more information and support (e.g. through an in-app messaging
feature or through the contact details of the service providers)
DevSecOps Step PLAN
User Story usS_pr.01
Existing Feature TRL 7: System prototype demonstration in operational environment
Relevant Gap - How it will be N/A
addressed
Asset(s) Marketplace
. . Should implement the appropriate accompanying mechanisms (e.g. CAPTCHA) to
Prerequisites . .
protect the Marketplace and Service providers from bots/spam

F_Marketplace_13.Contact Marketplace Support
CyberSuite Marketplace shall enable (service consumer or service provider) users to
contact the CyberSuite Marketplace support department for more information and
support (e.g. through an in-app messaging feature or through the contact details of
the Marketplace support)

DevSecOps Step PLAN, HORIZONTAL

NETE L A Us_P-01, US_H.06

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

Should implement the appropriate accompanying mechanisms (e.g. CAPTCHA) to
protect the Marketplace from bots/spam

Prerequisites

F_Marketplace_14.View Service Page

CyberSuite Marketplace shall allow (service consumer) users to view a page dedicated
to each available service

DevSecOps Step PLAN
User Story US_P.01

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

Prerequisites The page is displaying approved information provided by the Service Providers

F_Marketplace_15.Get Free Service

CyberSuite Marketplace shall allow (service consumer) users get a service that is
provided by the service provider as freeware (not paid item)

DevSecOps Step PLAN
User Story US_P.01

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

G.Marketplace.06, 07, 09 — Gaps are addressed through the provision of easy-to-
deploy cybersecurity services that extend and configure the CyberSuite Framework of
the user (e.g. policy templates, configuration files, etc.)

G.Marketplace.05 — Service providers can define the scheme under which they will
provide their services

Relevant Gap - How it will
be addressed

Asset(s) Marketplace
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Services (e.g. policy templates, configuration files etc.) that extend / configure the
Prerequisites CyberSuite Framework are provided by the tool owners/service providers as freeware,
to be onboarded to the Marketplace and reach the end-users (service consumers)

F_Marketplace_16.Request Paid Service

CyberSuite Marketplace shall allow (service consumer) users request a service that
is available based on pricing from the service provider

DevSecOps Step PLAN
User Story US_P.01

Description

Existing Feature NO

G.Marketplace.06, 07, 09 — Gaps are addressed through the provision of easy-to-
deploy cybersecurity services that extend and configure the CyberSuite Framework
of the user (e.g. policy templates, configuration files, etc.)

G.Marketplace.05 — Service providers can define the scheme under which they will
provide their services

Relevant Gap - How it will be
addressed

Asset(s) Marketplace

Services (e.g. policy templates, configuration files etc.) that extend / configure the
CyberSuite Framework are provided by the tool owners/service providers under a
fee, to be onboarded to the Marketplace and reach the end-users (service
consumers)

Prerequisites

F_Marketplace_17.Paid Service Trial
CyberSuite Marketplace shall allow (service consumer) users perform a free trial of

Description a paid service (if this option is provided by the service provider)

DevSecOps Step ‘ PLAN

User Story ‘ US_pr.01

Existing Feature ‘ NO

FEEVELACET I LIVAT RV B G.Marketplace.05 — Service providers can gain future adopters of their service
addressed through the provision of demos/trials

Asset(s) Marketplace

The user is registered and logged in as a Service Consumer to be able to request a

Prerequisites .
q free trial / demo

F_Marketplace_18.Service Registration

Description CyberSuite Marketplace shall allow (service provider) users register their services
DevSecOps Step HORIZONTAL
User Story US_H.06

Existing Feature TRL 7: System prototype demonstration in operational environment

G.Marketplace.05 — Service providers can register their services through the
GG EVEL ACET R AR appropriate forms. Will investigate how the process could be improved for enhanced
be addressed service provider experience and improved service visibility (simplified process,
enhanced service categorisation, labelling options)

Asset(s) Marketplace

The user is registered and logged in as a Service Provider to be able to register a

Prerequisites .
service

F_Marketplace_19.View Service Stats

CyberSuite Marketplace shall provide (service provider) users with stats information
about the usage of their services

DevSecOps Step HORIZONTAL
User Story US_H.06

Description
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Existing Feature NO

G.Marketplace.05 — Through service stats such as number of downloads, number of
service views etc. the service provider will have an enhanced view of their service-
related performance and traffic in the Marketplace

Asset(s) Marketplace

Relevant Gap - How it will
be addressed

The user is registered and logged in as a Data Provider to be able to view service
statistics

Prerequisites

F_Marketplace_20.Service Maintenance

CyberSuite Marketplace shall allow (service provider) users update their service and
service profile

DevSecOps Step HORIZONTAL
User Story US_H.06

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed G.Marketplace.05 — Enhance the process of service update through version control

Asset(s) Marketplace

The user is registered and logged in as a Service Provider to be able to edit a service
Prerequisites profile or create a new version. A version control mechanism should be implemented
to support version history etc.

F_Marketplace_21.Service Discontinuation/Removal

CyberSuite Marketplace shall allow (service provider) users remove their service from
the Marketplace

DevSecOps Step HORIZONTAL
User Story US_H.06

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

The user is registered and logged in as a Service Provider to be able to remove a
Prerequisites service from the Marketplace. Should handle appropriately already in CyberSuite
Frameworks already using the service before removal

F_Marketplace_22.Share Service before Review
CyberSuite Marketplace shall allow (service provider) users share new services that

Description are not yet officially reviewed (with the appropriate indications)

DevSecOps Step | HoRIZONTAL

User Story ‘ US_H.06

Existing Feature ‘ NO

RN ACET I LA AV [N -l G.Marketplace.05 — Enhanced Service provider features; They can rapidly test and
addressed gain visibility for their new services with real users

Asset(s) Marketplace

The user is registered and logged in as a Service Provider to be able to register a

Prerequisites .
9 service to the Marketplace.

F_Marketplace_23.User Registration

CyberSuite Marketplace shall allow users create an account as service providers or
consumers

DevSecOps Step HORIZONTAL

Description
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User Story US_H.02

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will
be addressed

N/A

Asset(s) Marketplace

Service Providers should first be approved by a Marketplace Admin after they
Prerequisites complete their registration form. Should implement the appropriate accompanying
mechanisms (e.g. CAPTCHA) to protect the Marketplace from bots/spam

F_Marketplace_24.User Account Management

CyberSuite Marketplace shall allow registered users to manage their accounts and
make specific edits (e.g. new password, edit username etc.)

DevSecOps Step HORIZONTAL
User Story US_H.02

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

The user is registered and logged in as a Service Consumer or Service Provider to make
changes in their accounts

Prerequisites

F_Marketplace_25.Approve Provider

CyberSuite Marketplace shall allow (admin) users approve the registration of a new
service provider

DevSecOps Step HORIZONTAL
User Story US_H.07

Description

Existing Feature NO

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

The user is registered and logged in as a Marketplace Admin to be able to view new

Prerequisites . . . . .
q service provider registrations and approve/reject them

F_Marketplace_26.Approve Service

CyberSuite Marketplace shall allow (admin) users review and approve the registration
of a new service

DevSecOps Step HORIZONTAL
User Story US_H.07

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

The user is registered and logged in as a Marketplace Admin to be able to view new

Prerequisites . . . .
service registrations and approve/reject them

F_Marketplace_27.Service Management (Admin)

CyberSuite Marketplace shall allow (admin) users perform any required edits (e.g.
correct typos) on provided information

DevSecOps Step HORIZONTAL
User Story US_H.07

Description
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Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

The user is registered and logged in as a Marketplace Admin to be able to edit a service
information

Prerequisites

F_Marketplace_28.User Management (Admin)

CyberSuite Marketplace shall allow (admin) users manage (e.g. edit role, delete)
registered users

DevSecOps Step HORIZONTAL
User Story US_H.07

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed N/A

Asset(s) Marketplace

The user is registered and logged in as a Marketplace Admin to manage the roles of

Prerequisites
other users

F_Marketplace_29.Notifications

CyberSuite Marketplace shall notify users on significant events (e.g. via emails or in-
app notifications)

DevSecOps Step PLAN, HORIZONTAL
User Story US_P.01, US_H.06, US_H.07
Existing Feature NO

Description

FEEVEL I ACET N AR |l G.Marketplace.01, 02, 05 — Enhanced user experience for service consumers,
be addressed providers and admins through notifications

Asset(s) Marketplace

Prerequisites

F_Marketplace_30.User Account Integration with CyberSuite Framework

CyberSuite Marketplace shall allow (service consumer) users connect their CyberSuite
Description Framework instance with the CyberSuite Marketplace to facilitate the DevSecOps
paradigm

DevSecOps Step PLAN
User Story US_P.01

Existing Feature TRL 7: System prototype demonstration in operational environment

G.Marketplace.03, 04, 07, 08 — Integration with the CyberSuite Framework will allow
VR ACET R ARl direct use of services from the Marketplace, the suggestion of service based on the
be addressed target infrastructure needs, enhanced and more automated flows (e.g for automatic
version updates) etc.

Asset(s) Marketplace

The service consumer has a CyberSuite Framework deployment for their

Prerequisites .
infrastructure

F_Marketplace_31.Login

Description CyberSuite Marketplace shall provide credentials-based login for registered users
DevSecOps Step HORIZONTAL
User Story US_H.02

Existing Feature TRL 7: System prototype demonstration in operational environment
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Relevant Gap - How it will
be addressed

N/A

Asset(s) Marketplace

Prerequisites The user has an account in the CyberSuite Marketplace

F_Marketplace_32.Third Party Login
Description CyberSuite Marketplace shall provide third-party login (e.g. via Facebook)
DevSecOps Step HORIZONTAL
User Story US_H.02

Existing Feature TRL 7: System prototype demonstration in operational environment

Relevant Gap - How it will

be addressed G.Marketplace.01 — User experience is enhanced through easy login

Asset(s) Marketplace

Prerequisites Integration with 3™ party login services

F_Marketplace_33.Unregistered Users View

CyberSuite Marketplace shall allow even unregistered users view the available
services of the Marketplace (limited actions allowed)

DevSecOps Step PLAN
User Story uUs_pr.01
Existing Feature NO

Description

G.Marketplace.05 — Service providers gain more visibility for their services (if they
agree to enlist them in the public view)

G.Marketplace.01, 09 — Future adopters of the CyberSuite Framework are familiarized
with the available services and potential of the framework by exploring the publicly
available service catalogue

Relevant Gap - How it will
be addressed

Asset(s) Marketplace

Service providers have agreed to expose information (full or partial) about their

Prerequisites . . .
q services to the general public (unregistered users)

F_Marketplace_34.Use Service Directly in CyberSuite Framework

CyberSuite Marketplace shall allow (service consumer) users directly use in the
CyberSuite Framework a service

DevSecOps Step PLAN
User Story US_P.01

Description

Existing Feature TRL 7: System prototype demonstration in operational environment

G.Marketplace.03, 04, 07, 08 — Enhanced integration with the CyberSuite
Framework that will allow apart from direct use of services, also enhanced and
more automated flows (e.g. for automatic version updates) etc.

Relevant Gap - How it will be
addressed

Asset(s) Marketplace

The service consumer has connected their CyberSuite Framework deployment to

Prerequisites . . .
q their account in the CyberSuite Marketplace
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HORIZONTAL Features

List of features

Feature Id. Name

Relevant
Asset(s)

Relevant User

Update since

Feature description

F_HZ_01.CyberSuite Cybe'rS.wte shall allow users to log in | US_H.01, Integratgd
User Login providing a username and a | US_H.02, CyberSuite No Updates
g password US_H.03 Platform
CyberSuite framework shall allow the
. users to seamlessly access all Integrated
F_HZ_02.CyberSuit . . US_H.02, .
=T y er. urte CyberSuite services and features - CyberSuite No Updates
Single Entry Point . . . US_H.03
from a single-entry point (CyberSuite Platform
Dashboard)
Updated
F_HZ_03.CyberSuite Facilitate int.egration,.interoperation Integrated description in
. of CyberSuite services and the . order to
Services . US_H.01 CyberSuite .
- aggregation of data that they include the
Interoperability . Platform .
generated by the services aggregation of
data
F_HZ_04.CyberSuite | Provide the option to use CyberSuite Integrated
without Local | services without installing them | US_H.05 CyberSuite No Updates
Deployment locally Platform
Updated
Users can use a dedicated Ul to setup Integrated description to
F_HZ_05.CyberSuite | and configure CyberSuite services & . include the
) . . .. US_H.04 CyberSuite .
Configuration and to retrieve policies from the Platform connection to
CyberSuite Marketplace the CybeSuite
Marketplace

Detailed description of features

Description
DevSecOps Step
User Story

Existing Feature

Relevant Gap - How it will be

addressed
Asset(s)

Prerequisites

Description

DevSecOps Step
User Story

Existing Feature

Relevant Gap - How it will be

addressed
Asset(s)

Prerequisites

F_HZ_01.CyberSuite User Login

CyberSuite shall allow users to log in providing a username and a password
N/A

US_H.01, US_H.02, US_H.03

NO

G.HZ.1 — Usage of a common identity management service that can be used by all
CyberSuite tools

Framework as a whole

All tools must use the common identity management service

F_HZ_02.CyberSuite Single Entry Point

CyberSuite framework shall allow the users to seamlessly access all CyberSuite
services and features from a single-entry point (CyberSuite Dashboard)

N/A
US_H.02, US_H.03
NO

G.HZ.2 — Access to the tools will be provided through a centralized access point (i.e.
the CyberSuite dashboard)

Framework as a whole

All tools must be accessible as services
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F_HZ_03.CyberSuite Services Interoperability
Facilitate integration, interoperation of CyberSuite services and the aggregation of
data that they generated by the services

DevSecOps Step N/A
User Story US_H.01

Description

Existing Feature NO

FEEVEL A CET R AR NI G.HZ1, 2 G.HZ.2 — Integration of services not only at frontend but also though
addressed backend services, common databases and models

Asset(s) Framework as a whole

Prerequisites All tools must be accessible as services

F_HZ_04.CyberSuite without Local Deployment

Description Provide the option to use CyberSuite services without installing them locally
DevSecOps Step N/A
User Story US_H.05

Existing Feature NO

G.HZ3 — For some of the tools and if users prefer so, we can allow the usage of
online services for the provide tools — this will allow easier adoption of CyberSuite
and could be used for as an exploitation pathway.

Relevant Gap - How it will be
addressed

Asset(s) Framework as a whole

Prerequisites Tools that are to be used as services must be accessible by the user

F_HZ_05.CyberSuite Configuration
Admin users can use a dedicated Ul for setup and configure CyberSuite services and
to retrieve policies from the CyberSuite Marketplace

DevSecOps Step N/A
User Story US_H.04
Existing Feature NO

Description

Relevant Gap - How it will be
addressed

G.HZ4 — Administration control must be implemented

Asset(s) Framework as a whole

Prerequisites N/A
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Annex lll: Detailed KPIs per CyberSuite Asset

ACAS - KPIs

List of KPIs of the ACAS Asset

M(andatory)
/ G(ood to
have) /
O(ptional)

KPA / KPA -

Linked
Requirement

Where to
Measure

How to
Measure

Target Acceptance

Subcategory

KPI_ACAs.01 | cchnical/T.1-| False positive US_M.02 | Network Testbed 2% 4% Quantitative
Quality rate experiments
KPI_ACAs.02 | cchnical/T.1-1 True negative US_M.02 | Network Testbed 10% 20% Quantitative
Quality rate experiments
KPI_ACAs.03 | cchnical/T.1-|Droppedpacket | oy o) Network Testbed 0,1% 1% Quantitative
Quality rate experiments
KPI_ACAs.04 | cChnical/T:3- 1 Precision of US.M.02 | Network Testbed 1% 3% Quantitative
Performance metrics experiments
KPI_ACAS.05 Technical /T.3- Scalability US_M.02 Network Tesjtbed 10Gbs 5Gbs Quantitative
Performance experiments
KPI_ACAS.06 Technical /T.3 - Detection delay US_M.02 Network Tesjtbed 10 m§ tol ] 100 m_s tol Quantitative
Performance experiments min min
KPI_ACAS.07 Technical /T.3- Mitigation delay US_M.05 Network Tesjtbed 100 ms. to 1 mm.to 10 Quantitative
Performance experiments 10 min min
Technical/T.4- | _.
KPI_ACAS.08 | Deployment Time to restore US_0.02 Network Tesjt bed 1 min 3 min Quantitative
service experiments
and Update
. ML-based 10 or more .
KPI_ACAS.09 |PUSiness/B.L-fp  viour US_T.02 Network Testbed anomalies | 2 anomaties Quantitative
Added Value ; experiments detected
analysis detected
. L Testbed
KPI_ACAS.10 Business /B.1- | Explainability of US_T.02 Network experiments + Good Good Qualitative
Added Value results . .
Questionnaire
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Interoperability
with orchestrator US_0.02,

KPI_ACAs.11 [PUSINesS/B.1- 1y other US_M.02 | Network Testbed Validated | Validated M Qualitative
Added Value . experiments
security US_M.05
solutions

Seer Box - KPIs

List of KPIs of the Seer Box Asset

M(andatory)
KPA / KPA — Metric Linked Where to How to Target Acceptance [/ G(ood to
Subcategory Requirement Measure Measure Value have) /
- | O(ptional)
Technical/T.2 - Average Release Twice Once per
KPI_SEERBOX.01 Delivery of deployment N/A Release notes . P G Quantitative
. timestamps | peryear year
requirements frequency
Code
Technical/ T.2 -
Lead ti All allocated t fi ti itted t Twi o
KPI_SEERBOX.02 Delivery of eadtime allocated to | Configuration | commi eq o | Once per wice per M Quantitative
. for changes release management | coderunning | quarter year
requirements . .
in production
. Logged HTTP
Tech L/T.3- Anal . . -
KPI_SEERBOX.03 echnical /1.3 na yse. F_SeerBox_01 Application traffic is >98% >90% M Quantitative
Performance Web Traffic
parsed
>10% of
. Raise alerts malicious
Technical /T.3 - Detection of by testin ayload is
KPI_SEERBOX.04 : Broken | F SeerBox 02 | Application | Y 'eSU8 | sgge | PV M Quantitative
Performance with probing detected as
Access -
payloads malicious
traffic
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>10% of
Raise alerts malicious
KPI_SEERBOX.05 Technical /T.3- Detgctlgn of F_SeerBox_04 Application .bytte.stlng >50% payload s M Quantitative
Performance Injection with injection detected as
payloads malicious
traffic
Technical /T.3 - Publish a ?;icﬂ::efgz?
KPI_SEERBOX.06 ) Black List F_SeerBox_05 Application P 100% >60% M Quantitative
Performance documented
Feed
URL
ModSecurity
. Publish a rules feed is
Technical /T.3 - . I _—
KPI_SEERBOX.07 ModSecurity | F_SeerBox_06 Application updated at 100% >60% M Quantitative
Performance
Rules Feed documented
URL
Technical/T.3- | Detectionof Elitrfg tﬁ
KPI_SEERBOX.08 ) Security F_SeerBox_08 Application . 100% >60% M Quantitative
Performance Alerts logged via
UDP/TCP
Automatic Malicious IP
Technical /T.3 - Network . -
KPI_SEERBOX.09 | |ccnnical/T.3 BWOrk | £ seerBox 09 | Application | 29dreSSES | 600, >60% M Quantitative
Performance Rules blacklisted
Definition after alerts
Technical /T.4 - Time to Incident to
KPI_SEERBOX.10 | Deploymentand restore N/A Incident notes system <1day <1 week M Quantitative
Update service operational
Mean time
Busi /B.1- N L o
KPI_SEERBOX.11 usSIness between N/A Application ) o8 <2 weeks <4 weeks G Quantitative
Added Value timestamps
scans
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PUZZLE - KPlIs

List of KPIs of the PUZZLE Asset

M(andatory)
KPA / KPA — Metric Linked Where to How to Acceptance / G(ood to
Subcategory Requirement Measure Measure have) /
O(ptional)
Business / Number of PUZZLE
applications . ) _—
KPI_PUZZLE.O1 B.1-Added . US_P.0 installation N/A 4 3 M Quantitative
using risk
Value database
assessment
Business / Usace of PUZZLE ] C:)e‘;i'; .
KPI_PUZZLE.02 | B.1-Added ge o US_B.02 installation Pprop 4 3 G Quantitative
controls list tables for each
Value database . )
installation
. Ability to Total number of
KPI_PUZZLE.03 | connical/T.3- identify US_B.08 Per each identified 10 6 M Quantitative
Performance e client -
vulnerabilities vulnerabilities
Business/ Ability to Per each Check logs for
KPI_PUZZLE.04 B.1-Added detect US_T.01 . identified 1 1 G Quantitative
o client .
Value incidents incidents
Check
KPI_pUzzLE.05 | coMical/T3 | o rantine US_D.01 AtPUZZLE Kubernetes 1 1 M Quantitative
- Performance test setup status after
specific test
Technical/ T.4 | Adaptability of PUZZLE or Time to enforce 10
KPI_PUZZLE.06 | - Deployment protection US_0.01 application achanged seconds 1 minute M Quantitative
and Update services logs security policy
Business/ Up-to-date PUZZLE and Check that lyvzzlt(g; Weekly
KPI_PUZZLE.07 B.1- Added threats US_0.07 . latest threats P updates G Qualitative
. . CVE lists from
Value information are covered CVE from CVE
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SASTer - KPIs

List of KPIs of the SASTer Asset

M(andatory)
KPA / KPA — Linked Where to Acceptance / G(ood to
) How to Measure
Subcategory Requirement Measure have) /
O(ptional)
Percentage of
Technical/ T.3 - Code F_SASTer_05 | Application application code 0 0 -
KPI_SASTer.01 Performance coverage US_B.01 Source Code covered by 70% 60% Quantitative
SASTer tests
Proportion of
detected
Technical/T.3 - Vulnerability | F_SASTer_04, vulnerabilities to
KPI_SASTer.02 ) Detection F_SASTer_05 Codebase total known >95% 85% Quantitative
Performance -
Rate US_B.01 vulnerabilities
presentin test
datasets
Average time
. Analysis F_SASTer_04, taken to
- - - <
KPI_SASTer.03 Tﬁg?gf;g;; Time F_SASTer_05, Codebase complete static minftes 2.5 minutes Quantitative
Efficiency F_SASTer_06 analysis of the
code
. F_SASTer_01, .
Technical/ T4~ | o6 | F_SASTer 02, | Deployment | ~Veragetimefor |, <15 -
KPI_SASTer.04 | Deploymentand . initial . . Quantitative
deploy F_SASTer_03 | Environment minutes minutes
Update US B.O1 deployment
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Technical/ T.2
- Delivery of
requ[::e4rrjents, Time to Average time
KPI_SASTer.05 Deployment configure F_SASTer_01 | Configuration takgn o .10 15 minutes 0 Quantitative
US_B.01 Interface configure minutes
and Update updates
. updates
, Business/
Added Value
(B.1)
Supported Number of
Business/B.1 - : F_SASTer_04 | Application supported 6 L
. . L M titat
KPI_SASTer.06 Added Value programming US_B.01 Source Code programming languages 5 languages Quantitative
languages
languages

Pentesting - KPIs

List of KPIs of the Pentesting Asset

M(andatory)
KPA / KPA — . Linked Where to How to Target / G(ood to
Subcategory Metric Requirement Measure Measure Value ACCCIETENEINE have) /
O(ptional)
Indicated
Technical/T.1 N f . o
KPI_Pentest.01 ec mca. umber o US_T.02 User in user 20 10 M Quantitative
-Quality attack types manual
manual
Business / Integration of Application
KPI_Pentest.02 B.1-Added pentesting US_P.03 deployed on | Usertests | Validated Validated M Qualitative
Value tools computer
Adoption & - Application
Int tabilit o
KPI_Pentest.03 User n i;przjl?: y US_P.03 deployed on | Usertests Good Good M Qualitative
Acceptance computer
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MAESTRO - KPIs

List of KPIs of the MAESTRO Asset

KPA / KPA -

Subcategory

Linked

Requirement

Where to
Measure

How to Measure

Target
Value

Acceptance

Value

M(andatory)

Technical/ T.2 Confirm security
- Delivery of Protect K8s MAESTRO policies can be
KPI_MAESTRO.01 | requirements, deplovment US_D.03 installation appliedto a Confirmed | Confirmed Qualitative
Business/B.1- | “P% database MAESTRO
Added value deployment
Technical/ T.2
- Delivery of Update Confirm updates
KPI_MAESTRO.02 | requirements, P US_D.04 Application | from Clcan deliver | Confirmed | Confirmed Qualitative
. deployment
Business/ B.1 - new deployment
Added value
Technical/ T.2
- Delivery of Manage Ability to manage
KPI_MAESTRO.03 | requirements, i g. US_M.06 MAESTRO deployed Confirmed | Confirmed Qualitative
. application L
Business/ B.1 - application in k8s
Added value
Technllcal/ T.2 MAESTRO
- Delivery of Monitor or Ability to see
KPI_MAESTRO.04 | requirements, L US_M.07 : y' Confirmed | Confirmed Qualitative
. application dashboard monitoring data
Business/ B.1 - Ul
Added value
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GEIGER Toolbox & Conversational Agent - KPIs

List of KPIs of the GEIGER Toolbox & Conversational Agent Assets

M(andatory)
KPA / KPA — Metric Linked Where to How to Acceptance | / G(ood to
Subcategory Requirement Measure Measure have) /
O(ptional)
Technical/T.2 - Average Release Twice per | Once per
KPI_CG.01 Delivery of deployment N/A Release notes ) P P G Quantitative
. timestamps month month
requirements frequency
Code
Technical/ T.2 - i ) . .
KPI_CG.02 Delivery of Lead time for All allocatedto | Configuration commltteq to | Once per Once per M Quantitative
. changes release management | coderunning month quarter
requirements . .
in production
Technical/ T.3- | Meantime for CG F_CGTools_05 - Log <20 <60 o
KPI_CG.03 Performance scan SME Scanner Application timestamps seconds seconds M Quantitative
" ; ; i < <
KPI_CG.04 Technical/T.3 Mean time for CA F_CGTools_.08 Serwge . Log 10 20 M Quantitative
Performance response User Instructions Endpoint timestamps seconds seconds
. Cossack Labs Design, Code, L2 L1 Basic
Tech VT.3- . ) . LM . _
KPI_CG.05 Iinfr:)ernawancz Mobile Security N/A endpoints, (T:ooliis Advanced Security M Quantitative
Score (CL MSS) service g Security Level
Technical/T.4 - Time to restore Incident D:Jnrsitclj(;z:rt%m
KPI_CG.06 Deployment . N/A <1day <1 week M Quantitative
service notes system
and Update
recovery
Technical/ T.4 - Change failure % of releases
KPI_CG.07 Deployment rgate N/A Release notes requiring <20% <30% G Quantitative
and Update remediation
Business/B.1 - Mean time F_CGTools_05 - Log A
- - < <
KPI_CG.08 Added Value between scans SME Scanner Application timestamps 2 weeks 4 weeks G Quantitative
Business/B.1 - CG Score for F_CGTools_05 N o
- - > >
KPI_CG.09 Added Value active USers SME Scanner Application Log 70 60 G Quantitative
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Business/B.1 - Time to address F_CGTools_05 - s
- - < <
KPI_CG.10 Added Value critical threat SME Scanner Application Log 2 weeks 4 weeks G Quantitative
. F_CGTools_07
Business/B.1 - F-score for - . - N
> >
KPI_CG.11 Added Value recommendations Protection Application Log 0.8 0.5 G Quantitative
Recommender
Business/B.1 - F_CGTools_08 - N
— — > 0 > 0,
KPI_CG.12 Added Value Task success rate User Instructions Application Log 78% 70% G Quantitative
Business/B.2 - — I
KPI_CG.13 | Adoption & User | et Promoter N/A Validation Validation >9 >7 M Quantitative
score report questionnaire
Acceptance

BCBCTI - KPIs

List of KPIs of the BCBCTI Asset

M(andatory)
KPA / KPA — Metric Linked Where to How to Target  Acceptance / G(ood to
Subcategory Requirement Measure Measure Value Value have) /
O(ptional)
Time
Technical/T.4 - Frequenc Deplovment between
KPI_BCBCTI.01 Deployment and q y US_B.03 . pioy updates 8 12 G Quantitative
of updates infrastructure .
Update (in
weeks)
# of
. Number of .
KPI_BCBCTI.02 | Cusiness/B.l-Added | o o US_B.03 APl Service | mieerate 2 1 G Quantitative
Value . . 3rd party
integrations
systems
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KARTOS - KPIs

List of KPIs of the KARTOS Asset

KPA / KPA -
/ Metric

Subcategory

Linked
Requirement

Where to
Measure

How to Measure

Acceptance

M(andatory)
/ G(ood to
have) /

O(ptional)

Technical/ False Positive Percentage of false
KPI_KARTOS.01 T.3- Rate F_Kartos_09 Server positives among all 2% 3% M Quantitative
Performance alerts
Technical Mean time to Measure average
KPI_KARTOS.02 /T.3- respond F_Kartos_09 | Application | time torespond to 0.5 minute 1 minute M Quantitative
Performance (MTTR) incidents reports
Technical Measure average
KPI_KARTOS.03 /T.3- Average N/A Application response time of - 200 - 250 M Quantitative
system latency miliseconds | miliseconds
Performance the system
Technical/ Measure average
T.4- Average time taken for
KPI_KARTOS.04 ) configuration N/A Logs 8 minutes 10 minutes G Quantitative
Deployment time system
and Update configuration
Technical/
KPI_KARTOS.05 T4- Frequency of N/A Count number of 2 1 0 Quantitative
Deployment updates updates per quarter
and Update
Ensure system is
Technical/ Continuous Monitorin n:c?:iilgrizuv?/zh
KPI_KARTOS.06 T.5- monitoring Us_M.02 g . o 100% 95% M Quantitative
- tools internal monitoring
Monitoring 2417 .
tool to track service
availability
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Technical | e n o deivera
KPI_KARTOS.07 T.5- g . F_Kartos_10 Logs . 1 minute 1.5 minutes G Quantitative
N executive comprehensive
Monitoring .
report executive report
Number of
Business /B.1 vulncer:;g?lilties F_Kartos_07, Tra;k r?il:ir::r?tr ”
KPI_KARTOS.08| - Added U nerabitl Us_P.02, | Application gnitican 100 80 M Quantitative
Value identified in US M.02 vulnerabilities
third-party - identified
systems
Business / Market CRM ercethZaseuorftar et
KPI_KARTOS.09| B.2- Market penetration N/A P g. g 90% 70% M Quantitative
. System market using Kartos
Penetration rate o .
within Cybersuite
Measure
Business/B.3
KPI_KARTOS.10| - Customer | Customer N/A CRM percentage of 90% 85% 0 Quantitative
. retention rate System customers renewing
Retention . L
their subscriptions

Anti-Phishing Game - KPIs

List of KPIs of the Anti-Phishing Game Asset

M(andatory)
KPA / KPA — Linked Where to How to Target Acceptance [/ G(ood to Tvpe
Subcategory Requirement Measure Measure Value Value have) / yp
O(ptional)
. - Database query
KPI_Antiphish.o1 | _ ccnnicaV Coverage of US_P.03 Application | ber of 20 10 M Quantitative
T.1- Quality attack types database .
phishing types
Business/ Improved user Application Database query
KPI_Antiphish.02 | B.1-Added P US_P.03 PP of score 90% 40% M Quantitative
awareness database .
Value improvements

Grant Agreement: 101145861 -172-



D2.2: Maturity of the Cybersecurity solutions Portfolio — Final version

Ayber

“
Business/ Application Database query 1352? 1 peruser
KPI_Antiphish.03 | B.1-Added | Amountofsharing | US_P.03 PP of amount of P M Quantitative
database . per per month
Value sharing
month
Adoption & Application
KPI_Antiphish.04 User Interpretability US_P.03 deployed on User tests Good Good M Qualitative
Acceptance phone

Dashboard - KPIs

List of KPIs of the Dashboard Asset

M(andatory)
KPA / KPA — . Linked Where to How to Acceptance / G(ood to
Subcategory Metric Requirement Measure Measure UETECAEITE Value have) / Type
O(ptional)
Technical /T.3 Data De'\l'lgl)olser
KPI_Dashboard.01 | Visualisation N/A Dashboard <0.1% <0.2% G Quantitative
- Performance Error Rate (Manual or
Automated)
Developer
KPI_Dashboard.02 Technical /T.3 | Page .& chgrts N/A Dashboard Tools 1.5 seconds 2 seconds G Quantitative
- Performance | Loading Time (Manual or
Automated)

Grant Agreement: 101145861
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Marketplace - KPIs

List of KPIs of the Marketplace Asset

M(andatory
IEI:JAbc/af:p;r Metric Linked Requirement L I How to REEETENG | )/ EEe
& 9 Measure Measure e Value have) /
O(ptional)
. Load speed
Technical/T.3 Page speed N
<
KPI_Marketplace.01 ; Page load N/A testing on of each 1| <1second M Quantitativ
speed Marketplace |second e
Performance Marketplace
page
Technical/T.3 Responsivenes Responsivenes V?élrdrgt;?n No NO maior
KP1_Marketplace.02 - P N/A s testing on major . ) G Qualitative
S basedontool |. findings
Performance Marketplace . findings
scoring
# user
Business/ B.2 accountsin
KPI_Marketplace.03 - Adoption & Registered F_MarketplaceTZS.Use Marketplace Marke'Fplace 550 50 G Quantitativ
User Users r Registration (providers e
Acceptance and
consumers)
Average
Business/ B.2 Marlaesté)rlace score from
-A ti A A titati
KPI_Marketplace.04 doption & acceptance - N/A U . U . 24.0 23.5 M Quantitativ
User Service questionnaire |questionnair e
Acceptance . e for service
Providers )
providers
Average
Business/ B.2 Marlaesté)rlace score from
-A ti A A titati
KPI_Marketplace.05 doption & acceptance - N/A U . U . 24.0 23.5 M Quantitativ
User Service questionnaire |questionnair e
Acceptance e for service
Consumers
consumers
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Business/ B.2 U.S.P.01, U.S.H.06, #times
- Adoption & Service F_Marketplace_15., services have Quantitativ
B >
KPI_Marketplace.06 User download F Marketplace. 16, Marketplace been 50 50 G o
Acceptance F_Marketplace_17 downloaded

CyberSuite Framework - KPIs

List of KPIs of the CyberSuite Framework

KPA / KPA -

Subcategor
y

Metric

Linked
Requiremen
t

Where to
Measure

How to
Measure

Measure coverage

Acceptanc
e Value

M(andatory

) / G(ood to
have) /
O(ptional)

Type

Technical/ P t f titati
KPI_Framework.01 | _ _ n'¢@ ercentage o N/A Code ofcodebaseby | =90% >80% M Quantitativ
T.1-Quality | code coverage e
automated tests
Technical/ Framework- No major | No major
KPl_Framework.02 ) Code quality N/A Code specific static o ) - ) M Qualitative
T.1- Quality . finding finding
code analysis
) All passat | All pass at N
Tech L/ . . . . titat
KPl_Framework.03 ec mca. Unit tests N/A Code Unit test results major major M Quantitativ
T.1- Quality e
release release
. . All Assets All Assets -
KPI_Framework.04 Techmca?/ nge cqverage N/A Code Unit tests per covered by | covered by M Quantitativ
T.1-Quality | with unittests Asset . . e
unit tests unit tests
All User All User
. Stories Stories
KPI_Framework.05 TechmcaF/ E2E tests N/A Code E2E tests ba;ed planned for | planned for M Qualitative
T.1-Quality on User Stories
release release
covered covered
-175-
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No major No major
Technical/ , US_H.01, . . . finding from |finding from N
KPI_Framework.06 T.1- Quality Integration tests US_H.03 Integration Points | Integration tests Integration | Integration Qualitative
tests tests
Technical / US_H.01 Ability to detiver | COMMed | o tirmed
KPI_Framework.07 T.1- Quality API Functionality US__H.03 Integration Points API functionality funct;onallt functionality Qualitative
Assessment
Technical/ Framework utilising No major No major
KPI_Framework.08 ) Vulnerabilities & US H.11 Validation report |vulnerabilities/ris - J - J Qualitative
T.1-Quality |_. findings findings
Risk Assessment k assessment
tools
Technical / All Must & 80% for
T.9- Deliver Integrated # available Should- Must and
’ y Features All allocated g . featuresvs Haves for Should- Quantitativ
KPI_Framework.09 of ) CyberSuite
Requirement available to release Release planned for release, haves, 60% e
g s release 70% Could- | for Could-
haves haves
TTS(EE”;E\?;V Self-assessment
KPl_Framework. of GDPR US_H 11 Validation report utlllsm'g Compllance Comphance Qualitative
10 . compliance standardised confirmed | confirmed
Requirement .
s tools or checklists
Technical/
KPI_Framework, | 2~ Detvery |ALTAladequacy ALTAI 100% 100% .
of for Al-based US_H_11 Release notes guestionnaire for Qualitative
11 . ) i ) adequate adequate
Requirement services services using Al
S
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Uptime / total
period of
Technical/ I operating time. I
KPl_Framework. | 75, Avalability of N/A Online Services | Excluding 99% 290% M Quantitativ
12 Online Services e
Performance planned
maintenance
downtime
KPI_Framework Technical/ Framework/Asset Egrsé:::igy:sg
- ) T.3- Error Handling N/A . . All assets All assets M Qualitative
13 S implementedin
Performance
all Assets
. # of DevSecOps
KPI_Framework Business / DevSecOps steps covered b Quantitativ
- " | B.1-Added P N/A Release P . y All steps All steps G
14 steps covered the CyberSuite e
Value i
services
Business/
B.2- Overall N o
KPI_Framework. Adoption & [satisfaction (5-pt N/A Validation report Vahga’uor? 24.0 3.5 M Quantitativ
15 questionnaire e
User MOS)
Acceptance
Business/ |Overall Usability Val|FIat|or?
B.2- and User questionnaire
KPI_Framework. |, otion&  |Experience (5-pt N/A Validation report | _Vith Mean >4.0 >3.5 M Quantitativ
16 - Opinion Score e
User mean opinion (MOS) for user
Acceptance score MOS) :
experience
Business / US_H_03, Average score
KPI Framework B.2- Customisation US_H_04, ffom
- " | Adoption & of Framework US_H_08, Validation report . . 4 3 M Qualitative
17 . guestionnaire
User and services F_HZ_04, with 5-level scale
Acceptance F_HZ_05
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Business /
B- Average score
KPI_Framework. " Interpretability US.M.02, . from -
18 AdoUpst;c;n & of results US.M.03 Validation report questionnaire 4 3 M Qualitative
with 5-level scale
Acceptance
Business/ Level of
B- automation US_H_01, Average score
KPI_Framework. " (zero-touch F_HZ_02, _ from I
19 AdoUpst;c;n & network and F HZ 04, Validation report questionnaire 4 3 M Qualitative
service F_HZ_05 with 5-level scale
Acceptance
management)
Business/
Average score
KPl_Framework B.2- from
- " | Adoption & |Trustworthiness US_H_02 Validation report . ) 4 3 M Qualitative
20 guestionnaire
User .
with 5-level scale
Acceptance
Busi /
u;:nze_ss Ease of Average score
KPI_Framework. Adoption & CyberSwte US_H_04 Validation report fr.om . 4 3 M Quantitativ
21 solutions questionnaire e
User . ) .
installation with 5-level scale
Acceptance
Business /
B2 Ease of Average score
KPI_Framework. Adoption & CyberSuite US_H_01, Validation report fr.om . 4 3 M Quantitativ
22 ) US_H_04 guestionnaire e
User solutions use .
with 5-level scale
Acceptance
Business / Average score
KPI_Framework B.2- Satisfaction with ffom Quantitativ
- | Adoption & Ul / Look and N/A Validation report ) . 4 3 M
23 questionnaire e
User Feel .
with 5-level scale
Acceptance
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Business/ |Satisfaction with
. Average score
KPl_Framework B.2- available from Quantitativ
- " | Adoption & | documentation N/A Validation report . .
24 questionnaire e
User and/or user .
. with 5-level scale
Acceptance guides
Business / Average score
KPl_Framework B.2- Likelihood for ff(’)m Quantitativ
- " | Adoption& |recommendatio N/A Validation report . .
25 questionnaire e
User n .
with 5-level scale
Acceptance
-179-
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Annex IV: Detailed KPIs per CyberSuite Demonstrator/Use Case

EnergyTracker Use Case - KPIs

List of KPIs of the EnergyTracker Demonstrator

KPA / KPA —

Subcategory

Linked

Requirement

Where to
Measure

How to Measure

Ayber
4

M(and
atory) /
G(ood
to
have) /
O(ption

Target
Value

Acceptan
ce Value

Cybersecurity Asset Application/ | % of (# assets protected
KPI_Energy.01 /C.1- N/A CyberSuite by CyberSuite services / 0 100% 80% M Quantitative
Coverage )
Preparedness Installation # total assets)
Cybersecurity Cybersuite . ,
. ) P.04, Risk t N ts |N t N
KPI_Energy.02 /C.1- Risk Scoring LLJJSS_B(()JS Dashboard 1S ussci;)rlr;gl_cl)gTTése S N/A in?miasrfr?ssk in%iaisfisi M Qualitative
Preparedness - (OLISTIC) g g g
Attack # techn|que§ covergd by
. ) cybersecurity services
Cybersecurity | techniques deploved on the
KPI_Energy.03 /C.1- covered by US_B.02 Application proy 1 15 10 M Quantitative
Preparedness |cybersecurit EnergyTracker. Attack
P yservices y techniques from MITRE
ATTACK Matrix
Coverage of critical*
Cybersecurity |Critical Code CyberSuite code of the
KPI_Energy.04 /C.1- Coverage withy  US_B.01 Installation / EnergyTracker 0% 70% 60% G Quantitative
Preparedness | SAST Tools SASTer application using SAST
tools
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Reductionin Comparison # Of.
Cybersecurit successful CyberSuite unblocked penetration
y y . US_T.01, y . testing attacks before 30% 20% L
KPI_Energy.05 /C.1- Penetration Installation / : . N/A Quantitative
. US_T.02 . using CyberSuite decrease | decrease
Preparedness Testing Pentesting ) .
services vs # after using
attacks . .
CyberSuite services
Cybersecurity Me%ne:[r;rlwte to CvberSuite Total time between some
KPI_Energy.06 |/C.2-Mean- . US_M.05 y . incident & detection by N/A  |millisecond | 1second Quantitative
. . Cybersecurity Installation L
time metrics . the system / # of incident S
Incidents
Total time to
acknowledge detected
Mean Time to incidents / # of incidents.
Cybersecurity CyberSuite
KPI_Energy.07 |/ C.2-Mean- Achnowledge US_M.05, Installation / I.t reflects the amount of N/A 1day 2 days Quantitative
. . Cybersecurity] US_H.03 time between the system
time metrics i Dashboard .
Incidents generating an alertand a
member of the personnel
responding to the alert.
. . . Total time required to
Cybersecurity |Average Time CyberSuite complete the risk
KPI_Energy.08 |/ C.2 - Mean- for Risk usS P.04 Installation / P ) N/A 1 hour 3 hour Quantitative
. . assessments / # risk
time metrics | Assessment PUZZLE
assessments
Average Time Self
. assessment . .
Cybersecurity for US B.04- usin Average time required to 20
KPI_Energy.09 |/ C.2 - Mean- |Cybersecurity . g. overview the daily N/A |10 minutes . Quantitative
. . o US_B.08 CyberSuite o minutes
time metrics | Monitoring . monitoring results
Overview Installation /
Dashboard
Self Average time between
Cybersecurity | Average time assessment vulnerability
/C.3- to using identification and A
KPI_Energy.10 Patching  [Patch/Remedi Us_D.01 CyberSuite patching (if security N/A 48 hour 1week Quantitative
Cadence ate Installation / patches available by
Dashboard vendors/3rd parties)
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Cybersecurity
/C.4- Percentage of
Security identified US_B.04 - . -
KPI_Energy.11 | Incidents/ |cybersecurity| US_B.08, Cybequlte e of b.locke.d. qugnts/# N/A 80% 70% Quantitative
. o Installation |totalidentified incidents
Intrusion incidents US_D.03
Attempts & blocked
Response
Acknowledge
Cybersecurity Ig;irt‘;l‘: L | UsBoa- | . incidents acknowledged
KPI_Energy.12 /C.5 . US_B.08, y by personnel/ #total N/A 100% 80% Quantitative
Incidents and Dashboard . e
Awareness - US_H.03 identified incidents
Suspicious
Behaviour
Personnel
cybersecurity
warencss | USP%
Cybersecurity (EnergyTracke US_B.04 - Self Average score from
KPI_Energy.13 /C.5 &y US_B.08, guestionnaire with 5- n/a >4.5 >4 Quantitative
r assessment
Awareness . US_0.04 level scale
cybersecurity
US_0.06
status and
general
cyberhygiene)
Mean Time to
Business/B.2 |Acknowledge Average time required to
KPI_Energy.14 —-Business |Failure is due US_M.01 Self ackno.wledge system 3mh 0.5 1 manhour Quantitative
KPIs per to assessment failure due to manhour
demo cybersecurity cybersecurity incident
incident

Grant Agreement: 101145861
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Railway Monitoring Use Case - KPIs

List of KPIs of the Railway Monitoring Demonstrator

M(andatory)
KPA / KPA — Metric Linked Target Acceptance | / G(ood to
Subcategory Requirement Value Value have) /
O(ptional)
Ratio (#blocked
attempts of access of
. unauthenticated
Cybersecurity [% of relevant access #attempts of
KPI_Railway.01 /C.1- attacks US_0.03 Server access of 90% 99% 95% M Quantitative
Preparedness | addressed unauthenticated users)
—countsreferringto a
specific timeframe
Measure the
percentage of critical
assets (e.g., data
Cybersecurity Asset storage, applications,
KPI_Railway.02 /C.1- N/A Server user endpoints) 50% 100% 80% M Quantitative
coverage : o
Preparedness identified and
documented in the
organization's security
framework.
Cybersecurity % mean time Time b.etwe.en system
KPI_Railway.03 | /C.2 Mean todetectand US_M.05, Server |ntru5|on/t|m.eframe 6 hours | 1hour 2 hours M Quantitative
time metrics rgsppnd to US_H.03 and -det-ectlon of
incident incident
Cybersecurity .
KPI_Railway.04 |/C.3 Patching | caUenceol | s b o1 Server | Howoftenapatching |Every 6 | Everyd -\, oo G Quantitative
Cadence patching needs to be applied |months | months
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Cybersecurity | Downtime S“::g:/zt thies 10
KPI_Railway.05 |/C.3 Patching during US_D.01 Server i y . PP . 1 hour . 30 minutes Quantitative
. inaccessible during minutes
Cadence patching .
patching
Cybersecurity
/C.4 - Security
KPI_Railway.06 | ncldents/ | Security N/A Server | Numberofsecurity 10|46, 20 Quantitative
Intrusion incidents incidents per month
Attempts &
Response
Cybersecurity iniizceunr':;yor Number of intrusion
/C.4 - Security attempts that cannot
Incidents / system be resolved
KPI_Railway.07 . intrusion that N/A Server . 10 0 2 Quantitative
Intrusion . automatically and
require )
Attempts & manual require some manual
Response . : input/intervention
intervention
US_P.03, Awareness of
Cybersecurity US_B.04 - personnelon
KPI_Railway.08 /C.5 Awareness US_B.08, Personnel |cybersecurityissues - N/A 4 3.5 Quantitative
Awareness US_0.04 average score survey
US_0.06 using 5-level scale
Client feedback on
KPI_Railway.09 - Business Client trust N/A y y N/A 4 35 Quantitative
S measures adoption -
KPIs per demo
average score of survey
using 5-level scale
susness 152 000 O
KPI_Railway.10 | -Business . P ) US_H.10 N/A P P . 0 5 1 Quantitative
in public that have cybersecurity
KPIs per demo .
tenders requirements

Grant Agreement: 101145861
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Digital Health Use Case - KPIs

List of KPIs of the Digital Health Demonstrator

M(andato
Accepta ry)/
KPA / KPA - T
/ Metric How to Measure Baseline arget G(ood to Type
Subcategory Value
have) /
O(ptional)
Measure the
percentage of critical
assets (e.g., data
Cybersecurity storage, applications,
KPI_DigiHealth.01 |  /C1 Measure Asset |/ self user endpoints) 0% | 100% | 60% M Quantitative
Coverage assesment . .
Preparedness identified and
documented in the
organization's security
framework.
. . i N
Cybersecurity Risks Cybersuite Risk SCONg on assets No criti(():al
KPI_DigiHealth.02 /C1 Identification/Ris |US_P.04 | Dashboard i g N/A assets in . M Qualitative
using OLISTIC o assetsin
Preparedness k score (OLISTIC) highrisk | .~
high risk
. Successful How many
Cybersecurity Vulnerabilities self vulnerabilities
KPI_DigiHealth.03 /C1 L US_B.01 identified from N/A 100% 80% M Quantitative
Identification assessment .
Preparedness (Percentage) Cybersuite vs manual
g checks with other tools
Increase awareness
. ) lvei
Cybersecurity Measure Cybersuite realzfeilot(\)lilsriuvib
KPI_DigiHealth.04 /C1 Exposure to US_M.02 | Dashboard ) . 0 10 3 0] Quantitative
Preparedness | Deep/Dark Web (Kartos) exposure (e.g. identify
P P and fix leaked
passwords)
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Cybersecurity Mean Time to Time between system
.. Detect US_M.05, | Cybersuite intrusion/timeframe 10 . I
KPI_DigiHealth.05 /.C'2 - Me‘f"“' Cybersecurity |US_H.03 | Dashboard and detection of N/A seconds 1 minute Quantitative
time metrics . o
Incidents incident
. Proportion of
Cyb;aészc_urlty Percentage of US B.O1 self components of the
KPI_DigiHealth.06 L components - system that are N/A 100% 80% Quantitative
Patching US_B.08 |assessment )
Patched patched according to
Cadence S
policy timelines.
Cybersecurity
/C.4- Percentage of
Security cybersecurity |US_D.01, | Serveror |# of blocked incidents/
KPI_DigiHealth.07 | Incidents/ incidents US_B.06, | Cybersuite # total identified N/A 80% 70% Quantitative
Intrusion resolved/blocke |US_B.08 | Dashboard incidents
Attempts & d
Response
Cybersecurity
/C.4- Number of
Security cybersecurity Perform security tests
KPI_DigiHealth.08 | Incidents/ incidents not N/A Server and check for N/A 0 0 Quantitative
Intrusion blocked under unblocked attacks
Attempts & testing
Response
Number of
C5 citizens provided Number of personnel
KPI_DigiHealth.09 ) answers to N/A Personnel | involved in answering 0 30 10 Quantitative
Awareness . . .
cybersecurity questionnaires
guestionnaires
US_P.03, Increase of awareness
N C5 Cybersecurity |US_B.04 - of perso'nngl on 40% 20% o
KPI_DigiHealth.10 awareness US_B.08, | Personnel | cybersecurityissues- N/A . . Quantitative
Awareness . increase |increase
increase US_0.04 measured by
US_0.06 questionnaires
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Business &
Adoption/B.1 Number of

How many services of
N/A Server Cybersuiter have been 0 5 3 M Quantitative
used

- Incident different
Response & CyberSuite
Communicati |services adopted
on

KPI_DigiHealth.11

Agrifood Use Case - KPIs

List of KPIs of the Agrifood Demonstrator

M(andatory)
KPA / KPA — Metric Lir.1ked Where to How to Measure Baseline Acceptan / G(ood to
Subcategory Requirement Measure ce Value have) /
O(ptional)
Measure the
percentage of critical
assets (e.g., data
Cybersecurity Asset Application |storage, applications,
KPI_Agrifood.01 /C.1- N/A / Server- user endpoints) 50% 100% 80% M Quantitative
Coverage . . -
Preparedness side identified and
documented in the
organization's
security framework.
Evaluate the
sty |7 hcaton | 2007 00T
KPI_Agrifood.02 /C.1- US_B.02 / Server- 50% 90% 70% G Quantitative
Preparedness Attacks side h_a_ve chumentgd
Addressed mitigation strategies
in place.
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Average time taken to
_ Cybersecurity | Mean Time US_M.05, Application |.de|f1t|fy a s.ecur.lty Less than o
KPI_Agrifood.03 |/ C.2-Mean- | to Detect / Server- incident since its 48 hours 24 hours Quantitative
. . US_H.03 . . , 24 hours
time metrics (MTTD) side inception. Target:
Less than 24 hours.
) Average time
. Mean Time -
Cybersecurity Between Application |between occurrences Increase
KPI_Agrifood.04 |/ C.2 - Mean- Failures N/A / Server- of system failures N/A MTBF Stable Quantitative
time metrics side pertaining to security over time
(MTBF) L
incidents.
0
. 70%of | %0 | g0 of
. Proportion of - critical Y
Cybersecurity |Percentage I critical critical
/C3- of Application | components of the componen compone componen
KPI_Agrifood.05 o Us_D.01 / Server- system that are P nts P Quantitative
Patching  [components . . ts patched ts patched
side patched according to - patched .
Cadence Patched Co within 1 s within 1
policy timelines. within 1
week week
week
Cybersecurity ]
/C.4- Totalincidents Redgcno
. Number of - nin
Security Securit Application reported and incidents
KPI_Agrifood.06 | Incidents/ ) y N/A / Server classified each N/A Stable Quantitative
. Incidents ) : month-
Intrusion side month, allowing for
per Month . over-
Attempts & trend analysis.
month
Response
Cybersecurity
/C.4-
Security Percentage uUsS _D.01, Application | Measure how many o it 80% O it
KPI_Agrifood.07 | Incidents/ |of Incidents US_B.06, / Server incidents were °0% within within 24 60% within Quantitative
. ) 24 hours 24 hours
Intrusion Resolved US_B.08 side resolved. hours
Attempts &
Response
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Business & L Measure the trend of
. Reductionin - Y 20% 15%
Adoption/B.2 Securit Application | security incidents reduction | reduction
KPI_Agrifood.08 | -Incident . y N/A / Server | reported annually to N/A Quantitative
. Incidents ) . year- year-over-
Prevention & . side assess preventive
) Over Time over-year year
Reduction measures.
Grant Agreement: 101145861 -189-




