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Executive summary

The present document is an initial version of the Data Management Plan (DMP). Data management within a
research and innovation project is essential and the DMP is the document that regulates the standards on
how the data is obtained, used, and stored. Additionally, describes how the data will be available for other
researchers across the world. The Data Management Plan (DMP) is the key document presenting the data
management processes to be carried out in the WP1.

The CyberSuite Data Management Plan outlines how the data collected during the CyberSuite project will be
handled, not only while the project is running but after its completion too. This deliverable also describes
which standards and methodologies will be followed for the efficient collection of data and the appropriate
dissemination of them.

The F.A.L.R. (Findable, Accessible, Interoperable, Re-usable) Data Management guidelines, along with EC’s
DMP template, were followed for the formation of this deliverable. An initial version of the project’s DMP
(Data Management Plan as a deliverable) is submitted covering the first 6 months of the project. The DMP
will be updated over the course of the project, whenever significant changes arise, such as new data and/or
changes in consortium policies.

This document outlines our strategy to ensure data integrity, accessibility, and security, while promoting data
sharing and re-use to maximize the impact of our research outcomes. The primary objective of our DMP is to
establish robust procedures for data collection, organization, storage, and sharing. By adhering to best
practices and industry standards, we aim to create a reliable and well-structured data repository that
facilitates collaboration among project partners and enables the broader research community to benefit
from our findings.

In this first version, we address key aspects of data management, including data acquisition, metadata
documentation, storage infrastructure, data sharing protocols, and data preservation. This deliverable also
includes ethical considerations and data protection, ensuring compliance with relevant regulations and
safeguarding sensitive information. CyberSuite consortium within this document foresees measures to
maximize the value of our research data by encouraging open data practices and fostering collaborations
with stakeholders beyond the project's scope.

The data of the CyberSuite project will be generated via accessible information, project partners’
contributions, external evaluators’ activities, third party beneficiaries and the demonstration cases.

All the sets of data produced will be anonymised for impact assessment and research purposes. All the
personal data will be treated in line with the REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 27 April 2016 and it will be accessible for authorized users only (validated via
authentication processes).

Grant Agreement: 101145861  -6-
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1 Introduction

For CyberSuite, the Data Management Plan (DMP) serves as a crucial component. As we embark on this
journey to develop innovative solutions in the field of cybersecurity, it is essential to establish a robust
framework for managing the data generated throughout the project's lifecycle. Hence, the DMP outlines our
approach to data collection, organisation, storage, sharing, preservation, and exploitation, ensuring that our
project adheres to best practices and meets the requirements set forth by Digital Europe funding framework
and relevant regulatory bodies from EC.

1.1 Scope

This initial version of a living DMP sets the stage for effective data management, recognising the significance
of data as a valuable asset in our research. It highlights the need to establish a clear roadmap for data
handling, considering the unique challenges and opportunities presented by the CyberSuite scientific and
technical landscape. By developing a comprehensive DMP, we aim to foster transparency, collaboration, and
data-driven innovation within our project.

The primary objectives of this DMP are to ensure the integrity, accessibility, and usability of our data,
promote open and responsible data sharing, facilitate data re-use and validation, and address data security
and ethical considerations. By implementing sound data management practices, we strive to maximize the
impact and value of our research outcomes, enhance collaboration with stakeholders, and contribute to the
wider scientific community.

This DMP will guide our project team and collaborators in effectively managing data throughout its lifecycle,
from data generation and collection to data preservation and potential re-use beyond the project's duration.
It will serve as a reference document that outlines the procedures, methodologies, tools, and resources
required to achieve our data management goals. Furthermore, the DMP will be reviewed and updated in a
semester basis to adapt to evolving project needs and emerging data management practices, ensuring its
relevance and effectiveness throughout the project's lifecycle.

CyberSuite DMP covers:

e Data handling during and after the project.

e Types and formats of data that will be generated/collected.
¢ Methodologies and standards that will be applied.

e How the data will be openly accessible.

e How the data will be safe and secure.

It also includes an overview of the datasets that will be produced by the project. The next versions of the
DMP will get into more detail and describe the practical data management procedures implemented by the
CyberSuite project.

1.2 Target Audience
The target audience for this deliverable is:

e European Commission

e EU Parliament

e Consortium members and External Advisory Group of the CyberSuite project
e Digital Europe projects and other related projects (clustering activities)

¢ Organisations and specialists involved in the CyberSuite use cases

e Relevant public and private organisations

Grant Agreement: 101145861  -11-
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1.3 Structure

Since the CyberSuite DMP follows the related template provided by the European Commission the
deliverable addresses the following issues:

Data Summary

FAIR data (Findable, Accessible, Interoperable, Re-usable)
Allocation of resources

Data security

Ethical aspects

Other issues

Conclusions

Each of the previously defined aspect has its own set of questions that must be addressed. The proposed
template states that it is not required to provide detailed answers to all the questions of the DMP that needs
to be submitted by month 6 of the project, subject -also- to potential future updates.

Grant Agreement: 101145861  -12-
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2 Data summary

A DMP is a key element to ensure data is well managed. Thus, below we will firstly identify the type of data
that will be produced in the context of the project:

¢ Data generated from accessible information, such as publications on relevant sectors of the power
industry area, developments in the storage technologies or other areas related to the objectives of
the project.

e Data produced from project partners’ activities, such as expert meetings, evaluation reports,
reviews, processing of technical data, development of the business process, demonstration sites and
other related activities in order to achieve project goals.

e Data obtained from third party beneficiaries and use cases, such as details of projects that are
submitted under any conditions, interviews, and presentations.

2.1 Purpose of the data collection/generation

During the CyberSuite project, data will be generated, collected, stored and processed by project partners,
stakeholders and third-party participants. The purpose is the exploitation of these data for research, impact
assessment and evaluation of deliverables/proposals.

2.2 Types and formats of data generated/collected

An overview of the different data sets that will be produced during the CyberSuite project is shown in the
table below. It includes the data type, the data origin, the related WP number and the format in which the
data will be stored

Table 1: Types of Data Generated/Collected

Data type Origin WP Format
Models and Meta models, Policies,
Research Item . . . et 1-7 Xls, .csv, .txt, .docx, .pdf
Questionnaires, Deliverables, Papers
Software . . . .
Code, APIs, microservices, libraries,
! Vi ! ! 2,3,5,6 Xls, .csv, .txt, .docx, .pdf
dashboard
Dataset Synthetic 4 Xls, .csv, .txt, .docx, .pdf

2.3 Data Protection

All data generated during the CyberSuite project will be anonymised for impact assessment and research
purposes. Personal data of the participants will be gathered only for the project’s submission process, and
their informed consent will be required. All personal identifiers (known only by project partners who
safekeep these records) will be encrypted and stored securely.

The personal data protection processes will follow the REGULATION (EU) 2016/679 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and until valid, the repealing Directive
95/46/EC (General Data Protection Regulation). The relation of applications will be coded and will be

Grant Agreement: 101145861  -13-
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available for external evaluators with such a coding. In case data needs to be transferred to non-EU partners,

we will obtain approvals from the Data Protection Office.

2.4 Artefacts and Access Rights

In the first months of the project, partners asked for their input of artefacts that they will contribute to the
project. Table 3 outlines the artefact contribution of the partners and whether the artefact is publishable. It
should be noted that all future additions and updates will be documented under the relevant deliverables.

Table 2: CyberSuite Artefacts

a/a Partner

Artefact

Artefact Name

Description

Publishable/Non-publishable

Type

APIs: for integration with the
1 ENTHEC Software Kartos API CyberSuite Framework.
Non-publishable
ACAS, Anti-Ph. | code, APls,
2 Ml Software | game, pentesting | libraries, Open source in GitHub
tools dashboards
Research !cjhze.2 _C,\gztrlsjggri?f Deliverable
3 S5 . v .y (Document, Publishable
Item solutions Portfolio-
) . Report)
Final version
Code: in private repository (e.g.
GitHub) - non-publishable. Service:
web service - Possibly some
limited functionalities to be
available to users publicly without
CyberSuite Code, registration  (tbd). APIs: for
4 f P i ) )
55 Software Marketplace roduct/service, integration with the CyberSuite
APIs . .
Framework. Possibly some limited
functionalities could be
publishable through Open APIs
(e.g. the publicly available service
catalogue), but thd
Registered user data: Non-
publishable; Services metadata:
. Depends on sensitive information
Registered user . . .
. and any copyright issues, possibly
data; Services . .
metadata: Service some information could be
5 S5 Dataset CyberSuite data (eg. publ'lshable (e.g. publicly avallalf)le
Marketplace Data . . services names, service
configuration . .
templates categories); Service data:
b " Publishable or non-publishable,
documentation) . . L
depending on service availability
scheme (publicly free or restricted
availability)
Code: in private repository (e.g.
Software Code, GitHub) - non-publishable. Service:
& Product/service, Non-publishable, accessible only
E
6 55 Research nergyTracker Data Models, | to registered users. Data Models:
Item Models Underlying data models for data
mapping, non-publishable, reside

Grant Agreement: 101145861
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in EnergyTracker platform.
Models: for analytics and Persona
creation, non-publishable, reside
in EnergyTracker platform

Real data (without
personal data, and

direct or quasi-
7 S5 Dataset EnergyTracker Data | identifiers). Non-publishable
Synthetic data
(only if actual data
don’t suffice)
Code: in private repository (e.g.
GitHub) - non-publishable. Service:
web service - No functionalities
available to users publicly without
Code, registration  (tbd). APIs: for
8 INQBIT Software | SASTer Product/service, integration with the CyberSuite
APIs Framework. Possibly some limited
functionalities could be
publishable through Open APIs
(e.g. the publicly available service
catalogue), but thd
Code: in private repository (e.g.
GitHub) - non-publishable. Service:
Code, web service - Training material will
9 INQBIT Software | Cyber Range Product/service, not be available to users publicly
APls without registration (tbd). APIs: for
integration with the CyberSuite
Academy (tbd).
D2.2 - Maturity o .
Research | the Cybersechit}J/c Deliverable
10 | INQBIT . . (Document, Publishable
Item solutions Portfolio-
. . Report)
Final version
A repository of
various courses
and technical | Non-publishable: Repository
11 | JoisT Software Cyber.?uite Course | knowledge conten.t is proprietarY and will be
Repository resources focused | accessible only to registered users
on cybersecurity | within the CyberSuite Academy.
challenges and
solutions.
Modules designed
for training on | Non-publishable: Modules will be
CyberSuite Training | cybersecurity accessible only to participants of
121 Joist Software Modules solutions and | the CyberSuite Academy and not
potential cyber | available for public distribution.
threats.
C'yber .range and Non-publishable: Exercises will be
CyberSuite 5|mul‘at|on' accessible only to participants of
13 | Joist Software Gamification exercises into the the CyberSuite Academy and not

training programs
to enhance

available for public distribution.

Grant Agreement:
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engagement and
effectiveness.
D5.1 — CyberSuite | Initial report
14 | JoisT Research | Cybersecurity N deta|I|ng the Publishable
Item Academy — Initial | CyberSuite
report Academy
D5.2 — CyberSuite | Final report
Research | Cybersecurity detailing the .
15 | Joist Item Academy — Final | CyberSuite Publishable
report Academy
Data on
participants Registered user data: Non-
CyberSuite |ncI.ud|ng. pubI!shabIe; Usage records: Non-
registration publishable; Assessment results:
16 | JOIST Dataset Academy . .
.. details, usage | Non-publishable; Aggregated and
Participants Data . ..
records, and | anonymized statistics:
assessment Publishable.
results.
Code, Code: in private repository (e.g.
17 BITECH MAESTR
v ¢ Software STRO Product/service GitHub) - non-publishable
PUZZLE
Orchestrator  and
Risk  Assessment Code, Code: in private repository (e.g
18 | UBITECH Software PUZZLE Product/service, GitHub) - non-publishable
APIs
Orchestrator  and
Risk Assessment
Dash i i
19 | eBOS Software Cybersuite Code, reasost::)c?rrd' (eCOdZitHllJrl])) ?“r\w/::ﬁ
Dashboard Product/service pository 1€.&.
publishable
Final report on the
D6.2:  CyberSuite | CyberSuite
Ecosystem Building | Ecosystem
20 | eBOS ﬁzsrsarch Plan and Business | Building Plan and | Sensitive
Model Strategy — | Business = Model
Final report Strategy — Final
report
D7.1:
Communication, -,
21 | eBOS Research Dissemination, and In|t|aI. P&C and Publishable
Item Exploitation report
General Awareness
Plan
D7.2: Interim
Report on
27 | eBOS Research C(.)mmtfmc;.atlon, Interl'm 'D&C and Publishable
Item Dissemination, and | Exploitation report
Exploitation
activities
D7.3: Final Report
- . D
>3 | eBOS Research or.1 Con.1mu.n|cat|on, Flnal' '&C and Publishable
Item Dissemination, and | Exploitation report

Uptake activities

Grant Agreement:
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Google Analytics | Only required KPI metrics to be
Project Website | data for evaluating | shared/published in related
24 B D
eBOS ataset Analytics project  website | deliverables/reports, all other data
performance is non-publishable
Linkedl lyti
dl:taei?orne\?arizayt?r: Only required KPI metrics to be
Linkedl Profil h lish i lat
25 | eBOS Dataset n ed.n rotiie LinkedIn posts and > a‘red/pub ished n related
Analytics ) deliverables/reports, all other data
profile . .
is non-publishable
performance
X analytics data for | Only required KPI metrics to be
. . evaluating X posts | shared/published  in related
2 B D X Profile Anal
6 | eBOS ataset rofile Analytics and profile | deliverables/reports, all other data
performance is non-publishable
YouTube analytics | Only required KPI metrics to be
. data for evaluating | shared/published in related
27 B D YouT Anal
eBOS ataset ouTube Analytics video and profile | deliverables/reports, all other data
performance is non-publishable
Names and email
28 | eBOS Dataset Newsletter Mailing | addresses of Non-Publishable
List newsletter
subscribers
Code: in private repository
(GitHub) it includes smart contract
code (non-publishable) Service:
Code, Available as SaaS for registered
29 | COMPELLIO | Software BCBCTI Product/service, users only
APIs API: available for integration with
the CyberSuite framework. Some
functionality can be published as
open API, (TBD)
Open specification for dataset
profiles (schemas) to be registered
via the BCBCTI APl in the context of
30 | COMPELLIO Dataset BCBCTI - Dataset | Dataset structure | the CyberSuite framework. Some
definitions | Profiles specifications dataset profiles for dedicated
CyberSuite assets can be published
as open source in the context of
the project
Code: in private repository
(Bitbucket) (non-publishable)
Service: free trial version available
code, APIs, on premise for registered users
31 | PLUR Software Seer Box libraries, P &
dashboards only
API: available for integration with
the CyberSuite framework for
registered users only
Code non-publishable, data non-
Code, . .
. publishable, software publishable
Product/service, . .
32 | CG Software | CG Toolbox under proprietary license, open
Data Models, . S
APIs publishable (see details in
Models .
Consortium Agreement)
Grant Agreement: 101145861  -17-
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Code non-publishable, data non-

Code
’ lishabl ft lishabl
CG Conversational | Product/service, publishable, .SO warfe publishable
33 | CG Software under proprietary license, open
Agent Data Models, . g
APIs publishable (see details in
Models .
Consortium Agreement)
Curriculum and material
Training publishable under specific
34 | CG Other CG Bootcamps curriculum and | conditions regulated by copyright

material

agreement (see details in
Consortium Agreement)

It is clear from the table above that the partners’ contribution of artefacts consists of:

publishable Research Items (RIs) (reports, deliverables, papers)
non-publishable Rls (evaluation methods, questionnaires)
non-publishable Datasets (mainly from Demo sites)

open-source Datasets

publishable Software with limitations sharing specific data of the project.

2.5 Existing data re-used

Data will be collected throughout the project. No data that has been collected in previous research will be
used for the CyberSuite project.

Also, sharing data with non-EU members who are not part of the consortium is not anticipated.

2.6 Expected size of the data

The CyberSuite project will generate research datasets (i.e., results of the technologies, services of the
demos, etc.), publications, new services proposal through the Open Call, dissemination material, etc. Due to
the complexity of the project and the scope of the work, the expected size cannot be estimated at this point.

Grant Agreement: 101145861  -18-
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3 FAIR data

CyberSuite follows the FAIR principles and supports the re-use of the research data generated throughout
the lifespan of the project.

FAIR, through the set of guidelines that offer, can help to make the data:

¢ Findable: data has a unique, persistent ID, located in a searchable resource, and documented with
meaningful metadata.

e Accessible: data is readily and freely retrievable using common methods and protocols, metadata is
accessible even if the data is not.

¢ Interoperable: data is presented in broadly recognized standard formats, vocabularies, and
languages.

e Re-useable: data has clear licenses, and accurate meaningful metadata conformity to relevant
community standards and identifying its content and provenance.

3.1 Making data findable, including provisions for metadata.

This document initiates the data management plan to support the effective collection and integration of the
CyberSuite data. Storage, processing and sharing (among project participants) will occur via data exchange
platforms (i.e., Microsoft365), while interaction with the public will be achieved through the official project
website. Furthermore, data will be stored at the coordinator’s Dropbox repository and will be kept for a
minimum of 5 years after the end of the project.

A naming agreement will include a brief description of contents, the institution collecting the data and when
was published. Version numbering will only be an issue if a participant requests withdrawal of their data in
which case a version number will be added to the filename.

Data will be anonymized meaning that data will not identify any individuals and so real names of participants
will NOT be distributed. Data will be shared only in relation to publications (deliverables and papers). As a
result, the publication will serve as the main piece of metadata for the shared data. When this is not seen as
being sufficient for the comprehension of the raw data, a report will be shared along with the data, explaining
their meaning and methods of acquisition.

3.1.1 Discoverability of the data
It is essential to integrate data from the participants’ activities in the open calls so that the datasets to be
reused. Taking into account the FAIR data principles (meta)data should:

e have a unique and persistent identifier
e contain enough metadata for the interpretation of the data
¢ De filed in a searchable source

Following these principles, not only the data but also their authentication and authorization details will be
retrievable.

3.1.2 Data identification mechanisms
All the documents associated with the project will be identified with the project’s name and a unique,
continuing document type. Versioning of the document should be part of the document name and title.

Documents related to project activities (i.e., WP activities, deliverables), will use the corresponding number
(WP or deliverable) followed by a short title.

Grant Agreement: 101145861  -19-
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For example:

e CyberSuite_D1.1-Project Handbook-v0.1.pdf
e CyberSuite_D1.2-Data Management Plan-v0.1.pdf

3.1.3 Naming conventions used
Each set of data produced (dataset, deliverables, etc.) will be named in a standardized way and will include
a table with the record of the versions of the specific document.

Suggestions for the project’s documents naming are below:

e Choose easily readable identifier names (short and meaningful)

¢ Do not use acronyms that are not widely accepted.

¢ Do not use abbreviations or contractions.

¢ Avoid Language-specific or non-alphanumeric characters.

e Add a two-digit numeric suffix to identify new versions of one document.

e Dates should be included back to front and include the four-digit years: YYYYMMDD.

Deliverables: CyberSuite_[Deliverable Code]-[Deliverable Title] [Partner]-vA.BB i.e.: CyberSuite D1.1-
Project Management Handbook-v1.0 (for submission to the Commission)

For datasets: WP [Work Package number] P [Pilot number; pilot activity number] - [description of the activity]
i.e.: WP4 P1.4 Results of demonstration performance.

3.1.4 Approach towards search keywords
Documents related to the project’s activities will be produced by using templates agreed by the consortium.
These templates include a keywords section to make documents findable.

The keywords are used in order to easily identify documents related to the project and will be used
throughout the submission process.

3.1.5 Clear versioning of the documents
Only documents created by the consortium will be versioned, for this purpose templates include 3 descriptors
to identify the versions and status of the documents:

Moreover, partners, following the recommendations included in section “Naming conventions” will identify
the different versions by using a two-digit number following the descriptor Draft. A document reviewed by
another partner should be returned to the principal author by including rev + acronym of the organization.

Only the principal author will change the draft number and will add the word FINAL to documents ready to
be sent to the EC.

Table 3: Proposed Document History Table

Version Date Change History Author(s) = Organisation

Partners
0.1 X Initial i (0] isati
x/yy/zzzz nitial version Name rganisation

The document history included in the document template should be filled in as follows:
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Table 4: Document History table example

Version Date Change History Author(s) Organisation
0.1 Xx/yy/zzzz | Initial version Mr A XYZ
0.2 Xx/yy/zzzz | Under review Mrs B ABC
0.3 Xx/yy/zzzz | Draft Mr A XYZ
0.4 Xx/yy/zzzz | Under review Mrs B ABC
0.5 Xx/yy/zzzz | Final Mr A XYz

3.1.6 Standards for metadata creation (if any)

Basic metadata will be used to facilitate the efficient retrieval of information by project partners and external
evaluators. As a result, all documents related to the project have to include in the front-page information
about the author(s), the editor(s), the WPs, the dissemination level and the version.
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Delivery date: [Month Year]

Dissemination level: [Public/Sensitive]

Project title: Uptake of Innovative Security-as-a-Semnvice Solutions

Duration: 1 lanuary 2024 — 31 December 2026

Project website:  hitps://cybersuiteproject.euf

Co-funded by
the European Union

Figure 1: Template to be used for project documentation metadata overview

3.2 Making data openly accessible

Data will be made available subject to ethics and participant agreement. However, the personally identifiable
nature of the data collected within CyberSuite means that in most cases it would be difficult to release
collected data. All the available data will be stored in the coordinator’s Dropbox repository. Whoever
requests access should contact the Project Coordinator describing their intended use of a dataset.
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Figure 2: Open access to scientific publication and research data in the wider context of dissemination and exploitation
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Prior to release, a requesting party will need to contact the Project Coordinator describing their intended use
of a dataset. The Project Coordinator will send a terms and conditions document for them to sign and return.
Upon return, the dataset will be released. Documentation will be included with the release of the data.

In alighnment with the EC Guidelines on Open Access to Scientific Publications and Research Data in Digital
Europe Programme, CyberSuite will also follow a combination of Gold and Green Open Access strategy to its
scientific publications, which will be agreed during the first months of the project execution. Gold Access will
be encouraged for high-impact journal publications while the self-archiving, Green Access will be granted for
the rest of the publications. The repositories listed in Zenodo funded by OpenAIRE and the repositories
available through the consortium members will be considered while there will also be a relevant repository
on the website of the project and in social networking sites for scientists and researchers like ResearchGate.

The following table is highlighting:

¢ which data are produced and used in the project
¢ which data will be made openly available

Table 5: Datasets accessibility

Data openly

# | Data Type Justification

EVENE] ][

The data related to the stakeholder’s contacts will
1 | Stakeholder contacts collection | No not be published as primary data due to privacy and
security concerns.

Public securit services

2 . y Yes
collection
Digital securit solutions

3 g . y Yes
collection

4 | Quantitative survey data Yes

The data from the expert interviews (recordings,
5 | Expert interview data No protocols and transcriptions) will not be published
as primary data due to privacy and security
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concerns. Anonymization is not considered as an
alternative, because the sample size allows drawing
conclusions on the respondents.

The data from the expert interviews (recordings,
protocols and transcriptions) will not be published
as primary data due to privacy and security
concerns. Anonymization is not considered as an
alternative, because the sample size allows drawing
conclusions on the respondents.

The data from the expert interviews (recordings,
protocols and transcriptions) will not be published
as primary data due to privacy and security
concerns. Anonymization is not considered as an
alternative, because the sample size allows drawing
conclusions on the respondents.

The data from evaluation survey will not be
published due to privacy and security concerns.
8 | Validation cycles data No Anonymization is not considered as an alternative,
because the sample size allows drawing
conclusions on the respondents.

6 | Focus groups data No

7 | Workshops data No

As indicated above, the following data sets will be made openly accessible: Data type 2 (Public security
services collection) 3 (Digital security solutions collection) and 4 (Quantitative survey data).

The following table describes the accessibility details of these datasets.

Table 6: Accessibility details

Data Type Accessibility Availability and Information on metadata and
required software additional data information
tools
1 Public Public Filterable and | No metadata needed; additional
security searchable database; | information will be provided on
services can be accessed with a | the platform
collection state-of-the-art  web
browser
2 Digital Validated Filterable and | No metadata needed; additional
security professionals searchable database; | information will be provided on
solutions can be accessed with a | the platform
collection state-of-the-art  web
browser
3 Quantitative Public Cleaned primary data; | No metadata needed; additional
survey data can be accessed with | information will be provided on
SPSS or Excel the platform

No specific software tools will be needed to access any of the data. Anonymised data sets will be saved and
stored in word, pdf or excel to facilitate its exploitation and guarantee their long-term accessibility.

All Data will be stored and secured on Microsoft365 platform.

3.3 Making data interoperable
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Making data interoperable means that both data and metadata must be read by automation and have to use
a consistent terminology.

3.3.1 Interoperability of data assessment

All partners will be responsible for storing the data in a specific user-friendly format, taking into consideration
the real and current needs of the possible practitioners interested in using, integrating, or exploiting the data
generated during the project. The assessment of data interoperability will be updated in future reviews in
order to guarantee the CyberSuite data are suitable for the needs of a broad spectrum of researchers.

3.3.2 Vocabulary use
The vocabulary used in the project is a very standard and common language within the business creation
culture and logistics. Vocabulary won’t represent any barrier for data interoperability and/or re-use.

3.4 Making data re-usable

3.4.1 Increase data re-use through clarifying licenses

Due to the sensitive nature of the data, they will be available on Microsoft SharePoint and their use will be
restricted to the research use of the licensee and colleagues on a need-to-know basis. This non-commercial
license is renewable after 2 years, data may not be copied or distributed and must be referenced if used in
publications. These arrangements will be formalized in a User Access Management license which describes
in detail the permitted use of the data.

3.4.2 Data quality assurance process
The project coordinator will be responsible for assuring the quality of the data by making sure the datasets
follow the FAIR principles included in this DMP, and that the data is updated.

Personal data will be processed following the EU, national and international laws and considering the “data
quality” principles listed below:

e Accurate and up to date

e Processed securely, fairly and legitimately

* Processed in line with data subjects’ rights

e Kept for no longer that required and only for the purpose of the project

Data quality assurance process will be led in accordance with the REGULATION (EU) 2016/679 OF THE
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data.

3.4.3 Length of time for which the data will remain re-usable.

The consortium’s goal is to maintain data re-usable for as long as it is possible after the end of the project. A
first period of 5 years has been established. However, this time can be extended, subject to the partners’
agreement. This period can vary depending on the value of the data after the end of the project.
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4 Publishing Platforms

In CyberSuite, we use several platforms to publish our results openly. The following list presents the
platforms used during the project and describes their concepts for publishing, storage, and backup.

Project Website

The partners in the project consortium decided early to setup a project-related website. This website
describes the mission and the general approach of CyberSuite and its development status. A blog informs
about news on a regular basis. Later in the project the developed CyberSuite framework will be announced.
A dedicated area for downloads is used to publish reports and white papers as well as scientific publications
(in pre-camera ready form, or through links to the publisher’s websites in case these are not open access).
All documents are published using pdf format. All downloads are enriched by using simple metadata
information, such as the title and the type of the document. The website is hosted by partner UBITECH. All
webpage-related data is backed up on a regular basis. All information on the project website can be accessed
without creating an account.

CyberSuite Academy

According to the DoA, an online open-source academy will be created, that will gather a great set of open
courses dedicated to cybersecurity accessible. The establishment of the academy will be built and organized
focusing on the readiness levels and knowledge on cybersecurity aspects, using categorization from
introductory to advanced courses and courses for non-tech executives to tech experts. Indicative sources are
for example Coursera, Udemy, courses created and provided from other EU-funded projects. The CyberSuite
Academy will be customized as a one-stop-shop for hard and soft skills building and will also include the
project’s webinars, training videos and workshops and hackathons material, whitepapers and other reports
on cybersecurity.

Zenodo

Zenodo is a research data archive / online repository which helps researchers to share research results in a
wide variety of formats for all fields of science. It was created through EC's OpenAIRE+ project and is now
hosted at CERN using one of Europe's most reliably hardware infrastructures. Data is backed nightly and
replicated to different locations. Zenodo not only supports the publication of scientific papers or white
papers, but also the publication of any structured research data (e.g., using XML). Zenodo provides a
connector to GitHub that supports open collaboration for source code and versioning for all kinds of data. All
uploaded results are structured by using metadata, like for example the contributors' names, keywords, date,
location, kind of document, license, and others. Considering the language of textual metadata items, English
is preferred. All metadata is licensed under CCO license (Creative Commons 'No Rights Reserved'). The
property rights or ownership of a result does not change by uploading it to Zenodo.

All public results generated or collected during the project lifetime will be uploaded to Zenodo for long-term
storage and open access.

GitHub

GitHub is a well-established online repository which supports distributed source code development,
management, and revision control. It is primarily used for source code data. It enables world-wide
collaboration between developers and provides also some facilities to work on documentation and to track
issues. GitHub provides paid and free service plans. Free service plans can have any number of public, open-
access repositories with unlimited collaborators. Private, non-public repositories require a paid service plan.
Many open-source projects use GitHub to share their results for free. The platform uses metadata like
contributors' nicknames, keywords, time, and data file types to structure the projects and their results. The
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terms of service state that no intellectual property rights are claimed by GitHub over provided material. For
textual metadata items, English is preferred.

All source-code components that are implemented during this project and decided to be public will be
uploaded to an open access GitHub repository.
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5 Allocation of resources

5.1 Data management responsibilities

Data will be stored at the collaboration portal (Microsoft SharePoint), set by the coordinator as the project’s
repository, and will be kept for 5 years after the end of the project. The coordinator is responsible for
managing the repository for CyberSuite including all data management issues related to the project.

The analyses of the observed research data will be presented in the form of publications, which the
consortium will publish in open access scientific journals. The costs related to open access will be claimed as
part of the Digital Europe Programme grant.

Each WP leader will be responsible for the storage of the data resulting from the project’s activities and the
uploading of them in the CyberSuite Microsoft SharePoint, or other storage systems for sharing the
information of the project.

The CyberSuite coordinator supported by the WP leaders will be responsible for the constant update of this
document and for developing a strategy to encourage:

¢ identification of the most-suitable data-sharing and protection methods
o efficient use of data, assuring clear rules on its accessibility

e quality of the data

e safe storage in a user-friendly interface

5.2 Cost of potential value of long-term preservation

The cost of data storage and maintenance are not going to require extra funding once the project ends. As
per the value of the data, it is important to consider that the issues covered by the project act in response to
a current need. Thus, the data from this project will have a direct impact in the future but might not be of
relevance as the challenges are being tackled or replaced by other priorities.
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6 Data Security

In order to secure the processing of personal data against publishing to unauthorized people, processing in
violation of the law, change, loss, damage or destruction the CyberSuite data exchange platform (Microsoft
SharePoint) practices measures such as:

Information security: Secure Socket Layer (SSL) certificates are applied. In order to ensure the appropriate
level of security, the password for the account will exist on the platform only in a coded encrypted form.

Options for reading data: The platform offers the possibility to make data available in a read-only or
downloadable format, hindering the access to information by unauthorised users.

Back-up policy: Complete and redundant back-ups are done every week. Moreover, every time a
modification is done an older version is saved.

Accidental deletion or modifications: In case of a catastrophic event that implies the partial or complete
deletion of the data sets, the data from the most recent back up will be automatically restored (back-up
won’t be older than 60 minutes). In case of accidental deletion or modification only the most recent
document will be restored, so in case of accidental changes or deletion data can be easily recovered.

Deletion or modification of data by users: Only SharePoint administrators have the rights to delete or modify
the information included in the datasets.

Long-term retention: Data will be moved to public storage such as Zenodo for long-term retention. As already
mentioned, CyberSuite will base its repository selection on security features as well.
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7 Ethical aspects

The CyberSuite consortium is aware of ethical, privacy, copyright and data protection issues that might be
triggered by the activities of the project. Consequently, this section revolves around ethical and legal
compliance issues such as:

e the consent for data protection and sharing

e the protection of the individuals’ identity and the ways that the personal data will be handled
e the safe storage and secure transfer of data

e copyright and intellectual property rights (IPR) issues.

To deal appropriately with the aforementioned issues the CyberSuite consortium scrutinized on the legal
framework that governs the activities of the project i.e. a) the European Union ePrivacy Directive 2002/58/EC,
b) the Directive 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, and on the free movement of such data thus repealing Council Framework Decision 2008/977/JHA
and c) the (EU) Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data thus repealing Directive 95/46/EC.

Additionally, the consortium studied the ethical guidelines for research projects in the EU under Digital
Europe Programme which must comply with ethical principles and relevant national and EU legislation.

The CyberSuite consortium will act in accordance with the above-mentioned legislation and Digital Europe
Programme ethical principles as it relates to any individual that might be involved in the project either as a
participant or not.

WP 1 deals also with the ethics requirements in relation to the project’s objectives, methods, processes, tasks
and results. These ethics requirements mainly relate to the processing of personal data and with data
protection. Therefore, in this deliverable will not be covered requirements that are dealing specifically with
the procedures in respect to the data protection. In order to ensure that all ethical aspects are considered
and that the CyberSuite project is compliant with all legal requirements and ethical issues, a general strategy
has been designed.

At this point of time, the consortium deems appropriate to refer on the legal framework that governs the
activities of the project and directly affect CyberSuite data management approach. These include, but are
not limited to, the following:

i.  General Data Protection Regulation (GDPR), which is a comprehensive data protection regulation
that sets out rules for the processing of personal data within the European Union. It applies to all
research projects handling personal data and emphasizes principles such as data minimization,
purpose limitation, data security, and individual rights.

ii. Data Protection Directive for the Police and Criminal Justice Sector directive, which addresses the
processing of personal data for law enforcement purposes while it also establishes rules for the
lawful and ethical handling of personal data in the context of research projects involving law
enforcement agencies.

iii. Directive on Open Data and the Reuse of Public Sector Information, which promotes the openness
and reusability of public sector information, including research data funded by public bodies while it
also encourages the sharing and accessibility of research data, enabling its reuse and maximizing its
societal and economic benefits.
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iv. Directive on Copyright in the Digital Single Market, which addresses copyright rules and intellectual
property rights within the European Unio also including provisions related to data mining and text
and data analytics, allowing for the lawful use and extraction of data for research purposes.

V. European Code of Conduct for Research Integrity, which, while not a legislation or directive,
provides guidelines and principles for researchers and institutions to ensure ethical research
practices. It covers various aspects of research integrity, including data management, publication
ethics, and conduction of responsible research.

Vi. Digital Europe Programme Rules for Participation and the Digital Europe Programme General
Model Grant Agreement, which outline the general principles and rules that govern the funding and
implementation of research and innovation projects. While the specific ethics aspects are not
explicitly listed in these documents, the include references concerning ethical considerations and
highlight the importance of addressing ethical aspects in research projects like ethical compliance,
review, informed consent, data protection, and dual use research.

In order to ensure that all ethical aspects are considered and that the CyberSuite project is compliant with
all legal requirements and ethical issues, a general approach has been discussed. This involves an ad hoc
monitoring process of the project development the "Socio-legal Approach"” which is a risk approach to privacy
and data protection issues that takes into account not only legal considerations but also social factors and
societal norms. This approach recognizes that the protection of personal data goes beyond mere compliance
with legal requirements and requires a broader understanding of the social and ethical implications of data
processing. In the context of the GDPR, the Socio-legal Approach emphasizes the need to assess the risks
associated with the processing of personal data from both a legal and social perspective. It involves
considering not only the legal obligations imposed by the GDPR but also the potential impact on individuals'
privacy, autonomy, and societal values. In a brief this approach includes the following:

i Legal Compliance which starts with the GDPR's legal requirements, such as obtaining consent,
providing transparency, implementing data protection safeguards, and respecting individuals' rights.

ii. Risk Assessment by conducting a comprehensive risk assessment to identify potential risks to privacy
and data protection. This includes evaluating the likelihood and potential harm of data breaches,
unauthorized access, data misuse, or any other privacy-related risks.

iii.  Social Implications that consider the social implications of data processing activities. This involves
considering the broader societal impact, ethical implications, public perception, and potential
discrimination or stigmatisation resulting from data processing.

iv.  Stakeholder Engagement which promotes the involvement of stakeholders, such as data subjects,
privacy experts, civil society organizations, and regulatory authorities, in the decision-making process
to ensure that different perspectives are considered and facilitate a more holistic approach to privacy
and data protection.

v.  Continuous Evaluation and Improvement to emphasise on the need for ongoing monitoring,
evaluation, and improvement of data processing practices to address emerging risks and changing
societal expectations.

The ethical requirements that were set by the EC, during the ethics check process before the signature of the
GA, have been considered by the consortium. General guidelines have been provided to the project and the
consortium on all aspects such as data protection, privacy issues, research participants’ safety, etc.

7.1 Confidentiality

The CyberSuite partners must retain any data, documents or other material as confidential during the
implementation of the project. Further details on confidentiality can be found in Article 13 of the Grant
Agreement.
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7.2 Personal Data

Part of this project will be the collection of personal data. This data will be stored, analysed and used
anonymously. The individuals will be informed about the use of their information, and they will have to agree
to the data collection while providing their approval in the form of written consent. The identity of any
individual interviewed or in any other way engaged in the project (e.g., by email, correspondence, newsletter)
will be protected by anonymization of the data.

7.3 Intellectual Property Rights (IPR)

CyberSuite embarks to ensure that data access and sharing activities will be meticulously implemented in
compliance with the privacy and data collection rules and regulations, as they are applied nationally,
internationally and in the Digital Europe Programme rules. Primary data collected through potential
interviews from sources outside of the consortium may be available either to all or specific partners upon
authorisation of the interviewees. This kind of data will not be available to the public. Concerning the results
of the project, these will become publicly available based on the Access Rights as described in the Consortium
Agreement (Article 16).
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8 Conclusions

D1.2 is the initial version of the DMP and describes the collection and handling of the project’s data along
with information on the importance of FAIR data and its application. Security measures and ethical aspects
of the project are addressed at an initial level. It should be noted that the DMP is a living document that will
be continuously updated by all relevant partners throughout the project’s duration.
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